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Building Networks for People

OCHOBHbIE XapaKTepUCcTUKH

YHuBepcanbHoe NnpMMeHeHue

Moppepxka Tononoruu CTEeKMpOBaHUsA
«Uenby»/»konbLO»  No3BonseT  00beauHsATb B
dusmyeckui ctek 0o 12 yCTpOMCTB, KpOMe TOro,
TexHonorvs BUPTYanbHOro CTeKMpOBaHUs
obecrneyvBaeT ynpaBfieHWe KOMMyTaTopamu Yepes
oaviH IP-agpec B pamkax BUPTyasibHOro cTeka

HapexHas 3awmra

Moppepxka TexHonormm Safeguard Engine, cnvckos
ynpaBnexusa goctynom ACL n npegoTBpalleHunst atak
ARP Spoofing obecneunBaeTr 3awmuty cetu oOT
BPEAOHOCHbIX aTak M HeaBTOPU3OBAHHOIO AOCTYyNa

TexHonorua Green
Mcnonb3oBaHue

obecneunBaeT aBToOMaTu4eckoe
n0Tpe6n;|eM017| ANEKTPO3Heprun, CHmxasa Taknm
06pa30M 3aTpatbl B npouecce 3Kcnnyatauuu
060py,D,OBaHV|F| 6e3 BnusAHus Ha npon3BoOAUTENIbHOCTb

D-Link Green
COKpaLleHune

TEexXHoJ1ormm

Cepusa DGS-3420

YnpaBnsiemble rurabutHble KOMMyTaTOpbl YPOBHS 2+ cepumn xStack

DyHKUUKN

YHuBepcanbHoe npuMeHeHue

© 20/48 nopTos 10/100/1000BASE-T unu 20 nopToB
SFP

« 4 kom6o-nopta 10/100/1000BASE-T/SFP’

¢ 4 nopta 10-Gigabit SFP+

e Moanepxka 802.3af n 802.3at Power Over Ethernet?

CTekupoBaHue

* dusmyeckoe crekmpoBaHue: 4o 12 yCTPOUCTB B CTeKe,
576 rurabuTtHbIX MOPTOB

¢ 2 nopta 10-Gigabit SFP+ ans o6beanHeHns B cTek

e [Monoca nponyckaHusi ctekmpoBaHus o 40 [éut/c B
pexume MOSHOTO Ayrnnekca

e BupTyanbHbIi cTeknpoBaHue: fo 32 yCTpOUCTB C
MCMONb30BaHWEM CTEKMPOBaHUS Mo TexHornorum Single
IP Management

Bbicokas HageXHoCTb

e Pe3epBHbiln uCTOYHUK nuTaHus (RPS)

« 802.1D/802.1w/802.1s Spanning Tree

e Loopback Detection (LBD)

¢ Ethernet Ring Protection Switching (ERPS)

BesonacHocTb

e MHoroypoBHeBoe ynpaeneHue goctynom L2/L3/L4
o AyTeHTudukaumus Ha BHELLHEM cepBepe
RADIUS/TACACS+

o Mognepxka SSH/SSL

* YnpasneHue goctynom Ha ocHoe Web (WAC)

* YnpaeneHue goctynom Ha ocHoe MAC (MAC)

e D-Link Safeguard Engine

e Moaaepxka Microsoft® NAP

KommyTtaTopbl HoBoro nokoneHust cepum xStack DGS-3420 npepnoctaBnsitoT CeTsIM  KPYMHbIX
npeanpusTMi M NpeanpuaTuii  mMamoro M cpegHero  6usHeca  (SMB)  BbicOkyto
Npon3BOANTENBHOCTb, YHMBEpcanbHoe npumeHeHue, 6e3onacHOCTb, MHOrOypOBHEBOE KayecTBO
obcnyxmBaHus (QoS) M BO3MOXHOCTb MOAKMIOYEHWUS PE3EPBHOTO  MCTOYHUKA MUTAHWSA.
KommyTaTopbl obecneunBaloT BbICOKYIO MMOTHOCTb MMrabuTHbIX MOPTOB [ANS MOAKMIOYEHUs
pabounx mect, ocHaweHbl noptamm SFP n 10 Gigabit SFP+ 1 nogaepxmBaloT pacluMpeHHble
yHKUMM nporpammHoro obecneyenunsi. KommyTaTopbl MOXHO WCMONb30BaTb B KayecTBe
YCTPOWCTB YPOBHS AOCTyna noAapasfenieHuii unu B sape ceT Ans co3naHus MHOroypoBHEBOW
CETEBOWN CTPYKTYPbl C BbICOKOCKOPOCTHBIMW MarMcTpansMn 1 LLeHTPann3oBaHHbIM NOAKII0YEHNEM
cepBepoB. [poBaigepbl ycrnyr MOryT Takke WCMonb3oBaTb MNpeuMyllecTBa KOMMYTaToOpoB C
BbICOKOW MOTHOCTLI0 nopToB SFP (Hanpumep, DGS-3420-28SC/26SC) ans dopmupoBaHust sapa
ontuyeckou cetn (FTTB).

BupTtyanbHbIn cTek

BctpoeHHas nogaepxka TexHonorum Single IP Management nossonsieT kommytaTtopy DGS-3420
cTaTb 4acTblo BUPTyanbHOrO CTeKka W COo3[4aTb MHOTOYPOBHEBYK CETEBYK CTPYKTYpy C
BbICOKOCKOPOCTHBIMW ~ MaructpansMu U LeHTpanv3oBaHHbIM MOAKIoYeHNneM cepepoB. B
BUPTYarnbHbIi CTEK 0OBEAUHSIIOTCA YCTPOCTBA, PaCMONIOXKEHHbIE B NOGOK TOUYKE OAHOrO M TOro
e CeTeBOro AoMeHa, U UCMorb3yTCa AoMonHUTeNbHbIe nopThl uplink 10-Gigabit Ana nepepaun
BHYTpMCTEKOBOro Tpaduka Ha ckopocTu 20 6ut/c B pexxnme nonHoro aynnekca.

TexHonorusa D-Link Green

Komnanus D-Link 3aHMMaeT BeayLimne no3vumm B pasBUTUM MHHOBALIMOHHOW aHeprocbeperatoLLem
TEXHOMNOMMW, He CHWXalolWeh nNpoM3BOOUTENBHOCTb W (PyHKUMOHANbHbIE  BO3MOXHOCTMU
ycTtpovicTBa. KommyTaTopbl cepun DGS-3420 nogaepxusatoT TexHonoruio D-Link Green, koTopasi
NO3BOJSISIET UCMONb30BaTh PEXNM COXpaHeHus1 aHeprin, Smart Fan, CHU3WMTL TennoBblgeneHune, a
Takke aBTOMAaTUYecKM yMeHbllaTb 3HeprornoTpebneHve B 3aBMCUMMOCTM OT ANWHbI Kabens.
Brnarogapsi yHKUMN 3HEeprocbepexxeHust BbIMOMHSAETCS aBTOMATUYECKOE OTKITIYEHME MUTaHUS
HeaKTMBHbIX nopToB. PyHkuMa Smart Fan obecneuyvBaeT aBTOMaTW4eCKOe BKIOYEHMWE
BCTPOEHHbIX BEHTUNATOPOB MpU OnNpeaeneHHon TeMnepaTtype, obecneyunBas NPOOOIMKUTENBHYHO,
HaZleXHY0 1 3Konornyecku 6e3speaHyto paboTy kommyTaTopa.
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CTeKMPOBaHMe no TONOJNIOrMU «KonbLo»

B kauecTBe anbTepHaTVBbl BUPTyanbHOMY CTEKYy, B 3aBUCUMOCTM OT
UCMonb3yemMon  TOMOMOTMU  CTEKMPOBAHWS  —  JIMHEMHOW  Wmnn
OTKa30yCTOMYMBOIO «KOnbLi@» — MOMb3oBaTeNyM MOryT WCMonb3oBaTb
oouH wunu pgea nopta 10 Gigabit Ethernet SFP+, gna cosgaHus
pusmyeckoro crteka. B Takoh cTek MOxHO o06beauHutb po 12
kommyTaTopoB cepun DGS-3420 v nonyunTb, Takum obpasoMm, Ao 576
noptoB Gigabit Ethernet.

TexHonorus IPv6

KommyTatopbl cepun DGS-3420 nogaepxueatoT IPv6, Bkniovasi Takom
dyHKUMOHaN u npoTokornkl, kak IPvé Tunnel, ICMPv6, DHCPv6, RIPng,
IPv4/IPv6 dual stack n 1. o. Bnarogaps noptam 10-Gigabit n nogaepxke
IPv6 cepua DGS-3420 siBNsieTCSt 9KOHOMMYECKU BbIrOAHbLIM peLLeHneM,
obecneyvBaoLLM COBMECTUMOCTb C TpebOBaHUSIMU, NPUMEHSIEMbIMU K
IPv6 cetam ByayLuero.

Eesonacuocm, npou3BoanTesiIbHOCTb U AOCTYNHOCTb

KommyTatopbl cepun DGS-3420 npenocTtaBnsioT WMpokuiA  Habop
dyHKUMA Be3onacHocTun, BKMYas MHoroypoBHeBble L2/L3/L4 cnumcku
KOHTpOmns pfJocTyna u ayTeHTudukaumio nonb3oBatenen (802.1x) c
nomowbio cepeepoB TACACS+ wun RADIUS. [Ons nosblweHus
npou3BoauTENbHOCTU 1 GesonacHocTn koMmmyTaTopbl cepun DGS-3420
obecneumBatoT noapepxky VLAN, Bknovas GVRP u ctaHgapt 802.1Q.
Onsi ctabunbHon paboTbl TakMX CETEBbLIX CEPBUCOB M cucTem kak VolP u
ERP, a Takke npoBedeHVWs BUAEOKOHMEPEHUMA  KOMMyTaTop
nopgaepxvBaeTt wupokui Habop dyHkumii QoS/CoS 2/3/4 ypoHen,
KOTOpblE FrapaHTUPYIOT, YTO KPUTUYHbIE K 3aepXKKkaM CETEBblE CEPBUCHI
ByayT obcnyxmBaTbCsl B MPUOPUTETHOM PEXMME.

DGS-3420-28TC
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DGS-3420-265C

DGS-3420-28PC

Cepusa DGS-3420

YnpaBnsiemble rurabuTHble KOMMYTaTOpPbl YPOBHS 2+ cepum

xStack

[Ons 3awutbl KOMMYTaTOpPOB OT BPEAOHOCHOro TpadvKa, Bbl3BaHHOMO
aKTMBHOCTbIO  BUpYcCOB/4epBer, KommyTaTopbl  cepun  DGS-3420
npepoctaenstoT dyHkumio D-Link Safeguard Engine, obecneumBatoLlyto
6e30macHOCTb, HaAEXHOCTb U AOCTYMHOCTb CeTU. YNpaBneHve nomnocomn
npornyckaHus MoxeT OblTb YCTaHOBMEHO [Afs Kaxgoro nopta
UCMorb30BaHMEM NpeABapUTENIbHO OnpeaeneHHbIX MOPOroBbIX 3HAYEHUN,
4YTO MO3BOMNSET 0becneynTb COOTBETCTBYIOLUMIA YPOBEHb OGCMNyXMBaHWSA
ONS KOHEYHbIX nonb3oBaTenen. PyHKUMS  ynpaBneHus  Morocom
npornyckaHWsl No NMoTokam NO3BONSIET HacTpauBaTb TWMbl 0OCIYXMBaHUS
Ha ocHoBe onpefeneHHbIX IP-agpecoB unv NnpoTokonos.

KomnnekcHoe ynpaBneHue

KommyTatopbl cepun DGS-3420 noppepxvBaloT — LLUMPOKWIA  Habop
bYHKUMIA, NO3BONSIOLMX CETEBbIM agMMHUCTPaTopamM C  FErkoCTbHlo
OCYLIEeCTBNATbL  ynpaBfieHWe, a Takke TMOUCK W  yCTpaHeHue
HencnpaBHOCTEN. Moppepxka Web-uHTepdeiica, nHTepderica

komangHown ctpoku (CLI), Telnet, cdbaiinoBoi cuctembl, HECKOMBKUX KOMUIA
MO u konum kKoHdUrypaumn, a Takke cnexeHue 3a 3arpyskom CPU
NO3BONSAIOT 3HAYMTENbHO COKPaTUTb BPEeMs, KOTOpoe MOXeT ObiTb

NoOTPa4YeHO Ha ceTeBble HACTPoVikn. Kpome Toro, dyHKUMS AMarHOCTUKW
kabensi n dyHkuusi Connectivity Fault Management (CFM) nomoratoT
agMUHUCTPATOpaM SKOHOMUTb BpeMs MpU  MOUCKE W yCTpaHeHWUn
HeuncnpaeHOCTEN.

DGS-3420-52T

DGS-3420-52P
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MpumeHeHune cepun DGS-3420 B ceTAX npoBanaepoB ycnyr
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MpumeHeHne cepumn DGS-3420 B ceTsAX KPYNHbIX NpeanpuaTuUn
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MpumeHeHne cepumn DGS-3420 B ceTAX manoro n cpeaHero bMsHeca
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TexHunyeckne xa PaKTEepPUCTUKN

Ob6Lme \ DGS-3420-28TC DGS-3420-26SC DGS-3420-28SC
MHTepdenchl e 20 noptos 10/100/1000BASE-T e 20 noptoB SFP e 20 noptoB SFP
o 4 xombo-nopTa e 4 kombo-nopTa o 4 xombo-nopTa
10/100/1000BASE-T/SFP 10/100/1000BASE-T/SFP 10/100/1000BASE-T/SFP
e 4 nopta SFP+ e 2 nopta SFP+ e 4 nopta SFP+
Pe3epBHbI ICTOYHUK MUTaHWSA ¢ DPS-500 e DPS-500 ¢ DPS-500
KoHCOomMbHbIN nopT RJ-45
Ynpaenstowmin nopt 10/100BASE-T
CurHanbHbIn nopT 1
Cnot gns SD-kapTbl 1
[Mpoun3BoanTensHOCTL
KommyTaumnoHHasa maTtpuua e 128 Iout/C e 88 [But/c e 128 I'but/c
CkopocCTb nepeHanpaBneHus 64- e 95,24 Mpps e 65,47 Mpps e 95,24 Mpps
6GanTHbIX NakeToB
Bydep naketos 2 Mb
Tabnuua MAC-agpecos 16 K 3anucen
Tabnuua mapwpyTtunsaumm IPv4 1 K 3anucen
Tabnuua mapwpyTtunsauum IPve 512 3anvcen
Tabnuua kommyTauum IPv4 2 K 3anucen
Tabnuua kommyTauum IPve 1 K 3anucen
Pa3mep Jumbo Frame 13000 Gawnt
MTBF (4acbl) * 288211 e 301567 e 300371
YpoBeHb Lwyma e Makc.: 48,9 ob e Makc.: 47,3 ob * 47,4 nb
TennosblgeneHne e 1558 BTU/M e 137 BTUM e 1452 BTUM
MutaHue Ha Bxoge 100-240 B nepemeHHoro Toka, 50-60 Ny
Makc. noTpebnsiemasi MOLLHOCTb e 44 9 BT e 40,2 BT e 42,6 BT
L]
Pasmepel o 441 x 310 x 44 mm
Bec ® 4,12 kr e 4,04 kr 4,06 kr
BeHTunsatopbl Smart Fan ( > 39°C: Bbicokasi ckopocTb; < 36°: Huakas ckopocTb)?
Pabouas Temnepatypa e OT0° no 50° C
TemnepaTypa xpaHeHus e OT-40° o 70° C
Pabouas BnaxHocTb e OT 10% po 90% 6e3 koHaeHcaTa
BnaxxHocTb xpaHeHusi e OT 5% no 90% 6e3 koHaeHcaTa
EMI FCC Class A, CE Class A, VCCI Class A, IC, C-Tick
BesonacHocTb CB, cUL, LVD
CepTudpukaThbl IPv6 Ready Logo Phase 2

'MOJIYaHH] T BJICHA HHU3Kas CK Th BEHTHJIATY N U TCMIT T’ BB K 'Thb BEHTHJIAT( 'BEJIMYUBACTCA U T 51 BBICOK( ﬁ}:l TOHHUIKCHHUS TEMIT ITYPBIL 1 °C.
3 o yMOJTYaHHIO YCTAHOBJICHA HU3KAs CKOPOCTD Bel opa. IT emmeparype ¢ 39° C ckopocTsh Be opa yBe. a€TCs U OCTACTC COKOH 710 1O © emmnepar 036°C



Cepua DGS-3420

YnpaBnsieMble rurabuMTHble KOMMYTaTOpbl YPOBHA 2+ cepun xStack

TexHu4Yeckme xapakTepucTukn

O6uve \
MHTepdelichb

DGS-3420-28PC
e 20 noptos 10/100/1000BASE-T
e 4 koMbo-nopTa
10/100/1000BASE-T PoE/SFP
e 4 nopta SFP+

DGS-3420-52T
e 48 noptoB 10/100/1000BASE-T
e 4 nopta SFP+

DGS-3420-52P
e 48 noptos 10/100/1000BASE-T
PoE
e 4 nopta SFP+

Pe3epBHbI UICTOYHMK NUTaHNUs

e DPS-700

e DPS-500

e DPS-700

KoHcomnbHbIN nopT

RJ-45

Ynpaenstowmin nopt

10/100BASE-T

CwurHanbeHbIN NopT

1

Cnot ansa SD-kapTbl
MponsBoANTENBLHOCTL

KOMMyTaLI,MOHHaﬂ mMaTtpuua

e 128 [But/c

1

e 176 [GuT/C

e 176 [Gut/c

CkopocTb nepeHanpasneHusi 64- e 95,24 Mpps ¢ 130,95 Mpps ¢ 130,95 Mpps
GanTHbIX NakeToB

Bydep naketos 2 Mb

Tabnuua MAC-agpecoB 16 K 3anucen

Tabnuua mapwpyTtusauum IPv4 1 K 3anucen

Tabnuuya mapwpyTtunsauum IPve 512 3anucem

Tabnuua kommyTauum IPv4 2 K 3anucen

Tabnuua kommyTauum IPve 1 K 3anucen

Pa3mep Jumbo Frame 13000 Gawnt

PoE

Crtangapt PoE 802.3af n 802.3at - 802.3af n 802.3at

BrogpxeT mowHocTn PoE

MTBF (4achbl)

370 BT (740 BT C pe3epBHbIM
MCTOYHUKOM nuTaHus DPS-700)

e 230906

dusnyeckme XapaKTepUCTUKU

» 256326

370 BT (740 BT c ¢ pe3epBHbIM
UCTOYHMKOM nuTaHus DPS-700)

¢ 202910

YpoBeHb Wwyma

e Makc.: 52,7 pb

e Makc.: 53,3 ab

e 55 0b

TennosblgenexHne

e 1712,5 BTUM

¢ 259,1 BTUM

e 1763,3 BTU/M

MutaHve Ha Bxoae

100-240 B nepemeHHoro Toka, 50-60 'y

Smart Fan ( > 39°C: Bbicokasi cCKopocTb; < 36°: Huakas ckopocTb)?

Makc. notpebnsiemas MOLLHOCTb e 502,2 BT e 76,0 BT e 517,1 BT
Pa3mepsbl e 441 x 380 x 44 Mmm

Bec e 5,75 Kkr | « 507« | 624«kr
BeHTunsatopsbl

Pabouas TemnepaTtypa

e OT0° no 50° C

Temnepatypa XpaHeHusi

e OT-40° no 70° C

2 [lo yMOJI4aHHIO YCTAHOBJICHA HU3Kas CKOPOCTD BeHTHsATOpa. [1p Temneparype Bbiie 39° C CKOPOCTb BEHTHIISATOPA YBEIHYMBAETCS M OCTAETCS BLICOKOIT 10 OHIKEHHS TeMmepaTypst 10 36° C.



Cepusa DGS-3420

YnpaBnsiemble rurabuTHble KOMMYyTaTOpbl YPOBHSA 2+ cepun xStack

Pabo4yasn BnaxHoOCTb

e OT 10% no 90% 6Ge3 koHaeHcaTa

BnaxHocTb XpaHeHnA

e OT 5% 0o 90% 6e3 koHOeHcaTa

CTtekunpoBaHune

EMI FCC Class A, CE Class A, VCCI Class A, IC, C-Tick
BesonacHocTb CB, cUL, LVD
CepTtudukaTtbl IPv6 Ready Logo Phase 2

MporpammHoe obecnevyeHve

¢ BupTyanbHoe cTeknposaHue
o D-Link Single IP Management
o o 32 ycTpoincTs, 06beaVHEHHbIX B BUPTYarbHbIN
cTek
o LupuHa nonocsl nponyckanust o 20 I'6

o du3nyeckoe CTeKMpoBaHue
o Tononorus «uenb»/»KonbLo»
o Monoca nponyckaHus go 40 I'6
o 1o 12 ycTpoWicTB Ha cTek

PyHKLMN YPOBHS 2

Tabnuua MAC-agpecos: 16K 3anucei
¢ YnpaBneHne NoTokom
o YnpasneHue notokom 802.3x
o MpepoTepalleHne 6rokMpoBoOK
o HOL
e Jumbo-dpenm go 13000 6ant
¢ IGMP Snooping
o IGMP v1/v2/v3 Snooping
o Moppepxka 960 rpynn
o IGMP Snooping Fast Leave
e MLD Snooping
o MLD v1/v2 Snooping
o Moppepxka 480 rpynn
o Fast Leave Ha ocHoBe y3na
o dyHkuma Loopback Detection

e Spanning Tree Protocols
o 802.1D-2004 STP
o 802.1w RSTP
o 802.1Q-2005 MSTP
o BPDU Filtering
o Root Restriction
e 802.3ad Link Aggregation
o Makc. 32 rpynnbl Ha yCTPOWCTBO, 8 rMrabuTHbIX
MOpTOB Ha rpynmny
e CoBmecTumocTb ¢ 802.3AX
o 3epkanupoBaHue NopToB
o MNopaepxka 4 rpynn 3epkanMpoBaHns
o One-to-One, Many-to-One, Flow-based Mirroring
o RSPAN
e L2 Protocol Tunneling
o Ethernet Ring Protection Switching (ERPS)

VLAN

pynnel VLAN

o Makc. 4K VLAN rpynn

o Moppepxka Ao 255 anHammnyecknx VLAN rpynn
¢ 802.1Q Tagged VLAN

e 802.1v Protocol VLAN

GVRP
e Double VLAN (Q-in-Q)

o Q-in-Q Ha ocHoBe nopTa
e VLAN Ha ocHoBe MAC-aapecoB
¢ VLAN Trunking

DyHKUMKN ypoBHA 3

o Makc. konuyecTBo IP-uHtepdericos: 256
o VHTepderic Loopback
¢ |Pv6 Tunneling

e Proxy ARP
e Gratuitous ARP
¢ VRRP?

MapLupyTusauusi yposHs 3

e [lo 1K 3anucen mapLupyTv3auum yCTPOWCTB C
Mcrnonb3oBaHNeM NpoTokosnos IPv4/v6
o lo 1K 3anucew ans mapupyTos IPv4
o o 512 3anucen ans mapwpyTos IPv6

¢ [1o 2K Bcex nepecbinaemMbix 3anMcen yCTponcTs no
npoTokonam IPv4/v6
o [o 2K 3anucen ans IPv4
o o 1K 3anucen ans IPv6

e [lo 256 3anucer cTaTM4eckon MapLupyTM3auum ons
IPv4, no 128 3anvcewn gns IPv6

e RIP vi/iv2

¢ RIPng

e MapLipyTu3auusi Ha OCHOBE NONUTUK

¢ [lepepacnpegenexve maplpyToB (Route
Redistribution)
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YnpaBnsiemble rurabuTHble KOMMYyTaTOpbl YpoBHSA 2+ cepun xStack

KayectBo obcnyxmanus (QoS)

e 802.1p

e 8 ouepenew Ha nopT

o MexaHu3mbl 06paboTkM ovepenen

o Strict

o Weighted Round Robin (WRR)

o Strict + WRR

CoS Ha ocHose:

o MNopTa kKoMMmyTaTOpa

o VLAN ID

o Ouyepepgeit npuoputeToB 802.1p

o MAC-agpeca

o IPv4/v6-agpeca

o DSCP

o Tuna npoTokona

o TCP/UDP-nopTa

o Coaepxumoro nakeTa, onpeaensieMoro
nonb3oBaTenem

o [logagepxka cnegyowmx AeNCTBUMIN ANst NOTOKOB
o [obaeneHue Tera npuoputeta 802.1p
o [obaeneHue Tera npuoputeta TOS/DSCP
o YnpaBsrneHue norocon NponyckaHus
o CTtatuctuka notoka
o MNapaHTUpoBaHHas cpefHsAs CKOPOCTb Nepefayn
nHgpopmauum (CIR) npu muHnumyme 1 Kéut/c
¢ YnpaBneHne nonocon nponyckaHusi
o Ha ocHose nopta
o (Bxogsiwee/cxoasee, MuH. war go 8 Kéut/c)
o Ha ocHoBe notoka
o (Bxogsiwee, MuH. war go 8 Kéut/c)
¢ QoS no pacnucaHuto
e MpepoTBpalleHve neperpysok — WRED?

Cnucku ynpasJrieHna 4OCTynom
(ACL)

e ACL Ha ocHoBe:
o Mpuoputeta 802.1p
o VLAN ID
o MAC-agpeca
o Ether Type
o IPv4/v6-agpeca
o DSCP
o Twna npoTokona
o Homepa TCP/UDP-nopta
o Knacca IPv6-Tpaduka
o MeTkn noToka IPv6

e} Co,qepmwmoro nakeTa, onpeaendaemMoro nonb3oBarenem

Cratuctmka ACL
¢ ACL no pacnucaHuio

Ingress ACL: nogaepxka go 6 npodunen n 256 npasun Ha npocuns
Egress ACL: nogaepxka oo 4 npocwunen n 128 npasun Ha npodusnb

BesonacHocTb e SSHv2 e D-Link Safeguard Engine
e SSL viiv2/v3 e DHCP Server Screening
e Port Security: no 3328 MAC-agpecoB Ha e CPU Interface Filtering
nopt/cuctemy/VLAN ¢ [MpenoTtBpaLleHune atak ARP Spoofing
e 3awuTa OT WMpoKoBeLLaTeNbHOro/MHOro- e 3awmTa ot atak BPDU
aApecHOro/ogHoOaApPecHoro Wropma e Secure FTP?
o CermeHTaums Tpaduka o dunbTpaums NetBIOS/NetBEUI
¢ IP-MAC-Port Binding
o lMpoeepka ARP-naketos
o lMpoeepka |IP-nakeToB
o DHCP Snooping
o DHCPv6 n NDP Snooping
o [o 500 3anucen Ha ycTPOMUCTBO
AAA e 802.1X: o YnpasreHue JoCTyrnoM Ha OCHOBE y3na

o YnpaBrieHue JOCTYrNoOM Ha OCHOBE rnopTa
o YnpaBreHue JOCTyrNoM Ha OCHOBE y3na
o OuHamunyeckoe HasHadeHue VLAN
¢ YnpaBneHue goctynom Ha ocHoBe Web (WAC):
o YnpaBreHue JOCTyroM Ha OCHOBE nopTa
o YnpaBrieHue JOCTyrNoM Ha OCHOBE y3na
o AvHamunyeckoe HasHayeHne VLAN
¢ YnpaBneHuve goctynom Ha ocHoBe MAC-agpecoB
(MAC):
o YnpaBreHue JOCTyrNoM Ha OCHOBE nopTa

o OuHamunyeckoe HasHadeHue VLAN
¢ YnpaBneHne JOCTynoM Ha ocHoBe sinoHckoro Web-
uHTepdenca
o YnpaBneHve AOCTYyNoM Ha OCHOBE y3na
Microsoft® NAP
o Moppepxka 802.1X NAP
o Moppepxka DHCP NAP
Guest VLAN
o AyTeHTudukauusa RADIUS n TACACS gns goctyna
K KOMMYyTaTOpy
e YyeTHble 3anucu ¢ 4 ypoBHSIMM NpaB 4OCTyna




Cepusa DGS-3420
YnpaBnsiemble rurabuTHble KOMMYyTaTOpbl YpoBHSA 2+ cepun xStack

YnpasneHve o Web-uHTepdpeiic e DHCP Client Option 60, 61
o VHTepderic komaHgHou ctpoku (CLI) o DHCP Relay Option 82
o Telnet-cepep o DHCP-cepBep
o Telnet-knueHt o dannosas cuctrema Flash
o TFTP-knueHT o [lognepxka Heckonbkux Bepcuii MO
e ZModem o [loaaepxka HECKOMbKMX BEPCUii KOHUrypawmi
e SNMP v1/v2c/v3 e CPU Monitoring
e SNMP Traps e KomaHga otnagku (Debug Command)
o CuCTEeMHbIN XypHan e SNTP
¢ RMON v1: ¢ ICMPV6
o Moppepxka 1,2,3,9 rpynn o DHCPV6-knueHT
e RMON v2: e DHCPV6 Relay
o Mopaepxka rpynnel ProbeConfig e DHCPv6-cepBep
¢ sFlow e Trusted Host
e LLDP/LLDP-MED e Hactpoika MTU
o BootP/DHCP-knneHT o Moanepxka Microsoft® NLB
o ABTOKOH(purypauusi no DHCP e UDP helper
e DHCP Relay
OAM ¢ 802.3ah Ethernet Link OAM o IEEE1588 Precision Time Protocol (PTP)

e 802.3ah D-Link Extension: D-Link Unidirectional Link

Detection (DULD)

e [lnarHocTtuka kabens
e Connectivity Fault Management (CFM)
o ITU-TY.1731

TexHonorus D-Link Green 3.0

802.3az Energy Efficient Ethernet (EEE)®
OKOHOMUS! 3MEKTPOSHEPrUM:

o B 3aBMCMMOCTM OT cTaTyca CoeaMHeHs
o 3a cyeT onpeaeneHns AnuHbl kabens

o BblkntoyeHre nHankatopos®

o BblkntoyeHue nopros®

o Cnsawmin pexxum®

o PoE no pacnucaHuio (Tonbko Ans mogenewn ¢ nogaepxkon PoE)

Crtangaptbl MIB/IETF

RFC1213 MIB-II

RFC1493, 4188 Bridge MIB

RFC1907 SNMPv2 MIB

RFC2571-2576 SNMP MIB

RFC1271, 2819 RMON MIB

RFC2021 RMON v2 MIB

RFC1398, 1643, 1650, 2358, 2665
Ether-like MIB

RFC2668 MAU MIB

RFC2674, 4363 802.1p MIB

RFC2233, 2863 IF MIB

RFC2618 RADIUS Authentication Client MIB
RFC1724 RIP v2 MIB

RFC2096 IP Forwarding Table MIB (CIDR)
RFC2620 RADIUS Accounting Client MIB
RFC2925 Ping MIB

RFC2925 Traceroute MIB

D-Link Private MIB

e RFC 2787 VRRP MIB3

* RFC768 UDP

e RFC783 TFTP

e RFC791 IP

¢ RFC793 TCP

e RFC826 ARP

o RFC854 Telnet

e RFC951, 1542, 2131 BootP

* RFC2068, 2618 HTTP

e RFC3056, 5214 IPv6 Tunnel

e RFC2138 RADIUS

¢ RFC2139 RADIUS Accounting
e RFC1492 TACACS

¢ RFC3176 sFlow

o RFC2598 DiffServ Expedited Forwarding
e RFC4213 IPv4/IPv6 Dual Stack
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cepum xStack

People

MMHOe obecneyeHne

DV-600S

MporpammHoe obecneyenve ans ynpasnexHusi D-View 6.0 (cTaHgapTHas Bepcust)

DV-600P

[MporpammHoe obecnevyeHne ans ynpaenexus D-View 6.0 (npodeccuoHansHas Bepcusi

HononHuTtenbHble TpaHcuBepbl 10-Gigabit SFP+

DEM-431XT

TpaHcueep 10GBASE-SR SFP+ (6e3 DDM), 80 m: OM1 & OM2 MMF, 300 m: OM3 MMF

DEM-431XT-DD TpaHcueep 10GBASE-SR SFP+ (c DDM), 80 m: OM1 & OM2 MMF, 300 m: OM3 MMF
DEM-432XT TpaHcueep 10GBASE-LR SFP+ (6e3 DDM), 10 km

DEM-432XT-DD TpaHcueep 10GBASE-LR SFP+ (c DDM), 10 km

DEM-433XT TpaHcrBep 10GBASE-ER SFP+ (6e3 DDM), 40 km

DEM-433XT-DD TpaHcueep 10GBASE-ER SFP+ (c DDM), 40 km

DEM-434XT TpaHcueep 10GBASE-ZR SFP+ (6e3 DDM), 80 km

DEM-435XT TpaHcueep 10GBASE-LRM SFP+ (6e3 DDM), 220 m: OM1 & OM2 MMF, 300 m: OM3 MMF

DEM-435XT-DD

TpaHcueep 10GBASE-LRM SFP+ (c DDM), 220 m: OM1 & OM2 MMF, 300 m: OM3 MMF

DEM-436XT-BXU

TpaHcuBep 10GBASE-LR BiDi SFP+ (6e3 DDM) 20 km, TX: 1270 HM, RX: 1330 Hm

DEM-436XT-BXD

TpaHcueep 10GBASE-LR BiDi SFP+ (6e3 DDM) 20 kM, TX: 1330 HM, RX: 1270 UM

[ononHuTtenbHble TpaHcuBepbl 1 Gbps SFP

DEM-310GT TpaHcuep SFP, 1000BASE-LX, ogHOMOO0BOE ONTOBOMIOKHO, Makc. pacctosiHne: 10 kM, paboyee HanpsbkeHuve: 3,3 B

DEM-311GT TpaHcueep SFP, 1000BASE-SX, MHOroMmooBoe onToBOMOKHO, Makc. pacctosiHne: 550 m, paboyee HanpskeHue: 3,3 B

DEM-312GT2 TpaHcuep SFP, 1000BASE-SX, MHOroMo0BO€E ONTOBOJTOKHO, MakC. paccTosiHue: 2 kM, paboyee HanpsikeHue: 3,3 B

DEM-314GT TpaHcueep SFP 1000BASE-LH, ogHomogoBoe onToBonokHo, 50 km, 3,3 B

DEM-315GT TpaHcmeep SFP 1000BASE-ZX, ogHOMogoBoe onToBosokHo, 80 kM, 3,3 B

DEM-330T TpaHcueep WDM SFP, 1000BASE-LX, ogHOMOAOBOE ONTOBOSIOKHO, Makc. pacctosiHue: 10 kM, paboyee HanpshkeHue: 3,3 B,
anvHa BonHbl Tx: 1550 HM, Rx: 1310 Hm

DEM-330R TpaHcueep WDM SFP, 1000BASE-LX, ogHOMOAOBOE ONTOBOSIOKHO, Makc. pacctosiHue: 10 kM, paboyee HanpshkeHue: 3,3 B,
anvHa BonHbl Tx: 1310 HM, Rx: 1550 HM

DEM-331T TpaHcueep WDM SFP, 1000BASE-LX, ogHOMOZ0BOE ONTOBONIOKHO, Makc. pacctosiHune: 40 kv, paboyee HanpspkeHue: 3,3 B,
anvHa BonHbl Tx: 1550 HM, Rx: 1310 HM

DEM-331R TpaHcueep WDM SFP, 1000BASE-LX, ogHOMOA0BOE ONTOBONIOKHO, Makc. pacctosiHue: 40 kv, paboyee HanpspkeHue: 3,3 B,
anvHa BonHbl Tx: 1310 HM, Rx: 1550 Hm

DEM-211 TpaHcuep SFP, 100BASE-FX MHOroMmogoBO€e ONTOBOTOKHO, MakC. paccTosiHue: 2 kKM, paboyee HanpsbkeHuve: 3,3 B

DEM-210 TpaHcueep SFP, 100BASE-FX ogHOMO0OBOE ONTOBOJIOKHO, Makc. paccTosiHue: 15 km, paboyee HanpsbkeHue: 3,3 B

DEM-220T 100Base-BX, gnuHa BonHbl Tx:1550 HM, Rx:1310 HM, 0QHOMOJOBOE ONTOBOJIOKHO, MaKC. pacctosiHue: 20 kKM

DEM-220R 100Base-BX, agnuHa BonHbl Tx:1310 HM, Rx:1550 HM, 0ogHOMOJOBOE ONTOBOMIOKHO, MaKC. pacctosiHue: 20 KM

DGS-712 1000BASE-T 100 m (nogaepxvBaetcs Tonbko pexxum 1000 M6ut/c) (HeT ynpaBrneHusi NOTOKOM

[ononHutenbHble kabenu 10 Gbps SFP+

DEM-CB100S Kabenb anvHon 1 m ¢ pasbemom 10-GbE SFP+ ¢ o6enx cTopoH
DEM-CB300S Kabenb anvHon 3 m ¢ pasbemom 10-GbE SFP+ ¢ o6enx cTtopoH
DEM-CB700S Kabenb anvHon 7 m ¢ pasbemom 10-GbE SFP+ ¢ o6enx cTopoH

Pe3epBHbIe NCTOYHWUKU NMNTAHNA

DPS-500 PesepBHbIN MCTOYHUK NuTaHusa 140BT
DPS-500DC PesepBHbIN MCTOYHUK NuTaHMsA 140BT NoCTOSIHHOTO ToKa
DPS-700° Pe3epBHbIi NICTOYHMK NTaHns 589BT

MHcopmaums ans 3akasa
DGS-3420-28TC

20 noptos 10/100/1000BASE-T, 4 kom6o-nopTa 10/100/1000BASE-T/SFP 1 4 nopta SFP+*

DGS-3420-26SC

20 noptos SFP, 4 kom6o-nopta 10/100/1000BASE-T/SFP u 2 nopra SFP+*

DGS-3420-28SC

20 noptos SFP, 4 kom6o-nopta 10/100/1000BASE-T/SFP u 4 nopra SFP+*

DGS-3420-28PC

20 noptos 10/100/1000BASE-T PoE, 4 kom60-nopta 10/100/1000BASE-T PoE/SFP u 4 nopta SFP+*

DGS-3420-52T

48 noptos 10/100/1000BASE-T u 4 nopta SFP+*

DGS-3420-52P

48 noptos 10/100/1000BASE-T PoE v 4 nopta SFP+*

! inst monieneit DGS-3420-28TC/28SC/26SC/28PC.

2 Jinst mogeneii DGS-3420-28PC/52P.

3 Ioanepska Tonbko B Bepeun [10 R1.5

4 Kabens ms cTekHpoBaHus 1 SD-kapTa He BXOJAT B KOMILIEKT MOCTABKH

5 ToanepkuBarOT TOJbKO Mozenu DGS-3420-28PC u DGS-3420-52P

¢ Moazepskka B Bepenn Bl

P ®
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