D-Link

Building Networks for People

OCHOBHbIe XapaKTepUCTUKM NpoAyKTa

BbicokockopocTHoe 6ecnpoBoaHoe
coeaAvHeHue

BecnpoBoaHoe coeanHeHWe co CKOPOCTbIO A0
300 M6uTt/c' ngeanbHo noaxoanT Ans
TpeboBaTenbHbIX K NPOMYCKHOW CNOCOBHOCTM
BU3HEC-MPUNOXKEHWI

HapexHas 3awmTa n doyHKUUM
ayTeHTUdMKauun

ObecnevyeHne 6e30nacHOCTM CETU C NMOMOLLLbIO
Habopa yHKLMIA, BKIOYaloLLEero ctaHaapT
WPA/WPAZ2, cermeHTaLuio 6ecnpoBofHOM ceTh
v nogaepxky VLAN

Heckonbko pexumoB paboTbli

Pexumbl paboTbl: Touka goctyna, Wireless
Distribution System (WDS) ¢ Toukon gocTtyna,
WDS/MocT, 6ecnpoBOAHON KIIMEHT

DAP-2330

pLink

BecnpoBoaHas oaHoauana3soHHaAa To4dka goctyna N300 ¢ nogaepxkon PoE

XapakTepucTuku

Bo3moxxHOCTUM noaknoYeHus

. BecnposoaHoe coeamHeHune 802.11n’

. O6wwas ckopocTb 6ecnpoBOAHOrO
coeauHeHns go 300 Méut/c’

. MrabutHein nopt LAN

Wcnonb3oBaHue B ceTsix 6M3Hec-knacca

e /geanbHoe pelueHve AnNs yCTaHOBKU
BHYTPY NOMELLLEHUIA?

e  YnpasneHue Tpacdukom/QoS

e BHyTpeHHuii RADIUS-cepsep

e [lepenanpaenenve HTTP

BesonacHocTb

WPA/WPA2 — Enterprise/Personal
WPA2 — PSK/AES over WDS
PunbTpauus MAC-agpecoB

Network Access Protection (NAP)
MpepoTtBpalyeHne atak ARP spoofing
Pasgenenne WLAN

YnobHas ycTaHOBKa
. Mopnnepxka 802.3af Power over Ethernet

L4 KpOHLIJTeVIHbI Ana yCTaHOBKU Ha CTeHe U
NOTOJIKE BKIMHOYEHbl B KOMMNNEKT NOCTaBKN

BecnpoBopHas ogHoamana3oHHas Todka goctyna DAP-2330 ¢ nopaepxkon PoE, paspaboTaHHas
ANS UCNOMb30BaHUS B CETSAX KPYMHbIX NPEANPUATUIA U NPEAnpUSTUA Manoro U cpedHero 6usHeca,
No3BOMSET CEeTEBbIM aAMMUHWCTPATOpPaM BOCMOMb30BaTbCS BO3MOXHOCTSMU  yrpaBnsiemMon
3aLUMLLEHHON ABYXAnanasoHHo 6ecnpoBogHON ceTu.

BbICOKOCKOpOCTHoe 6eCI1p0BO,C|Hoe coeauHeHue

DAP-2330 obecrneuvBaeT HagexHoe GecrnpoBodHOe coeauHeHue Ha ckopocTu o 300 Méwut/c'.
Bnarogaps faHHOW BO3MOXHOCTK, a Takke noaaepxke dyHkumm Wi-Fi Multimedia™ (WMM) Quality
of Service (QoS) Touka goctyna DAP-2330 siBnsieTcst uaeanbHbIM peLLeHneM ANsi nepefayn ayaouo,
BWAEO W ronocoBbIX NpUnoxeHui. BknioyeHHas dyHkumsa QoS nossonset Touke goctyna DAP-2330
aBTOMAaTUYECKM MPUOPUTU3UPOBATL CETEBON Tpaduk B COOTBETCTBUM C YPOBHEM WHTEPAKTUBHOMN
noTokoBol nepegayun, Hanpumep, HD-eugeo unm VolP. ®yHkumo QOS MOXHO OTperynmpoBaTb
yepes Web-nHtepderic DAP-2330 Cc nomowlblo packpbiBaloWerocs MeHw ansa  Bblibopa
noneb3oBartenbckux npasun npuoputetoB. Kpome Ttoro, DAP-2330 noapgepxuBaeT dyHKUMIO
6anaHcUpoBKM Harpy3ku [Ans  obecrneyvyeHuss MakCUMarbHOW MPOM3BOAMTENbHOCTM 3a  CYeT
orpaHuM4eHnst KonnyecTBa Nonb3oBaTernen Ha TOYKy JocTyna.

MHorodyHKLUNOHaNbLHOCTb

DAP-2330 nosBonsieT CceTeBbIM aAMWHUCTpaTOpaMm Cco34aTb YMNpaBfsieMyld W HagexHylo
0OecrnpoBoAHy0 CeTb C ONTUMarnbHbIM NOKpbITUEM. Touky goctyna DAP-2330 MOXHO pa3MecTuTb Ha
noTonke, CTeHe unuM cTone B 3aBMCUMOCTM OT TpebosaHui. Touka poctyna DAP-2330
nopaepxueaet ctangapt 802.3af Power over Ethernet, 4To no3BonNsieT ycTaHOBUTL 3TO YCTPOWCTBO
B MecTax, A€ HeJOCTYMHbl PO3ETKUA NUTaHUS.
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BecnpoBoaHas ogHoananasoHHas To4vka goctyna N300

¢ nopaepxkoun PoE

Be3onacHocTb

C uenbto 3awmTbl 6ecnpoogHon cetn DAP-2330 nogaepxvBaeT o6e
Bepcun ctaHgaptoB WPA n WPA2 (802.11i), ¢ BHyTpeHHum RADIUS-
cepBepOM, MO3BONSOLLMM MONb30BaTENSIM CO3[laBaTb YYETHbIE 3anucK B
camMoM ycTpoKicTBe. Toyka AocTyna Takke nogaepxveaet unbTpauuio
no MAC-agpecam, cermeHTaumo 6ecnpoBoHol ceTu, pyHKUMIO 3anpeTa
BewaHus SSID, obHapyXeHne HecaHKLMOHUPOBAHHbLIX TOYeK AocTyna u
dyHKUMIO BellaHua 6GecnpoBogHoi ceTu no pacnucaduo. DAP-2330
nogaepxveaetr Ao 8 SSID Ha 4acTOTHbI AManasoH, 4TO NO3BOnseT
ucnonb3oBaTb Heckonbko VLAN ansi cermeHTauum Tpaduka B ceTu.
Takke B TOyke [oOCTyna peanu3oBaH MEXaHW3M  M30mnsauun
6ecnpoBoaHOro KNNEHTa, KOTOpbI orpaHuunBaeT npsiMoe
B3aumogencresme Tuna “knueHT-knueHT”. Kpome Toro, DAP-2330
nopaepxmBaet Network Access Protection (NAP), dyHkumio Windows
Server® 2008, nO3BOMSIOLLYID CETEBbIM aAMUHUCTpaTopaM 3adaTb
HECKOMNbKO YpPOBHEN CEeTEeBOro AO0CTYNa, MCXOAA W3 HyXO Kaxaoro
KInneHTa.

Heckonbko pexumoB paboTbl

Ons  obecneyeHnss MakcuMarnbHOM OKymaeMoCTWM 3aTtpaT  MOXHO
HacTpoutb DAP-2330 B ogHOM M3 CredyloLlmX peXnMoB paboTbl: TOYKa
poctyna, Wireless Distribution System (WDS) c Toukom pgoctyna,
WDS/Moct (No AP Broadcast), 6ecnpoBogHoin knueHT. Bnarogaps
nopaepkke WDS ceTeBble agMUHUCTPATOPbl MOMYT YCTaHOBUTb
Heckonbko Todek poctyna DAP-2330 un HacTpouTb Ux Ha paboTy apyr ¢
OpYyroMm B pexvme MocCTa, OAHOBpPEMeHHO obecneuvBas AOCTYN K ceTu
oTaenbHbiM knneHTam. DAP-2330 Takke nogdepXuBaeT paclUMpPEHHble
yHKUMW, TakMe kak BGanaHcupoBKa Harpys3ku U pesepBupoBaHue Ans
6e30TKa3Ho paboTbl 6ecnpoBOAHOIO CoeaNHEHMS.

TexHunyeckne xa PaKTEepPUCTUKN

ObLwme

CeTeBoe ynpaBneHue

CeTeBble agMuHMCTPaTOpPbl 0OMafaldT HECKONbKUMM BO3MOXHOCTAMMU
ansa ynpaeneHuns Toukon goctyna DAP-2330, Bkntodaa Web-uHTepdenc
(HTTP), Secure Socket Layer (SSL, koTopblii 0b6ecneumBaeT Ge3onacHoe
coeavHeHne c Web-uHtepdericom), Secure Shell (SSH, koTopbi
obecneyvBaeT 6e3onacHbIi kaHan Mexay TOYKOW AOCTyna W yAaneHHbIM
komnbtoTepom) u Telnet. [nsa paclumMpeHHOro ceTeBOro YynpasreHusi
agMuHucTpaTopbl MoryT ucnonb3oBatb D-Link Central WiFiManager, c
MOMOLLbIO  KOTOPOrO MOXHO HAaCTPOUTb W YNpaBnsATb HECKONbKUMM
TOYKaMW [OCTyna C OAHOro KomnbtoTepa. [MoMUMMO CTaHAapTHBIX OMLMiA
ynpaenenuss, D-Link Central WiFiManager nossonsaioT ceTeBbiM
agMuHUCTpaTopaM yAanieHHO OCYLLEeCTBNATb MPOBEpKYy 060opyaoBaHus,
ucknoyas HeobXo0ANMOCTb NIMYHOTO KOHTPONS Kakux-nnbo onepauuii.
Kpome Toro, DAP-2330 nopgpepxwuBaeT yHkumio 6HecnpoBogHoro
NnaHWpPOBLLMKa, KOTOPbIN BbIKMYaeT yHKUMOHan 6ecnpoBoHOM ceTu,
Kkoraa 3TO  HeobXOAMMO, 3KOHOMSI  3nekTpo3aHepruio.  bnarogaps
noaaepxke POE, BbICOKOV YNpaBRsemMOCTW, HECKOSbKUM pexmmam
paboTbl U HagexHbIM dyHKUMAM GesonacHocTu, Todka goctyna DAP-
2330 saBnsieTcs waeanbHbIM PeLUEHUEM, MO3BOMSAOLWNM co3gaTtb
6ecnpoBoAHYI0 CeTb Ha KPYMHbIX NPEANPUATUAX U NPEANPUATUAX Manoro
u cpeaHero 6usHeca.

MHTepdelnckl ycTponcTaa . 802.11b/g/n’ . 1 rurabutHein nopt LAN c noaaepxkon PoE

MHaunkaTopsbl . Power/Status

CraHgapTbl . IEEE 802.11b/g/n’ . IEEE 802.3u/ab/af

Cxema MIMO . 2x2 .

[OunanasoH 4yactoT . o7 2,41y o 248351y

AHTEHHBI . [1Be BHYTPEHHME aHTEHHbI C KoadduumeHToM yeunenus 3 dBi

MakcumanbHas BbIxogHast MOLLHOCTb . 20 pbm

CkopocTb 6eCnpoBOAHOIO COeAUHEHUSI . 802.11b: 1, 2, 5,5, 11 M6ut/c

. 802.11g: 6, 9, 12, 18, 24, 36, 48, 54 MowuT/c
. 802.11n:
MCS GI=800ns Gl=400ns
20 MI'y, 40 MI'y, 20MI'y 40 MI'y,

0 6,5 13,5 7,2 15
1 13 27 14,4 30
2 19,5 40,5 21,7 45
3 26 54 28,9 60
4 39 81 43,3 90
5 52 108 57,8 120
6 58,5 121,5 65 135
7 65 135 72,2 150
8 13 27 14,444 30
9 26 54 28,889 60
10 39 81 43,333 90
11 52 108 57,778 120
12 78 162 86,667 180
13 104 216 115,556 240
14 117 243 130 170
15 130 270 144,444 300
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BbixogHas MOLWHOCTb NepegaTynka™ . IEEE 802.11b:
17 dBm npu 1, 2, 5,5, 11 M6ut/c
. IEEE 802.11g:
17 dBm npu 6, 9, 12, 18, 24, 36, 48, 54 M6ut/c
. IEEE 802.11n:
2,4 TTWHT-20: 17 dBm npu MCSO0 - MCS15
2,4 [Tw/HT-40: 17 dBm npu MCS0 - MCS15

* MakcumarnbHoe 3HadeHue MowHocmu rnepedamyuka 6ydem u3MeHsIMbCS 8 cOOM8emcmauu ¢
rpasunamu paduo4yacmomHo20 peayuposaHus 8 Bawel cmpaHe.
YyBCTBMTENBHOCTE NMPUEMHMKa . IEEE 802.11b:
-80 dBm npu 2 M6wuT/c
-76 dBm npu 11 M6ut/c
e |EEE 802.11g:
-82 dBm npwu 6 M6uT/c
-81 dBm npu 9 M6ut/c
-79 dBm npu 12 M6uTt/c
-77 dBm npu 18 M6uTt/c
-74 dBm npu 24 MéuTt/c
-70 dBm npu 36 M6uTt/c
-66 dBm npu 48 MowuTt/c
-65 dBm npu 54 MouTt/c
e |EEE 802.11n:
2,4 TTWHT-20
-82 dBm npn MCS0/8
-79 dBm npn MCS1/9

2,4 TTWHT-40
-79 dBm npn MCS0/8
-76 dBm npn MCS1/9

-76 dBm npu MCS2/10
-74 dBm npn MCS3/11
-70 dBm npu MCS4/12
-66 dBm npu MCS5/13
-65 dBm npu MCS6/14

-64 dBm npu MCS7/15

-74 dBm npu MCS2/10
-71 dBm npn MCS3/11
-67 dBm npn MCS4/12
-63 dBm npu MCS5/13
-62 dBm npu MCS6/14
-61 dBm npn MCS7/15

q)YHKLIMOHaJ'IbeIe BO3MOXHOCTMU

BesonacHocTb . WPA-Personal . 3anpert Bewanusa SSID
e  WPA-Enterprise e  YnpaBneHue goctynom Ha ocHoBe MAC-
. WPA2-Personal agpecos
e  WPA2-Enterprise e Network Access Protection (NAP)
e  64/128-6uTHoe WundposaHue WEP e  BryTtpenHun RADIUS-cepsep
CeTeBoe ynpaBneHune e Telnet e Ynpasnenue Tpadukom
. Secure Telnet (SSH) . SNMP
e HTTP e  Mogynb D-View — private MIB
. Secure HTTP (HTTPS) e AP Array
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dusnyeckne xapakTepUCTMKM

Pasmepsbl . 170 x 170 x 28 mm
Bec e  288,2 rBMecTe C aHTEHHamMu
Pabouee HanpsxeHne . 12 B/ 1 A vnn 802.3af PoE
Makc. noTpebnsiemast MOLLHOCTb e 48Brt
Temnepatypa e  Pabouas: Ot 0° no 40°C

e  XpaHeHus: OT -20° 1o 65°C

BnaxHocTb . Pabouas: OT 10% fo 90% (6e3 koHaeHcaTa)
XpaHeHusi: OT 5% no 95% (6e3 koHaeHcaTa)

CepTtudukatsl . FCC . UL
IC e Wi-Fi® Certified
CE

AHTEHHbI

lMonoxeHue Mnockocms H Mnockocme E

YCTaHOBKe Ha NoTorke

A

—31

—DG-2

(MnockocTk E)

CTeHa

Mon
(MnockocTe H)

YcTaHoBKa Ha CTeHe

—1G-1

— -2

(MnockocTk E)

CTeHa

Mon
(MnockocTe H)




D-Link o
Building Nemworks for People EecnpOBonHavﬂ oaHoamana3loHHas Touyka poctyna N300
c nopgaepxkoun PoE

WHopmaumsa ansa 3akasa

Moderb OnucaHue

DAP-2330 BecnposogHas ogHoanana3oHHas Todka goctyna N300 ¢ nogaepxkont PoE

" MakcumanbHas CKopocTb GeCrpoBOAHON Nepefayu AaHHbIX onpeaereHa creundukaumsami ctangaptos IEEE 802.11n. PeanbHasi nponyckHasi ciocobHOCTb
6yneT apyroi. YcnoBusi, B KOTOpbIX paboTaeT ceTb, a Takke aKkTopbl OKpYXatoLen cpepl, BkMovas 06bem ceTeBoro Tpaduka, CTpouTernbHble MaTepuans! 1
KOHCTPYKLIMK, 1 CYy>XeBHble AaHHbIE CETU MOTYT CHU3WUTb pearnbHYo MPOMYCKHYI0 CNOCOBHOCTL. Ha pagnyc aeicTemsa 6ecnpoBOAHON CETU MOTYT BIUSITb haKkTopbl
OKpyXatoLen cpepl.

2 laHHOe YCTPOMCTBO NpeaHa3HaueHo Ans UCMOMNb30BaHUs BHYTPU NOMELLEHNA. YCTaHOBKa YCTPOCTBA BHE NMOMELLEHMI MOXET MoBreYb 3a coboil HapyLieHne
MECTHbIX HOPMaTUBHbIX TpeboBaHN.

O6HoBneHo 20/06/2014
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Xapakmepucmuku mMo2ym 6bimb U3MeHeHb! 6e3 y8eOoMIIeHUsI.
D-Link sensiemcs 3apeaucmpuposaHHol mopaosol mapkol D-Link Corporation/D-Link System Inc.
Bce dpyaue mopzosbie MapKu s1871590mMcsi CO6CMEEeHHOCMbIO UX r1aderibuyes.



