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CuutbiBaTtenun PR-P16

1.HASHAYEHUE
BeckoHTakTHbIN cunTbiBaTenb PR-P16 npeaHasHadeH ana paboTbl CO cneayrowmmmn Tunamm
KapT:
e B peXuMe YTEeHUSI CEPUMHOro HoMepa NoAAepXKMBaOTCA BCe KapThbl, COOTBETCTBYIOLLME
ctaHgapty 1ISO 14443A-3;

e B 3alUMLIEHHOM pexuMe nogaepxmBaeTcsa paboTta Tonbko ¢ kaptamm Mifare Classic
1K/4K n c¢ «kaptamum Mifare Plus B pexume cosmectumoctn ¢ Mifare Classic
(ncnonbayeTtcsa kpuntoanroputm Cripto-1).

CuuTbiBaTEND MOXET MNPUMEHSATLCA B CUCTEMAx, MCMONb3ywWmx Ana obmeHa mexay
KOHTPONNEpPOM n cumTbiBaTenem kak npotokonbl CKY[] Parsec, Tak n npotokonsl Wiegand 26 nnu
Touch Memory. Beibop npoTokona npon3BoguTcst Npy NOLKITHOYEHUN CUMTBIBATENS.

G\; Pexum npoxopa «kapta + lNWH-kog», pexum 6nokvpoBkn n cyHkuma «lMpoxoa nog
NPUHYXOEHUEM» NOAAEPKMBAKOTCH TOMLKO NPW MNOAKITHYEHMM No NpoTokony Parsec.

2.0MNCAHUE CHUTBIBATENA

2.1. O6LKe XxapaKTEPUCTUKN

CunTbiBaTENb BbLINOMHEH B KOpryce M3 nnactvka ABS M repmMeTusnpoBaH CUITMKOHOBBLIM
KOMMNayHOM.

TexHudeckne XapakTepnucTtnkn npmBeeHol B Ta6n|/|u,e 1.

Tabnuua 1.

XapakrepucTuka 3HaveHune
MaTtepuan kopnyca Mnactuk ABS
Pasmepsbl Kopnyca 150x46x22 Mm
Bec 6pyTTO/HETTO 0,212 kr/ 0,152 kr
[nanasoH paboynx Temneparyp oT -25 °C po +80 °C
Avanazon TenepaTyp oT 40 °C 710 +80 °C
Jonyctnmasa BNnaxxHOCTb ot 0 4o 99% npu TemnepaTtype 40 °C (6e3 koHaeHcaTa)
Paboyas yactoTa 13,56 MI'u, c oTknoHeHnem He 6onee 850kl
HanpsixkeHne nutaHus oT 9 0o 16 B, NOCTOAHHBIN TOK.
MoTpebnsaembin TOK He bonee 180 MA
EopHngogﬁggégzﬂmmqum K Parsec, Wiegand 26, Touch Memory (I-Button)

* NprBegeHHas Bbilwe ganbHOCTL obecneunBaeTcs npu HanpsbkeHnn nutaHus 10-14 B, pasmaxe nynbcaumn
He 6onee 50 MB 1 OTCYTCTBMM 3NEKTPOMAarHUTHBIX MOMEX B MOSI0Ce cUrHana KapTbl.

BHewHWn BUA cuntbiBaTENEN NPpeacTaBneH Ha pucyHke 1.
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PucyHok 1. CuutbiBatenu PR-P16 B pa3HbIX LLBETOBbIX MCMOMHEHUAX

2.2. NMutaHue

MNuTaHne cumTbiBaTENS ocywlecTBnaeTca ot CTa6VIJ'II/I3VIpOBaHHOFO MCTOYHMKA NOCTOAHHOIO
Toka. OObIMHO TakMM WCTOYMHUKOM sBnsdetca Bl KOHTpOmnNepa, K KOTOPOMY nNOAKIHOYEeH
CHUTbIBATEIb.

2.3. Kabenu

CuntbiBaTeNb CHabGXeHbl 8-XWNbHbIM  LUBETHbIM Kabenem, C MOMOLLbO KOTOPOro
NpoOM3BOAUTCS MOAKMHOYEHME K KOHTPONNEpPY CUCTEeMbl ynpaBreHust [ocTyrnom. HasHadeHue
BbIBOJOB Kabens cunTbiBaTens npueeaeHo B Tabnuue 2.

Tabnuua 2.
Pexunmbl
Ne LiBeT - HasHauyeHue
Wiegand Parsec | Touch Memory
1 |KpacHbln +V HanpsixkeHne nutaHus.
2 |YepHbin GND O6wwuin nposoa.
3 |3eneHbin WO
SIG JInHnn BbIXOAHOTO NMHTEpPdElica.
4 |benbin WA1 SIG
5 Opatxesbit = LED-G LED-G BkntodyeHne 3eneHoro ceeTtoguoga
(kpome Parsec).
. ) CARD ) BkntoueHne KpacHoro cBeToamona
6 |KopuuHesbin | LED-R ONLY LED-R (KpoMme Parsec).
7 KenTbiii BEEP ADR BEEP BkntoyeHne 3ymmepa (B Parsec —
onpegensaeT agpec cunTbiBaTens).
8 |Cuhun SECURE lMepeBoa B 3aLLMLLEHHLIN PEXUM.

Mexay cumTbiBaTeNemM 1 KOHTPONEPOM PEKOMEHOYETCHA UCMOMNb30BaTb HEIKPAHUPOBAHHbIN
MHOTOXWIbHBINA CUTHAMbHBIN Kabenb ¢ ceveHnem kaxaoro nposoga 0,22 mm?. Mpu Ncnonb3oBaHUK
Takoro kabens makcumanbHOe yaaneHue cuntbiBaTtensi ot KoHTponnepa — 100 meTpos.

3.PABOTA CYUTBLIBATENA

3.1. Pexxum Wiegand 26
B oaHHOM pexume goctyn npegoctasnsaeTcs nmbo no kapte, nubo no MNH-koay.

Mpn NnogHeCeHUM UCMPaBHOM KapTbl HA PACCTOSIHUE CUYUTLIBAHWSI CYMTbIBATENb NPOBEpPSET
KOPPEKTHOCTb KOAa KapTbl U NepenaeT ero KoHTponnepy. B pexume Wiegand 26 koa nepenaetcs

4
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ogHokpaTtHo. Cnegywowmin pas kog Oyoer nepegaH, ecnyn kapta Obiia BblHECEHA W3 30HbI
CUMTbIBaHNS Ha BpeMsi He meHee 0,5 cekyHAbl.

Koabl knaBuw nepegatoTcst Mo Mepe Mx HaxaTusi. KogmpoBka BbIXOAHbLIX KOOOB KnaBuaTypbl
ykasaHa B Tabnuue 3.

lMpumevarnue: [locmaseka cHyumbigamernel ¢ ¢hopmamom 8bixodHo20 cueHana Wiegand
Motorola ocywecmernsaemcs no crieyuanbHOMYy 3aKkasy.

Tabnuua 3.
Kogbl knaBnaTtypbl B pexvme Kogpbl knaBnatypbl B pexvme
Wiegand 26 Wiegand Motorola
0 0 0000 1 0 1111 0000
1 000010 1 1110 0001
2 000100 2 1101 0010
3 00011 1 3 1100 0011
4 10100 1 4 1011 0100
5 101010 5 1010 0101
6 101100 6 1001 0110
7 101111 7 1000 0111
8 11000 1 8 0111 1000
9 110010 9 0110 1001
* 110100 * 0101 1010
# 11011 1 # 0100 1011

3.2. Pexxum Touch Memory
B maHHOM pexume gocTyn npegocraensaeTca nubo no kapte, nubo no MNMAH-koay.

B pexume Touch Memory ko kapTbl nepegaetca Tpu pasa, nocre 4Yero cuyuTbiBaTenb
nepectaeT oTBeYaTb KOHTpOMfepy A0 Tex nop, noka kapta He OydeT BblHECEHA W3 30Hbl
CUMThbIBaHUSA Kak MUHUMYM Ha 0,5 cekyHabl. PopmaTt NOCLITKM — CTAHOAPTHLIM ANS NpoToKona
Touch Memory, kog cemeictea — 01h.

B pexume Touch Memory koabl HaxaTblX KnaBuw 3aHocaTca B Gydep n nepepatoTtca B
KOHTPOJSEP TONbKO MOCHE HaxaTusl Knaeuwmn «#». dopmart 9TOM MOCbINKM — CTaHAAPTHbIA Ans
npotokona Touch Memory, koa cemeinctea — 03h. dopmMaT NOCHINKM NOACHAETCHA PUCYHKOM 2.

Ecnn BBegeHo meHee 12 uudp, HegocCTalWmMe 3aMEHSIOTCA HyNeM B CTapLUMX HE3aHSATbIX
paspsagax. [Npu owmboyHoM BBOAE Kakomn-nnbo umdpbl bydep cnegyet oUMcTuTh, Haxas KnasuLly
«*», U BBECTM BCE UM PbI 3aHOBO.

Hqﬂ Mnagwwia BaiT Kooa Crapwwit bainT koga
cemelicTea X x
Maraa Mepeas I‘u’lnaﬂﬁnﬁ §apm1-u—“1
BBEIeHHAS BeemeHHan  nonybaiT  nonybaiT
Lgppa L pa

PucyHok 2. dopmaTt nepegaym kogoB KnasmaTtypbl B pexxume Touch Memory

3.3. Pexxum Parsec

B atom pexume cunTbiBaTEnb MOXeT paboTaTe B OQHOM M3 [BYX PEXUMOB Mpoxoaa:
«TONbKO kapTa» nnbo «kapta + MNH».
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3.3.1. Pexum «Tonbko Kapta» (kopuyHeBbin npoBoa (Card Only) noakntoyeH K
obwemy nposoay (GND))

Mpn nogHeceHnn KapTbl HA PAcCTOSIHNE CHUTBLIBAHUSA CHUTbIBATENb NPOBEPSET KOPPEKTHOCTb
Koga KapTbl (MO KOHTPOMbHOMW CyMME) W BblAaeT Ko KapTbl Ha KOHTponmep no 3anpocy
nocrniegHero. Ecnv BHYTpeHHAS nHAUKaUUA paspelleHa (onpegenseTcs nNpy KOHUrypupoBaHUK
koHTponnepa B 1O ParsecNET), To npu cunTbiBaHMM Koda KapTbl CYMTbIBATENb U3aaeT KOPOTKUN
3BYKOBOW CUrHam W KpaTKOBPEMEHHO 3axuraeT 3eneHblin ceetoguond. [aHHaa uvHavkauus
noaTeBepXaaeT MNpaBUMbHOCTb CYUTBIBAHUS KOAA, HO HUKaK He CBA3aHa C npaBaMu KapTbl B
cucteme. [Onsg vHOuKaUMM pelleHnd, NPUHATOO0 CUCTEMOM MO OTHOLUEHUIO K NpeabABreHHOn
KapTe, CIYXXWUT BHELLHAS MHOMKALWS, KOTOPOM ynpaBnseT KOHTponnep.

Cnegyownn pas kapTa OygeT cuuMTaHa B cnyyae, ecnu oHa Obina BblHECEHA U3 30HbI
CUnTbIBaHNA Ha BpeMs He meHee 0,5 cekyHAbl.

B naHHOM pexume knaBmaTypa He UCMOMb3yeTcs, U CYMTbIBATENb HE pearvpyeT Ha HaxaTtue
KrnaBuLL.

3.3.2. Pexum «kapta + NMUH» (kopuuHeBbIn npoBog (Card Only) HuKyna He
noAaKIo4eH)

lNpn nogHeceHun KapTbl CYMTbIBATENb 3aMOMUHAET ee Ko N NepexoanT B PeXUM OXnaaHus
BBoga [MMH-koga c knaBmatypbl. COCTOSIHME OXMAAHWUS WHOWLMPYETCA MWUraHMEM 3eSieHOro
ceBeToamopa. lNonb3oBartenb AOMKEH BBECTU C KnasmaTtypbl ceor NMNH-kog n HaxaTb Ha KnaBuwly
«#». [pn BBOOE NpPaBUIILHONO Koda CuUYUTbLIBATENb nepedaeT Koa npeabsBNeHHOW KapTbl
KOHTponnepy. Ana nHaukaummn pelueHus, NPUHATOr0 CUCTEMOM MO OTHOLUEHUIO K NpeabsBeHHON
KapTe, CIYXUT BHELLHAS MHOANKALUUS, KOTOPOW yNpaBrisaeT KOHTponnep.

HaxaTne Ha Kaxgyl KnaeuLlly COMPOBOXOAETCHA 3BYKOBbIM curHamom. MakcumanbHoe
BpeMs oxuaaHus HaxaTtus knasuwm — 10 cekyHa. Ecnu yepes 10 cekyHA nonb3oBaTeNb HE Haxarn
crneayroLLylo Knasuvuwy, cCuYuTbiBaTeNb MOA4aeT TPEXKPaTHbI 3BYKOBOW CUrHaM W BbIXOAUT U3
pexnma oxunganuna NNH-koga. [na noBTOPHOro BBoAa HYXXHO elle pas NpeabsBuTb KapTy.

Ecnu B npouecce BBoga nosb3oBaTtenb Habpan HenpaBWunbHYK UUKPY, HYXXHO HaxaTb
KnaBuWy «+*» U BBECTU Kog 3aHoBo. [lpu BBOOE HEBEPHOro Koga cuuThiBaTeNb nopaet
TPEexXKpaTHbIA 3BYKOBOM CUrHam W BbIXOAUT U3 pexmnma oxuganusa MNMUH-koga. Ons noBTopHOro
BBOAA HYXXHO eLle pa3 NnpeabaBuTh KapTy.

G\_ Mpun TpexkpaTHOM BBOAE HEBEPHOrO KOAa CUUTbIBATENb COOOLUUT CUCTEME O MOMbITKE
nogbopa koga U NepenaeT B peXMM 6r1I0KMpoBKu!

3.3.3. PexXum 6noKMpoBku

Pexum BknovaeTcs nocre Tpex Heyaa4dHbIX NOMbITOK BBEOAEHUA KOAA. Pexnm MHONUNpyeTCcA
BCMbILWWKaMn KpacHoOro csetoauona. B oatom pexnme cHuTbiBaTeslb He YUTaeT KapTbl U He
pearnpyet Ha Ha)aTue KrnaBuLl. CuntbiBaTENbL BBHINOET U3 pexuma 6]'IOKI/1pOBKI/1 aBTOMaTU4eCKun
yepes 1 MUH nnu npn OTKpbIBaHWUMN OBEPUN C KOMMNbKOTEpPA, KHOMKOWN WK CUrHanom apyroro
cUNTbIBATESNS 9TOW XE TOYKM npoxopaa.

3.3.4. Mpoxopa noa NpuHyxaeHUeMm

Ana popmnpoBanHng curHana «Bxoga nog npuHyxgeHnem» nonb3oBaTenb AOMKeH HabpaTtb
Ha knasuatype [NH-kod, oTnuyalWKUncs OT UCTUHHOIO Ha +1 B Mnagwem paspsage. T.e. K
nocnegHen uudpe MNUH-koga HyxHO [o6aBMTbL eguHMUy, Npu 3TOM undpa «9» 3ameHseTcs
uncpon «0». Hanpumep, kony 56714 cooTBeTCTBYeT Kof MpuHyxaeHus 56715, kogy 56710 —
56711, a kogy 56719 — 56710.

CuuTbiBaTENb nNEpedaeT KOHTPONSEpy cneumanbHbIi Ko4 MpUHYXAeHus. WHaukaums
cunTbiBaTENS MpPU MPOXOAE MOA MPUHYXOEHWEM [MOMHOCTLI0O COOTBETCTBYET MHAMKAUUWU Mpu
npoxoAe no npasunsHomy MNMAH-koay.
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3.4. BxogHble 1 BbIXOAHble CUrHanbl

Mpn pabote B pexmmax Parsec n Touch Memory nuHua SIG cuutbiBatens asnseTcs
AByHanpasneHHon. B pexnme Parsec no Heun nepegatoTtcs:

e KOMaHObl OT KOHTpOiepa CHUTbiBaTE O ON1A ynpaBiieHnda WHOMKaUnen;

e OT CuUMTbIBATENSA KOHTPONNEpy nepedaeTcs KOA, CYMTAHHbIA C KapTbl BO BHYTPEHHEM
dopmate CKY[] Parsec.

B pexume Wiegand 26 no ogHoHanpasneHHbimM nuHuam WO n W1 cuuTbiBaTenb nocne
NPOYTEHNs BblOAET KOA KapThbl.

3.5. CamoTecTnpoBaHue npu BKITHOYEHUU

Mpn BKNOYEHUM CUUTbIBATENS 3aXWUraeTCsl KpacHbIi CBETOAMOL WM NPOXOAMT npoueaypa
caMoTecTUpoBaHusA. Ecnv cuntbiBaTenb UcnpaBeH, TO BO BCeX pexmnmax He bonee yem yepes 1
CEeKyHOY OH 3aXuraeT 3efieHblli CBeTOAMOA W BblAaeT AfVHHbIA 3yMmmep. 3aTem nepexoauT B
PEXMUM OXUOAHMS.

3.6. BHyTpeHHAA nHanKauus

Mpy cunTbIBaHUM KOAA KapTbl CYMTbIBATENb M3OAET KOPOTKMI 3yMMEp M KpaTKOBPEMEHHO
3auraeT 3eneHblii CBeToamos,.

[laHHas MHaMKaums noATBepXKAaeT NPaBUIIbHOCTb CYUTLIBAHMS KOAA, HO HUKaK He CBsi3aHa C
npaBamy KapTbl B CUCTEME, B KOTOPOW YCTAHOBMEH cuyMTbiBaTeNb. [N MHAMKALUWU peLUeHUs,
MPUHATOrO CUCTEMOM MO OTHOLUEHUIO K MPEAbSBIIEHHON KapTe, CMYXWUT BHELUHAS WHAOMKauus,
KOTOpPOW ynpaBnsieT KOHTPonep.

3.7. BHelWHAs HAUKauus

ANst MHOMKauMyM NPUHATOTO KOHTPOSNEPOM peLUeHUus, a Takke ANA oTobpakeHus ocobbix
COCTOSIHUM CUCTEMbI (OXpaHa, ONnoOKNpPOBKa, [OEXYPHbIN pPEXUM) KOHTposnnep nepegaeT
cuMTbIBaATENIO COOTBETCTBYIOLLME KOMaHAbl yrnpaBneHus ceetoguogamu n 3ymmepom. pu atom
BMA MHAMKAUUKN ONpeaensieTcs HacTpoMkamMu KOHTpOmsiepa U CUCTEMbI, B KOTOPOW UCNONb3yeTcs
cunTbIBaTEND.

3ByKOBaF| MHOWKaALUNA HaXXaTuAa Ha KnaBULLIN pa60TaeT Bcerga n He MOXeT ObITb OTKMOYEHA.

B pexumax Wiegand n Touch Memory BHeWHSAs MHAMKAUMS YNpaBnseTcs Nornyeckumm
YPOBHSIMW Ha COOTBETCTBYIOLLMX BXoAax cunTbiBaTensd. Npn atom B pexume Wiegand akTUBHbIM
YPOBHEM SIBNSAETCS YPOBEHb NOrMYeckoro Hyns (coegnHeHve Bxoga C obwum npoBOAOM), a B
pexume Touch Memory akTMBHbIM YPOBHEM $BNAETCA forMdyeckass eguHuua  (MHAMKaums
BKITOHAETCS NP BbICOKOM YPOBHE Ha YNpaBnsioLeM BXoae).

4. 9KCMNYATAUNA
4.1. MoHTax

41.1. Mepbi 6e30nacHoCTH

Mpwn ycTaHOBKE U 3KCNiyaTauum yCTpoMCcTBa Heobxoaumo pykoBoacTBoBaTbest «lpaBunamm
TEXHWYECKOM 3JKCnnyaTauum SnekTpoycTaHOBOK noTpebutenen» u  «lMpaBunamm TexXHWUKK
Ge3onacHOCTM NpK aKCNyaTaumMmn 3NeKkTpoycTaHOBOK NoTpedbuTenemny.

K MOHTaxy cuuTbiBaTENENW AONYCKAOTCA Iuua, M3YdMBLUME HACTOsILLEEe PYKOBOACTBO,
nmetoLLmMe aTTecTaumio No TexHMke 6e3onacHOCTM NpU SKCMyaTaumm 3NeKTPOYyCTaHOBOK HE HUXEe
3 rpynnbl u NpowleaLlme NHCTPYKTax No TexHWke 6e3onacHoOCTN Ha pabovem MecTe.

MpoBeaeHne Bcex paboT NO MNOAKMIOYEHUIO W MOHTaXy CuMTbiBaTENns He TpebyeT
NPMMEHEHUN cneumanbHblIX CPeaCTB 3alunThl.

He ponyckaeTcsa mMcnonb3oBaTb MPU YUCTKE 3arpsi3HEHHbIX MOBEPXHOCTeW abpasunBHble U
XMMUWYECKM aKTUBHbIE BELLECTBA.
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4.1.2. O6wme pekomeHaaLUN

Bbibop npoBogoB © kabenen, cnocoboB UX NPOKNaAKM OOSMKEH MPOM3BOAUTLCS B
cootBeTcTBMM C TpeboBaHusammn CHul 3.05.06-85, BCH116-87, HIMB88-2001.

Mpn nopgknioveHun obopyaoBaHust HeobxoguMmo  cTporo  cobntogaTte  NONSAPHOCTb
CoeIHEHUNS YCTPOMCTB.

He pekomeHgyeTcs ycTaHaBnMBaTb CYMTbIBATENb HA METaNMNYECKyto NOBEPXHOCTb, Tak
. Kak B 9TOM Crny4ae pacCTosiHWe CHMTbIBaHWS YMEHbLLIAEeTCS.
(i | CunTblBaTENM OOMKHBLI pacnonaratbCa Ha paccTosHUM He meHee 50 cm apyr oT gpyra.
—  Tlpn kpenneHun cuuTbiBaTEns Heobxoaumo obecneunTb pagnyc um3rmba kabens y
OCHOBaHUSA cyuTbiBaTENA He MeHee 10 MMm.

MecTo pasMelleHnsi cunTbiBaTensl BblOMpaeTcss M3 coobpakeHWi yoobCcTBa MOHTaxa U
ncnonb3oBaHus. OBLLENPUHATLIM SBNSIETCS PacronoXeHne cuMTbiBaTenNs Ha CTeHe NPYMEepPHO Ha
YPOBHE py4ku OTNUPaHNS OBEPU, CO CTOPOHbI, MPOTMBOMOMOXHON ABEPHLIM NETSIM.

4.1.3. KpenneHune cuntbiBaTens

CHumMuTEe  OekopaTuBHble  Haknagkn B Kopnyc
BEPXHEN W HWXKHEW YacTax cuyuTbliBaTens, nognes
nx cOBOKy TOHKOW OTBEpPTKOW. HwkHen cuuTaetcs
Hakragka ¢ floroTMnom, BEpPXHEW — C NUH30M ANs

csetoavoaa.
lMpocBepnute Ha oOAOHOW BepTUKanu [ABa Haknapgka

oTBepctnss &6 MM u rnybuHon 35 MM nop BEPXHASA

npunaraemMble nnacTMaccoBble Abenu.

PacctosiHne mexgy ueHTpamu otBepctum — 132 ' .

Camopessbl -
MM. BcTaBbTe B HUX Arobenu.
|_|0LI,KJ'IPOl-II/ITe CyHUTbIBATElb K Kabenb
npegsapuTernbHO 3anoXeHHoMy kabento,
coegnHAWeMy ero ¢ KOHTporsrnepom, nocrne 4yero Haknagka
HIDKHAS

3aKpenuTte Kopnyc caMmope3aMu.

3allenkHUTe BEPXHIOK U HDKHIOW HaKnagKu. \I ;

Mpwn HeobXxoaANMoCTH Haknagku MOXHO
AOMNOSTHUTENBHO 3achukcmpoBaTtb Kannemn
HATPOKNEA, HO B 9TOM Cryvyae [OeMOHTax HroBenn
CUMTLIBaTENS CTaHET NPobrieMaTUYHbIM. CteHa

Cxema KpenneHusi nokasaHa Ha puc. 2. PucyHoK 2. Kpennetue PR-P16

4.2. Mopgknio4yeHne cunTbiBaTenen

/! Bce noakntoveHuns npon3BoanTe TOJIbKO NMpuU OTKIMKOYEHHOM NMUTaHUN.

4.21. MopkntoyeHue B pexume Wiegand 26
HaHHbIn  pexum OygeT 3agencTBoBaH MNpy MOAKMOYEHWM BbIBOOAOB CUMUTbIBATENs K
COOTBETCTBYIOLLMM BXOA4aM KOHTponnepa (cM. puc. 3a).
4.2.2. MopknioveHue B pexxume Touch Memory

[ns nogkntoyeHus cuntbiBaTeENs B JAHHOM peXume coeguHuTe 3eneHbin n 6enbiin nposoaa
(WO u W1) 1 nogkntoumTe nx K COOTBETCTBYIOLLIEN KneMMe KOoHTponnepa (puc. 36).
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4.2.3.

a) B pexxume Wiegand 26

MogknrovyeHue B pexunme Parsec

1

KpacHbIN

KOPUYHEBbI

OpaHKeBbIN
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6enbii
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6) B pexxume Touch Memory
PucyHok 3. MogkntoyeHne cumtbiBaTens

LM

[ns1 BKIIOYEHNS cunTbIBaATENS B JAHHOM PEXUME COeaUHUTE 3eneHblr, 6enbli 1 opaHXeBbl
nposoga (W0, W1 n SIG) n nogkniounte nx K COOTBETCTBYHOLLEMY BXOAY KOHTpOsnepa.

Mpn noaknyeHnn No NpoTokony Parsec Kaxabin cYUTbIBaTENb MMEET COOCTBEHHLIN aapec
(0 mnun 1), 4TO No3BONsET ANA NOLKHYEHMA ABYX CUHMATbIBATENEN UCNONb30BaTh OAUH Kabenb oT
KOHTponnepa. [na ycTaHOBKM agpeca MCNonb3yeTcs XenTbli npoBofd. Ecnv oH coeguHeH c

0O6LLMM YepHbIM MPOBOAOM, TO CYUTLIBATENIO HasHavyaeTcs agpec «0» (HApYXHbIA CYUTbIBATEND),

€CIN XenTbli NPoBOA OCTaeTCs HEMNOAKIOYEHHBIM, TO aApec cyuTbiBaTens — «1» (BHYTPEHHWUIA
cunTbiBaTenb). Mpumepbl NOAKIOYEHUS NPUBEAEHbI HA PUCYHKe 4.

KOpPWMYHEBBIA I

OPaHMKEBbIH

O

aNo

T d3Fg

SAEGISRI SRS

benbii
3eNeHbli

a) peXnM «TOSbKO KapTay, agpec 1 (BHYTPEHHWIA)

O

[ wenTbiit

YEPHBIA

KpacHbIH

lopaHesbii
| Benbii

3eNeHbli

PucyHok 4. lNoaknoyeHne cumTbiBaTensa B pexvve Parsec
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6) pexxum «kapta+lH», agpec 0 (BHeLIHWIA)
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4.3. Mepexoa B 3alULIEHHbIN PeXUM
CuuTbiBaTENb NEPEXOAMT B 3ALUULLEHHBLIA PEXUM NPU COEAMHEHUW CUHEro npoBoAa
(Secure) ¢ o6wmum YepHbim npoeogoM (GND). MNMprMmep NokasaH Ha PUCYHKe 5.

B oTnnume ot 06bI4HOrO pexunma, koraa

and I/I,EI,GHTI/I(bVIKaLl,I/II/I norib3oBaTtesid

ncnonb3yetcss 0bLWeaoCTYNHbIA  3aBOLCKON
CEPUMHBIA HOMEp KapTbl, B 3alMWEHHOM

®
S pexuMe UCMOMb3yeTcss CreHepupOBaHHbIN
1 HOMEp KapTbl, XpaHAWMNCA B 3alUULLEHHOMN
+ obnactn (cektope) kapTbl. Ecnu nepsbii
| CEKTOp KapTbl HE WHUUMaNM3npoBaH Aangd
. T paboTbl B 3allMWEHHOM pexume (KapTa
o

HaxoamMTCs B TPaHCMOPTHOM COCTOSIHAM WIK
UHUUManuavMpoBaHa pAns paboTbl  Apyroro
NPUNOXEHMs C CEKTOPOM 1), TO cuMTbIBaTENb
Ha Takyto KapTy He oTpearnpyer.

[ opaH:keBbIit

—

Ol010|10]0|0

v9)
[ KenTbiii m N3ameHeHue, Aans obecneyeHus
f MakCMMarnbHOr0  YPOBHS ©e3onacHocTy,
— = CEKpEeTHbIX KNoYen JocTyna 1 UCnosnb3yemblX
‘O CEKTOPOB MpPOM3BOAMTCHA a4MWUHNCTPATOPOM
_ CWCTeMbl NpX NOMOLLM crneunanbHOn YTUNATDI
| 6enbiit Q f SE-Pro2. MNocpeactBoM yTUNUTbLI CO30al0TCSA

pabouve KapTbl W MacTep-kapTbl Ans
nepenporpaMmmmpoBaHust npodounen
GesonacHocTn. Takke npu ee nomowm Bedé€tca 6asa [aHHbIX KapT WM Bcex npodumnen
6esonacHocCTw.

CekpeTHbI KoY JoCTyna — 3TO «Maposfib» ANs AOCTyNa K CYMTbIBAHUIO MOEHTUdMKaTopa
KapTbl, XpaHsSILLErocs B 3allMLLeHHOM 3TMM Naporiem cektope KapTbl. CMeHy CeKpeTHbIX KItoyen
MOXXHO NPOM3BOAUTL CKOSbKO YroAHO pa3 (HanpuMep, MEHSITb UX EXXEMECAYHO NN eXXeHeaenbHO).

MacTep-kapTa nepenporpaMMupyeT cuyuTbiBaTernb AOCTYNa: U3MEHSAEeT CeKpeTHble Kouyn
AOCTyna M HOMep CekTopa, TO eCTb M3MeHsieT npodunb cuuTbiBaTensd. Takylo CMeHy MOXHO
NPOV3BOANTE MHOrOKPaTHO, Hanpumep, YTPOM WCMNoNnb3oBaTb OAMH Npodunb, a BevyepoMm —
APYrow.

CospaHne macTtep-kapT U paboymx kapT onucaHo B PykoBoacTBe MOnb3oBaTens yTUIUTON
SE-Pro2.

MepeBon cuuUTbIBATENS B 3aAWULEHHbIA PEXMM M 0OpaTHO MOXET MNPOM3BOAUTLCA
onepaTtuMBHO, TO €CTb MOXHO, Hamnpumep, B HOYHOE BpeMsl MNepeBOAUTb CuYUTbiBaTeNb B
3alULLEHHbIA PEeXUM C MOMOLLbI Tymbriepa wnv perie KOHTpornepa, a B [JHEBHOE Bpems
paboTaTb NO CEPUINHOMY HOMEPY KapTbl.

UTo6bl CMEeHUTb Mpodunb CuUMTbIBaTeNs, NOAHECUTE K HeMy MacTep-kapTy C HYXHbIM
npocuneM. YaepxmBanTte KapTy y cuuTbiBaTena 4o Tex nop, noka BTOpon pas He Npo3By4vaTt Tpu
3BYKOBbIX curHana. flocrne aToro 3eneHbin CBETOAMOL Ha cuuThiBaTene MUrHeT OAWMH pa3 wu
cuuTbiBaTeNb Byaet pabotate N0 HOBOMY NPOdOULO.
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B aTtom pexume cuuTbiBaTENb 4YMTaeT HOMEP KapTbl W3 3allulleHHoW obnactn ¢
MCMONb30BaHNEM CEKPETHbIX KIoYel JOCTyNa, M3BECTHbIX TONIbKO AMUTEHTY KapT.

CnenyeT OTMETUTb, YTO NEPEBO CUYUTLIBATENS B 3alUMLLEHHbIA PEXUM U 0BpaTHO MOXET
Npou3BOAUTLCS OMEepPaTUBHO, TO €CTb MOXHO, Hanpumep, B HOYHOE BPEMS NepeBOAUTb
CUMTbIBATENb B 3aLUMLLEHHbIA PEXMM C NMOMOLLbI Tymbriepa unu pene KOHTpossepa, a B AHEBHOE
BpeMsi paboTaTb N0 CEPUAHOMY HOMEPY KapThbl.

Mocne yctaHoBkn CKY[ Ha obbekTe agMUHUCTPATOP CUCTEMbI MOXET MOMEHSITb KITHOUM
AOCTyna u HOMep CeKTopa, MCMONb3yeMoro B 3aliueHHOM pexume. [epenporpammupoBaHme
cunTbiBaTENS B 3TOM Clyvae MNpOM3BOAMTCA C MOMOLLbI MpeaBapuTENbHO CreHepMPOBaHHON
MacTep-KapThbl.

I
@
O |
o
= ‘+
O |m
‘l_
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-
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| opaHskesbii Q ‘@
@
5 m
KENThIN Q ‘rn
o
m =
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- y— =
6enblin Q N

|

PucyHok 5. MNpumep nogkntodeHus npoBoga Secure s nepeBoga cuMTbiBaTens, paboTatoLwero no
npotokony Wiegand 26, B 3alULLEHHBIN PEXUM

4.3.1. Bo3BpaT k 3aBOACKUM HAaCTPOMKaM

Ecnu nocne nepeeoaa cuMTbiBaTENs B 3alMLLEHHbBIN PEXUM MacTep-kapTa byaeT notepsiHa,
[anbHelillee onepaTvBHOE MepenporpaMMUMpOBaHNEe CTaHeT HEeBO3MOXHbIM. BepHyTb KOHTPOmb
Haj cyYMTbIBaTENEM B TakOM Clly4yae MOXHO TOSIbKO BO3BPATOM €ro K 3aBOACKMM HacTpoKkam, a
3aTemMm co3gaHMeM HOBOM MacTep-kapTbl. Bce OaHHble, xpaHsiwuvecss B cuuTbiBaTene, oGyayr,
€CTECTBEHHO, yTpayeHbl.

YTo6hI BEPHYTb CHUTbIBaATESlb K 3aBOACKUM HaCTpOVIKaM, BbINOJTHUTE Ccreayouimne nencTeus:

e Ecnn cuuTtbiBaTEnNb yCTaHOBJIEH Ha TO4YKe npoxoda, OTcoeaAMHUTe BCe BbiBOAObI
CHMTbIBATENA, KPOME NUTaHUA;

e CoepguHute BbiBOoA WO (3eneHbin) 1 SECURE (cuHuin);

e [logaiTe nNuTaHWe Ha cuyMTbiBaTeNb. YCTaHOBKM CYUUTbIBATENSA BEPHYTCH K 3aBOACKUM
3HaYEHUAM;

o OTKMOUYMTE NUTaAHUE cunTbIBaTeNs, pasbeamHuTe BoiBogbl W0 n SECURE.

Mocne 3Toro cuMTbIBaTENb MOXHO UCMOMb30BaTh Aanblue, Kak 0OblYHO.
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5.XPAHEHUE

CunTbiBaTENM B YNAKOBOYHOM Tape [OOMKHbl XPaHWUTbLCA B OTan/MBaeMOM CKIafCKOM
nomeLLeHun He 6onee 15 WTyk B cTonke. TemnepaTypa okpyxatoLiero so3gyxa ot -40 go +80 °C,
OTHocuTenbHasa BriaxHocTb A0 99% npu Temnepatype nmnoc 40 °C (ycnosus xpaHeHus 1 no
FOCT15150-69).

He XxpaHuTe yCTpPOMCTBO B MeCTax, MOABEPXEHHbIX BO3OENCTBUIO MPSMbIX COSTHEYHbIX
nyyen, pes3koMy U3MEHEHUIO TeMNePaTypbl N NOBLILLEHHOW BNaXHOCTU. Kpome Toro, yCTpomncTBO
He npefHasHa4yeHO ANs SKchryaTauuu uU XpaHeHUsl B YCNOBUAX BO3OEUCTBUS TOKOMPOBOASLLEN
Mblfiv, NApOB KUCMOT U LWeroYen, CONAHOro TymaHa, a Takke rasoB, Bbi3blBalOLLMX KOPPO3UIO U
paspyLlaloLLnX N30MsaUmIo.

[[apaHTUHbBIN CPOK XpaHEHNS YCTPONCTBA — S NET CO AHSA U3roTOBMEHUS.

6. TPAHCIMOPTUPOBKA

TpaHcnopTUpoBaHNE yNakoBaHHOIO B Tapy M3AENUS MOXET NMPOU3BOAUTLCSA N0ObIM BUOOM
TpaHcnopTa Ha niobble paccTosHUSE B COOTBETCTBUM C MpaBuiaMuM MepeBO3kKM py30B,
[AEeNCTBYIOWMMM Ha COOTBETCTBYIOLLEM BMAe TpaHcrnopTta. [lpu aTom Tapa pomkHa ObiTb
3awuLeHa oT NpsIMOro Bo34encTBnst aTMocepHbIX 0CaAKOB.

Mpn TpaHCNOpTMPOBaHMM CaMONeTOM [OMNyCKaeTcs pasMmelleHMe Trpy3a TONbKo B
oTannMBaeMbIX repMeTU3NpPoOBaHHbIX OTCEKax.

Tapa Ha TpaHCNOPTHbLIX CPeACcTBax AOMMKHa ObiTb pasmelleHa M 3akpenneHa TakuMm
obpasom, 4Tobbl Obinn obecneyeHbl ee YCTONUNBOE MOSIOXKEHNE N OTCYTCTBUE NEPEMELLEHNS.

Ycnosusi  TpaHCMopTUPOBAHUA [OOMMKHbI COOTBETCTBOBaTb YCMOBUAM XpaHeHus 5 no
rOCT15150-69.

MNocne TpaHCNoOpTUpOBaHUA nNpu OoTpulaTtesibHbIX WKW MOBbIWWEHHbLIX TemMmnepaTtypax
HenocpeaCTBeHHO nepen BBOOOM B J3KCnjlyatauuio CHUTbIBaATellb OOJDKEH ObITb BblAepXaH B
HOpPMalbHbIX KMMMaTU4E€CKMUX YCIOBUAX HE MEeHEee 1 vaca.
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