ZyXEL

Cepus GS1920

NHTennekTyanbHbln KOMMyTaTOp GbE ypoBHSA 2

Bepcua 4.10
N3paHne 3-e, 05/2014

PyKoBOACTBO NoJib3oBaTte

NMapameTpbl BXoAa NO YMOJIYAaHUIO

IP-agpec nHTepdelica LAN http://192.168.1.1
Nma nonb3oBaTtens admin
Maponb 1234

Copyright © 2014 ZyXEL Communications Corporation



BAXXHO!

BHUMATEJIbHO O3HAKOMbTECbH NEPEA UCIOJIb3OBAHUEM.

COXPAHUTE 3TO PYKOBOACTBO AJiA byYAYLIUX CIMPABOK.

HacToswmin LOKYMEHT ABSETCS pyKOBOACTBOM MOJib30BaTeNnsa Ass cepum npoaykToB. He Bce
NMpoOAYKTbl U3 3TON CEpUM NoAAePXKMBAIOT BCe (PYHKLUMOHAIbHbIE BO3MOXHOCTU BCTPOEHHOI0
nporpaMMHoro obecrneveHms. CHUMKM 3KpaHa 1 rpadmyeckme n3obpakeHns B 3TOM pyKOBOACTBE
MOryT OT/INYATLCA OT peanbHOro BMaa npoaykKTa n3-3a pasimyni BO BCTPOEHHOM NMPOrpaMMHOM
obecneyeHnn nnm B onepaunoHHON CUCTEME, YCTaHOBJIEHHOM Ha KOMMbloTepe nosb3oBartens. Hamum
cAenaHo BCe BO3MOXHOE Anst Toro, 4tobbl MHGOpMaUmMs, NpuBeAeHHAs B HAaCTOSILLEM PYKOBOACTBE,
6bls1a TOYHON.
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3HAaKOMCTBO C KOMMYTaTOpPOM

1.1 BBeageHue

B aTol rnaBe onucaHbl OCHOBHbIE XapaKTEPUCTUKM N CNOCODBbI NpMMeHeHNss koMMyTaTopa. Cepus
GS1920 BktoyaeT B cebs cneayowmne yetTolpe MOAENN:

GS1920-24
GS1920-24HP
GS1920-48
GS1920-48HP

Bce ynoMnHaHuMs B 4aHHOM pyKOBO/ACTBE MOJSIb30BaTENSA, Kacallinecs Moaenein ¢ noaaep>KKon
nUTaHUs yCTpPoMCTB no BuTol nape (PoE), oTHocsaTca Tonbko k Mmoaensam GS1920-24HP n GS1920-
48HP.

[aHHble ycTponcTBa NpeacTtaBnsiioT cobolh aBTOHOMHbIE KOMMYyTaTopbl Ethernet yposHs 2 ¢
[ONOJSTHUTENbHLIMU DYHKLMSAMU BTOPOro, TPETLEIO U YETBEPTOr0 YPOBHS, KOTOPbIE MOXHO
ncnonb3oBaTb B ceTax Ethernet.

BcTpoeHHbih Web-koHdburypaTop, Bkaoyatowmin B cebs dyHkumnto ZyXEL One Network (ZON)
Neighbor Management (pa3a. 7.2 Ha cTp. 54), obneryaet NnpocMoTp, ynpaBfeHUE U HACTPOWKY
napamMeTpoB KOMMyTaTopa M NOAKJIOYEHHbIX K HEMY YCTPOMCTB. KpoMe TOro, KOMMyTaTOPOM MOXHO
ynpaBnsaTb C NOMOLWbIO MHCTPYMeHTOB SNMP, npeanaraemMbiX CTOPOHHMMU NMPOU3BOAUTENSMMU.

ZyXEL Takxe npegnaraet cobcrBeHHyto ytunuty, ZyXEL One Network (ZON) Utility, koTopas
rMnoMOraeT ynpoCcTUTb NPOLLECC HAaCTPOMKN U 06CIYXKXMBAHUSA CeTEBbIX YCTPOUCTB. YTuanty ZON Utility
MOXHO 3arpy3uTb C calTa www.zyxel.com 1 yCTaHOBUTb Ha KoMnbtoTep. Bonee nogpobHyto
nHdopmauuto 06 ytunmute ZON Utility MoxxHO HanTu B pasa. 7.2 Ha cTp. 54.

B Tabnuue, npuBeaeHHON HWMXE, ONMCaHbl MOPTbl KOMMyTaTopa ANs KaXAoW U3 moaenei.

Tabnuua1 Moaenu n JOoCTynHbIE NOpPThI

MOLEJIb KOMMYTATOPA | NMOPTbI

GS1920-24 n GS1920-24HP e 24 nopta Ethernet Ha 10/100/1000 Méut/c
e 4 coBMeLlLeHHbIX NHTepdeica GbE

GS1920-48 1 GS1920-48HP e 44 nopta Ethernet Ha 10/100/1000 M6uTt/c
e 4 coBMeLlleHHbIX NHTepdenca GbE
e 2 nHTepderica SFP

Mopenb GS1920-48HP noaaepxuBaeT MYHKUUIO NMUTAHUSA YCTPOUCTB No BuTon nape (Power-over-
Ethernet, PoE). Mogenb GS1920-48HP nopnaepxunsaeT ctaHgapTbl IEEE 802.3at High Power over
Ethernet (PoE) n IEEE 802.3af PoE.
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maBa 1 3HAKOMCTBO C KOMMYTaTOpOM

OCHOBHbIE pa3nuunsg Mexay MoaensaMu YCTDOVICTB KOMMYTaTop OnuncaHbl HMUXxe. Bce ocTtanbHble
dJYHKLl,VIOHaJ'IbeIe BO3MOXXHOCTU AOCTYNHbI Anga BCeEX Moaenen.

B Tabnuue, npnBeaeHHOM HMXeE, onncaHbl GYHKUNM MUTAHUS YCTPOMUCTB no BuTol nape (PoE)
KOMMyTaTopa Ans Kaxaon ns mogenen.

Tabnuua 2 Mogenun n dyHKUMN NUTaHUA YCTPOUCTB No BUTON Nnape (PoE)

MO[MEJIb y y
KOMMYTATOPA OYHKLUUN NUTAHUA YCTPOUCTB MO BUTOU MNMAPE (POE)

GS1920-24HP 1 GS1920-48HP | IEEE 802.3af PoE

GS1920-24HP n GS1920-48HP | IEEE 802.3at High Power over Ethernet (PoE)

GS1920-24HP 1 GS1920-48HP | PexxuM ynpasneHus nutaHuem — Knaccndukaums

GS1920-24HP 1 GS1920-48HP | PexxuM ynpasneHus nutaHmuem - MNotpebneHne

B naHHOM pa3aerie NpuBOAMTCS HECKOJIbKO MPUMEPOB MCMOJIb30BaHMS KOMMYTaTopa B PasfiNYHbIX
CeTeBbIX KOHMUIypaumsx.

1.1.1 NMpnmeHeHMe B marucTparnbHOU ceTun

B AaHHOI KOHMbUIYpaLmMmM KOMMYTaTop SBSETCA UAeaNbHbIM pelleHNEM AN MasibiX CeTel, KoTopble
0XMAQIT CTPEMUTENBHOIO pocTa B 6naunxaliieM 6yayuieM. [JaHHbIi KOMMYTaToOp MOXET
MCMOJIb30BaTbCA aBTOHOMHO A5 FPYMMbl aKTUBHbIX Mosb30BaTenei. K noptaM KOMMyTaTopa MOXHO
NoAKoYaTh KOMMbIOTEPLI UAN APYrMe KOMMYTaTopbl.

B 3TOM npuMepe BCe KOMMbIOTEPbLI MOMYT COBMECTHO UCMOJIb30BaTh BbICOKOCKOPOCTHbIE MPUTOXKEHUS
Ha cepBepe. [1na pacluMpeHmnsa ceTu A0CTaTOYHO NPoCTo A06aBUTL APYrne CeTeBble YCTPOMCTBA,
HanpuMMep, KOMMYTaTOpPbl, MapLIpyTU3aTOPbl, KOMMbIOTEPLI, MPUHT-CEPBEPLI U T.A4.

PucyHok 1 TlpuMeHeHMe B MarnctpanbHoW cetu

aass aaas

1.1.2 Mpumep MocTOBOU KOHhUrypauum

B 3TOM NpuMepe KOMMYyTaTop COeAUHSIET pas/iMyHble oTAeNbl KoMnaHun (MccnegoBaTenbCckui
otaen v OTAen Npoaax) C KOPropaTUBHON MarncTpasnbio. ITO NO3BO/AET YMEHbLINUTb
«COCTA3aHMe» 3a NPOMYCKHY0 CMNOCO6HOCTb U YCTPaHUTb «y3KWE MeCcTa®» B CETU U NMOAKIOYEHUN K
cepBepy. Bce nonb3soBaTenun, KoTopbiM TpebyeTcs 6oMbluas NponyckHas Cnoco6HOCTb, MOryT
NOAKNOYATLCSA K BbICOKOCKOPOCTHbBIM CEpBEpPaAM CBOUX OTAEIOB Yepe3 KOMMyTaTop. Mcnonb3oBaHue
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maBa 1 3HaKOMCTBO C KOMMYTaTOpOM

nopta Gigabit Ethernet/mini-GBIC koMMyTaTopa no3BosisieT o6ecneunTb BbICOKOCKOPOCTHOM KaHan
ANA KackagHoOro coefmHeHus.

Kpome TOro, KoMmmyTaTop obnervaet 3agaumn KOHTPOJIA U OGC)’IY)KVIBaHMﬂ, no3BonsAa CETEBLIM
aAMUHNCTPpaATOpaM UEHTPaIM30BaHHO pacCnoJIoXNTb HECKO/IbKO CEPBEPOB.

PucyHok 2 [pvMeHeHne B MOCTOBOM KOHpUrypaumm

MaructpanbHoe -
nopKnoueHne ( UnTepHer

———-- -

-

.

[ e —

—
.

8

: UccnepoBaTtenbckunin ||||||
! otgen

OTgen npogax

-
L L L L L L

.-

1.1.3 lNpumep BLICOKOCKOPOCTHOU KOMMYTaLUu

[aHHbI KOMMYTaTOp MAea bHO NOAXOAMUT A4S COeANHEHUS] ABYX CETEN, KOTOpbIM TpebyeTcs
BblCOKasi MPOMyCKHas CnocobHOCTb. B NnpuBeAeHHOM NpuUMepe ANsi COeAMHEHUS 3TUX ABYX CeTel
NCMoNb3yeTCsl rpynnmpoBaHMUe NopToB.

MNMepexos Ha BbICOKOCKOPOCTHbLIE JIOKa/bHbIE CETU, HanpuMep, paboTatowme no TexHonornm ATM,
ana 6onblWMHCTBA Nonb3oBaTenen HeuenecoobpaseH n3-3a BbICOKOM CTOMMOCTM 3aMeHbl BCeX
nmetowmxcsa Ethernet-kabeneii n kapT aganTepoB, pecTpyKTypu3auum CETU N CI0XHOCTH
TEXHMYECKOro 06cnyxxmnBaHus. JaHHbIi KOMMYTaToOp NO3BONSET AOOUTLCS TaKOM e MponyCKHON
CcnocobHoCTK, Kak n B ceTu ATM, HO NpMU CYLLECTBEHHO MEHbLUMX 3aTpaTtax U C BO3MOXHOCTbIO
MCMONb30BaHMA UMEKLWMXCH afanTepoB U KOMMYTaAaTOpOB. bonee Toro, COXpaHsaeTcs CyLecTBytoLas
CTPYKTYypa JIoKasibHOW CeTu, Tak Kak BCe NMOpThbl MOryT CBOBOAHO CBSA3bIBATLCSA APYr C APYrOM.

PucyHok 3 [puMep BbICOKOCKOPOCTHOM KOMMYyTauuu B paboueit rpynne
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maBa 1 3HAKOMCTBO C KOMMYTaTOpOM

1.1.4 Mpumepbl npumeHeHus B cetax VLAN Ha 6a3ze IEEE 802.1Q

BupTyanbHble nokanbHble cetv (VLAN) N03BONAIOT pasaenntb oaHy pU3NUECKYIO CETb HA HECKOJIbKO
nornyeckmx. CTaHUMM B JIOTMYECKOMN CeTU NpUHaAnexaT K ogHoi rpynne. CTaHUuMs MoXeT
npuHaanexaTb K HECKOJIbKMM rpynnaM. Mpu ncnonb3oBaHum ceteir VLAN cTaHUMA HE MOXET
OTMNPaBAATb MU MPUHUMATb JaHHbIE OT CTaHLMIA, He NpUHaANeXalWnx K Toil xe rpynne (rpynnam);
3TO BO3MOXHO NLUb B TOM C/lydae, ecnun Tpaduk NpoxoanT Yyepes MapLipyTmMsaTop.

JononHUTENbHYIO MHMOPMALMIO O BUPTYasbHbIX JIOKaAbHbIX CETAX MOXHO HaWTW B rA. 9 Ha cTp. 90.

1.1.4.1 TMpumep BUpPTyanbLHOM NOKanbLHOM ceTn Ha 6ase TeroB

MopTbl B 0aHoM rpynne VLAN npuHaanexaT K 04HOMY AOMEHY WMPOKOBeELLATeNbHOM nepeaayn
KagpoB. DTO NMO3BOJISET NOBbICUTb NPOM3BOANTENIBHOCTb CETU 3@ CYET YMEHbLUEHUS
wrpokoBelwartenbHoro Tpaduka. Npynnel VLAN MOXHO M3MeHATb B Nt0b6on MoMeHT, nobasnss,
nepemMeLlas uan n3MeHsas nNoptel 6e3 nepenoaknoyeHns kabenen.

Obwme pecypchbl, HanpuMep, cepBep, MOryT UCMNOSb30BaTbCA BCEMU NOPTaMu B TOM xe cetu VLAN,
uTO M cepBep. Kak nokasaHo Ha NpuBeAeHHOM HUXe pucyHke, B ceTb VLAN 1 Heo6xoaMMO BKAOUNTL
TONbKO T€ NOPThbl, KOTOPbIM TpebyeTca AOCTYyN K cepBepy. MopTbl TakXe MOryT NpUHaAnNexaTtb K
apyrmm rpynnam VLAN.

PucyHok 4 [NpuMep ncnonb3oBaHus obuiero cepsepa B VLAN
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1.2 CnocoObl ynpaBneHnss KOMMYTaTOpPOM

[na ynpaBneHus KOMMyTaTOpOM AOCTYMHbI CleaytolimMe cnocobbl.

e Web-koHdurypatop. MMIMeHHO 3TOT CNOcob pekoMeHAyeTCsl MPUMEHATb A/ MOBCEAHEBHOIo
yrnpaBneHns KOMMyTaTOpOM npu nomowm (noagaepxusaemoro) 6paysepa. Cm. rn. 4 Ha cTp. 34.

e FTP. NpoTokon nepeaauun gannos FTP MOXHO ncnonb3oBaTb ANt 06HOB/IEHUS BCTPOEHHOIO
nporpaMMHoro obecneyeHms 1 pe3epBHOro KONMPOBaHMSA/BOCCTAHOBAEHUS KOHGuUrypaummn. Cm.
pasa. 37.7.1 Ha cTp. 328.

e SNMP. JaHHbI KOMMYTaTOp NOAAEPXUBAET MOHUTOPUHI C UCMOSb30BaHMeEM MeHeaxepa SNMP.
CM. pasg. 38.5 Ha cTp. 339.
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maBa 1 3HaKOMCTBO C KOMMYTaTOPOM

e YnpaBneHue Knactepamu. YnpasfieHue KiacTepamm no3BoseT YNpaBiaTe HECKONbKUMU
KOMMyTaTOpaMu Yepes OAUH, Ha3biBaeMblii MeHeaKepoM knactepa. CM. rn. 41 Ha cTp. 357.

1.3 MNone3Hble coBeTbI NO yrpaBrieHUIO KOMMYTaTOPOM

YTobbl caenaTb KOMMyTaTop 60/ee 3alMLEeHHbIM, @ YNpaB/ieHne KoMMyTaTopoM — 6onee
3 EKTUBHbLIM, HEO6X0AMMO PErynspHO BbIMOMHATL Cieaylolne 4eiNcTBuS.

e MeHsAnTe Naponb. Micnonb3ynTe naponb, KOTOPbIA TPYAHO yragaTb, U KOTOPbIM BKAKOYAET B cebs
pa3nnyHble BUAbI CUMBOJIOB, BKAtOYas 6yKBbl U LMAPbI.

e 3anuwnTe Naposib U COXpPaHUTE ero B HaLEXHOM MecTe.

e OcyllecTBnsnTe pesepBHOE KONMpOBaHWe KOH@urypaumm (M 03HakoOMbTeChb C MOPSAKOM ee
BOCCTaHoBNeHMs). BocctaHoBneHne 6onee paHHen Bepcum KOHMUIrypaunm MoxXeT OKasaTbCs
Mofie3HbIM B Cnyyae HecTabunbHOM paboTel MM OTKasa ycTponcTea. Ecnn 3abbiT naposib, MOXHO
BOCCT@HOBUTb Ha KOMMyTaToOpe 3aBOACKME HACTPOMKM MO yMOs4aHuio. MNMpu Hanuumn pesepBHON
Konun 6onee paHHeln Bepcumn ganna KoHdUrypaumm He NpUAETCS MNOBTOPHO HacTpamBaTb
KOMMYTaTop OT Hayasna 1 A0 KoHua. MoxHo 6yaeT NpoCTo BOCCTAHOBUTL NMOCAEAHIO0
KOHpurypaumo. MHpopMauuns o TOM, Kak BbINOSIHUTb Nepe3arpy3Ky KOMMyTaTopa, NnpMBeaeHa B
pa3a. 3.4 Ha cTp. 31.
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YcTaHOBKa M noAgKno4veHue ycTpomncTea

2.1 CueHapum yCTaHOBKM

B naHHOM rnaBe onuvcaHbl npoueaypbl YCTAHOBKU U NOAK/TIOHEHNA KOMMYTaTopa.

[aHHbIi KOMMYTaTOp MOXET ObITb YCTAHOBJIEH Ha CTO/ME WM CMOHTUPOBAH B CTaHAAPTHYIO CTOMKY.
Mpu ycTaHOBKe Ha CTOJIe UCMOJIb3YIOTCSH PE3UHOBbLIE HOXKM, @ B C/lydae yCTAaHOBKU B CTOMKY —
MOHTAXHbI€ KPOHLUTEWHbI.

MpumeyaHue: YTobbl 06ecneunTb HOpMaabHYO BEHTUISALNIO, OCTaBbTE 3a30p Kak
MUHUMYM B 4 atoriMa (10 cm) cnepeamn u 3,4 atonma (8 cM) c3aan KoMMmyTaTopa. ITO
0CO6EeHHO Ba)HO MpPW YCTaHOBKE B 3aKpbITOM CTOMKe.

2.2 TMpoueanypa yctaHOBKKU Ha cTone

1 Yb6eauTtecb, 4TO KOMMYTATOP CyXOM N YUCTbIN.

2 YcTaHOBWTE KOMMYTATOP Ha POBHOM FOPU30HTANIbHOW MOBEPXHOCTU, JOCTATOYHO YCTONYMBON, UTOObI
BblAEepXaTb BEC KOMMyTaTopa M MOAK/IUEHHbIX K HEMY Kabeneit. Y6eauTech, UTo psaaoM ecTb
poseTka.

3 Y6eautech, UTO BOKPYr KOMMyTaTopa MMeeTCcsl A0CTaToOuYHO CcBO60AHOMO NPOCTPaHCTBa AN
LUMPKYNALUMM BO3AYyXa U NOAKMIOUEHNS Kabenen 1 LHypa NUTaHus.

2.3 YcTtaHOBKa KOMMyTaTopa B CTOUKY

Bo3MoXHa ycTaHOBKAa KOMMyTaTopa B CTaHAapTHYO 19-A10MOBYIO CTOMKY WK B WKad BMecTe C
ApyruMm obopynoBaHueM. 15 yCTaHOBKM KOMMYTaTopa B CTaHAAPTHYIO CTOMKY C MCMOMb30BaHMEM
KOMMJIeKTa A/15 MOHTaXa B CTOMKY BbINOMIHUTE CleayioLLme AeACTBUS.

2.3.1 TpeboBaHuA K yCTaHOBKe KOMMyTaTopa B annapaTHy CTOUKY

e [lBa KpPOHLWWITENMHaA.
e BoceMb BMHTOB M3 C NNOCKOW FOSIOBKOM U KpecToBas oTBepTka #2.

e YeTblpe BMHTa M5 c NnoCKo rofloBKOM M KpecToBasi OTBEPTKa #2.

Mcnonb3oBaHMe BUHTOB HENPaBUITLHOIO TUMNa MOXET NOBpeaAUTb
YCTPOMUCTBO.
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MaBa 2 YcTaHoBKa 1 NOAKMYeHne yCTponcTBa

2.3.1.1 Mepbl npeaoCTOPOXKHOCTU

e Y6eamTech, UTO CTOMKa MOXET BblAepxaTb 06LMI BEC BCEero 060pyaAoBaHns, KOTOpoe B Hee
YCTaHOBJIEHO.

e Yb6epuTechb, YTO NOJIOXKEHNE KOMMYTaTOpa HE HapyLllaeT YCTOMYMBOCTb CTOMKM N HE cMeLlaeT
LIEHTP TSXKECTU K ee BepxHel yactu. lNepen yCTaHOBKOW NpuMuTe BCe HEO6X0aMMbIE MEPbI
npenoCTOPOXHOCTM AN HAAEXHOr0 3aKpensieHns CTONKU.

2.3.2 KpenneHune KpOHWTEMHOB K KOMMYyTaToOpy

1 TpunoxuTe KPOHLWTENH K 04HON 1 BOKOBbIX NMaHesniein KOMMyTaTtopa, COBMECTMB YETbIpe OTBEPCTUS
ONS BUHTOB Ha KPOHLWITENHe C TakKUMU Xe OTBepCTUsaMM Ha BOKOBONM NaHenu KoMMmyTaTopa.

PucyHok 5 3akpenneHne KpoHLITENHOB

T —

o S

2 C noMoLblo KpecToBOM OTBEPTKU #2 MPUKPENUTe KPOHLITENH K KOMMYyTaTopy BUHTamMm M3 ¢
NJI0OCKON rO/I0BKOW.

3  MNosTopuTe Warn 1 n 2, yTobbl 3aKPENUTb KPOHLLTEWH Ha APYroi CTOpoHe KoMMyTaTopa.

4 Tenepb KOMMYTaTOp MOXHO yCTaHaBnMBaTb B CTOMKY. [lepexoanTe K cneayrolleMy pasaeny.
2.3.3 YcTtaHOBKa KOMMyTaTopa B CTOUKY

1 TpunoXxuTe KpoHWTENH (Y>Xe NPUKPEnsEHHbI BUHTaMU K HOKOBOI NaHenM KoOMMyTaTopa) K OAHOWM
CTOPOHE CTOMKM U COBMECTUTE ABa OTBEPCTUSA AN BUHTOB Ha KPOHLUTENHE C TaKUMU Xe ABYMS
OTBEPCTUAMMU B CTOMKE.
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maBa 2 YcTaHoBKa M NOAKMOYEHMe YyCTPOUCTBa

PucyHok 6 YcCTaHOBKa KOMMyTaTopa B CTOMKY
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2 C noMoLbio KPecToBOM OTBEPTKM #2 NpUKpennTe KPOHLWTENH K CTOMKe BUHTaMu M5 ¢ niockom
rOSIOBKOM.

3 TMosTopuTe warn 1 n 2, 4tobbl 3aKpenuTb KPOHLITENH Ha APYron CTOPOHE CTOMKM.
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MaHenu ycTponcTBa

B naHHOI rnaBe onucaHbl NepeaHsis U 3aAHss NaHeb KOMMyTaTopa, @ TakXXe nokasaHbl
NOAKJ/IIOYEHUS! K YCTPOMCTBY.

3.1 MNMepegHsana naHenb

Ha pucyHkax Huxe nsobpaxeHbl nepeaHue naHenum pasnuvyHblX Moaenen koMmyTaTtopa. bonee
noapobHyto nHpopmaumio 06 MHAMKaATOpPax MOXHO HauTh B pa3a. 3.3 Ha cTp. 30.

PucyHok 7 TlepenHsas naHenb: GS1920-24

ZyXEL 65192024

ZyXEL GS1620-48

e -

3.1.1 MNopTbl Gigabit Ethernet

[aHHbI KOMMYyTaToOp OocHalweH noptamMu Ethernet 1000Base-T ¢ pyHKUMAMN aBTOCOr/1acoBaHMs U
aBTOMaTM4eCcKoro onpegenenns tmna kabens. Noptel Gigabit Ethernet Ha 10/100/1000 M6uTt/c

MoryT paboTaTb Ha ckopoctn 10 M6ut/c, 100 M6uTt/c nnm 1000 M6uT/Cc B NonyaynjaeKCHOM UK
OYMNJIEKCHOM pexnume.

MopT € yHKLMEN aBTOCOrNacoBaHMsA MOXET ONpeaenaTh U HaCTPaMBaTb ONTUMabHYH CKOPOCTb

(10/100/1000 M6uT/C) n pexunm gynnekca (noayaynnekc nnm aynnekc) kaHana Ethernet gns
NOAKIHOYEHHOIO YCTPOMCTBA.
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[maBa 3 NaHenu ycTponcTea

MopT ¢ dyHKUMEN aBTOMAaTUYECKOro onpeaesieHns Tuna kabenst (aBToMaTnyeckoro Bbibopa pexunma
MDI/MDI-X) no3BOJ/ISET UCMNO/b30BaTb A1 NOAKIYEHMS KaK CTaHAapTHbIM (NpsiMoi), Tak n
KpOCcoBepHbIl (nepekpeleHHbin) kabenun Ethernet.

YeTbipe nopta Ethernet 1000Base-T, coBMeLleHHble co criotamu mini-GBIC, o6pazytoT
COBMeLLEeHHble MHTepdenchl. [JaHHbIN KOMMYTAaTOp MUCMNOJIb3YeT TONIbKO O4HO COeAUMHEHME U3 KaXKaoMN
napbl Mini-GBIC n 1000Base-T Ethernet. Cnotbl mini-GBIC nMeloT npuopuUTeT Nepea NoptamMu
Gigabit Ethernet. 210 o3HauaeT, uTo ecnun cnot Mini-GBIC n cooTBeTCcTBYOWMI eMy nopT GbE
NOAKIoYEHbI 04HOBpeMeHHO, To nopT GbE pa6oTtaTb He 6yaerT.

MpumedaHue: MNpu yCTaHOBKE OMNTUUYECKOro MOAYJISI COBMELLEHHbIE NOPThI NEPEXOAST B
ONTUYECKUI PEXUM.

Koraa aBTocorfiiacoBaHue BKOUYeHo, Ethernet-nopT aBToMaTMueckn o6MeHNBaEeTCA AaHHbIMU C
NMopTOM Ha ApYroil CTOPOHE 1 CaM BbIGMPAET CKOPOCTb COEAMHEHNS U peXnM aynnekca. Ecnu nopt
Ethernet Ha Apyroi CTopoHe He NoAAepPXWUBAET aBTOCOrIaCoBaHMeE, UM Ha HEM 3Ta yHKLMA
OTK/Il0YEHa, KOMMYTaTop OnpeaensieT CKOpoCTb Mo CUrHany B kabene n BbiCTaBnseT
NoNyAynneKCHbIN pexunM. Koraa gyHKLMA aBTOCOracoBaHMsA OTKOYEHa, NpU NOAKIUEHMM
Ethernet-nopT Mcnonb3yeT 3apaHee onpeaeneHHy CKOPOCTb U pexuM aynnekca. TakuMm obpasoM,
yTObbI COeMHEeHNe Npoun3oLLno, y Ethernet-nopTa Ha Apyroit CTOpOHE A0MKHbI BbiTh TOUHO TaKMe
e napaMeTpbl, YTO U y nopTa KoMMyTaTopa.

3.1.1.1 HacTtpouku Ethernet no ymonyanuto

Mo yMonyaHuio ana noptos Gigabit Ethernet koMMyTaTopa yCTaHOB/EHbI CleaylolMe 3aBOACKME
HaCTPOWMKM aBTOCOMacoBaHUA:

CkopocTb: ABTOCOrnacosaHue

Pexum aynnekca: ABTocornacoBaHue

YnpasneHune notokoM: Het

e Arperaumsa KkaHanos: OTKIKOYEHO

3.1.1.2 ABTOMaTM4yeckoe onpeaeneHue Tuna Kkabens

Bce nopTbl NnoaAepXMBalOT aBToOMaTU4ecKoe onpeaeneHune Tuna kabens, To eCTb aBTOMaTU4YeCKuit
BbI6Op pexunma MDI/MDI-X, nosToMy Ana noaknodeHus K noboiM noptam Gigabit Ethernet moxHo
MCNOMb30BaTb KakK CTaHAApPTHbIA (NPAMOIA), Tak M KPOCCOBEPHbIN (MNepeKpeLLeHHbI) kabenu
Ethernet. MopTbl c aBTOMaTMUYeCKMM onpeaenieHneM Tvna kabens aBToMaTM4ecKn nepekyaTcs B
HYXHbIN pEXMM, MO3TOMY C MOMOLLbIO KPOCCOBEPHbIX kKabenen MOXHO NOAKMNYaTb Kak
KOMMNbIOTEPbI, Tak U Apyrne KOMMyTaTopbl/KOHLUEHTpaTopslI.

3.1.2 Cnotbl mini-GBIC

OTn cnoTbl NpegHa3sHa4veHbl 4ns TpaHcneepoB mMini-GBIC (koHBepTepoB rMrabuTHOro nHtepderica).
TpaHcuBep — 3TO YCTPOMCTBO, coBMewatowee B cebe pyHKUMN NepefaTymka M NpuemMHumKa.
TpaHcuBepbl He BXOASAT B KOMMIEKT NOCTaBKM KOMMYyTaTopa. Pa3pelaeTcs MCNoMb30BaTb TObKO
TpaHcMBepbI, oTBeYatowme TpeboBaHmam SFP Tranciever MultiSource Agreement (MSA). bonee
noapo6bHyo nHbopMaunto MOXHO HanTm B cneundukaumm INF-8074i Rev 1.0 komuteTa SFF.

TpaHcuBepbl MOXHO MEHATb BO BpeMs paboTbl KOMMyTaTopa. [ns noakntoyeHns k Ethernet-
KOMMYyTaTOpaM C pPassiMUHbIMU TUMAMN ONTOBO/IOKOHHbIX MHTEpPdENCOB UK aaxke HTepdeicos aAns
BWUTOM Napbl MOXHO MOJIb30BATbCA Pas3fINYHbIMK TUNAMM TPAHCUBEPOB.
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maBa 3 MNaHenu ycTponcTea

Bo nsbexaHue Bo3MOXHoOM TpaBMbl rna3 HE cmoTpuTte B pasbembl
pa6oTatoLlero onToBONIOKOHHOro MOAYNA.

e Tun: UHTepdeiic noaknoueHuns SFP

e CKopocCTb nogkntoyeHus: 1 rurabut B cekyHay (1 rémt/c)

3.1.2.1 YctaHOBKa TpaHcuBepa

Ons yctaHoBku TpaHcuBepa mini-GBIC (SFP-moayns) BbiNoNHUTE cneaylowme 4enCTBusS.

1 BcTaBbTe TpaHCMBEpP B CNIOT OTKPbLITON ceKuMen nedaTHOM naaTbl BHU3.
2 HapasuTe Ha TpaHCMBEP, MOKa OH He 3alleNKHEeTCs Ha MecTe.

3 [aHHbIt KOMMYTaTOP aBTOMaTUYECKM OBHAPYXKUT YCTaHOB/IEHHbI TpaHcuBep. MpoBepbTe cocTosiHUE
CBETOAMOAHbBIX MHANMKATOPOB, YTO6bI Y6€AUTLCA, UYTO OH paboTaeT.

4 3akpoWTe 3alenKy TpaHcuBepa (MX BUA MOXET pasnnMuaThbes).

5 [loaknwunTe ONTOBOJIOKOHHbIE Kabenu K TpaHCUBepy.

PucyHok 11 [IpyvMep yCTaHOBKW TpaHCcuBepa

3.1.2.2 YpaneHue TpaHcuBepa

Ons yaaneHunsa TpaHcmeepa mini-GBIC (SFP-mMoayns) BbinonHuUTE cnepyrowme 4eACTBuUS.

1  OTK/IIOUNTE OMNTOBOJIOKOHHbIE Kabenn oT TpaHcMBepa.
2 OTkpoliTe 3allenKky TpaHcmBepa (MX BUA MOXET passiMyaThbes).

3 BbIHbTe TpaHCMBEp M3 C/oTa.

PucyHok 13 OTkNtOUeHWEe ONTOBOSIOKOHHbIX Kabenewn
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[maBa 3 NaHenu ycTponcTea

PucyHok 14 [lpuMep OTKPbITUA 3alleNkn TpaHcuBepa

PucyHok 15 [pumMep yaaneHus TpaHcusepa
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3.1.3 Pexunm nHamkatopoB (Tonbko ana moaenu GS1920-48HP)

Mocne HaxaTtnsa KHonku (cM. puc. 10 Ha cTp. 26) ans aktuBaummn gyHkunm POE Ha koMMyTaTOope
obpatute BHUMaHue Ha MHaMKaTopbl. OHWM NOMOralT yAOCTOBEPUTLCS B NpaBuibHON paboTe
KOMMyTaTopa M ANMarHoCTMpoBaThb BO3HMKatowme npobnembl (cM. pa3a. 3.3 Ha cTp. 30).

3.2 3agHAA naHenb

Ha pucyHkax Huxe M306pa)KeHbI nepegHne naHenun pasinyHbiX mMoaenen KOMMYyTaTopa.

PucyHok 16 3agHssa naHenb: GS1920-24

PucyHok 17 3aaHsasa naHenb: GS1920-24HP

PucyHok 18 3aaHsaa naHenb: GS51920-48

PucyHok 19 3agHsasa naHenb: GS1920-48HP

3.2.1 Pa3beM nutaHus

MpumedaHue: YbeamTtechb, YTO NapaMeTpbl NMUTAOWEN CETU COOTBETCTBYIOT YKa3aHHbIM Ha
naHenw.
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maBa 3 MNaHenu ycTponcTea

[na noAkNoUYeHUs NMUTaHMA K KOMMYTaTopy BCTaBbTe pasbeM TUMa «Mama» WHypa nutaHusg
nepeMeHHOro Toka B pO3€TKY Ha 3agHen naHenu. Mogkntounte D,perVI KOHEL WHYpa NUTaHuna K
UCTOYHUKY NMUTAHUA. Y6e,CI,VITECb, 4YTO NOTOKaM BO34yXa OT BEHTUNATOPOB (Ha 60KOBbIX CTEHKaX)

HUYero He MelaeT.

3.3 UHpukaTopbl

[Mocne noagkntoYeHUA NUTaHMA K KOMMYyTaToOpy C NOMOLbO MHAMKATOPOB MOXHO Y6e,D,VITbCF| B
Haanexatiemn pa60Te KOMMYTAaTopa, a TakXe MCNoJib30BaTb UX B Npouecce yCTpaHEHNA HENONAA0K.

Tabnuua 3 OnuncaHne MHAMKATOPOB

WHOWKATOP LIBET COCTOAHUE | ONUCAHUE
PoE 3eneHbin Foput CocTosiHMe nHaukatopa kaxgoro noprta Ethernet nsmensercsa, n oH
HaunHaeT PyHKUMOHUPOBATb Kak nHankaTtop PoE npu HaxaTtumn
(Tonbko Ans kHonkn LED MODE Ha nepefHeii naHenu,
mMoAenu
GS1920-48HP) HeTt CocTosiHMe nHaukatopa kaxgoro noprta Ethernet nsmensercsa, n oH
HauyMHaeT MyHKUMOHMpOoBaTb Kak nHankatop LNK/ACT npu
oTnyckaHun kHonku LED MODE Ha nepeaHen naHenu.
PWR 3eneHbii Foput Cucrtema pabotaerT.
HeTt CucreMa BbIK/IlOYEHA UM HeucnpasHa.
SYS 3eneHbii Foput Cucrema BK/OYEHa U GYHKUNMOHUPYET HOPMasibHO.
Mwuraet Cuctema nepesarpy»aeTcs v BbINOJIHAET CaMOANArHOCTUKY.
HeTt MuTaHne OTKIOYEHO MM CUCTEMa He roToBa / paboTaeT ¢ owmnbkamu.
ALM KpacHbin Foput O6HapyxeH cb6ori obopynosaHus.
HeTt Cuctema paboTtaeT HopMasnbHO.
LOCATOR CuHumn Muraet [Moka3biBaeT peasibHOE pacrnonoXeHne KoMMyTaTopa Mexay
HECKONIbKMMMK YCTPONCTBAMN B CTOMKE.
MopTbl Ethernet
1-24 (GS1920- | 3eneHbin Muraet OcyuwiecTBnseTcs npmem unm nepenava AaHHbIX B ceTu Ethernet co
24/24HP) n 1- ckopocTbto 10 Méut/c nnm 1000 Méut/c.
48 (GS1920-
Foput YcTaHoBneHo coeamHeHue c ceTblo Ethernet Ha ckopoctn 10 Mbut/c
48/48HP)
mnu 1000 Méut/c.
LNK/ACT XKentbin Muraet OcyuwecTBnsieTcs nepegaya/npmeM aaHHbIX Ha ckopoctn 100 M6éuT/c.
Foput YcTaHoBneHo coeanHeHune ¢ ceTbio Ethernet Ha ckopoctn 100 M6uT/C.
HeTt CoeaunHeHue c ceTbio Ethernet He ycTaHoBneHo.
PoE 3eneHbii Foput MuTaHne, NnogaBaeMoe Ha Bce nopThbl Ethernet ¢ nopaepxkon PoE,
cooTBeTcTBYEeT cTaHAapTy IEEE 802.3at.
(Tonbko ansa
Moaenei Xentbin lMoput MutaHue, nogasaemoe Ha Bce nopThbl Ethernet ¢ noaaepxkoi PoE,
GS1920-24HP 1 cooTBeTCTBYeT cTaHaapTy IEEE 802.3af.
GS1920-48HP) HeTt lMuTtaHne He nopaeTcs.
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[maBa 3 NaHenu ycTponcTea

Ta6bnuua 3 OnucaHue MHAUKATOPOB (NPOAO/IKEHUE)

WHOUKATOP LBET COCTOAHMUE | ONMNCAHUE

CnoTtbl mini-GBIC

25-28 3eneHbii Foput Ha nopTy kackaampoBaHWs yCTaHOB/IEHO COEANHEHUE HAa CKOPOCTH
(GS1920-24/ 1000 M6uT/c.
24HP) n 45-50
(GS1920-48/ Muraet Cucrema ocCyLecTBASET Nepefayvy/npmeM AaHHbIX Ha ckopocTtn 1000
48HP) MéwuT/c.
XKentbin Foput Ha nopTy KackaampoBaHWs yCTaHOB/IEHO COEANHEHNE Ha CKOPOCTH
SFP 100 MéuT/c.
Muraet CucTeMa ocyuiecTensieT nepeaady/npmMeM aaHHbIX Ha ckopoctu 100
MéwuTt/c.
HeTt OTCyTCTBYET COeAMHEHNE UK NMOPT, MOPT KacKagnpoBaHUsS OTK/TIOYEH.

3.4 Bo3BpaT K 3aBOACKUM HAaCTPOMKaM MO YMOSTYaHUIO

Ecnn 3abbIT naponb nan He yaaetca oTKpbiTb Web-koHdurypaTtop, notpebyerca HaxaTb KHOMKY
Reset Ha 60KOBOI CTOpPOHE YCTPONMCTBA, YTO6bI 3arpy3unTb dann KoHdurypauum ¢ 3aBOACKUMU
HaCTpOMKaMK No ymonyaHuio. Npun 3TOM BCe paHee cAenaHHble HAaCTPoKK 6yayT noTepsiHbl n 6yayT
BO3BpaLleHbl IP-agpec koMMyTaTOpa, MM NOAb30BaTeNs U Naposb NO ymondaHuio — 192.168.1.1,
«admin» n «1234» COOTBETCTBEHHO.

Mpu HanuuyMm pesepBHON KoNuKn danna KoOHPUrypaumm, pekoMmeHgaumm no co3gaHmio KoTopomn
npuBeAeHbl B pasa. 1.3 Ha cTp. 22, 3aHOBO HacTpauBaTb NapaMeTpbl KOMMyTaTop OT Hadana u Ao
KOHUa nocne cbpoca HacTpoek He nNpuaeTcs. MoxHo 6yAeT NPOCTO BOCCTAHOBUTbL MOCAEAHIO0
KOHMUrypaumio.

UTO06blI BEPHYTb KOMMYTATOP K 3aBOZICKMM HacTpoMKaM Mo yMOSYaHWUIo, BbIMONHUTE clieayloume
aencreus.

1 YpoctoBepbTecb, YTO MHAMKATOP SYS ropuT 3esieHbIM LBETOM (He MuraeT). Haxmute KHonky Reset,
pacrnonoXeHHyt Ha 6OKOBON CTOPOHEe KOMMYyTaTopa, C MOMOLLbK 3a0CTPEHHOro npeaMeTa,
Hanpumep, 6ynaBku, Kak NokasaHo B pas3a. 3.4.1 Ha cTp. 31.

2 YgepxuBalTe KHOMKY HaXaTOW HE MeHee NSATU CeKyHA, A0 TeX nop, Kak nHamkatop SYS LED He
HayHeT MuraTb. Mocne 3Toro oTNyCcTUTe KHOMKY. JoXAUTeChb 3aBeplleHUs nepesarpysKku
KomMmyTaTtopa (nHamkatop SYS LED cHOBa A0/IKEH ropeTb 3e/1eHbIM HENPEpPbIBHO). DTOT Npouecc
3aHMMaeT A0 ABYX MUHYT.

MpumMeyaHue: NS NOBTOPHOro Bxoaa B Web-KoHdUrypaTop KOMMyTaTopa, BO3MOXHO,

npunaeTca naMeHnTb IP-agpec koMnbioTepa, YTobbl OH Nonan B O4HY noAaceTb C IP-
aApecoM KoOMMyTaTopa no ymon4aHuio (192.168.1.1).

3.4.1 BokoBble naHenu

KHonka Reset HaxoaMTcss Ha 60KOBOW CTOPOHE KOMMYTaTopa, Kak NokKasaHo Ha pUCYHKe.
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maBa 3 MNaHenu ycTponcTea

PucyHok 20 BokoBas naHesnb: GS1920-48
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Web-koHurypaTtop

4.1 O630p

B naHHOM pasgene onucaHbl HAaCTponku u dyHkunm Web-koHdurypaTopa.

Web-koHdburypatop - 3T0 uHTepdeinc ynpasneHms Ha ocHose HTML, KOTopbI MO3BOASET /IErKo
HacTpauBaTb M YNpaBAsSTb KOMMYTaTOpoM yepe3 HTepHeT-6pay3ep. Mcnonb3ylite Internet Explorer
6.0, Netscape Navigator 7.0 n Mozilla Firefox 3.0 nnn 6onee no3gHMe BEPCUN yKa3aHHbIX
6pay3epoB. PekoMeHL0OBaHHOE pa3pelleHne akpaHa — 1024 Ha 768 nukcenen.

[na ncnonb3oBaHus Web-KoHMUrypaTopa HyXXHO pa3peLunTsb:

e BcnnbiBatowme okHa 6paysepa Ha ycTponcTBe. Bnoknposka BCM/bIBalOWMX OKOH Bpay3epa Mo
YMOJT4YaHMIO BKJIOYEHA B onepauunoHHol cncteme Windows XP SP (Service Pack) 2.
e JavaScript (N0 yMOM4YaHUIO BKIKOYEH).

e PaspelueHnsa Java (Mo yMOMUYaHUIO BKKOUEHbI).

4.2 Bxop B cucremy

1 3anyctute Web-6paysep.

2 BeguTe «http://» n IP-agpec kommyTaTopa (Hanpumep, IP-agpec Ans ynpasfieHUs No yMO4YaHuio
- 192.168.1.1) B none Location nnn none Address. Haxmnte [ENTER].

3 TosABuUTCS 3KpaH BBOAa MMeHWU 1 Napons. iMa nonb3oBaTtens no ymondanuio — admin, a
COOTBETCTBYHOLLNIA €My Naposnb No ymonyaHuio — 1234. [lata n BpeMs 6yayT nokasaHbl TaK, KakK Ha
pUCYHKe, ecnn He 6bl1 HacTpOEH cepBep BpEMEHU Unun gaTta u BpeMs He 6blM HacTpoeHbl B MEHIO
General Setup.
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[maBa 4 Web-koHdurypaTop

PucyHok 22 Web-koHdburypatop: BXoa B cuctemy

Windows Security @

The server 192.168.1.1 at G51920 at Thu Jan 1 00:03:24 1970 requires a
username and password,

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

|Hsername |

| Passwoard |

[[] Remember my credentials

[ ok || cancel |

4 Haxmute OK, yTobbl NONAcTb Ha HadanbHbIM 3kpaH Web-koHdurypaTopa.

4.3 OkHO cocTosiHuA (Status)

Mocne nonydexusa goctyna Kk Web-koHdurypatopy nepsbiM oTo6paxaeTtca skpaH Status.

B 3TOM pyKoBOACTBE ANs NpUMepa MCMOMb30BaHbl 3KpaHbl C M306paxxeHnemM Moaenen,
noAaep>KMBaloLLMX NMUTaHWE YCTPOCTB No BuToM nape (PoE). Ansa Apyrux moaenei akpaHbl MOryT
HEMHOIMO OT/IMYaThCA.

Ha npuBefeHHOM HMXE pUCYHKE MoKasaHbl 3/IeMEeHTbl HaBUrauum no akpaHy Web-koHdurypaTtopa.

PucyHok 23 [lomawHsAsA ctpaHuua Web-koHdurypatopa ans mogenen ¢ nogaepxkon PoE (Status)

E Save R Status ). Logout | ([ Help

MEND T e,

Advanced Application

(@ Port Status ____]
Port Name Link State PD LACP TxPkts RxPkts Errors TxKBis RxKBis
100MIF FORWARDING off Disabled 8566 1197307 0 56.735 7798  115:36:2¢ C D
Down STOP off Disabled 0 0o B 00 0:00:00
Down STOP off Disabled 00 0.0 0:00:00 F
Down STOP off Disabled 0o 00 0:00:00
Down STOP off Disabled 0:00:00
Down STOP off Disabled 0o 00 0:00:00
Down STOP off Disabled 00 0.0 0:00:00
Down STOP off Disabled 0o 00 0:00:00

Application

nagement
——————

(=R ISR
c oo oooo
oo oo o
o oo oo oo
o
=3
o
=

@
E

- Clear Counter
Opon[ ]

A - HaxaTune Ha MYHKTbl MEHIO paCKpbIBAET CCbIJZIKU Ha MYHKTbl MOAMEHIO; Bbl60p O4HOIro U3 NyHKTOB
NOAMEHIO OTKpPbIBaeT COOTBGTCTBYFOLLI,VIVI 3KpaH B OCHOBHOM OKHe.

B, C, D, E - C noMoLbto 3TMUX 6bICTPbIX CCbIJIOK MOXHO BbINOJSIHATbL ONpeAesieHHble AeNCTBUS
He3aBUCMMO OT TeKyLlero sKpaHa.

B - HaxaTue Ha JlaHHYI0 CCblNIKY Bbl3biBAeT COXpaHEHUE KOHMDUrypauum B 3HEpProHe3aBUCMMON
namMsaT KoMMyTaTopa. Mocne coxpaHeHns B SHEProHe3aBUCUMON NaMaTn KOHbUrypauus
KOMMyTaTopa OCTaeTCsl HEM3MEHHOW Jlaxe B CllyYae BbIKKUEHUs NMUTaHUs KOMMyTaTopa.
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maBa 4 Web-koHdurypaTop

C - HaxaTue Ha [laHHYI0 CCbINIKY BbI3bIBAET MEPexo/l Ha CTPaHMLYy COCTOSHUSA KOMMyTaTopa.
D - HaxaTtue Ha AaHHY0 CCbIIKY Bbi3bIBAET BbiXoa U3 Web-koHdurypaTtopa.

E - HaxaTue Ha AaHHYI0 CCbIJIKY OTKPbIBAET CTPaHuLUbl CpaBku. Ha cTpaHuuax cnpaeku
NpUBOASATCA ONUCAHUSA BCEX DKPAHOB HACTPOWKMU.

F - LLenkHuTe no 3Ton ccbiake, 4tobbl nepenTtn K akpaHy ZON Neighbor Management, ¢ nomowbto
KOTOPOro MOXXHO NpocMaTpmBaTb MHMOPMaLMIO O COCEAHUX YCTPOMCTBaX, COBpaHHyto

KOMMYTaTOpOM, W ynpaBnsTe UMU.

Y10o6bI OTKPbITb CMNCOK CCbIJTOK B MOAMEHIO, HAXXMNTE Ha OCHOBHYO CCbIJIKY B NMaHen HaBurauuun.

Ta6bnuua 4 O630p NOAMEHIO MaHENN HaBUraunm

Queuing Method

Multicast

AAA

IP Source Guard

Loop Guard

Layer 2 Protocol Tunneling
PPPoE

Errdisable

Private VLAN

Green Ethernet

LLDP

BASIC SETTING ADVANCED APPLICATION IP APPLICATION MANAGEMENT
(OCHOBHbIE (PACLUMPEHHbIE
HACTPOWKMN) NPUTNOXEHMS) (IP-NPUNOXEHWS) | (YIPABNEHME)
Monenu c MENUS
noaaep>xkoit PoE Basic Setting Basic Setting
Advanced Application
IP Application
IP Application VLAN Static Routing Maintenance
Static MAC Forwarding DI fEEEREInT
Static Multicast Forwarding EHCZ Emgnosnc
System Info Filtering ARP Setup Syslog
Geheral Setup Spanning Tree Protocol Cluster Management
Switch Setup Bandwidth Contral MAC Table
IP' Setup Broadcast Storm Control ARP Table
FPort Setup Mirroring Path MTU Table
PoE Setup Link Aggregation Cormgure Clone
Interface Setup Port Authentication Meighbor Table
IPvE Port Security
Classifier
Folicy Rule

IMyHKTbI MEHI0 HaBMrauUMOHHOWM NaHenn onucaHbl B cnep,yrou.l,eﬁ Tabnuue.

Tabnuua 5 T[TyHKTbl MEHIO HAaBUIALMOHHOW NMaHenm

MNYHKT

OIMNCAHUE

Basic setting (OcHOBHble HacTpoliku)

System Info
(MHdbopMaums o

DTOT MYHKT OTKPbIBAET 3KpaH obuweln MHpopMauum o cucteme.

cucrteme)

General Setup OTOT NYHKT OTKPbIBAET 3KPaH, NO3BOSIOWMNIN HACTPOUTL OBLLYI0 MAEHTUPUKALMOHHYIO
(Obwme MHMOpMaLUO 0 KOMMyTaTope.

HaCTpOWKK)
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[maBa 4 Web-koHdurypaTop

Ta6bnuua 5 [yHKTbI MEHIO HaBUraLMOHHOW NaHenun (MpoAosXeHue)

MYHKT OMNMUCAHUE

Switch Setup DTOT NYHKT OTKPbIBAeT 3KPaH, NO3BONSKOLWMNI HACTPOUTb rnobanbHble NapameTpsbl
(Hactpowka KOMMyTaTopa, Takue, kak Tmn VLAN, npotokon GARP n npnoputeTbl o4epeaHoCTH.
KOMMyTaTopa)

IP Setup STOT NYHKT OTKPbIBAET 3KpaH, No3BOASAOLWMIA HAacTponTb IP-agpec n macky noacetun
(HacTtpoika (HeobxoaunMble ana yrnpaBneHUsi KOMMyTaTopoM), a Takxke cepsep DNS (cepBep AOMEHHbIX
npotokona IP) MMeH) n Ao 64 nomeHoB IP-mMapwpyTusauunm.

Port Setup DTOT NYHKT OTKPbIBAET 3KpaH, NO3BOMSAIOLWMIA HACTPOUTb OTAENbHbIE NOPTbI KOMMyTaTOpa.
(HacTtpowku

nopToB)

PoE Setup Ona mopenen c noaaepxkon PoE

(HacTtpowku

POE) DTOT NYHKT OTKPbIBAET 3KpaH, C MOMOLLbIO KOTOPOr0 Ha KOMMYTaTOpPe MOXHO YCTaHOBUTb

NPUOPUTETHLI PE3epPBMPOBAHUS N BblAENIEHNS MOLLHOCTU ANS ONpeAeneHHbIX NMMTaeMblX
YCTPOWCTB.

Interface Setup

OTOT NYHKT OTKPbIBAET 3KpaH, C MOMOLLbIO KOTOPOro MOXHO 3a4aTb NapameTpbl Ans

(Hactpowka onpeaeneHHbIX TUNOB NHTepdencoB nnn nHTepdencos C onpeaeneHHbIMn
nHTepdelica) naeHTudunkaTopamm.
IPv6 OTOT NYHKT OTKPbIBAeT 3KpaH, C MOMOLLbIO KOTOPOro MOXHO MPOCMOTPETb CTaTyC U

HacTpouTb NapameTpbl npoTokona IPv6.

Advanced Application (PaclumMpeHHble NPUNOXEHUS)

VLAN STOT NYHKT OTKPbIBAET 3KpaHbl, MO3BOMAOWMNE HACTPOUTL BUPTYasibHble JIOKasbHbIE CETU
Ha OCHOBEe NMopToB MK cTaHaapTa 802.1Q (B 3aBMCUMMOCTM OT TOro, YTo 6b110 BbIGPAHO B
MeHto Switch Setup). Ha aTux akpaHax nmeeTtcs Takxe BO3MOXHOCTb HacTpouTb VLAN Ha
ocHoBe npotokosioB U VLAN Ha ocHoBe noaceTen.

Static MAC OTOT NYHKT OTKPbIBAeT 3KpaH, NO3BONAKOLWMNI HAaCTpouTb cTtaTnyeckme MAC-aapeca ans

Forwarding Kaxaoro u3 noprtos. Takme crtatndeckne MAC-agpeca He UMeT CpoKa AeNCTBUS.

(Mepecbinka Ha
ocHOBe
cTaTuyeckmx
MAC-aapecoB)

Static Multicast
Forwarding
(MHOroaapecHas
paccbiika Ha
OCHOBe
cTaTuyeckmx
MAC-aapecoB)

OTOT NYHKT OTKPbIBAET 3KPaH, NO3BOMSAOLWNIA HAaCTPOUTb cTaTuyeckne MAC-agpeca
MHOroaApecHOM paccChbisiku ANs NOpToB. Takne ctatnyeckne MAC-agpeca MHOroaapecHom
paccCbl/IKU He UMEeKT CpoKa AeNCTBUS.

Filtering
(OunbTpaums)

DTOT MYHKT OTKPbIBAET 3KPaH, NO3BOMSOLWMNIA HACTPOUTL NpaBuna duabTpaunm.

Spanning Tree
Protocol
(MpoTokon
NoKpbIBatoLLero
aepesa)

STOT NYHKT OTKPbIBAET 3KpaHbl, MO3BOMSOWME HACTPOUTL NPOTOKOAbl RSTP/MRSTP/MSTP
ANS NpefoTBpalLeHns NeTenb B CETY.

Bandwidth
Control
(YnpaBneHue
NpOnyCcKHOM
CNoCcoBHOCTbLIO)

DTOT NYHKT OTKPbIBAET 3KpaH, NO3BOMSAIOLWMIA HACTPOUTb OFPaHNYEHUS MPONYCKHOWM
CNOCOBHOCTU Ha KOMMyTaTope.

Broadcast Storm
Control
(KoHTponb
LWMpoKoBeLla-
TeNbHbIX
LITOPMOB)

oT10T MYHKT OTKPbIBAET 3KpaH, I'IO3BOJ'I$IIOU.|,VII‘/‘I HaCTpouTb CbVI}'IprbI LIJI/lpOKOBeLLlaTeJ'IbHOIZ
nepegauu.
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maBa 4 Web-koHdurypaTop

Ta6bnuua 5 [yHKTbI MEHIO HaBUraLMOHHOW NaHenun (MpoAosXeHue)

MYHKT OMNMUCAHUE

Mirroring STOT NYHKT OTKPbIBAET 3KpaHbl, MO3BOMSOWME HACTPOUTL KONMMPOBaHWE Tpadumka oT
(3epkanbHoe OAHOrO UM HECKONbKMX NMOPTOB Ha APYroi nopT, 4Tobbl MOXHO 6bI10 NpoBEPUTL TPaduk
aybnnposaHue) | Ha NepBOM MOPTY, HE BMELUNBAACH B €r0 NOTOK.

Link Aggregation

oT0T MYHKT OTKPbIBAET 3KpaH, NMO3BONSAOLWMNA NTIOrMYecKn 06beaAnHNTb HECKOJIbKO

(Arperaums pur3nYecKknx KaHanoB B OAMH NOrMYecknini kaHan 6onbLuein NponycKkHOM CNOCOH6HOCTU.
KaHasoB)

Port DTOT NYHKT OTKPbIBAET 3KPaH, NO3BOMSAIOLWMIA HACTPOUTL ayTEHTUPMUKALUIO MOPTOB Ha
Authentication ocHoBe IEEE 802.1x ans KAMeHToB, NOAK/HOYAOLWNXCA K KOMMYTaToOpY.
(AyTteHTnduka-

LS NOpTOB)

Port Security

DTOT NYHKT OTKPbIBAET 3KPaH, NMo3BONAIOWMIA BKIUNTL NoNydYeHne Tabnumusl MAC-agpecos

(BesonacHocTb W YCTaHOBUTb MakcuManbHoe konnvectso MAC-agpecoB, KOTOpble MOXET 3aNOMHUTb MOPT.
nopToB)

Classifier DTOT NYHKT OTKPbIBAET 3KpaH, NO3BONSAIOLWMIA HACTPOUTL HAa KOMMYyTaTope rpynnuMpoBKY
(Knaccnbwuka- nakeToB MO ONMpeAeNeHHbIM KPUTEPUSAM.

ums)

Policy Rule OTOT NYHKT OTKPbIBAET 3KPaH, NO3BOMSAKOLWMNIN HACTPOUTb HA KOMMyTaTope 0cobyto
(MpaBuna 06paboTKy CrpynnupoBaHHbIX NaKeToB.

NOINTUKW)

Queuing Method
(MeTop

DTOT MYHKT OTKPbIBAET 3KPaH, MNO3BONSOLLMI HACTPOUTb METOAbI MOCTAHOBKU B oYepeab, a
TakXe yCTaHOBWUTb 3HaUYEeHUs1 BECOB AJ/151 KaXA0ro U3 NopToB.

opraHusauunm
oyepepnen)

Multicast DTOT NYHKT OTKPbIBAET 3KpaHbl, MO3BOMSIOWME HACTPOUTL pasanyHble PyHKUMN
(MHoroapgpecHas | MHOroaapecHOM pPacCblsIKU U OTCNIEXUBAHUA MHOroaapecHoro Tpaduka IGMP, a Takxe
paccbiika) co3pnaBaTb VLAN-ceTM MHOroaapecHom pacChbisiku.

AAA (ayTeHTu-
dpukaums,
asTopu3aumsa u
yyer)

STOT NYHKT OTKPbIBAET 3KpaH, NO3BOASIOWMA HACTPOUTb pasnydHble PyHKLMN
ayTeHTUdUKaLMM 1 aBTopu3aumn C UCrNosb30BaHNEM BHELLHMX CepBEpPOB. B kayecTBe Takmnx
BHELWHMX CepBepoB MOryT BbicTynaTb cepBepbl RADIUS (Remote Authentication Dial-In
User Service) nnn TACACS+ (Terminal Access Controller Access-Control System Plus).

IP Source Guard
(3awmTa ot
rnoameHsol IP-
aapecos)

DTOT NYHKT OTKPbIBAET 3KpaHbl, NO3BOMISIOLME HACTPOUTL DUNbTPaLUIO
HecaHKuMoHupoBaHHbIX DHCP n ARP-nakeToB B ceTu.

Loop Guard
(3awmTa ot
obpa3oBaHus
netenb)

oT0T MYHKT OTKPbIBAET 3KpaH, NMO3BOJISIOLWMN HaAaCTpoOuUTb 3allnUTy OT 06pa3OBaHVIFI CeTeBbIX
neTesib Ha rpaHuue ceTu.

Layer 2 Protocol

OTOT NYHKT OTKPbIBAET 3KpaH, NO3BOJSIOWMIA HACTPOUTL NapaMeTpbl npoTtokona L2PT

Tunneling (Layer 2 Protocol Tunneling, npoTokon TYHHENNpPOBaHUSA YPOBHSA 2) Ha KOMMyTaTope.

(MpoTtokon

TYHHENMpoBaHUs

YPOBHS 2)

PPPoE STOT NYHKT OTKPbIBAET 3KpaH, NO3BOASIOWMA HACTPOUTb NapaMeTpbl MPOMEXYTOYHOIO
areHTa agnsa noptos, VLAN n PPPoE.

Errdisable STOT NYHKT OTKPbIBAET 3KpaH, NO3BONASIOWMA HACTPOUTb NapaMeTpbl OTKIOYEHNS OWNHOoK

(OTKkNtOYEHNE AN dYyHKUMI 3aWwmTbl npoueccopa, obHapyXeHus c60eB 1 BOCCTAHOB/IEHUS MOC/E HUX.

owmnbok)

Private VLAN STOT NYHKT OTKPbIBAET 3KPaH, NO3BOMSAOWMIA HACTPOUTb NapaMeTpbl YAaCTHbIX BUPTyasbHbIX

(YactHasa VLAN)

nokanbHbix cetein (VLAN).

Green Ethernet
(«3eneHbli»
Ethernet)

STOT NYHKT OTKPbIBAET 3KpaH, NO3BONASIOWMA HACTPOUTb 3KOIOMMYECKNE napameTpsbl
Ethernet, Takne, kak EEE (aHeproaddekTnsBHbin Ethernet), aBToMmaTnyeckoe oTko4YeHMe
NUTaHWS N YMEHbLUEHNE NPOTAXXEHHOCTU COEANHEHWNI A0 KaXXA0ro nopTa.
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Ta6bnuua 5 [yHKTbI MEHIO HaBUraLMOHHOW NaHenun (MpoAosXeHue)

MYHKT

ONMUCAHUE

LLDP

STOT NYHKT OTKPbIBAET 3KpaH, NO3BOASIOWMA HACTPOUTb NapameTpbl npoTtokona LLDP.

IP Application (IP-npunoxenuns)

Static Routing

oT0T MNYHKT OTKpPbIBAET 3KpaH, NMO3BOJISIIOLWMN HaCTpoOUTb CTaTUYECKNE MapLUpPyThbl.

(Cratnuyeckme CTaTnyeckmin MapLpyT yKa3blBaeT KOMMYTaTopy, KyAa cneayet HanpasnaTe IP-Tpaduk,

MapLpyTbl) nocpeacTBOM pyYHOW HAaCTPOMKW napaMeTpoB npoTtokosa TCP/IP.

DiffServ OTOT NYHKT OTKPbIBAET 3KpaHbl, No3Bonsowme BkounTtb DiffServ, HacTponTb npasuna
MapKMpOBKM U onpeaenntb otobpaxeHus mexay 6utamm DSCP n IEEE802.1p.

DHCP 3TOT NYHKT OTKPbIBAET 3KPaHbl, N03BONSAIOWME HACTPOUTbL npoTokon DHCP.

ARP Setup OTOT NYHKT OTKPbIBAET 3KPaHbl, NO3BONSAOWME HACTPOUTbL NapaMeTpbl 3anoMnHaHna ARP

(HacTpoiika A5 KaXaoro nopTa.

ARP)

Management (YnpaBneHue)

Maintenance
(O6cnyxwuBa-
Hue)

STOT NYHKT OTKPbIBAET 3KpaHbl, No3songowme pabotatb ¢ dannamMmm KoHGUrypaumm v
BCTPOEHHOro NporpaMMHoro obecneyeHns, a Takxke OCyLLeCTBAATb NepesarpysKy CUCTEMbI.

Access Control

oT0T MNYHKT OTKPbIBAET 3KpaHbl, NO3BOIAOWLINE NUSMEHNUTb UMA BXOA4a U NMapoOJib A0CTyMNa K

(Tabnuua ARP)

(KoHTponb cucTeMme, a Takxe HacTpomTb NpoTtokos SNMP un yaaneHHoe ynpasneHue.

aoctyna)

Diagnostic DTOT NYHKT OTKPbIBAET 3KpaH, NO3BOMSIOWMIA NPOCMaTpMBaTb CUCTEMHbBIE XYPHabl U

(AnarHocTtumka) TecTMpoBaTb NOPThI.

Syslog OTOT NYHKT OTKPbIBAET 3KpaHbl, MO3BONSAOWME HACTPaNBaTb CUCTEMHbIE XYPHaribl U cepBep
CUCTEMHOIO XypHana.

Cluster OTOT NYHKT OTKPbIBAET 3KPaHbl, MNO3BONSAOLME HACTPOUTL YNpaBreHne Kiactepamm u

Management MPOCMOTPETb €ro COCTOsIHME.

(YnpaBneHue

Knacrepamm)

MAC Table OTOT NYHKT OTKPbIBAeT 3KpaH, No3Bonsowmi npocmatpmusate MAC-agpeca (U Tunbl)

(Tabnuua MAC- | yCTPOWCTB, NOAK/TIOYEHHbIX K KaKUM-NM60 NopTaM, a Takxke MaeHTUhUKaATopbl BUPTyasbHbIX

aapecos) nokanbHbix ceTter VLAN ID.

ARP Table OTOT NYHKT OTKPbIBAET 3KPaH, NO3BOMISOLWNI MPOCMOTPETb Tabnuuy cootsetcTemns MAC-

agpecos n IP-agpecos.

Path MTU Table
(Tabnuua MTU
nyTemn)

STOT NYHKT OTKPbIBAET 3KpaH, NO3BONSIOWMA NPOCMOTPETL TakmMe napamMeTpbl, Kak BpeMs
ycTtapeBaHus MTU nyTu, NnopsaakoBbIi HOMep, agpec HasHayeHus, MTU n cpok aencreums.

Configure Clone

[aHHbI NMYyHKT OTKPbIBAET 3KpaH, NMo3BOMAIOWMIA CKONMPOBaTb HAaCTPOMKN OAHOI0 U3

(Hactpowka NOpTOB Ha Apyrue nopTbl.

KNIOHUPOBaHUSA)

Neighbor Table DTOT NYHKT OTKPbIBAET 3KpaH, NO3BONAKOLWMIA NpocMOTpeTb Tabnuuy coceaein IPv6, koTopas
(Tabnuua BKOYaeT B cebs nopsaaKoBbIN HOMep, HTepdelic, agpec coceaHero ycrponcraa, MAC-
coceaHnx aapec, ctaTyc v Tun.

YCTPOWCTB)

4.3.1 U3meHeHUue napons

Mocne nepBoro BxoAa B CUCTEMY PEKOMEHAYETCH M3MEHUTb Naposib aMUHUCTpPaTopa no
yMON4aHuio. YTobbl 0TO6pa3nTb NOKa3aHHbIM HUXE 3KpaH, HaxMnTe Management > Access
Control > Logins.
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maBa 4 Web-koHdurypaTop

PucyHok 24 lI3MeHeHWe naponsg agMMHUCTpaTopa

[ @) JLoains ] Access Control

Administrator

Old Password | |

New Password | |

Retype to confirm | I

Please record your new password whenever you change it. The system will lock you out if you
have forgotten your password.

Edit Logins
Login User Hame Password Retype to confirm Privilege

| I I I |
| I I I |
o I I I |
| I I I |

4.4 CoxpaHeHue KoOHduUrypauumm

3aKOHYMB M3MEHEHWEe HACTPOeK Ha 3KpaHe, HaxxmuTe Apply 4ns COXpaHeHUst USBMEHEHWUI B
onepaTuMBHOWN NaMsATU. HacTpoiku B OonepaTMBHON NaMsiTU TEPSAIOTCS NMPU OTKIIIOYEHUM NMUTAHUS
KOMMyTaTopa.

YT106bI COXpaHUTb KOHMOUIypauUMIo B SHEProHE3aBUCMMON NaMATU, HAXXMUTE Ha CCbIIKY Save B
npasoM BepxHeM yrny Web-koHdurypaTtopa. Noa sHeproHe3aBMCUMOM NaMaTbio KOMMyTaTopa

NMOHUMAETCs NaMsiTb, COAEPXKMMOE KOTOPOIN COXPAHSETCS AAXE MPU OTK/TOUYEHUN NMUTAHMUSA
KOMMyTaTopa.

MpumedaHme: lMNocne 3aBeplIeHMs ceaHCa HAaCTpPoMKK ob6s3aTelbHO BOCMNOJIb3YyNTECH
CcCblNKkoM Save.

4.5 BbnokunpoBkKka KOMMyTaTopa

BbinonHeHne nob0oro n3 AencTsnii NnpneoanT K 610KMPOBaHMUIO AOCTYNa K KOMMYTaTopy:

1 YpaneHwe BUPTYyanbHOMW JIOKaAbHON CceTU ynpasneHus (rno ymonyaxHuio — VLAN 1).

2 YpaneHue Bcex BMpPTyasbHbIX JIOKaNbHbIX CETE HA OCHOBE MOPTOB, YJIEHOM KOTOPbIX SAB/SIETCA NOPT
CPU. «MMopTt CPU» - 3TO ynpaBnsiioWniA NopT KOMMyTaTopa.
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[maBa 4 Web-koHdurypaTop

3 YcraHoBKa ¢unbTpaunm Bcero Tpaduka ans nopta CPU.
4 OTk/O4YeHMe BCEX MOPTOB.

5 Owwnbka B TEKCTOBOM KOH(PUIypaUMOHHOM daiine.

6 YTparta napons n/wunmn IP-agpeca.

7 3anpetT gocTtyna K KOMMyTaTopy A/st Bcex cnyx6.

8 M3meHeHue HOMepa nopTa cnyxbbl 1 ero yrtpara.

MNpumeuaHme: CobntogainTe 0CTOPOXHOCTb, YTO6bl He 3a6/10KMPOBAaTb AOCTYN K
KOMMyTaTopy Ans cebs 1 BCcex oCTaslbHbIX NOSib30BaTeNen.

4.6 COpoc kommyTaTtopa

Ecnu gocTtyn kK koMMyTaTopy 6bin 3a6nokmnpoBaH (AN TEKYLEro 1 OCTanbHbIX NOMb30BaTENEN) UIn
3abbIT Naponb agMMHUCTpaTopa, Heobxoammo byaeT cOpocTb KOMMYTaTOp A0 3aBOACKMX HAaCTPOeK
no ymonyaHuio (cM. pasa. 3.4 Ha cTp. 31).

4.7 Bbixoa n3s Web-koHdumrypartopa

YT06bI BbIVNTN M3 Web-koHduUrypatopa, Haxmute Logout Ha skpaHe. 1515 NOBTOPHOro BXoAa nocne
BbIX0Aa HeobxoamMo 6yaeT 3aHOBO BBECTWM Naposb. [JaHHOe AeNCTBUE peKOMeHAYeTCS BbIMOMHUTb
nocne OKOHYaHUS ceaHca ynpasieHus no coobpaxxeHnsam 6esonacHocTw.

PucyHok 25 Web-koHdburypaTop: akpaH Bbixoaa
[ ——

Thank you for using the Web Configurator. Goodbye!

4.8 MNMomouwb

CrpaHuua oHnanHoBOM cnpasku no Web-koHdUrypaTtopy coaep>XxXuTt onncaHusa oTaefbHbIX 3KPaHOB,
a TaKXxe AOMOSIHUTENbHYI0 MHbOPpMaUMIO.

YT106bI NONYUNTL B PEXUME OHJIAlH ONMUCAHWE KOHKPETHOro akpaHa, Bbibepute nyHKT Help Ha
COOTBETCTBYOWeEM 3kpaHe Web-koHburypatopa.
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NMpumep nepBUYHON HACTPOUKHU

5.1 O630p

B naHHOM rnaee onncaHbl HACTPOMKM KOMMyTaTopa Ha NpuMepe KOHKPETHOM CeTu.
MNMepBUYHasa HacTporka BKOYaeT B cebsa cneaytowme waru:

e Co3paHue BMpPTYyanbHOW nokanbHol cetn VLAN
e OnpeaeneHune naeHtngukatopos VLAN ans noptos

e Hacrpolika IP-agpeca ynpaBneHus KoMMyTaTtopoM

5.1.1 Co3paHue BupTyanbHou nokanbHou cetu VLAN

BupTyanbHble NoKasbHbIe CETU OrPaHMUMBAIOT LWMpPOKOBELLAaTeNbHbIE Kaapbl Toi rpynnoi VLAN,
KOTOPOI NpUHAANEXMUT nopT (NopThl). [na 3TOro MOXHO MCMONb30BaTh BUPTYasibHble NIOKANbHbIE
CETM Ha OCHOBE MOPTOB UMM CTaTUUECKNE BMPTyasbHbIE 1OKASIbHbIE CETU HAa OCHOBE TEroB C
(bUKCUPOBAHHBLIMU MOPTaMU-USIEHAMMU.

B AaHHOM npumepe nopT 1 KOHMUIYpUPYETCS B KAQUECTBE YfieHa BUPTYyasbHOM IOKanbHOM ceTu
VLAN 2.

PucyHok 26 [puMep NepBMYHOM HAaCTPOMKK CETU: BUPTYasibHas sloKasbHasa CETb

\ ;( WHTepHeT

N

VLAN2

o

1 Bbibepute B HaBuraumoHHor naHenn Advanced Application > VLAN > VLAN Configuration n
nepengute no ccolike Static VLAN Setup.

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

42



[nasa 5 Npumep NepBNUYHON HACTPOMKHN

[ @) VLAN v VLAN Status
CSmEneven :ae'tuE CHeeHere )
VLAN Port Setup Click Here
Subnet Based VLAN Setup Click Here
Protocol Based VLAN Setup Click Here
Voice VLAN Setup Click Here
MAC Based VLAN Setup Click Here

2 Ha skpaHe Static VLAN Bbibepute ACTIVE, « um VLAN Configuration
BBeAWUTe uMmsa-onucaHue B nose Name v BeeguTe 2 ACTIVE “
B none VLAN Group ID gna cetn VLAN2. fame Examele

VLAN Group ID 2

Port Control Tagging
Mormal v ¥ TxTagging
® Normal Fixed Forbidden ¥ TxTagging
® Normal Fixed Forbidden ¥ TxTagging
® Normal Fixed Forbidden ¥ TxTagging

* Normal Fixed Forbidden #| Tx Tagging

27 * Normal Fixed Forbidden #| Tx Tagging
28 * Normal Fixed Forbidden #| Tx Tagging

Bl ow

| Add | | Cancel | | Clear |

viD Active Name Delete
1 Yes 1
C =2 Yes Example )

| Delete | | Cancel |

MpumeyaHune: Mone VLAN Group ID Ha 3ToM skpaHe v nosie VID Ha akpaHe MeHio IP

Setup oTHOCATCA K OAHOMY M TOMY Xe UAEHTUPUKATOPY BUPTYasIbHOW JIOKANbHOM
cetn VLAN ID.

3 TMockonbky ceTb VLAN2 noakntoyeHa K nopty 1 kommyTtaTopa, Bbibepute nyHKT Fixed, 4Tobbl
Ha3Ha4uTb NOPT 1 NOCTOAHHbLIM YSIeHOM TONbKO 3ToM VLAN.

4 YT06bl HEe noaaepxuBatowme naeHtTudbukatopbl VLAN ycTpoiicTBa (HanpuMep, KOMMNbIOTEPLI U
KOHLLeHTpaTopbl) NPaBW/IbHO NMPUHMUMaNM Kaapbl, CHUMUTE BblaesieHne ¢ nepekntovartens TX
Tagging - Toraga kommyTaTop 6yaet yaanate Tern VLAN nepeg oTnpaBKoOW.

5 Haxmute Add, 4TO6bI COXpPaHUTb HACTPOMKM B OMNepaTUBHOW NaMsaATU. HacTponku B onepaTUBHOM
namsiTM TePSIIOTCA NPU OTKOUYEHUN NMUTaHUS KOMMyTaTopa.

5.1.2 HasHayeHue ngeHTndukaTopa BupTyanbHou nokanoHou cetu VID aons
nopra

NaoeHTudunKaTop BUPTyanbHOM NokanbHOM cetn ang nopta (PVID) ucnonb3dyetcsa ana pobasneHns
Teros K Kagpam 6e3 Teros, NOCTyNawLLMM Ha 3TOT NOpPT, YTOObI Takne Kaapbl HaNpaBAsSUCh B Ty
rpynny VLAN, KoTopyto onpenenser Ter.

B aaHHOM npumepe Heo6Xo0ANMMO YCTaHOBUTL 2 B KavecTse naeHTudukaTtopa VID ansa nopta 1,
yTObbl BCE HEMOMEYEHHble Teramm Kaapbl, MPUHATbIE Yepe3 3TOT NOpT, OTNPaBAS/INCE B
BUPTYyasibHY0 fIoKanbHyto ceTb VLAN 2.
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[maea 5 Npumep NepBNYHON HACTPOMNKHN

PucyHok 27 [lpuMep NepBMYHON HAaCTPOMKK CETU: MAEHTUMUKATOP BUPTYasibHOW TOKaIbHOM CeTn

Ans nopta
:(-Mmepuer
\Ne b
VLAN2Z |
i
- :
s !
1 BblbepuTe B HABUrauMOHHOW NaHenu T — VLAN Configuration

Advanced Applications > VLAN > VLAN e
Configuration. 3atem neperianTe No ccolsike
VLAN Port Setup.

Port  Ingress Check PVID GVRP  Acceptable Frame Type  VLAN Trunking Isolation

All v
2 Bseaute 2 B none PVID ansa nopta 2 v : ] Al .
HaxxmuTe Apply, UTO6bI COXpaHUTb | @ 2 Al - J
W3MEHEHMs! B OMEepaTMBHONM NamsiTy. \3/\/:\/\/\:'1\/\/\/\/\
HacTpoinku B onepaTMBHOW NamsAaTU TePAOTCS - 1 = >
Npu OTKIIOYEHUN NUTAHNSA KOMMYyTaTopa. % ] i E

Apply | | Cancel

5.2 Hactpowuka IP-agpeca ynpaBrieHUst KOMMyTaTOPOM

Mo ymonyaHuio B KayecTtse IP-agpeca ynpassieHMss Ha KOMMYTaTOpPE UCMNOJb3yeTcs afapec
192.168.1.1. Ana ynpasneHns YCTPOMCTBOM MOXHO HacTpouTb Apyron IP-agpec u3 oTianyHom
noaceTu. NpuMep nokasaH Ha cneayloweM puUcyHke.

PucyHok 28 [lpuMep nepBMYHOM HacTpoKrku: IP-agpec ynpasneHus

\ ;( WnTtepHeT

—
192.168.1.x 192.168.2.1

....................................................

1 lNoaknuuTe KOMMbOTEp K o60My M3 nopToB Ethernet Ha komMMyTaTope. Y6eautech, UTo
KOMMbIOTEP HAaXOAUTCA B TOW e NOACETU, YTO U KOMMYTaTOp.
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[nasa 5 Npumep NepBNUYHON HACTPOMKHN

OTkpolite Web-6pay3ep n BBeanTe B cTpoke agpeca 192.168.1.1 (IP-agpec no ymonyaHuio), 4tobbl
nonyunTb Aoctyn kK Web-koHdburypatopy. JonoaHUTENbHYIO MHDOPMaLUIO MOXHO HalTK B pa3a. 4.2

Ha cTp. 34.

BbibepuTte B HaBMrauMoHHoOM naHenu Basic
Setting > IP Setup.

BBeaute HyXHYI MHGOpMauuo Ha 3kpaHe IP
Setup.

Onsa cetn VLAN2 BBeanTe B KadectBe IP-agpeca
192.168.2.1 n macky noacetn 255.255.255.0.

B none VID BBeauTe naeHTUdUKATOP rpynnobl
VLAN, KOTOpOI AonKeH NnpuHaanexartb 3T1oT IP-
aZpec ynpasneHus. 370 A0IKHO 6bITb TO Xe
3Ha4yeHune, koTopoe 6b110 BBegeHo B nose VLAN ID
Ha 3kpaHe MeHto Static VLAN.

Haxmunte Add, 4To6bl COXPaHUTb U3MEHEHWS B
ornepaTMBHOW NaMATU. HacTporKkn B onepaTuBHOM
namaTu TEPAIOTCA NPU OTKIKOYEHUU NMUTAHUS
KOMMyTaTopa.

O REEIT

Domain Name Server

0ooo

Default Management IP O DHCP Client

Address
@ Static IP Address

IP Address

192.166.1.1
[255.255.255.0
0.0.0.0

IP Subnet Mask

Default Gateway

@gemenl IP Addresses \

IP Address

192.168.2.1

IP Subnet Mask 255.286.255.0

VD 2

Default Gateway 0.0.00

\_

Index IP Address

IP Subhet Mask vID Default Gateway Delete
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[NowaroBble yKazaHusA

6.1 O630p

DTa rnaBa COAEPXUT HEKOTOPbIE NPUMEPbI Ucnonb3oBaHus Web-koHdurypatopa anst HACTPOMKM
KOMMyTaTopa 1 paboTbl C HUM. MowaroBble yKa3aHWs OMUCbIBAOT BbIMOJIHEHWE CIeAyoLWNX 3a4ayd:

e Pabota c pyHkumen oTcnexmnsaHns DHCP Ha koMMyTaTope

e Mcnonb3oBaHue petpaHcnsaumm DHCP Ha komMyTaTope

6.2 Pab6ota c ¢pyHkumen orcnexmsaHna DHCP Ha
KOMMyTaTope

TpebyeTtcs, utobbl DHCP-cepBep A, NMOAK/OUYEHHBIA K NOPTY 5, ocywecTensan pasgady IP-agpecos
BceMm ycTtponcteam B cetn VLAN (V). Cospante cetb VLAN, Bkatovatowyto B cebs noptel 5, 6 n 7.
Moakntoumte KoMNbloTep M K KOMMYyTaTOpy AJ151 YNpaBJieHus.

PucyHok 29 T[Mowarosble ykasaHusa: O630p nowarosbiX ykasaHuin no pabote ¢ dyHKUuen
oTcnexunsaHnsa DHCP

MpuMeyaHme: JononHuTensHyto nHdopmaumto o dyHkumm otcnexmsaHns DHCP MoxHO
HanTn B pasa. 25.1 Ha cTp. 217.

B 3TOM MpuMepe MUCMosb3yoTCs Creayolmne HaCTPONKM.

Tabnuua 6 [owarosble yka3aHusa: HacTporikn B JaHHOM npuMepe

A L G =
DHCP-cepsep (A) 5 11100 100 Oa
DHCP-knueHT (B) 6 11100 100 Het
DHCP-knuneHT (C) 7 11100 100 HeTt
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naBa 6 NowwaroBble yka3aHus

OTkpoliTe nHTepdenc ynpasneHmsa KOMMyTaTopoM, Habpas B CTpoke 6pay3epa agpec nNo yMoa4aHuio
http://192.168.1.1. BbinonHUTE BXO4 HA KOMMYTaTop, yKasas nMs noab3osartens (Mo ymMoadaHuio
admin) 1 naponb (No ymonyanuio 1234).

Beibepute B MeHio Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup
n co3pante cetb VLAN c ID=100. [lo6aBbTe nopthbl 5, 6 n 7 B ceTb VLAN, Bbi6paB onuuto Fixed B
none Control.

CHuMnTE BblaeneHme c nepekntodatens Tx Tagging, NOCKOSIbKY UCXOASALWMNA TpadUK HE AOSIKEH
coaepxaTb Ter 3toi cetn VLAN.

HaxmuTte kHonky Add.

PucyHok 30 [owarosble ykasaHus: CosaaHue cetn VLAN n nobasneHme noptoB B Hee

[ @) Static VLAN ] VLAN Configuration
ACTIVE v
Hame WLAM 100
VLAN Group 1D 100
Port Control Tagging
* Mormal ¥ #| TxTagging
1 * Normal Fixed Forbidden #| TxTagging
2 * Mormal Fixed Forbidden ¥ TxTagging
3 * Normal Fixed Forbidden #| TxTagging
4 * MNormal Fixed Forbidden #| TxTagging
5 Normal * Fixed Forbidden ¥ TxTagging
G Normal * Fixed Forbidden ¥ TxTagging
7 Mormal * Fixed Forbidden #| TxTagging
\/\/vw\/ﬁﬁ\/\/d\/wm\/
27 * Normal Fixed Forbidden ¥ TxTagging
28 * Normal Fixed Forbidden ¥ TxTagging
Add Cancel Clear

Bbibepute B MeHtio Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup v
ycTtaHosuTe naeHtugukatop PVID noptoB 5, 6 n 7 pasHbiM 100. Tenepb BxoasawmM kagpam 6e3
Teros, NpMHMMaeMbIM Yepes noptbl 5, 6 n 7, 6yaet npuceamsartbcsa Ter 100.
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PucyHok 31 [lowarosble ykasaHus: [JobaBneHne Teros B kagpbl 6e3 Teros

(@) VLAN Port Setting ] VLAN Configuration
GVRP
Port Ingress Check PVID GVRP  Acceptable Frame Type VLAN Trunking Isolation
* All v
1 1 All v
2 2 All r
3 1 All r
4 1 All v
"""" 5 100 Al v
6 100 All r
7 [100] | Al v
.“8 1 All v
9 1 v
\/\/\/\/\\/\
27 1 All r
28 1 All r

Apply | | Cancel

Bbibepute B MeHio Advanced Application > IP Source Guard > DHCP snooping > Configure,
3aTeM aktuBupymnte un ykaxumte VLAN 100 B kavectBe VLAN DHCP, kak noka3aHO Ha pUCyHKe.
Haxmute Ha Apply.

PucyHok 32 [Mowarosble ykasaHusa: YkasaHue VLAN DHCP

[ @) LHCP Snooping Configure Port VLAN DHCP Snooping

" Disahle

DHCP I
an @ i

Datahase
Agent URL
Timeout interval 300 seconds
Write delay interval 300 seconds

Renew DHCP Snooping URL | Renew |

Applyl Cancel |

MNepengute no ccoinike Port B BepxHeM nNpaBoM yriy.
Port VLAN DHCP Snooping
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naBa 6 NowwaroBble yka3aHus

OTkpoetcs akpaH DHCP Snooping Port Configure. Boibepute onumio Trusted B none Server
Trusted state ans noprta 5, nockonbKy K 3TOMYy NopTy noakntovyeH DHCP-cepsep. [na noptoB 6 n 7
BblbepuTe onunto Untrusted, nockonbky kK HMM nogkatoveHbl DHCP-knneHTbl. Haxxmnte Ha Apply.

PucyHok 33 [lowarosble ykasaHus: YcTtaHoBka ana nopta DHCP-cepsepa onumn Trusted

[ @) DHCP Snooping Port Lohfigure Configure
Port Server Trusted state Rate (pps)

* IUntrusted 'l I

4 |Untrusted 'l
3 ITrusted vl

7 IUntrusted 'I

Apply! Cancel |

Bbibepute B MeHio Advanced Application > IP Source Guard > DHCP snooping > Configure
> VLAN, Bbibepute 3anuck, cootBeTcTBytowyto VLAN 100, ykasas 3HadeHue 100 B nonsax Start
VID u End VID, u HaxxmuTe Apply. 3aTtem Bbibepute onuuto Yes B none Enabled ans 3anucn,
cooTBeTcTBytowen VLAN 100, koTopas noka3aHa B HMXKHEN 4YacTu 3KpaHa.

YT06bI BKAOUMTE B NakeTbl DHCP-3anpocoB AononHuUTEeNbHYIO MHMOPMaUnIo, Takyto, Kak
naeHTndmnkaTop VLAN MCTOYHMKA UM nMSA cuctembl, Bbibepute onumio Option82 Profile ana
AaHHoM 3anucu. CM. pas3a. 25.10.1.3 Ha cTp. 240.

PucyHok 34 [lowarosble ykasaHus: BkawoueHne dpyHkummn otcnexusanna DHCP ansa gaHHoM cetun
VLAN

[ DHCP Snooping VLAN Configure Port Configure

Show VLAN Start viD 100 End ViD 100

Apply

ViD Enabled Option 82 Profile
* No - -
100 Yes iy M

| Apply |} Cancel

HaxMunTe Save B npaBoM BepxHeM yrny Web-koHdurypartopa,
yTO6bl COXPaHUTb KOHMUIrypaumo Ha NMOCTOSIHHON OCHOBE. Status B Logout H Help

Noakntounte DHCP-cepBep K nopTy 5, a KOMNblOTEp, BbiCTynawowmn B kayectse DHCP-knneHTa, K
nopty 6 uam 7. KoMmnbloTep AO/IKEH MMETb BO3MOXHOCTb nonyyeHuns IP-agpeca ot gaHHoro DHCP-
cepBepa. B cnyudae nogknioveHns DHCP-cepeepa K nopTy 6 wan 7 Takoi BO3MOXHOCTU Y
KoMMbloTEpPa He byaerT.
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10 YT06LI NpoBEpPUTL paboTy dyHKUMKN oTcnexunBaHmns DHCP, Bbibepute B MeHio Advanced
Application > IP Source Guard. [JoskeH NosBUTbLCA Ha3HaveHHbI IP-agpec ¢ Tunom DHCP-
Snooping, Kak NokasaHo Ha pUCyHKe.

PucyHok 35 [lowarosble ykasaHus: NposBepka paboTbl NPMBSA3KN NPU BKIOYEHHOW QYyHKLMN
otcnexmnBaHna DHCP

[ @) IP Source Guard ] Static Binding DHCP Snooping  ARP Inspection
Index MAC Address IP Address Lease Tyne VD Port
...... 1. Do0200:00:00:1c 1010118 8d23h17mO0s dhep-snooping 100 7

6.3 Ucnonb3oBaHue petpaHcnauuun DHCP Ha
KOMMyTaTope

B 3TnX nowaroBbixX yKaszaHWsx NOKa3blBAETCS, KaK HAaCTPOUTb KOMMyTaTop TakuM o6pa3oM, 4Tobbl
OH ocyllecTBnsin nepecbiiky 3anpocoB DHCP-knueHTa onpeaeneHHomy DHCP-cepBepy. Yka3aHHbIM
DHCP-cepBep BblaensieT cooTBeTCcTBYOWMI IP-agpec ncxoaa ns nHdopmaummn, cogepxalleincs B
DHCP-3anpocax.

6.3.1 YcnoBusa onsa nowaroBbIX yKa3zaHMU No pabdboTe ¢ peTpaHcnaunen
DHCP

B aTom npumepe nmeetcs DHCP-cepeep (192.168.2.3), KOTOpPbIN A0MXKEH HAa3HauYUTb ONpeaeneHHbIN
IP-agpec (Hanpumep, 172.16.1.18) DHCP-knueHTy A, BblibpaB ero ucxoas ns ceegeHuin 06 nMeHu
cucrtemsbl, naeHtudukatope VLAN 1 HoMepe nopTa, coaepxawmxca B DHCP-3anpoce. KnueHT A
noAKIYaeTcs K nopTy 2 komMmyTatopa B cetn VLAN 102.

PucyHok 36 [Mowarosble ykasaHus: CueHapuii petpaHcnsaummn DHCP

N

Il
DHCP-cepBep
192.168.2.3

6.3.2 Co3paHue BMpTyanbHoM nokanbHou cetn VLAN

YT10o6bl coenaTb nopT 2 uneHoM cetn VLAN 102, npoaenanTe crnepytoLlee.
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BbinonHute Bxoa B Web-koHdUrypaTop yepes nopT ynpasB/ieHns KoMMyTaTopa.

Beibepute B MeHio Basic Setting > Switch Setup n ycraHosute Tvn VLAN paBHbiM 802.1Q.
Haxxmnte Apply, 4TO6bl COXpPaHUTb HAaCTPONKM B oNepaTUBHON MaMsaTH.

PucyHok 37 T[lowarosble ykasaHus: YctaHoska Tuna VLAN pasBHbiM 802.1Q

L@ Switch Setup
VLAN Type @ 8021a
Port Based
MAC Address Learning Aging Time 300 seconds
ARP Aging Time Aging Time 300 seconds
Join Timer 200 milliseconds
GARP Timer Leave Timer 600 milliseconds
Leave All Timer 10000 milliseconds
Priority Queue Assignment Level7 7 -
Levelf g -
Levels 5 -
Leveld 4 -
Level3 3 -
Level2 1~
Leveld 0 -
Levell 2~
Apply || Cancel

Boibepute B MeHio Advanced Application > VLAN > VLAN Configuration > Static VLAN
Setup.

Ha skpaHe Static VLAN Bbi6epute onumio ACTIVE, BBegnte nma-onucanume (Hanpumep, VLAN 102)
B none Name n Homep 102 B none VLAN Group ID.

Bbi6epute onumto Fixed, 4yTo6bl caenatb NOPT 2 NOCTOSIHHbLIM Y/1leHOM AaHHow ceTu VLAN.

CHunMmuTe BblgeneHune c nepekntodatens TX Tagging, uTob6bl KOMMYTaTOP BbINOSHAN yAaneHne Teros
VLAN nepen oTnpaBKoOl MNakeToB.

Haxxmunte Add, 4To6bI COXpPaHUTb HAaCTPOMKM B ONepaTUBHOW NaMsaATU. HacTponku B onepaTUBHOM
namsiTM TEPSIIOTCA NPU OTKAKOUYEHUN NMUTaHUS KOMMyTaTopa.
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8

PucyHok 38 [owaroeble ykasaHusa: Co3gaHune ctatuyeckon cetn VLAN

(@ Static VLAN ______J

VLAN Configuration

/'\v\\/m\/ﬂ/\/\%r\/\

ACTIVE ¥
Name LAN 102
VLAN Group ID 102 j
Port Control Tagging
* '_Normal v 1#| Tx Tagging
1 * MNarmal Fixed Forbidden #| Ty Taggin
( 2 Mormal * Fixed Forbidden ) TxTagging ’
3 * pMormal Fixed Forbidden ] T}\Tagging
4 Frge” S agn ST

N
W

27 * Mormal Faorbidden

1#! Tx Tagging

28 * Mormal Faorbidden

1#| Tx Tagging

—
CAdd ” Cancel Clear

MNepenaute no ccoiike VLAN Configuration Ha skpaHe Static VLAN, a 3atem no cceinke VLAN

Port Setup Ha skpaHe VLAN Configuration.

PucyHok 39 [lowarosble ykasaHus: Nepexos no ccoiike VLAN Port Setting

(@ VLAN Configuration _____J

Static VLAN Setup

VLAN Status

(CvLan ort setup

Subnet Based VLAN Setup Click Here
Protocol Based VLAN Setup Click Here
Voice VLAN Setup Click Here
MAC Based VLAN Setup Click Here

9 Bseawute HoMep 102 B none PVID agns nopta 2. Tenepb KoMMyTatop 6yaet Aob6aBnsATb Ter K
BX04ALWMM Kagpam 6e3 Teros, NnpuHMMaeMbliM Yepes 3TOT NopT, C TeM, 4To6bl 06ecneunTb Nepecbiiky
3TuX Kagpos B rpynny VLAN, KOTopytlo naeHTUdOULUMPYET AAHHbINA Ter.

10 Haxmnte Apply, 4TO6bI COXPaHUTL U3MEHEHUS B OMEPaATUBHOM NAMSATH.

PucyHok 40 [lowaroBble ykasaHus: BkiodeHne nobaBneHus Teros ans Kagpos, NPUHUMAEMbIX
yepes nopt 2
[ @) VLAN Port Setting

GVRP U

VLAN Configuration

Port Ingress Check PVID GVRP  Acceptable Frame Type  VLAN Trunking Isolation
* (] (] [an T (] (]

1 ] 1 ] [ Al v ] ]

Agpy ) Cancel
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11 lMepeianTe No cchinike Save B NpaBoM BepxHeM yriny Web-koHdburypaTopa, 4Tobbl COXpaHnUTb
KOH(MUrypaLmio Ha NOCTOAHHOW OCHOBeE.

6.3.3 HacTtpowmka petpaHcnsaumm DHCP

BbinonHuTe AeCTBUSA, ONUCaHHbIE HUXE, YTO6bl BKIOUMTb peTpaHcnsaumio DHCP Ha KoMMyTaTope U
pa3peLwmnTb KOMMyTaTopy A06aBnsATb CBEAEHUSA areHTa peTpaHcnsauuu (Hanpumep, naeHtudukaTop
cetn VLAN) B DHCP-3anpochl.

1 Bbibepute B meHio IP Application > DHCP > DHCPv4, a 3ateMm nepenante no ccoinike Global,
4yTo6bl OTKPbLITL 5kpaH DHCP Relay.

2 YcraHoBuTe nepeknoyaTens Active.

3 Beegute IP-agpec DHCP-cepBepa (B aaHHOM npuMepe — 192.168.2.3) B nosie Remote DHCP
Server 1.

4 Bbibepute oaHy u3s onunii defaultl nnn default2 B none Option 82 Profile.

5 Haxmute Apply, 4TO6bl COXPaHUTb U3MEHEHUSA B ONEPATUBHON NaMATU.

PucyHok 41 TlMowaroBble ykasaHus: YkasaHue nHdopmaumm o DHCP-cepsepe n peTpaHcnaTope

@ DHCP Relay Port Status
Active W
Remote DHCP Server 1 192.168.2.3
Remote DHCP Server 2 0.0.00
Remote DHCP Server 3 0.0.00
Option 82 Profile default2

Apply || Cancel

6 [lepenante no ccoinike Save B nNpaBoM BepxHeM yrny Web-koHdurypaTtopa, 4tobbl COXpaHUTb
KOHMUrypaumnto Ha NOCTOSAHHOW OCHOBE.

7 YkasaHHbii DHCP-cepBep BblgenseT cooTseTcTBYOWMA IP-agpec ncxoas w3 nHdopMauum,
cogepxawencsa B8 DHCP-3anpocax.

6.3.4 YcTtpaHeHue Henonagok

MposepbTe IP-aapec knneHTa A. Ecnu aToMy KNMeHTy He 6bin Ha3HayeH IP-agpec 172.16.1.18,
YAOCTOBEPbTECH B ClIeAYyIOLEM:
KnneHT A nogkntoudeH K nopty 2 B cetn VLAN 102 koMmmyTaTopa.

2 WpeHtnodwukatop VLAN, HOMep nopTa u uMsa cuctemol ansa DHCP-peTpaHcnsaTopa BepHO yKasaHbl Kak
Ha DHCP-cepBepe, Tak 1 Ha KOMMyTaTope.

3  Bbl He 3a6blM WENKHYTb MO CCbiike Save, UTo6bl COXPaHUTb U3MEHEHMS B HACTpoOMKax
KOMMyTaTopa.
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7

AKkpaHbl ZON Utility, ZON Neighbor
Management u Port Status

7.1 O6G30p

B naHHOWM rnaBe onucaHbl HacTponku akpaHoB ZON Utility, ZON Neighbor Management, Port Status,
Port Details n PoE Status.

HauanbHasa ctpaHmnua Web-koHduUrypaTopa coaep>XuT CBOAHYH CTaTUCTUKY MO NOPTaM CO CCblIKaMu
Ha Ka)KLl,bIﬁ nopT, NO3BOJIAOLWLNMHU 0T06pa3MTb AETaJIbHYHO CTaTUCTUKY KaX>XAoro nopTta.
7.1.1 O yem paccka3biBaeTcs B 3TOU rnaBee

e C nomouwbto akpaHa ZON Utility (pa3a. 7.2 Ha cTp. 54) MOXHO BbINOAHATb MepBOHaYasbHYHO
HaCTPOMKY M OCYLLECTB/ISTb YNpaBieHNe CETEBLIMU YCTPOMACTBaAMMU.

C nomowbto skpaHa Neighbor (pa3a. 7.3 Ha cTp. 55) MOXHO npocMaTpuBaTb MHGOPMaLMIO O
cocefHMX YCTPOMCTBax KoMMyTaTopa v yrnpasnsTb UMW,

e C nomowibto akpaHa Port Status Summary (pa3a. 7.4 Ha cTp. 57) MOXHO NpocMaTpuBaTb
CTaTUCTUKY AN NOPTOB.

C nomouwbto s3kpaHa Port Details (pa3a. 7.4.1 Ha cTp. 58) MOXHO npocMaTpuBaTb CTAaTUCTUKY
ANna OoTAENbHbLIX MOPTOB.

7.2 JkpaH ZyXEL One Network (ZON) Utility

ZON Utility - aTo nporpamma, koTopas nomMoraet 6onee 3ddeKTUBHO BbINONHATL NPOLEAYPbI
pa3BepTbiBaHUS U yrpaBneHns ceTblo. OHa aBTOMaTUYECKN pacrno3HaeT YCTPOMCTBa M No3BonseT
ONCTaHUMOHHO HacTpanBaTb OCHOBHble NapaMeTpbl YCTPOUCTB B CETU.

ZON Utility reHepupyeT 3anpockl no npotokony ZDP (ZyXEL Discovery Protocol) n nonyuyaet ot
YCTPOWCTB OTBETbI, COAEPXaLLUNe Takme OCHOBHble CBeaeHusl, Kak IP-agpec, Bepcust BCTPOEHHOro
nporpaMMHoro obecneyeHns, MECTOMOSIOXEHME, CUCTEMA U UMSA MOAENN B TOM Xe
LUMpPOKOBELLaTeNbHOM A0MeHe. 3aTeM 3Ta uHdopMaunsa otobpaxkaetcs Ha akpaHe ZON Utility,
MO3BOJISIOLWEM BbINONHATL TakMe AeNCTBUS, KaK HAaCTPOMKa OCHOBHbIX MapaMeTpoB YCTPONCTB U
rnakeTHoe 06HOBNEHME BCTPOEHHOro nporpaMMHoro obecnedernus. Ytmnuty ZON Utility moxHo
3arpysuTb C canta www.zyxel.com 1 yCTaHOBWUTb Ha KOMMbIOTEP.

Ha pucyHke Hmxe nsobpaxkeH akpaH ZON Utility.
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PucyHok 42 SkpaH ZON Utility

(@

| Mac | 1P | Sys Name

|Type | Model | FW Version | Location [Last Status

&  Gs2210-24 V4 10(AAND.1)... 00-19-CB-B0-22-01 192.168.1.100 GS2210

&  Gs2210-4 V4. 10{AAND.1)... 00-19-CB-24-12-31 192.168.1.40 Gs2210

& GS1900-24P  V2.00(AAHL.0)b1 00-E0-4C-00-00-00 192.168.1.30 Switch Location

@  GS1900-8HP V2 00{AAHI.0)b1 FC-F5-28-52-D2-BF 192.168.1.10 Switch Location
NWAS123-NI V4 11(AAHY.0)l... 10-7B-EF-D1-50-51 192.168.1.50 nwa5123-ni Hsinchu, Taiw..

ZyXEL
One Network

7.3 JkpaH Neighbor

dkpaH ZON Neighbor Management npepocraBnseT yaobHble cpeacTBa A1 MPOCMOTPa COCeAHMX
YCTPOWCTB KOMMyTaTOpa M ynpaBneHns UMU. [laHHas yTuamTa ncnonb3yet npotokon LLDP (Layer
Link Discovery Protocol) anst obHapyXeHus Bcex cCoCeAHUX YCTPOMUCTB, MOAK/IHOYEHHbIX K
KOMMYTaTOpy, B TOM 4YMCne yCTPOUCTB APYrux npoussoautenen (He ZyXEL). SkpaH Neighbor
Management No3BOASET BbIMOJIHATb Ha COCEAHMX YCTPONCTBAX TakmMe AeNCTBUSA, KaK BXOA B
cucTeMy, nepesarpyska (nocnenoBaTefibHOE BbIK/IIOYEHWE U BKJIIOYEHWE NMUTaHWUSA) M BO3BpaT K
3aBOACKMM HacTpoikaM no ymondaHuto. bonee noapobHyto nHdopmaumo o npotokone LLDP MOXHO
HanTu B (pa3a. 32.3 Ha cTp. 272).

YT06bl OTKPbITb 3KpaH, N306paXKeHHbIN HWXe, BbibepuTe B MeHo Status > Neighbor.
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PucyHok 43 DkpaH Status > Neighbor

L@ Neighk Port Status
Local Remote
PoE Model Port PWR R 11
Port Name 0 i Sys. Name FVWV Version Port cr_r : P MAC i B0
Draw Mame Description Cycle Default
BO-B2-Dr
MWAS301 nwa5301-
- W V4. 11(AANB.O)D \ 2.168.1.2 C-T1-AF- ¥ | I
4 18 N o V4. 11[AANB.0)b1 1 UPLIMK 192.168.12 C ?;U F- | Cycle Reset
L NWAS123 nwas123- VA 10(RAHY DIT_201404 T T i eaedes o
7 - 27W x it b0:b2: dcBf12:df ethd 192.168.1.3 Cycle Reset
il e e JMIEHN e —yJ —j
G52210- WA 0(AANE. 120140512 | 2210-24HP 00-19-chb-
14 - - Gg2210 - 15 192.168.169.2 - -
24HP 5M202014 _po1s oSS g o7 oy
G82210- W 10{AAHV.1)b2 | 04/30/2 2210-48_p o iemoang 00-19-cb-
26 43 532210 014 43 043 192.168.1.21 00-00-01

Monsa akpaHa o

nucaHbl B cneaytouwen tabnuue.

Tabnuua 7 DkpaH Status > Neighbor

NMOnEe ONMUCAHME

Local

Port 3T0 none nokasbiBaeT HOMEpP NopTa JIOKaslbHOro YCTPONCTBA B CETU.

Name 3T0 none nokasblBaeT MMS JIOKasIbHOrO YCTPONCTBA B CETU.

PoE Draw 3T0 none nokasbiBaeT 3HaYeHMe MOLLHOCTM, KOTOPYIO JIOKaNbHOE YCTPONCTBO B
ceTu noTpebnsieT oT KOMMyTaTopa. Hannumne Takoro nons nossonser
CNJIaHMpPOBaTb M UCMNONb30BaTb B COOTBETCTBMN C NIAHOM BIOAXET MOLHOCTMN
KOMMyTaTopa.

Remote

Model Name 3T0 none nokasblBaeT Ha3BaHMe MOAENN COCeAHEro yCTPONCTBa B yAa/lEHHOM
cetn. Ans yCTpONCTB APYrux npounssoautenel (He Zyxel) 3To none coaep>xuT
CUMBOJT «=».

Sys. Name 3T0 none nokasbiBaeT MMSA CUCTEMbl COCEAHEro YCTPONCTBa B yAANIEHHOW CETU.

FW Version 3TO nose nokasbiBaeT BEPCUIO BCTPOEHHOIo NporpaMMHoro obecrneveHus
cocefHero yCTponcTBa B yAaleHHoN ceTu. [ina yCTpOMCTB ApYrnx
npoussoanTenei (He Zyxel) 3To none coaep>XnUT CUMBON «=»,

Port 3TO nose nokasbiBaeT HOMep NMopTa coceaHero yCTpoMCTBa B YAA/IEHHOM CETU.

Port Description

DTO nose NokasblBAeT OMMCaHNe NopTa COCeAHEro yCTPOMCTBA B yAaA/IeHHOM
ceTw.

IP

370 none nokasbiBaeT IP-agpec coceaHero yCcTponcTBa B yaaneHHon cetu. IP-
aapec npeacrasaseT cobo rMNEepPCCbIIKY, MO KOTOPO MOXHO LWENKHYTb U
BbIMOJ/IHUTb BXOA Ha yAasieHHOe YCTPOMCTBO. NS yCTPOMCTB APYrmx
npoussoauTenen (He Zyxel) 3To none coaep>XMUT CUMBON «=»,

MAC

3710 none nokasbiBaeT MAC-agpeca coceiHero yCTponcTBa B yAalleHHON ceTu.
Ons ycTponcTe apyrux npoussoautenein (He Zyxel) 3To nose cCOAEpPXUT CUMBOJI
K=,
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Ta6bnuua 7 2SkpaH Status > Neighbor

NONE

OMNMUCAHUE

PWR Cycle

HaxmMunte kHonky Cycle, 4Tobbl OTK/OYMUTL NMUTaHNE COCeAHEro yCTpolicTBa B
YyAaneHHOol CeTn 1 CHoBa BK/OUYMUTL ero. HaunHaeT aelicTBoBaTh KHOMKa
obpaTHoro cyeta (c 5 go 0).

MNpumeyaHue:

e [laHHbIM KOMMYTaTOp AO/KEH NpeAcTaBnsATb CO60M nuTatolee yCTPOMCTBO,
nnbo ceTeBoe YCTPONCTBO AO/XKHO ObiTb MUTAaEMbIM YCTPONCTBOM.

e Ecnu aBa v 6onee coceaHnX yCTPOWCTB UCMOJb3YIOT OAUH 1 TOT Xe MOpT, TO
kHornka Cycle oTobpaxaeTcs ToIbKO Ha NepPBOM YCTPOMWCTBE, HAa OCTasIbHbIX
BMECTO 3TOoro 6yaeT nokasaH 3Hak geduca («=»).

Reset to Default

Haxxmute kHonky Reset, 4To6bl BEPHYTh AN COCEAHEro YCTPOMCTBa B
yLaneHHOol ceTn 3aBOACKME HACTPOMKKM MO yMoN4YaHuio. Ha akpaHe nosBuTcs
npeaynpeanTenbHoe coobuweHne «Are you sure you want to load factory
default?» («[encTBUTENBHO BEPHYTLCS K HACTPOMKaM MO YMOYAHUIO?») C
npeasoXeHWeM NoATBEPAUTbL BbiNOJIHAeMoe AencTBue. MNocne noaTBepxaeHus
HayMHaEeT AencTBoBaTh KHomMka obpaTHoro otcyeta (oT 5 Ao 0).

MNpumeyaHue:

e JlaHHbIN KOMMYTaTOp AO/KEH NpeacTaBAsTb cobol nuTatoLlee yCTponcTeo,
nnbo ceTeBoe YCTPONCTBO AO/XKHO ObiTb MUTAaEMbIM YCTPONCTBOM.

e Ecnu aBa v 6onee coceHNX YCTPOMCTB UCMOJb3YIOT OAMUH M TOT Xe MNopT, TO
KHonka Reset CTaHOBMTCS HEAOCTYMHOW, U BMECTO Hee oTobparaeTcsl 3HaK
aeduca («=»).

e  BbINOMHUTL BO3BPAT K 3aBOACKMM HAaCTpPOMKaM MO YMOMYAHUIO MOXHO TOJIbKO
ANs yCTpoMUCTB npomssoactea ZyXEL.

7.4 CBogHaa nHcgpopmaums o COCTOAHMM NOPTOB

[na npocMoTpa CTaTUCTUKM MO NopTaM HaxmuTe Status Ha nt060M M3 3KpaHOB KOHGUrypaTopa,
yTO6bI 0OTO6Pa3nTL OKHO Status, kak NokasaHo Ha WACTPaUnK.

PucyHok 44 DkpaH Status (ans mogenen c nogaep>xkon PoE)

[ @ Port Status _____J
Port HName Link
100MIF
Down
Down
Down
Down

(TR B [V | S I B

=}

Down
Down
Down
Down

I
i

=]
fa

|M |M |
oo (=1

® Any

Opn[ |

Neighbor

PD LACP TxPkts RxPkts Errors TxKBis RxKBis Up Time

FORWARDING Off Disabled 7633 1013721 0 10.75 8.933 981757
STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
STOP Off Disabled 0 0 0 0.0 0.0 0:00:00

0 0 Q

Down STOP s Disabled 0.0 Q:00:00

- Disabled 0 0 0.0 0.0 0:00:00
STOP - Disabled 0 0 0 0.0 0.0 0:00:00
STOP - Disabled 0 0 0 0.0 0.0 0:00:00
STOP - Disabled 0 0 0 0.0 0.0 0:00:00

Clear Counter
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 8 >SkpaH Status

NMOnE OMUCAHME

Port Homep Ethernet-nopta. Haxmute Ha HoMep nopTa, YTobbl 0TO6pPasnTb 3KpaH NoApPobHOM
ctratuctmkn nopta Port Details (cM. puc. 45 Ha cTp. 59).

Name M4, Ha3HayeHHOe gaHHOMY NopTy Ha 3kpaHe Basic Setting > Port Setup.

Link B aToM none otobpaxaetcs ckopoctb (10M ana 10 M6ut/c, 100M gns 100 M6ut/c unm
1000M ansa 1000 M6uT/c) n pexxum aynnekca (F ana aynnekca wnm H ana nonyaynnekca).
Kpome Toro, B nosne otobpaxaetcs Tmn kabensi (Copper ans sutoi napoel unun Fiber ans
OMTOBOJIOKHA) AN KOMOMHMPOBAHHbIX MOPTOB.

State Ecnn akTnBmpoBaH NpoTOKO NOKpbiBatowero gepesa STP, B 3ToM none otobpaxkaetcs
COCTOsiHME nopTa no npoTtokony STP. [JononHUTENbHYIO MHPOPMALMIO MOXHO HaWTK B
(pa3a. 13.1 Ha cTp. 120).
Ecnn npotokon STP oTkntoyeH, B 3ToM nose otobpaxaetrca FORWARDING B cnyyae
YCTaHOBJIEHHOro coeanHeHns n STOP B NpOTMBHOM Ciy4yae.

PD Tonbko AN Moaenewn ¢ noaaepxkon PoE
3T0 nosne ykKasblBaeT Ha TO, pPa3peLleHo M NMMTaeMoMy YCTPOMCTBY MOsyyaTb NUTaHME OT
KOMMyTaTOpa yepes AaHHbIA NopT.

LACP B sTOM none otobpaxaeTcs coctossHne npotokona LACP (npoTokon ynpaeneHus arperayuen
KaHanoB) — BKJ/IIOYEH OH WM HET Ha AaHHOM MOPTY.

TxPkts B aTOoM none otobpaxaeTcs KONMYecTBO nepeaaHHbIX 3TUM NOPTOM KaapoB.

RxPkts B 3ToM nose otobpa)kaeTcs KONMYECTBO MPUHATLIX 3TUM MOPTOM KaApoB.

Errors B 3TOM none otobpa)xaeTcs KONMYECTBO NMPUHATLIX 3TUM MOPTOM KagpoB C owmnbkamu.

Tx KB/s B 3ToM none otobpa)kaeTcs KONMYECTBO nepeaaHHbIX 3TUM MOPTOM KMUIO6alT B CeKyHAy.

Rx KB/s B 3TOM none otobpa)kaeTcs KONMYECTBO MPUHATBIX 3TUM MOPTOM KUIO6aNT B CeKyHAY.

Up Time B s3TOM none otobpaxaeTcs NoSIHOE KOJIMYECTBO YacoB, MUHYT U CEKYHA, B TEYEHWE KOTOPbIX
nopt paboTtan.

Clear Counter YT106bI COPOCUTL CTAaTUCTMKY AN OTAENBbHOMO NopTa, BBEAUTE HOMEP COOTBETCTBYHOLLEro
nopta un Haxmute kHonky Clear Counter; 4To6bl C6POCUTL CTAaTUCTMKY ANS BCEX NOPTOB —
BblbepuTe Any 1 Takxe HaxmuTe kHonky Clear Counter.

7.4.1 JkpaH Status: Port Details

YT06bI 0TO6Pa3nTbL CTAaTUCTUKY MO OTAEIbHOMY MOPTY, BbibepuTe HOMep B cTonbue Port Ha akpaHe
Status. OT0T 3KpaH Mcnonb3yeTcs AN 0TObpaXKeHUs COCTOSHUSA U NOAPOBHbLIX AaHHbIX 0 paboTte
OTAENbHOro NopTa KoMMyTaTopa.
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PucyHok 45 DkpaH Status > Port Details

Port Info

TX Packet

RX Packet

TX Collision

Error Packet

Distribution

Port NO.
MName
Link

State
LACP
TxPkis
RxPkts
Errors

Tx KBsls
Rx KBsls
Up Time
Unicast
Multicast
Broadcast
Pause
Unicast
Multicast
Broadcast
Pause
Single
Multiple
Excessive
Late

RX CRC
Length
Runt

64

65t0 127
128 to 255
2560 511
512101023
10240 1518

100MIF
FORWARDING
Disabled
7690
1016661
0

0.530
1.249
98:33:24
7547

0

143

0

18039
358980
639642

oo o o oo o o

947810
30141
39382
2893
754
3371

Port Status

Giant 0

Mons sKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 9 SkpaH Status: Port Details
MOnE OMNMUCAHME
Port Info

Port NO. B aToM none otobpaxaeTca Homep nopra.

Name B aToM none otobpaxkaeTca nMsa nopTa.

Link B aToM none otobpaxaetcs ckopoctb (10M ana 10 Méut/c, 100M gns 100 M6uT/c unm
1000M ansa 1000 M6uT/c) n pexxum aynnekca (F ans aynnekca wav H ang nonyaynnekca).
Kpome Toro, B none otobpaxaetcs Tun kabensa (Copper ansa sutoi napel unu Fiber ansa
OMTOBOIOKHA).

Status Ecnu akTmeBMpoBaH NpOTOKO/ MoKpbiBawwero gepesa (STP, Spanning Tree Protocol), B 3ToM
nosne otobpaxaeTca COCTOSAHWE nopTa No NpoTokony STP (A0NOAHUTENBHYIO MHMOPMaLNIO
MOXHO HalnTh B pa3a. 13.1 Ha cTp. 120).
Ecnu npotokon STP oTknto4eH, B 3ToM none otobpaxaerca FORWARDING B cnyyae
yCTaHOBNEHHOro coeanHeHus n STOP B NpoTMBHOM Ciy4ae.

LACP B 3ToM none ykasaHo, BK/IOYEH NN ANa AaHHOro rnopta npotokon LACP.

TxPkts B 3ToM none oTobpa)kaeTcs KONMYECTBO NepeaaHHbIX 3TUM NOPTOM KaapoB.

RxPkts B 3TOoM none otobpa)kaeTcs KONMYECTBO MPUHATBIX 3TUM MOPTOM KaApoB.

Errors B 3TOM none oTobpaxaeTcs KOMMYeCTBO MPUHSATBLIX 3TUM MOPTOM KaApoB C OWMbKaMu.

Tx KB/s B 3ToM none otobpa)kaeTcs KONMYECTBO NepeaaHHbIX 3TUM MOPTOM KMUIO6aNT B CeKyHAY.

Rx KB/s B 3ToM nose oTobpa)kaeTcs KONMYECTBO MPUHSATBIX 3TUM MOPTOM KUI06aNT B CEKyHAY.
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naBa 7 Skpanbl ZON Utility, ZON Neighbor Management n Port Status

Tabnuua 9 3k

paH Status: Port Details (npoaonxeHue)

NONE

OMNMUCAHUE

Up Time

B aTOM none 0T06pa>|<aeTc51 NMosIHOE BpeMA, B TEYEHMNE KOTOPOro nogaep>xmeasaocCb
coegnHeHue.

Tx Packet

B cnepyrowmnx nonax 0T06pa)KEETCFI I'IOLI,DOGHaﬂ VIHCbOpMaLlVIFI O nepeaaHHbIX NaKeTax.

Unicast B 3ToM none otobpa)kaeTcs KONMYECTBO NepeaaHHbIX LefbHbIX 04HOaAPECHbIX NaKeToB.
Multicast | B aToM none otobpaxaeTcst KONMYECTBO NepeAaHHbIX Le/bHbIX MHOMOAApeCcHbIX NaKeToB.
Broadcast | B aToM none oto6paxaeTcsi KONMMYeCcTBO NepeAaHHbIX LefbHbIX WMPOKOoBeLaTebHbIX
nakeToB.
Pause B 3TOM none otobpaxaeTcs KONMYeCcTBO nepeaaHHbix naketos 802.3x Tuna Pause.
Rx Packet

B cnepyrowmnx nonsax otobpaxaercs nogpobHaa nHdopMaumsa 0 NPUHATBIX NakeTax.

Unicast B 3TOM none oTobpaxaeTcs KOMMYECTBO MPUHSTBIX Lie/bHbIX 0A4HOAAPECHbIX NaKeTOB.
Multicast | B aToM none oto6paxaeTcsi KONMMYeCTBO NPUHATBIX LlefIbHbIX MHOMOaApPECHbIX NaKeToB.
Broadcast | B 3ToM nosne otobpaxaeTcs KOJMYECTBO NPUHSATBIX LieSbHbIX LWMPOKOBELLaTeIbHbIX NakKeToB.
Pause B 3TOM none otobpaxaeTcs KonMyecTso NpuHATbIX Nnaketos 802.3x Tuna Pause.

TX Collision

B cnepytowmnx nonsx otobpaxaeTrcs HGOpMaLMs 0 KOIM3NSAX B NpoLecce nepeaayu.

Single

Konn4yectBo ycrnewHo nepeaaHHbIX NakeToB, nepeaaydya KOTopblX 6bisa 3anpelieHa B TOYHOCTH
OANHOYHOI KOMTN3MEN.

Multiple

KonnyecTtso ycnewHo nepeAaHHbIX nakeToB, nepefaya KOTopbIX 6bina 3anpeuleHa
HECKOJIbKUMU KOJTTNU3UNAMMU.

Excessive

KonnuecTBo nakeToB, nepefaya KOTOPbIX OKa3asacb HEBO3MOXHA M3-3a@ U36bITOYHOMO
KOnMyecTBa KoNnsnin. Moa n3bbiTOYHbIM KOSIMYECTBOM KOIM3UIA NMOHUMAETCst MaKCUManbHoe
KOJINYECTBO KOSIIN3UI, NOCne KOTOPOoro cbpacbiBaeTcs CYETUMK MNOMbITOK MOBTOPHOM
nepeaauyu.

Late

KonunyectBo 3adUKCMPOBAHHbIX C OMNO34aHNEM KOJITIN3UIN, TO €CTb KOITN3UIN, 06HapyXXeHHbIX
rnocne nepegaym Kak MMHMMYM 512 6uT naketa.

Error Packet

B cneaytowmnx nonsax otobpaxaercs noapobHas MHdopMauma 0 NPUHATBIX NakeTax ¢
owmnbkamm.

RX CRC B 3TOM none otobpa)aeTca KONMYECTBO NakeToB, MPUHATLIX C owmnbkon (owmbkamm)
umknm4yeckoro nsbbiTtouHoro koga CRC.

Runt B aToM none otobpa)kaeTcs KONMUYECTBO MPUHATLIX NAKEeTOB, OKa3aBLUMXCS C/IULLKOM
KOPOTKMMK (MeHee 64 oKTeTOB), BK/IoYas nakeTtbl ¢ owmnbkamm CRC.

Distribution

64 B 3TOM none otobpa)xaeTcs KONMYECTBO NMPUHATLIX NAaKeTOB (BK/IOYaa OWN60YHbIE), ANTMHA
KOTOPbIX COCTaBnseT 64 oKkTeTa.

65-127 B aTOM none otobpa)xaeTcs KONMUYECTBO NMPUHATLIX NAaKeToB (BKIOYas OWNH0YHbIE), ANTMHA
KOTOPbIX COCTaBnseT oT 65 no 127 okTeToB.

128-255 B 3TOM none otobpaxaeTcsi KONMYECTBO NPUHSATLIX NMaKeToB (Bk/O4Yas oWMO0YHbIE), ANMHA
KOTOpbIX cocTaBnsieT oT 128 ao 255 okTeToB.

256-511 B 3ToM none otobpa)kaeTcs KONMMUYECTBO MPUHATLIX NakeToB (BK/OYas OWWB0YHbIE), ASMHA
KOTOpbIX cocTaBnsieT oT 256 a0 511 okTeToB.

512-1023 | B 3TOM none otobpaxaeTcsi KOMYECTBO NPUHATBLIX NakeToB (BKAoYas owmnboyHbie), ANNHA

KOTOPbIX cocTaBnsieT oT 512 ao 1023 okTeTOoB.
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naBa 7 Akpanbl ZON Utility, ZON Neighbor Management n Port Status

Tabnuua 9 3SkpaH Status: Port Details (npoaonxeHue)

NOJE ONMUCAHUE
1024- B 3TOM none 0TO6paxaeTcsi KONMUYECTBO NPUHSTBLIX NaKeTOB (BK/OUAs OWKUGOYUHbIE), ANUHA
1518 KOTOPLIX cocTasnsieT oT 1024 no 1518 okTeTos.
Giant B 3TOM Mosie 0TOBpaXaeTcsi KOMMYECTBO NPUHATBLIX NakeToB (BK/OYas OWWUGOUHBIE), ANMHA

KOTOpbIX COCTaBnseT oT 1519 okTeToB A0 MakCMManbHOro pasMepa Kaapa.

MakcuManbHbIl pa3Mep Kagpa 3aBUCUT OT MOAEN KOMMyTaTopa.
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OCHOBHbI€ HAaCTPONKHU

8.1 O630p

B naHHoOM rnaeBe onucaHbl HaAcTpolikn akpaHoB System Info, General Setup, Switch Setup, IP
Setup, Port Setup, PoE, Interface Setup n IPv6.

8.1.1 O yem pacckasbiBaeTcsl B 3TOU rnase

e C nomowbto akpaHa System Info (pasa. 8.9 Ha cTp. 77) MOXHO y3HaTb BEPCMIO BCTPOEHHOIO
nporpamMMHoOro obecrnevyeHus.

e C nomouwbto a3kpaHa General Setup (pa3a. 8.3 Ha cTp. 64) MOXHO HacCTpPOUTb 06LECUCTEMHbIE
napamMeTpbl, HanNnpuMep, ykasaTb MM CUCTEMbI UM 3a4aTb BpeEMS.

¢ C nomowbto akpaHa Switch Setup (pas3a. 8.5 Ha cTp. 67) MOXHO BblbpaTb Tun cetn VLAN,
YCTaHOBUTb TaliMepbl GARP 1 Ha3HayuTb NPUOPUTETLI oUYepeasiM.

e C nomouwbto akpaHa IP Setup (pa3a. 8.6.1 Ha cTp. 69) MOoXHO 3aaaTb IP-aapec komMMyTaTopa,
yKasaTb OCHOBHOW LWJII03, OCHOBHOWN cepBep AOMEHHbIX UMEH U naeHTUdUKaTop ynpasnsiowen
cetn VLAN.

e C nomowbio 3kpaHa Port Setup (pasa. 8.7 Ha cTp. 71) MOXHO 3a4aTb NapaMeTpbl NOPTOB
KOMMyTaTopa.

e C nomouwbto akpaHoB POE Status (pa3a. 8.8.1 Ha cTp. 76) MOXHO NMPOCMOTPETL TEKYLLEE
3Ha4yeHMe MOLHOCTMK, NoTpebnsaeMon NUTaemMbiMM YCTPOMCTBAMN OT KOMMYTaTopa U YCTaHOBUTb
YPOBHW NPUOPUTETOB NpK pacnpeseneHnm KOMMyTaTOPOM MOLLHOCTU MexAay NUTaeMbiMun
yCTpONCTBaMM. DTOT 3KpaH AOCTYNeH TOMbKO ANS MoAenen ¢ noaaepxkomn PoE.

e C nomouwbto akpaHoB Interface Setup (pa3a. 8.9 Ha cTp. 77) MOXHO BbibpaTb TMN UHTEpdeElica
AJ1s1 KOMMYyTaTopa M 3a4aTb NapaMeTpbl ero naeHtTudukaTopa.

¢ C nomouwbio 3kpaHoB IPv6 (pa3a. 8.9 Ha cTp. 77) MOXHO NMPOCMOTPETL CBEAEHUS O cTaTyce
npoTokona IPv6 n ero HacTpomkax.

8.2 UHdopmauusa o cucteme

YT06bI 0TOOPA3nTL MOKa3aHHbI HMXKE 3KpaH, BbibepuTe B HaBMraunoHHoi naHenu Basic Setting >
System Info. OT0T 3KkpaH oTobpaxaeT BEpCUIO BCTPOEHHOIO NporpaMMHOro obecnedeHus.
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"naBa 8 OCHOBHble HACTPONKK

PucyHok 46 DkpaH Basic Setting > System Info (Tonbko ans mogenen c noanep>xkon PoE)

CPU Utilization

Memory Utilization
Name
common

Hardware Monitor
Temperature Unit C© =
Temperature (C)
BOARD
MAC
PHY
FAN Speed (RPM)
FAMN1
Voltage (V)
1AVIN
1.2VIN
1.5VIN
3.3VIN
12VIN

System Name GS51920
Product Model G51920-48
ZyNOS F/W Version V4. 10{AANZ.0) | 11/01/2013
Ethernet Address 00:19:cb:00:00:01
Current (%) 16.48
Total (byte) Used (byte) Utilization (%)
15834240 3691600 23
Current MAX MIN Threshold Status
40.0 40.0 200 85.0 Narmal
41.0 41.0 30.0 85.0 Narmal
49.0 49.0 34.0 85.0 Narmal
Current MAX MIN Threshold Status
6367 11713 6150 500 Narmal
Current MAX MIN Threshold Status
1.107 1.107 1.107 +-5% Narmal
1.210 1.210 1.210 +-5% Narmal
1.516 1.529 1.516 +-5% Narmal
3.291 3.291 3.291 +-5% Narmal
12.031 12.031 11.968 +-7% Narmal

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 10 DkpaH Basic Setting > System Info

MNOJE

OMNCAHME

System Name

B 3TOM none otobpaxaetcs MMA-0NMcaHMe KOMMyTaTopa, C NOMOLLb0 KOTOPOro ero MOXHO
NAEHTUOUUNPOBATS.

Product Model

3T0 noJsie nNokasbliBaeT MOAe/lb KOMMyTaTopa. 3Ty MHMOPMaUnio cneayeT UCnonb30BaTb Npu
NoWCKe CBeXel BEepCMn BCTPOEHHOIo NporpaMMHoro obecnevyeHns Unv Apyrnx CBeaeHun,
KacawLwmxcs NoAAEPXKN, Ha Beb-caliTe.

ZyNOS F/W B 3ToM none otobpaxaeTcs HOMep BEPCUMUN TEKYLLEro BCTPOEHHOIO NMPOrpaMMHOro
Version obecneyeHns KOMMyTaTopa, B TOM YMcC/e AaTa ero co3faHus.

Ethernet B sToM none otobpaxaetca MAC-agpec komMmyTaTopa Ans cetn Ethernet.
Address

CPU Utilization

YTUAN3aums npoLeccopHbIX pecypcoB NpeacTaBisieT cob0i KONMYECTBEHHYIO OLEHKY
3arpy»eHHocTu cuctembl. Mone Current (%) nokasbiBaeT TEKYLLYIO NMPOLEHTHYIO A0/
YyTUAN3ALMM MPOLLECCOPHBIX PECYPCOB.

Memory Mone Memory Utilization noka3sbiBaeT AOCTYNHbIA U 3a4€MCTBOBAHHbIN 06BbEMbI
Utilization AVHaMnyeckon onepaTtueBHoi namaTtn (DRAM). Kpome Toro, OHO Noka3biBaeT TEKYLLYHO
NPOLEHTHYO 4O YTUAN3aUMM ONepaTUBHOW NamMaTu.
Name 3T0 nose nokasbliBaeT Ha3BaHWe nyJsia onepaTUBHOM NaMSATU.
Total 3T0 nose nokasbiBaeT COBOKYMHbIN 06beM nyna onepatnBHoOM namatn B 6antax.
Used DTO nose nokasblBaeT 3a4eNCTBOBaHHbIN 06bEM Nyna onepaTMBHOM NaMsaTu B 6anTax.
Utilization DTO Mose rnokasbiBaeT NMpoueHTHY Aot (%) 3agencTtsoBaHHOro o6bema onepaTMBHON

namMaTn U3 AgaHHOro nyna.

Hardware Monitor
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Mnaea 8 OCHOBHbIE HACTPONKM

Ta6nuua 10 SDkpaH Basic Setting > System Info (npoaonxeHue)

MOnE OMUCAHUE
Temperature MpeaycMoTpeHHble B KOMMyTaTope AaT4yMKU TeMMNepaTypbl NO3BONSAIOT 06HAPYXMBaTb U
Unit coo6LaTb 0 MOBbLILIEHUN TEMMNEPATYPbI Bbille YCTAHOBIEHHOIO NMOPOroBOro 3Ha4yeHus. B aTom

nosie MOXHO BblbpaTb eANHULbI N3MepeHns TemnepaTtypbl (rpaaycbl no Llenbcuio —
Centigrade, wnu rpagycel no ®apeHrenty — Fahrenheit).

Temperature BOARD, MAC 1 PHY yka3sbiBaloT Ha pa3MelleHne TemnepaTypHbIX AaTYMKOB Ha nevyaTHom
nnate KoMMyTaTopa.
Current B s3TOM none otobpaxaeTtcsa Tekylwasa TeMnepaTtypa, M3MepeHHas AaHHbIM AATYMKOM.
MAX B 3TOoM none otobpaxaeTcs MakcuManbHas TemnepaTypa, U3MepeHHast AaHHbIM AATYMKOM.
MIN B sTOM none otobpaxaeTcsd MMHMManbHasa TemnepaTtypa, M3MepeHHas AaHHbIM AATYMKOM.

Threshold B 3ToM none otobpaxaetcs BEpXHUIA TIMMUT TeMNepaTypbl ANS AaHHOMO AaTyuMKa.

Status Ecnun TemnepaTtypa He npeBbillaeT NOpOroBoro 3HayYeHns, B 3ToM nose ykasbiBaetcs Normal,
B NPOTMBHOM cny4ae — Error.
Fan Speed Ons cobnoaeHnsa Hagnexalero TeNJ0BOro pexmMa yCTponcTBa OrpoMHOe 3Ha4YeHue umeer
(RPM) npaBuibHas paboTa BEHTUNATOPOB (Hapsily C XOPOLWO BEHTUIMPYEMbIM, OX/1aXKAaeMbIM

noMeLeHmeM). B KaxaoM U3 BEHTUIATOPOB MMEETCA AATUMK, KOTOPbIN 06HapyXMUBaeT u
CO06LIAET O MOHUXKXEHNN CKOPOCTM paboTbl BEHTUISATOPA HUXE YKA3aHHOMO NMoporoBoro

3HaveHus.
Current B s3TOM none otobpaxaeTcs TeKkylwas CKOPOCTb BEHTUNATOpa B o6opoTax B MUHYTY (RPM).
MAX B 3TOM none otobpaxaeTcs MakcMMasibHas M3MepeHHas CKOpPOCTb BEHTUISTOpa B 060poTax B

MUHYTY (RPM).

MIN B 3ToM none otobpaxaetrca MMHMMaNbHaa M3MEpeHHas CKOPOCTb BEHTUNISATOpa B o6opoTax B
MUHYTY (RPM). ECnin CKOpOCTb CAMLLKOM HU3Kasi U He nogaaeTcs namepeHuio (MeHbwe 2000
06/MUH), B 3TOM MoJsie yKa3sbiBaeTcs «<41».

Threshold B sTOM none otobpaxaeTcs MMHMManbHas A0MNYyCTMMas CKOPOCTb paboTbl BEHTUAATOPA.

Status 3HauyeHne Normal ykasbiBaeT Ha TO, YTO CKOPOCTb BpaLLEHMsl BEHTUNSTOPA Bbille
MUWHUManbHOM. 3HaueHne Error yka3biBaeT Ha TO, YTO CKOPOCTb BPaLLleHUsl BEHTUATOPa
HWXe MUHUMabHOM.

Voltage (V) [na Kaxaoro 3Ha4YeHns HanpshkeHus B 610ke NUTaHMSa MeeTCs AaTUMK, KOTOpbIn cnocobeH
06HapyxuBaTb U cO06LATb O BbIXOAE HaMNpPS>XXeHUs U3 AOMYyCTUMOro AnanasoHa.
Current TekyLiee 3Ha4YeHNE HanpsXXeHUs.
MAX B sTOM none otobpaxkaeTcs MakCMManbHOE HanpshkeHne, N3MepeHHoe B I@HHOW TouKe.
MIN B 3TOM none otobpaxaeTcs MUHMManbHOE Harnps)XeHue, U3MEepeHHOe B AAHHOM TOYKe.

Threshold B sTOM none otobpaxaeTcs AOMYCTUMbIN NPOLEHT OTK/IOHEHUS HaNpsXXeHUs OT HOMUHana,
npu KOTOpOM KOMMyTaTop 6yaeT no-npexHemy paboTtaTtb.

Status 3HaueHne Normal ykasbiBaeT Ha TO, YTO HaMpsXeHue B AaHHOW TOYKe HaxoA4UTCs B
npeaenax nonycrtumoro paboyero AnanasoHa; B NMPOTUBHOM C/lyyYae B 3TOM nose
oTtobpaxaeTcs 3Ha4yeHune Error.

8.3 O6Gwume HacTpoOnKu

Ha 3ToM akpaHe MOXHO CKOHMUIrypmnpoBaTh 06LMe NnapaMeTpbl, TakKMe Kak UMsi CUCTEMbI N BpEMS.
YT0o6bl 0TO6pa3nTb NOKa3aHHbIN HUXXE 3KpaH, BbibepuTe B HaBMraumMoHHoln naHenn Basic Setting >
General Setup.
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PucyHok 47 DkpaH Basic Setting > General Setup
[ @) General Setup

System Hame

Location

Contact Person's Hame

Use Time Server when Bootup | Mone l

Time Server IP Address 0.0.0.0
Current Time oo ;ISB 123 uTe

Mew Time (hh:mm:ss)

TimeZo.r.l.é
..Davtight Saving Time 7] e
Start Date First Ll Sunday 7| of |January =] ot (000 =
End Date First j Sunday 7| of |January =] ot |000 =
It will take 60 seconds if time server is unreachable.
Applyl Cancel |
Mons akpaHa onucaHbl B criegyrowen Tabnuue.
Ta6nuua 11 DkpaH Basic Setting > General Setup
MNOJIE OINMUCAHUE
System Name BbibepuTe nmMs-onmcaHme, C NOMOLLBIO KOTOPOro MOXHO byaeT naeHTnduumposaTb
KOMMyTaTop. MakcumanbHasa AnvHa MMeHn — 64 nevaTHbIX CMMBOSA; Npobensbl
AonyckatTcs.
Location BeeauTe agpec reorpadumyeckoro MECTOMNoN0XeHNS KOMMyTaTopa. B none MoxHo BBECTH

[0 32 neyaTHblix cmmBonioB ASCII; npobenbl gonycKarTcs.

Contact Person's | BBeaute nmMs OTBETCTBEHHOIO fvua AN AAHHONO KOMMyTaTopa. B none MoXxHO BBeCTU A0
Name 32 nevaTtHbIX cumBonoB ASCII; npobenbl gonyckarTCs.

Use Time Server | YKaxuTe npoTOKON Cnyx6bl BpEMEHU, NCMOSIb3yEMbI CEPBEPOM BPpEMEHU. He Bce cepBsepsl
when Bootup BPEMEHW NOAAEPXKUBAIOT BCE MPOTOKOSIbl, MO3TOMY HYXHbIA MPOTOKO/, BO3MOXHO,
npuaeTca noaéupatb MeToAoM Npob 1 owmnbok. OCHOBHbIE Pa3NNYNS MeXAy HUMU
3aKoyaloTcs B popmaTe BpEMEHMW.

Mpu Bbibope dpopmaTa Daytime (RFC 867) kommyTaTop oTobpaxaeT AeHb, MecsiL, rog u
BpeMs 6e3 yyeTa nonpasku AN 4acosoro nosca. Mpu ncnonbsosaHun 3Toro opmata
pekoMeHAYyeTCs MCNOoNb30BaTb CEPBEP BPEMEHWN, HAXOASALWMNCA B BaweM reorpadunyeckom
4acoBOM nosice.

®opmaT Time (RFC-868) npeacrtasnsieT cobon 4-6alMTHoE Lienioe, COOTBETCTBYHOLLEE
obwemy konunyectBy cekyHa ¢ 0:0:0 1970/1/1.

®opmat NTP (RFC-1305) cxox ¢ popmaTtom Time (RFC-868).

Mo ymonyaHwuio yctaHoBneHo 3HavyeHe None. Bpems BBOAUTCS BpyUYHYt0. Kaxabiin pa3 npu
BKJIIOYEHUN KOMMYyTaToOpa BpeMsi U AaTa cbpacbiBatotcs Ha 1970-1-1 0:0:0.

Time Server IP Beeaute IP-agpec cepBepa BpeMeHU. [laHHbI KOMMyTaTop 6yAeT nckaTb cepBep BpeMeHM
Address He 6onee 60 cekyHaA. Mpwn BbIGOpe HEAOCTYNHOro cepeBepa BpeMEHW 3TOT 3KpaH byaeT
3abnokupoBaH Ha 60 cekyHa. MoagoxaunTe.

Current Time B aTOoM none otobpaxkaeTcs BpeMsl, COOTBETCTBYHOLLEE MOMEHTY OTKPbITUS 3TOr0 MeHH0 (Mn
ero obHoBneHus).

New Time BBeauTe HoBOe BpeMs B hopMaTe «4acbl, MMHYTbI, CeKyHabl>». MNocne HaxaTtusa Ha Apply B

(hh:min:ss) none Current Time nosBMTCSA HOBOE BpeMS.
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Ta6nuua 11 DkpaH Basic Setting > General Setup (npogomkeHue)

NONE

OMNMUCAHUE

Current Date

B aTOM none 0T06pa)KaETC9| AaTa, COOTBETCTBYHOLWAA MOMEHTY OTKPbITUA 3TOIM0 MEHIO.

New Date (yyyy-
mm-dd)

BeeauTe HOBYlO AaTy B popmaTte «roa, Mecsu, AeHb». [ocne HaxaTtmusa Ha Apply B none
Current Date nossutca HoBas aata.

Time Zone

BbibepuTe B HMCNaaaLwWweM Crncke pasHuuy Bo BpeMeHun Mexay nosicom UTC (Bceobluee
CKOOPAMHMPOBAHHOE BpeMs, paHee U3BecTHoe kak GMT unu BpeMsi no MPUHBKYY) 1 BalIMM
4aCoBbIM MOACOM.

Daylight Saving
Time

[Mepvop neTHero BpeMeHu — nepmoa c no3aHen BeCHbl 0 HaYyana OCeHU, Koraa BO MHOTMX
CTpaHax NPUHATO NepeBoAUTb Yacbl Ha OAMH Yac Bnepes B uensx 6onee paunoHanbHOro
MCNoJIb30BaHNSA CBETNIONO0 BpEMEHU CYTOK MO BeYepaM.

Mpu UCNONb30BaHUUN JIETHErO BPEMEHN HEOGXOANMO YCTAaHOBUTb AAHHbIW NepekioYaTesb.

Start Date

YKaxuTe AeHb W Yac, Koraa HayMHaeTcs AeNCTBUe NIeTHero BpeMeHun (B cayyae Bbibopa
nepekntoyvatens Daylight Saving Time). Bpemsa otobpaxaeTcsa B 24-4yacosom ¢dopmaTe.
Huxxe NnpuBOAMTCA HECKOIbKO NMPUMEPOB:

[encTBue netHero BpemMeHn Ha 6onbliein yactu CoeamHeHHbIX LLTaToB HaunHaeTcs co
BTOPOr0 BOCKPEeCceHbsl MapTa. B kaxaoM 13 yacoBbix nosicoB CoeaAnHeHHbIX LLTaToB netHee
BpeMs BCcTynaeT B cuny B 2:00 no mecTHOMY BpeMeHu. Takum obpas3om, ansa CoeanHeHHbIX
LLItaToB Heobxoamnmo BbibpaTh Second (BTopoe), Sunday (BockpeceHbe), March (mapTa)
n 2:00.

B cTtpanax EBponerickoro Coto3a AelcTBUE NETHEro BpEMEHM HAaUMHAETCa B nocnegHee
BOCKpeceHbe MapTa. Bo Bcex yacoBbix nosicax EBponerickoro Coto3a netHee BpeMs
BCTynaeT B CuU/ly ogHOMOMeHTHO (1 A.M. GMT unn UTC). Takum obpasomM, ans
Esponerickoro Coto3a Heobxoaumo BbibpaTh Last (nocneagHee), Sunday (BockpeceHbe),
March (mapT), a coaep>xxmmoe nocnegHero nNons 3aBUCUT OT KOHKPETHOro 4YacoBOro nosca.
Hanpumep, ana N'epmMaHum Heob6xoammo BbibpaTb 2:00, Tak Kak 4YacoBor nosic FlepmaHmm
cooTBeTCTBYEeT +1 yacy oTHocuMTeNbHO puHBMya (GMT+1).

End Date

YKaxuTe AeHb W Yac, Koraa npekpallaeTcs AeNcTBMe NeTHero BpeMeHn (B ciy4dae Bbibopa
nepekntoyatens Daylight Saving Time). Bpems otobpaxaeTcsa B 24-yacoBoMm ¢opmaTe.
Huxe npnBoANTCA HECKOIbKO MPUMEpPOB:

[JeWicTBme neTHero BpeMeHu B 6onblumMHCTBEe CoeanHeHHbIX LLTaToB npekpaluaercs ¢
nepBOro BOCKpeceHbst HOSI6ps. B kaxaom m3 yacosbix nosicos CoeanHeHHbIX LLTaTos
netHee Bpemsa oTMeHseTcs B 2:00 no MecTHOMY BpeMeHW. Taknm obpasom, ans
CoeaunHeHHbIx LTtaToB Heobxoanmo BbibpaTh First (nepsoe), Sunday (BockpeceHbe),
November (Hos6ps) n 2:00.

B cTtpaHax EBponerickoro Coto3a AelcTBUE NETHEro BpeMeHu npekpallaeTcs B nocnegHee
BOCKpeceHbe okTabps. Bo Bcex yacoBbix nosicax EBponenckoro Coto3a neTHee BpeMs
npekpalwiaeT genctesoBaTb ogHOMOMeHTHO (1 A.M. GMT wunu UTC). Takum obpa3som, ans
Esponerickoro Coto3a Heobxoaumo Bbi6paTb Last (nocneaHee), Sunday (BockpeceHbe),
October (okT6ps), a coaepxmmoe nocneaHero noss 3aBUCUT OT KOHKPETHOrO 4YacoBOro
nosica. Hanpumep, ana 'epmaHnm Heobxoanmo Bbi6paTb 2:00, TaK Kak 4YacoBoW Nosc
FepmaHum cooTBeTCcTBYEeT +1 4acy oTHoCcuTeNbHO puHBMYA (GMT+1).

Apply

HaxxmuTte Apply, UTO6bl COXpaHUTbL U3MEHEHUSI B ONEPaTUBHON NaMsiTM KOMMyTaTopa. 3Tu
HacTpoViku 6yayT yTepsiHbl B C/llydae BblK/IlOYEHUs KOMMyTaTopa unu nepebosi B noaave
NUTaHWs, MO3TOMY MO 3aBepLIEHNN HAaCTPOMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEepXHeW HaBUrauMOHHOW NMaHesnu Ansa CoOXxpaHeHUs U3MEHEHUM B SHeproHe3aBUCUMOM
namsiTu.

Cancel

HaxmMunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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8.4 BBepeHue B BupTyanbHble nokanbHble cetu (VLAN)

BupTtyanbHble nokanbHble cetn (VLAN, Virtual Local Area Network) no3BonstoT pasgenmtb ogHy
bU3nNYECKYI0 CETb Ha HECKO/bKO NTIOMMYECKMX. YCTPONCTBA B JIOTMYECKOM CETU NMPpUHAANEeXaT K OAHOM
rpynne. YCTpOMCTBO MOXET NpuHaAnexaTb K HeCKONbKUM rpynnam. [Npu ncnonb3oBaHUn ceTen
VLAN yCTpPONCTBO HE MOXEeT OTNpaBAsATb UM NPUHMUMATb AaHHbIE OT YCTPOWCTB, HEe NpuHaanexalwmx
K TOM Xe rpynne (rpynnam); Takon Tpadunk AOKEH NPOXOANTb Yepes3 MapLpyTm3aTop.

Mpu ncnonb3oBaHum B GU3HeC-UueHTpax C HECKO/IbKMMW apeHaaTopaMn BUpTYyalbHble /I0KalbHble
cet VLAN - BaxKHeNLWnn KOMMNOHEHT obecneyeHns nsonsaummn n 6esonacHoctn aboHeHToB ceTu. Mpwu
YCNOBUM Haanexallen HaCTpOMKN BUPTYasibHble NIOKaNbHbIE CETU HE MO3BOJISAT KaKoMy-1n6o
nonb30BaTento NoNyYnUTb AOCTYN K pecypcaM, NpuMHagiexalmMm ApyroMy nonb30BaTento B TOMN xe
NOKasIbHOM CeTU, TO €CTb NOJSIb30BaTe/lb HE YBMAUT NPUHTEPLI N XEeCTKNe ANCKN ApYroro
nonb30BaTens B TOM Xe 34aHWN.

KpOMe TOro, BUpTyalibHble€ JIOKa/bHbl€ CETU MNOBbLIWAKT NMPON3BOAUTENIBHOCTb CETU 3a CHET
orpaHun4yeHuns LIJVIpOKOBQLLl,BTEJ'IbHOVI PacCblJIKN CpaBHUTENTbHO HeboNbLWMMN U NErko ynpaBndeMmbiMu
norn4yecknmun wnpokoseliaTelbHbIMM JOMEHaAMU. B TPpaaAMUMOHHbLIX KOMMYTUPYEMbIX Cpeaax Bce
LWnpoKoBeLwlaTeNbHblE NMaKeTbl HANpPaBAKTCA Ha BCE 6e3 ncknveHus nopThl. I'IpM ncnosib3oBaHMn
BUPTYaJibHbIX JTOKa/bHbIX ceTen LMpoKoBeLlaTeNbHbIE NMAaKETbl PpaCCbiNatoTCA JIMb B KOHKPETHOM
LnpokKoBeLlaTelbHOM JOMEHE.

MpumMmeyaHume: MexaHM3M MoAAEPXKKM BUPTYyasbHbIX JloKanbHbIX ceTen VLAN paboTaer
TONIbKO B OAHOM HarnpaB/ieHWN; UM KOHTPONMPYETCH TOJIbKO UCXoaawmim Tpadmk.

NHdopMaunto o BUPTYasbHbIX IOKasIbHbIX CETAX Ha OCHOBE MOpPTOB U Ha ocHose Teros 802.1Q
MOXHO HanTu B rn. 9 Ha cTp. 90.

8.5 3kpaH Switch Setup

YT106bI 0TO6PA3MTb NOKA3aHHbLIN HUMXe 3KpaH, BbibepuTe B HaBMraumoHHon naHenn Basic Setting >
Switch Setup. SkpaHbl HaCTPONKKM BUPTYyasnbHbIX NOKanbHbIX ceTer VLAN n3MeHsaoTCS B
3aBUCMMOCTM O TOrO, Kakon NyHKT BbibpaH B nosie VLAN Type: 802.1Q nnu Port Based. bonee
noapobHyto nHdopmaumio o cetax VLAN MOXHO HanTh B 1. 9 Ha cTp. 90.
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PucyHok 48 SkpaH Basic Setting > Switch Setup

L @) Switch Setup
VLAN Type @ 80z1a
Port Based
MAC Address Learning Aging Time 300 seconds
ARP Aging Time Aging Time 300 seconds
Join Timer 200 milliseconds
GARP Timer Leave Timer 600 milliseconds
Leave All Timer 10000 milliseconds
Priority Queue Assignment Level7 7~
Levelf 6 -
Levels 5 -
Leveld 4 -
Level3 3 -
Level2 1~
Level 0~
Leveld 2 -
Apply || Cancel

Monsa akpaHa on

ncaHbl B crieaytollen Tabnuue.

Tabnuua 12 SkpaH Basic Setting > Switch Setup

MNOJE

OMNCAHUE

VLAN Type

Bbibepute 802.1Q nnun Port Based. DkpaH VLAN Setup v3MeHUTCS B 3aBUCMMOCTU OT
TOro, Kakow TN BUPTYasnbHbIX IoKanbHbIX ceter VLAN BbibpaH Ha 3ToM 3kpaHe: 802.1Q
nnn Port Based. JononHMUTENbHYO MHMDOPMaLNIO MOXHO HaWTU B 1. 9 Ha cTp. 90.

MAC Address Lea

rning: ®yHkuma nonyyvyeHms (3anommHaHunsa) MAC-aapecoB cHMKaeT 06beM ncxoasiwero

LIMPOKOBELLaTeNIbHOro Tpaduka.

Aging Time

YcTaHaBAnBaEeT NpoAo/IKUTENIbHOCTL BPEMEHHOIO MHTEpBana B cekyHaax (ot 30 go 65536);
NPOAO/IXKNTENBHOCTb MHTEPBana no ymonyaHuio — 300 cekyHA.

ARP Aging Time

Aging Time

YcTaHaBnuBaeT NpoAo/IHKUTENIbHOCTb BPEMEHHOIro MHTepBasna B cekyHaax (ot 30 go 65536);

NpOAONXKUTENBHOCTb MHTEPBAasna no ymonyanuio — 300 cekyHA.

GARP Timer: KoMMyTaTOpbl NPUCOEAUHSAIOTCA K BUPTYasibHbIM NloKanbHbIM ceTaMm VLAN nyTem nepenauun
Aeknapaunn. [leknapauunsa npeacrasnseT cobon nepeaady coobuieHns Join ¢ UCnosb30BaHNMEM MPOTOKOA
GARP. leknapaunm oTMeHsaOTCS NyTeM nepegauun coobuweHuns Leave. CoobuieHne Leave All oTmMeHsieT Bce
aeknapauuun. Tarimepbl GARP onpeaenstoT 3HavyeHUs TaiM-ayTa 4ns geknapauun. bonee noapobHyto
MHMOPMaLMIO MOXHO HanTh B rnase o VLAN.

Join Timer

MapameTp Join Timer onpeaensieT ANUTENLHOCTbL TaliMepa Join Period ans npotokona
pernctpauum VLAN no GARP (GVRP) B MnnnucekyHaax. ¥ Kaxaoro nopta umMeeTcs tarimep
Join Period. JlonycTuMbln Anana3oH 3HayeHui napametpa Join Time - ot 100 ao 65 535
MWAIMCEKYHA; NO YMOMYaHMIO 3TO 3HaveHne paBHo 200 munancekyHaam. bonee noapobHyto
MHbOPMaUnIoO MOXHO HanTu B rnaee o VLAN.

Leave Timer

MapameTp Leave Time onpepenseT AnMTenbHoCTb TaliMepa Leave Period ans npotokona
GVRP B MmunnucekyHaax. ¥ Kaxaoro nopta umeeTtcsi otaenbHbli TaiMep Leave Period.
3HaueHue napameTpa Leave Time AonxHO 6bITb B ABa pa3a 6onblie napameTpa Join Timer;
Mo yMON4YaHMio OHO paBHO 600 MuAAMceKyHaaM.

Leave All Timer

MapameTp Leave All Timer onpenensietT anutenbHoCTb TaiMepa Leave All Period ans
npotokona GVRP B MmunnncekyHaax. Y Kaxaoro nopta nuMeetcs oTaeNbHbI Talimep Leave All
Period. 3HauyeHne napameTpa Leave All Timer gomxHo 6onblue napamMeTpa Leave Timer.
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Ta6nuua 12 SDkpaH Basic Setting > Switch Setup (npogomxeHue)

NONE OMNMUCAHUE

Priority Queue Assignment

Cranpapt IEEE 802.1p pa3nuuaeT A0 8 oTAeNbHbIX TUNOB Tpaduka nyteMm gobasnenunsa B kagp MAC-ypoBHS
Tera, cogepxatiero 6uTbl onpeaeneHms knacca obcnyxusarHms. Kagpbl 6e3 sBHOro Tera npMoputeTa nosy4yatoT
Ha BXOASLLEM NOPTY NPUOPUTET MO yMon4yaHuio. Cnegyowme nNons UCNoAb3yTCa AN onpeaeneHns
COOTBETCTBUSA MeXAY YPOBHSMU NPUOPUTETOB U (PU3NYECKNMU OYepeasiMu.

Y KOMMyTaTopa MMeeTCsl BOCEMb (DU3NYECKUX OYepesei, KOTOpble MOXHO MOCTaBWUTbL B COOTBETCTBME 8
YPOBHSIM NpuopuTeTa. Tpaduk, nonagaowmin B odepeab C 60/bLLMM HOMEPOM, NMPOXOAMT Yepes KOMMyTaTop
6bICTpee, Toraa Kak TpaduK B O4EPeasX C MEHbLIMM HOMEPOM MOXET 6blTb OTOPOLLEH MPU Neperpyske B CETU.

YpoBeHb npuopuTeTa (cneayrowme onncaHna OTHOCATCS K Tunam Tpadwuka, onncaHHbIM B cTaHaapTe IEEE
802.1d (B Hero BxoauT cTtaHaapT 802.1p)).

Level 7 O6bI4HO Mcnonb3yeTca Ans Tpaduka CEeTeBOro yrnpasneHus, HanpuMep, coobweHunm
HaCTPOMKMN MapLUpyTU3aTOPOB.

Level 6 O6bI4YHO MCNONb3yeTCa AN rOI0COBOro Tpadurka, KOTopbli 0CO6EHHO YyBCTBUTENEH K
DKUTTEpY (MXUTTEep — KonebaHnsa BpeMeHW 3a4epxKn).

Level 5 O6bI4yHO Mcnonb3yeTca ANns BuaeoTpaduka, KOTOpoMy TpebyeTcsl Bbicokasi MponyckHas
CMOCO6HOCTb U KOTOPbIN TakXe YyBCTBUTENIEH K IKUTTEPY.

Level 4 O6bIYHO Mcnonb3yeTcs Ans Tpaduka C KOHTPOSIMPYEMOW Harpy3Kon U BbICOKOM
YYBCTBUTE/IbHOCTbIO K 3aZep)XKaM, Hanpumep, TpaH3akumnii SNA.

Level 3 O6bI4HO MCnonb3yeTcs ANns Tpaduka, AOCTaBASEMOro MO NPUHLMNY «MaKCUMyMa YCUANIA»,
TO ecTb 60/1€ee BbICOKOro Kiacca, YeM AOCTaBASEMOro no NpUHUMNY «HanbonbLlUMX YyCUNnn».
Ciofia MOXET BXOAUTb BaXKHbI 6BusHec-Tpaduk, ANs KOTOPOro AoNyCTUMbl Hebonblime

3a4EepXKKK.
Level 2 Ona Tpadwmka, 4OCTaBNAEMOro Npu HaMYNN <JINLLIHEN MPOMYCKHOW CMOCOBHOCTU».
Level 1 O6bI4HO MCMONb3YeTCs AN HEKPUTUYECKOro, «oHOBOro» Tpaduka, Hanpumep, Ans

nepegayun 6onbwnx o6bemoB AaHHbIX, KOTOPblE pa3pelleHbl, HO HE AO/IXHbl MEWAaTb APYIr1MM
MNPUNIOXXEHNAM N NONb30BaTENAM.

Level O O6bIYHO MCMONb3yeTcs Ans TpaduKa, AOCTaBAAEMOrO MO NPUHLMUMY «HAWBOMbLUNX YCUNA».

Apply Haxmute Apply, uTO6bl COXPaHUTL M3MEHEHMS B ONEPaTUBHON NaMATM KOMMyTaTopa. 3Tu
HaCTPOMKK ByAyT yTepsiHbl B C/lydae BbIK/OYEHUS KOMMyTaTopa unm nepebos B nogave
NUTaHWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM Heo6XoAMMO HaxkaTb Ha CCbisike Save B
BEPXHeW HaBMrauMOHHOW NaHenu Ans COXpaHeHUS U3MEHEHUW B 3HeproHe3aBMCUMONn
namaTu.

Cancel Haxmunte Cancel, 4Tob6bl cO6pOoCHTL BCE nons.

8.6 Hactpowukun nportokona IP

OkpaH IP Setup ncnonb3yetcs onsa HacTpoliku IP-agpeca KoMMyTaTopa, Wo3a No YMOA4YaHuto,
cepsepa DNS no ymonuyaHnuio n ngeHtupukatopa VLAN ynpasneHus. Agpec wJsk3a no yMos4aHuio
npeacrtaenseT cobon IP-agpec cneaytowero nepexoaa Ans mcxogsuwero Tpaduka.

8.6.1 IP-agpeca ynpaBneHus

[nsa ynpaBneHns yepes ceTb KOMMYTATOpPYy A0JXeH 6biTb Ha3HayeH IP-agpec. Mo ymonyaHumio
ncnonb3yetcs IP-agpec 192.168.1.1. Macka noacetu onpenensieT, Kakyt 4actb B IP-agpece
3aHMMaeT HoMmep ceTu. o yMonvaHuio ncnonb3lyetca Mmacka 255.255.255.0.
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B obwei cnoXxHocTu

[NA NoflyyeHnsa AOCTYyna 1 yrnpasfieHUst KOMMYyTaToOpoOM C MOPTOB,

npuHagnexalwmx onpeaeneHHolM cetsM VLAN, MOXHO HacTpouTb Ao 64 IP-agpecos.

MpumeyaHune: MpeaBapuTenbHO Heob6xoaMMOo HacTpouTb ceTn VLAN.

PucyHok 49 >SkpaH Basic Setting > IP Setup

L @ |P Setup

Domain Name Server

Default Management IP
®

IP Address

Default Gateway

Index IP Adidress
1 192.168.2.1

Address o

Management IP Addresses

0.0.0.0

DHCP Client

Static IP Address
IP Address [9218811
IP Subnet Mask [265.286 2650
Default Gateway hooo

IP Subnet Mask viD Derault Gateway Delete
266.256.264.0 2 0.0.0.0 F

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 13 DkpaH Basic Setting > IP Setup

NMOnE OMNMUCAHUE
Domain Name CepBep DNS (cncteMbl AOMEHHbIX UMEH) OonpeaenseT COOTBETCTBUE MEXAY AOMEHHbIM
Server mmeHeM u IP-agpecoM, n HaobopoT. Beeante IP-agpec cepsepa DNS, yTob6bl BMecTO IP-

aZlpecoB MOXHO 6bI10 UCMO/Ib30BaTh AOMEHHbIE MMEHA.

Default Management

IP Address

DHCP Client

BbibepuTe AaHHYIO ONuUMIO, €CIM KOMMYTaTop AOJ/KEH aBToMaTMyecku nonydatb IP-
aapec, macky noacetu, IP-agpec wno3a no ymondanuto un IP-agpec cepsepa DNS uepes
cepsep DHCP.

Static IP Address

BbibepuTe aaHHyto onuuto, ecnu cepsep DHCP He ncnonb3syeTtcs unm KoMmytaTtopy
HeobxoAMMO NpMCBONTL CTaTuuecknin IP-agpec. B aTom cnyyae notpebyetcs 3anonHUTL

cnepywoume nond.
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Ta6nuua 13 DkpaH Basic Setting > IP Setup (npogomkeHue)

NONE

OMNMUCAHUE

IP Address

BeeauTte IP-agpec koMMyTaToOpa B BuAe AECATUYHBIX YNCEN, pa3fesieHHbIX TOYKaMu,
Hanpumep 192.168.1.1.

IP Subnet Mask

BBeguTte IP-Macky noaceTu KOMMyTaTopa B BUAE AECATUYHbIX YUCEN, pa3aeneHHbIX
Toukamu, Hanpumep 255.255.255.0.

Default Gateway

Beeaute IP-aapec ncxoaswero wko3a rno yMosyaHuio B BUAE AECATUYHBIX Yncen,
pa3fenieHHbIX ToukamMun, HanpuMmep 192.168.1.254.

VID

BBeaute naeHTUdMKaLUMOHHbIN HoMmep ceTn VLAN, cBasaHHoM ¢ IP-agpecom
KoMMyTaTopa. 3T1oT naeHtnudukatop VLAN ID cootBeTcTByeT CPU M ncnonb3lyeTcs
TONBbKO AN5 ynpasnieHus. Mo yMON4YaHUIoO NCNOob3yeTcs 3HayeHne «1». 1o ymonyaHumio
BCE MOpPTbl ABNAKOTCA YneHamu aaHHoli «VLAN ynpasneHus», 6narogaps yemy
YCTPOMCTBOM MOXHO ynpaBnsTb Yepes ntobor nopT. ECnv nopT He BXOAUT B COCTaB
naHHon VLAN, To nonb3oBaTenu Ha 3TOMYy MOPTY HE CMOryT MOAy4YnTb AOCTyna K
YCTPOMCTBY. YTO6bI NONYUYNTb AOCTYN K KOMMYTaTopy, K HEMY HE06Xx0AMMO
NOAKIYMTBLCS Yepes nopT, sensowmincs uneHom VLAN ynpasneHums.

cetn VLAN.

Management IP Addresses

B obLiei CnoXXHOCTM AN NonyyYeHus A0CTyna M ynpaB/ieHnss KOMMYTaTOpPOM C MOPTOB, NMpUHaanexalmx
onpeaeneHHbiM ceTaM VLAN, MoXHO HacTpouTb Ao 64 IP-aagpecos. NpeaBapuTenbHO HEO6X0AMMO HACTPOUTL

IP Address

Beeaute IP-agpec ana ynpasfieHUss KOMMYyTaTOpPOM C uyneHoB ceT VLAN, ykasaHHoO B
none VID Huxe.

IP Subnet Mask

BBeanTe MacKy NoAceTu B BUAE AECATUYHbLIX YNCen, pasfefieHHbIX TOUKaMu.

VID

BBeaute naeHTUdMKaUMOHHbIN HoMep rpynnbl VLAN.

Default Gateway

Beeaute IP-agpec wito3a no yMos4aHWIio B BUAE AECATUYHbBIX YMUCes, pa3fenieHHbIX
TOYKaMM.

Add Haxmnte Add, 4To6bl AO6aBUTE 3aNNUCb B UTOOBYIO Tabnuuy HUXE U COXPaHUTb
W3MEHEHMS B ONepaTMBHOWN NaMsaTU KOMMyTaTopa. DTW HAcTPOMKK ByayT yTepsiHbl B
CNnyyae BbIK/IIOYEHNS KOMMyTaTopa uam nepebos B nogayvye nuTaHus, No3TOMy Mo
3aBepLUeHUN HACTPOMKN HEOH6XOAMMO HaxaTb Ha CCblIJIKe Save B BepXHeN
HaBMIALMOHHOW NaHenn AN COXpaHEeHUs U3MEHEHUI B S3HEPrOHe3aBUCMMOWN NaMaTH.

Cancel Haxmunte Cancel, yTo6bl C6pOCUTbL MNONS K MNPEeAbIAYLLUNM 3HAYEHUAM.

Index B 3TOM none oTobpaxaeTcs NOPSAKOBbLIA HOMep nNpasuia. HaxmuTe Ha 3TOT HOoMep,
4TOb6bI OTPEAAKTMPOBATL NPaBUIO.

IP Address B sTom none otobpaxaetcs IP-aapec.

IP Subnet Mask

B sTOM none otobpaxaeTcs macka NnoAceTu.

VID

B sTOoM none otobpaxaetcs naeHTMdUKaumoHHbIA HoMep rpynnbl VLAN.

Default Gateway

B 3ToM none otobpaxaetca IP-agpec wnto3a no yMoadaHumio.

Delete B cton6ue Delete yctaHoBUTE nepekntoyatenn IP-aapecoB ynpasfieHusi, KOTopble
HY>XHO yAanuTb, 3aTeM Haxmute kHonky Delete.
Cancel Haxxmunte Cancel, 4Tobbl CHATE BblAENEHME C nepekstoyaTenein B ctonbue Delete.

8.7 Hactpouku noptoB

HacTponkn nopToB KOMMyTaTopa OCYLLECTBASIOTCSA HA 3TOM 3KpaHe.YTo6bl OTKPbITb 3KPaH HACTPOEK,
BblbepuTe B HaBuraunmoHHom naHenn Basic Setting > Port Setup.
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PucyHok 50 >SkpaH Basic Setting > Port Setup

L@ Fort Setup

Port  Active Hame Type Speed ! Duplex Flow Control 802.1p Priority
* O - Auto v| O E
1 10/100/1000M Auto v O E
2 10/100/1000M Auto v 0 E
3 10/100/1000M Auto v 0 E
4 10/100/1000M Auto v 0 E
5 10/100/1000M Auto v 0 E
B 10/100/1000M Auto v 0 E
7 10/100/1000M Auto v 0 E
8 10/100/1000M Auto v 0 E
9 10/100/1000M Auto v 0 E
/\/\\WW\/ a S g~ ~
N — ~ A/\\ O]
24 TOA00A00OM | Auto B O E
25 10/100/1 D0OM Auto v O E
26 10/100/1 D0OM Auto v O E
27 10/100/1 D0OM Auto v O E
28 10/100/1 D0OM Auto v O E

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Tabnuua 14 DkpaH Basic Setting > Port Setup

NONE

OMNMUCAHUE

Port

MopsaakoBbI HOMEp nopTa.

X

HacTpoiiku B 3TOM CTPOKE NPUMEHSIIOTCA KO BCEM MOpTaM.

OTy CTPOKY HEOH6XOAMMO MCMOJIb30BaTh JIMWb B TOM C/lydae, €C/IM HaCTPOMKKM BCEX MOPTOB
LOJTKHbI 6bITb 0ANMHaKOBbIMM. C MOMOLLBIO 3TOW CTPOKM MOXHO CHa4dana Ha3Ha4unTb obuwme
O/ BCEX NOPTOB HACTPOWKM, @ 3aTEM BHECTM HEOBXOAUMbIE N3MEHEHUS HA YPOBHE

OTAENBHOIO NopTa.

Mpumeyanue: IameHeHNst B JaHHON CTpoKe Cpagsy e KoOnnpyrTcd Ha BCe NOPThI.

Active

YcTtaHoBuMTE 3TOT nepekntoyaTesnb, YTobbl BKAOYNTL NopT. Mo yMonyaHuio BCe NopTbl
BKJ/IHOYEHbI. Nepegava AaHHbIX NMPOUCXOAUT TOJSIbKO Yepe3 BKJIIOYEHHbIE NOpPThI.

Name

BBeauTte ums-onucaHune ana naeHtTudukaumm nopta. B none MoxHo BBectu Ao 64

angaBMTHO-UM@PPOBbLIX CUMBOOB.

MpumeyaHue: N3-3a orpaHMYeHHOro MecTa Ha HEKOTOpbIX akpaHax Web-KoHdurypaTopa uvs

nopta Moxet 0T06pa)KaTbCF| He MONMHOCTbIO.

Type

DTO noJsie yKasblBaeT CKOPOCTU, NoAAepXXMBAEMbIE MOPTOM.
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Ta6nuua 14 DkpaH Basic Setting > Port Setup (npoaomxeHune)

NONE OMNMUCAHUE

Speed/Duplex | BbibepuTe CKOpOCTb U pexunm aynnekca ans Ethernet-coeanHeHus Ha 3ToM nopTy.
Bo3moxHbie 3HaveHus: Auto (AsTtocornacosaHue), 10M/Half Duplex (10 M6uT/c,
nonyaynnekc), 10M/Full Duplex (10 M6ut/c, aynnekc), 100M/Half Duplex (100 MéuT/c,
nonyaynnekc), 100M/Full Duplex (100 M6ut/c, aynnekc) n 1000M/Full Duplex (1000
M6uTt/c, aynnekc) (ToNbKo AN rurabuTHbIX COEANHEHWNIA).

3HadeHue Auto (aBTOCOrnacoesaHue) NO3BONASET MOPTY aBTOMATMYECKN COrniacoBaThb C
NOAK/OYEHHbBIM MOPTOM M BbI6paTb CKOPOCTb COEANHEHUS N PEXUM AynfeKca, KoTopble
noaaepxusatoT 0ba nopta. Koraga aBTocornacoBaHue BKIKOYEHO, NOPT KOMMyTaTopa
aBTOMaTM4yeckn obMeHMBaETCs AaHHbIMM C MOPTOM Ha APYrol CTOpOHe 1 caM BbibupaeT
CKOPOCTb COEAMHEHMS U pexuM aynnekca. Ecan nopT Ha Apyroi CTOpoHe He noadepxuBaet
aBTOCOrlacoBaHMe, UK Ha HeM 3Ta PYHKLUUSA OTKIIIOYEHA, KOMMYTaToOp onpeaensieT CKOpoCTb
no curHany B kabene u BbICTaBNSeT NOAYAYMNJIEKCHbIA pexuM. Koraa dyHkums
aBTOCOr/laCoBaHMS OTK/IOYEHA, NPY MNOAKIIOYEHNUM MOPT UCNOJSIb3YET 3apaHee onpeaeeHHYo
CKOPOCTb U pexuMm aynrnekca. TakmMm o6pa3om, 4Tobbl coeAnHeHME NPOM30LWI0, Y nopTa Ha
APYrow CTOPOHE AOMXHbl 6bITb TOYHO TaKMe Xe NnapaMeTpbl, YTO M y NopTa KOMMyTaTopa.

Flow Control KoHueHTpauus Tpaduvka Ha NopTy BbI3bIBAET MNAAEHWNE NMPOMYCKHOM CMNOCO6HOCTM 1
neperpyxaet 6ydepHyto namsTb, U3-3a YEro NPOMCXOAUT OTHPACkIBAHME MAKETOB M MoTeps
KaapoB. OyHKUMS yripaBneHus notokoM (Flow Control) ncnonb3yeTtcs ans perynampoBaHus
rnepeaayn CUrHanoB B 3aBMCUMOCTU OT MPOMYCKHOW CMOCO6HOCTM MPUHMMAIOLWEro nopTa.

[aHHbIi KOMMYTaTOp UCMNONb3yeT ynpasiieHne NOTOKOM no ctaHaapTy IEEE802.3x B
AYNJIEKCHOM peXWMe W yrnpasjieHne NoToKOM MeToAoM 06paTHOro AaBfieHus
(npoTuBOA@BNEHMSA) B NOAYAYNJIEKCHOM pexuMe.

YnpasneHue NOTOKOM no ctaHaapTy IEEE802.3x B AynneKCHOM pexume noapasyMeBaeT
OTNpaBKy CUrHana nay3bl Ha NepeaarLlnii NOpT, YTO NO3BONSET NPUOCTAHOBUTL Nepeaavy
npu nepenonHeHnn bydepa npuHMMatoLero nopra.

YnpasneHve nNoTokoM MeToA0M 06paTHOro AaBneHus 0bbl4HO NPUMeEHSIETCS B
MONyAyMn/eKCHOM pexuMe 1 npeanonaraeTt OTNpaBKy Ha nNepeaarolnii NopT CUrHana
KONAN3nMm (MMUTaLMNIO COCTOSIHUS KOJITM3MN), U3-3a YEro nepeaaroLinii nopT Ha HekoTopoe
BpeMsi NpuocTaHaBnMBaeT nepeaayvy. Ytobbl BKAOUMTb 3Ty DYHKUUIO, YCTAHOBUTE
nepekntoyaTtens Flow Control.

802.1p 370 3HayeHue npuopuTeTa AobaBNsSeTCa K BXOAALWMM KaapaM, HE UMEIOLNM Tera npuopuTeTa
Priority oyepeaHocTu (802.1p).JoNoNHUTENBHYIO MHDOPMALMIO MOXHO HAaNTK B ONMUCAHUKN NoNs
Priority Queue Assignment B 1abn. 12 Ha cTp. 68.

Apply Haxxmute Apply, UTO6bl COXPaHUTb U3MEHEHUS! B ONepaTUBHOM NaMsaTM KOMMyTaTopa. 3Tu
HaCTpPOMKKN ByAyT yTepsiHbl B C/lyYae BbIKIOHYEHMS KOMMyTaTopa unv nepebosi B nogade
NMUTaHUs, NO3TOMY MO 3aBEPLUIEHMN HACTPOMKM HEO6X0AMMO HaxaTb Ha CCbiike Save B
BEpXHeN HaBMIraLMOHHOM MaHenun Ans COXpPaHeHUs U3MEHEHWIA B SHEProHe3aBUCHMMON
namsTu.

Cancel Haxmute Cancel, uto6bl HauaTb HAaCTPOMKY Ha 3TOM 3KpaHE 3aHOBO.

8.8 3kpaH PoE Status

MpumevaHune: Cnegyrowme aKpaHbl AOCTYMHbI TONIBKO ANS MoAesien C noaaepxxkon PoE.
HekoTopble dyHKUNM AOCTYMNHbI TONbKO ans noptoB Ethernet (c 1 no 24 onsa
mogenn GS1920-24HP n c 1 no 48 ansa mogenn GS1920-48HP).

Mogenu c nogaepxkon PoE nogaepxusatoT ctaHaapT IEEE 802.3at High Power over Ethernet (PoE).
MuTtaembiM ycTpocTBoM (powered device, PD) Ha3biBaeTCsa YCTPOMUCTBO (Hanpumep, To4dka AOoCTyna

WM KOMMYTATOp), NoAAepXMBatoLee CTaHAApT NUTaHUa no BuToi nape PoE, 6narogaps yemy oHo
MOXET nony4yaTb NUTaAHWE OT APYroro yCTpomncTea yepes noptT Ethernet.
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Ha pucyHke, npuBeaeHHOM HUxe, IP-kamepbl u IP-TenedoH HanpsMyto 3anuMTbiBatoTCs OT
KoMMyTaTopa. Ncnonb3oBaHue TexHonorum POE No3BoNseT He TONIbKO MUHUMU3NPOBaTb KOJIMYECTBO
kabenern n NnpoBoAoB, HO U U3baBnseT OT HEO6XO0AMMOCTM UCKaTb NOBIN3OCTUN INEKTPUYECKYIO
PO3ETKY, K KOTOPO MOXHO 6bI/10 6bl NOAKNOUYNTL YCTPOICTBA.

PucyHok 51 [lpuMepbl NMTaeMblX YCTPOMUCTB

Ha gaHHOM KOMMYTaTope MOXHO YCTaHOBUTb MPUOPUTETLI, NO3BONAOWNE 3ape3epBNUpPOBaTb
MOLWHOCTb AN onpeaeneHHbIX NMMTaeMblX yCTpOﬁCTB.

MpumMmeyaHue: YCTPOMNCTBA, NogaepXuBatowme nogady nnm nosyvyeHme nutaHMsa no BUTOM
nape (PoE), a Takxxe nogknto4yeHHble K HUM kabenn Ethernet gonxHebl
pacnonaraTtbCsa LeNKOM BHYTPU NOMELLEHWNNA.

YT06bI Y3HaTb TEKYLWKMI 06BbeM 3Heprum, noTpebnsseMon NUTaeMbiMM YCTPOMCTBAMM OT AaHHOMO
KOMMyTaTopa, BblbepuTte B MeHio Basic Setting > PoE Setup.

PucyHok 52 SkpaH Basic Setting > PoE Status

[ @ PoL Status PoE Setup
PoE Mode Classification
Total Power (VW) 375.0
Consuming Power (W) 0.0
Allocated Power (W) 0.0
Remaining Power (W) 375.0
- Consumin Max Current
Port State Class PD Priority Power tmkﬂg.]f] Max Power (m\WV) (mA)
1 Enable 0 Low 0 0 0
2 Enable 0 Low 0 0 0
3 nable 0 W 0
Ermaore Low 0 0
45 Enable 0 Low 0 0 0
47 Enable 0 Low 0 0 a
43 Enable 0 Low 0 0 a

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 15 SkpaH Basic Setting > PoE Status

MOnE OMUCAHUE

PoE Status

PoE Mode 3T0 noJsie yKasblBaeT Ha PEXWUM 3N1EKTPONUTAHUSA, UCNOSb3YEMbI KOMMYTaTOPOM:
Classification (Knaccudwukaunsa) nnm Consumption (MotpebneHune).
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Ta6nuua 15 SDkpaH Basic Setting > PoE Status (npoaomxeHue)

MOnE OMNMUCAHME

Total Power B sTOM none oto6paxaeTcs cyMMapHasi MOLLHOCTb, KOTOPYIO KOMMYTaTOp MOXET HanpasuTb
Ha NOAKJOYEHHble K nopTaM PoE ycTpoicTBa, noaaepxusatolime nutaHmMe no BUTON nape
(PoE).

Consuming B sTOM none oTobpaxaeTcs MOLWHOCTb, NoAaBaeMasi B HacTosiLLee BpeMsi KOMMYyTaTOpPOM Ha

Power (W) NMOAKNIOYEHHbIE YCTPOCTBA C NoAAepXKon PoE.

Allocated Power
(W)

B aTOM none otobpaxaeTca CyMMapHas MOLHOCTb, 3ape3epBMpOBaHHas KOMMYTaTOPOM AN
NUTaHWS YCTPOMCTB Moc/e onpoca NOAK/IYEHHbIX YCTPOUCTB C noaaep>kon PoE.

3HaueHue B nosne Consuming Power (W) MoXeT 6biTb MEHbLUE UM PAaBHO, HO HE MOXET
6bITb 60nbLle 3HayeHus B nose Allocated Power (W).

Remaining
Power (W)

B 3ToM none oTo6paxaeTcs MOLWHOCTb, KOTOPYO MOXET AOMO/THUTENbHO NOAAaTb KOMMYTaTop
ANS NMUTaHMs YCTPOWCTB Mo BMTOW nape.

MpumMeyaHve: Ansa nogayn NUTaHUS Ha YyCTPOMCTBO MO BUTOW Nape 3HadyeHve B none
Remaining Power (W) kommyTaTopa ormkHO 6biTb HE MeHee 16 BT, faxe ecnu
JaHHoe YyCTPOMCTBO NoTpebnsieT MowHOCTL MeHee 16 BT.

Port

MopsaKoBbI HOMEp MopTa.

State

OT0 nosie oTobpa)kaeT CMMCOK NMOPTOB, KOTOPblE MOryT MoJlydaTb NMUTaHME OT KOMMyTaTopa.
O TOM, KaK 3aj4aTb 3Ha4YeHme 3TOro Nonas, pacckasbiBaeTcsa B pa3a. 8.8.1 Ha cTp. 76.

e Onuus Disable - MnTaeMoe yCTPONCTBO, MNOAK/IIOYEHHOE K 3TOMY MOPTY, HE MOXET
nonyyaTb NUTaHue.

e Onuus Enable - MnTaeMoe yCTPOMCTBO, MOAK/IIOUYEHHOE K STOMY MOPTY, MOXET NojyyaTb
nuTaHue.

Class

OT0 none ykasbiBaeT Ha KnaccuduKkaumo MOLWHOCTU NMUTAaeEMOro yCTpONCTBa.

Mone coaepXuT Yncnosoe 3HavyeHne U3 agnanasoHa ot 0 40 4, Npu 3TOM KaxAoe 3HayeHue
COOTBETCTBYET OnpefenieHHOMy Anana3oHy MowHoctn (W) un Toka (mA), Heob6xoanMbIX Ans
paboTbl NMTaeMoro ycTponcTea. Hmxe nepeymcierHbl BO3MOXHbIE AMaNa3oHbI.

e Class 0 - lNo ymonuaHuto, ot 0,44 po 12,94
e Class 1 - OnuunoHanbHbIN, oT 0,44 o 3,84
e Class 2 - OnuunoHanbHbIN, OT 3,84 80 6,49
e Class 3 - OnumoHanbHbIN, OT 6,49 no 12,95

e Class 4 - Pe3epBHblli (NUTatoLWMe yCTPOMCTBA OTHOCATCA K knaccy 0) ana koMMyTaTopa,
KOTOpbIV NoaAepXuBaeT Tonbko ctaHaapT IEEE 802.3af. OnunoHanbHbIn, oT 12,95 oo
25,50 ana koMMyTaTopa, KOTopblii noaaepxusaeT ctaHaapT IEEE 802.3at.

PD Priority

Ecnv coBoKynHasi MOLWHOCTb, 3anpoLleHHasi MMTaeMbIMU YCTPOMCTBaMU, NpeBbILaeT
MaKCMMasibHYl0 MOLLHOCTb KOMMYyTaTopa, KOTOPYI0 OH crnocobeH oTAaBaTb A4S NUTaHUs
YCTPOWCTB MO BMTOW Nape, NuUTaHue 6yAeT HanpaBasiTbCsl KOMMYTaTOPOM B MePBYLO o4epesb
Ha Te MopThbl, AN KOTOPbIX C MOMOLLbI JaHHOIO MOJIs YCTaHOBJEH 60Jiee BbICOKUA
npuopuTeT.

e 3HauyeHue Critical cooTBETCTBYET HaMBbLICILEMY MPUOPUTETY.

e 3HayeHue High o3HayaeT, 4TO KOMMYTaTOp BblAENSIET MOLWHOCTbL Ha 3TOT NOPT nocne
TOro, Kak 6yZeT BblAesieHa MOLWHOCTb A/t BCEX NopToB C Kputuyeckum (Critical)
NpUOPUTETOM.

e 3HayeHne Low 03HayaeT, YTO KOMMYTaTOp BblAeNseT MOWHOCTb Ha 3TOT NOPT nocne
TOro, Kak 6yaeT BblAeneHa MOLWHOCTb A1 BCeX NopToB € Kputuyeckmm (Critical) n
BblcokuM (High) npnoputetom.

Consuming
Power (mW)

3T0 nosne nokasbiBaeT TeKyLwunii 06bemM MOLLHOCTH, NOTpebnseMor NMTaeMbiM yCTPOCTBOM
OT KOMMyTaTOpa 4Yepes AaHHbI NopT.

Max Power
(mW)

370 noJsie NokasblBaeT MaKCMMabHbI 06bEM MOLLHOCTM, NOTPebasieMoin NMTaeMbiM
YCTPOCTBOM OT KOMMYyTaTopa 4Yepe3 AaHHbIN NopT.

Max Current
(mA)

TO MoJsie NOKA3bIBAET MAaKCUMasibHYH CUY TOKA, NOTPEBIIEMOro NMUTAEMbIM YCTPONCTBOM
OT KOMMYyTaTOpa 4Yepes AaHHbIi MopT.
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8.8.1 3kpaH PoE Setup

C rnoMoLbio 3TOro 3KpaHa MOXHO 3a4aTb YPOBHU NPUOPUTETOB AJ19 KOMMYyTaTopa npu
pacnpegeneHnm MOWHOCTU MeXay NnTaeMbiMU YCTDOﬁCTBaMM.

Mepenante no ccoinke POE Setup Ha akpaHe Basic Setting > PoE Status. OtkpoeTtcsa cnegytowmm
3KpaH.

PucyHok 53 SkpaH Basic Setting > PoE Setup
(@ PoE Setup PoE Status

Classification
Consumption

PoE Mode

Port PD PD Priority Max Power (mW\V)
* Critical -
1 v Low -

45 v Low -

46 v Low -

47 v Low -

43 v Low -
| Apply || Cancel |

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 16 SkpaH Basic Setting > PoE Setup

NOnE OMNMUCAHUE

PoE Mode Bbibepute pexum 371eKTponnTaHuss KOMMyTaTopa.

e Classification - BribepuTte 3Ty onuuto, ecnm Heob6xoauMo, 4To6bl KOMMYTaTOP
pe3epBUpoBan MOLLHOCTb, YKa3zaHHyto B nosie Max Power (mW), ana Ka)xaoro nMtaemMoro
YCTPOWCTBa B COOTBETCTBUM C YPOBHEM npuoputeta. Ecnn obwnii o6beM AoCTynHOM
MOLLHOCTM MOAXOAMUT K KOHLY, TO NMMTaHWe nepecTaeT NoaaBaTbCs Ha NUTaeMble
yCTpoKcTBa c 60nee HU3KNUM NpUOPUTETOM.

e Consumption - Bbibepute 3Ty onuuto, ecim Heob6xoaMMo, YTo6bl KOMMYyTaTOP
pacnpeaensan 604XxeT MOLWHOCTM TakuM 06pa3oM, 4Tobbl Kaxaoe NoakItoyYeHHoe
YCTPOICTBO MoJly4asno onpeaeneHHbli pecypc MOLWHOCTU. MNpu 3TOM MOLHOCTb,
BblaesnisseMasi KOMMyTaTOPOM, MOXeT 6blTb MEHbLUE MOLLHOCTM, YKa3aHHOW B none Max
Power (mW) gns nutaemMoro yctponcTtea. [ntaemble yCcTpoiicTBa € 6o51ee BbICOKUM
npuoputTeToM ByayT nonydaTb 60/blle MOWHOCTU, YeM YCTPONCTBa C 60/1ee HU3KUM

NpUOPUTETOM.
Port MopsakoBbIM HOMEp nopTa.
PD BbibepuTe 3Ty onumto, YTo6bl MMTaeMoe YCTPOMCTBO, MOAK/IIOYEHHOE K JaHHOMY MOpPTY, MOr10

nosiyyaTb NUTaHME OT KOMMyTaTopa.

Ecnn cHATb BblAeneHue € 3TOro rnepeksyartens, To nMraemMoe yCTpOl‘/'ICTBO, NOAKNKYEHHOE K
AAHHOMY NOPTY, HE CMOXET nosay4yatb NMMTaHME OT KOMMYyTaTOpa.
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Ta6nuua 16 DkpaH Basic Setting > PoE Setup (npopomxeHue)

NONE OMNMUCAHUE

PD Priority Ecnu coBokymnHasi MOLWHOCTb, 3aMpoLleHHas NMTaeMbiMM YCTPONCTBaMM, NpeBbILaeT
MaKCMMasibHYH MOLLHOCTb KOMMYyTaTOpa, KOTOPYH OH criocobeH oTaaBaTb AN NUTaHUS
YCTPOMCTB MO BMTOWM Nape, NuTaHue byaeT HanpaBisaTbC KOMMYTAaTOPOM Ha Te NOpThl, AN
KOTOPbIX C MOMOLLbIO AAHHOMO NOJIS YCTaHOBJ/IEH 6onee BbICOKUI MpUopuUTeT.

CaMblli BBICOKMI NPUOPUTET UMEKT NnopThl, 0603Ha4veHHble kak Critical.

Mexay noptamu c npuoputetom High peseps mowHocTn 6yaeT pacnpenensaTbcs
KOMMYTaTOpOM Mnocsie Toro, Kak nutaHue byaet obecneyeHo NO BCEM NopTaM C NPUOPUTETOM
Critical.

Mexay noptamu c npuoputetom Low pesepB MOWHOCTM ByaeT pacnpeaensitecs
KOMMYTaTOpOM MOCJIE TOro, Kak NuTaHue 6yaet o6ecneyeHo no BCEM NopTaM C NpUopuTeTamm
Critical n High.

Max Power 3T0 nosne nokasbliBaeT MakCUMasbHbI 06beM MOLHOCTK, NoTpebnseMon NMTaembiM
(mW) YCTPOWCTBOM OT KOMMYyTaTOpa Yepes AaHHblii NnopT.
Apply Haxmnte Apply, 4TO6bl COXPaHUTL M3MEHEHMS B ONEPaTUBHON NaMAaTKU KOMMyTaTopa. 3Tu

HaCTPOMKKN ByAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa unu nepebos B nogade
NUTaHWS, NO3TOMY MO 3aBepLUeHNN HAaCTPOMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEPXHEWN HaBMrauMOHHOW NMaHenn Ans COXpaHeHUS U3MEHEHUW B 3HEeproHe3aBMCUMONn
namsTu.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

8.9 3OkpaH Interface Setup

HacTtpoiika agpecos IPv6 ocyllecTBisieTcs B MHAMBUAYa/IbHOM MopsAKe Ans KaXxaoro nHrepdenca.
NHTepdelicbl MOryT nogaepXxuBaTb BUPTyasbHble MHTepdelickl (Hanpumep, nHtepdericol VLAN). Ha
MOMEHT HamnmcaHus 3TOro AOKyMeHTa KOMMyTaTop nogaep)xumeaeTt Tvn nHtepdenca VLAN gna
npotokona IPv6.

BbibepunTe ¢ noMoLLbo 3TOro akpaHa MHTepdeincol IPv6, ansa KOTOpbIX MOXHO yKa3aTb agpeca IPv6,
no KoTopbiM ByaeT oCyLeCcTBAATLCA AOCTYN M ynpaBieHne KOMMyTaTopoM. Beibepute B
HaBuraunoHHon naHenn Basic Setting > Interface Setup, 4To6bl OTKPbLITb 3KpPaH HACTPOEK.

PucyHok 54 DkpaH Basic Setting > Interface Setup
«

Interface Type VLAN -

Interface ID

Add || Cancel

Index Interface Type Interface ID Interface Delete
1 VLAN 1 VLANA1

Delete Cancel
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 17 DkpaH Basic Setting > Interface Setup

NONE

OMNCAHME

Interface Type

BbibepuTe TMN MHTEepdeinca IPv6, napaMeTpbl KOTOPOro 6yayT HacTpamBaTbCcs. Ha MOMeHT
HanucaHus 3TOro AJOKyMeHTa KOMMyTaTop noaaepxusaeT Tun nHtepderica VLAN ansa
npotokona IPv6.

Interface ID

BbibepuTe umcno, kotopoe 6yaeT yHMKanbHbIM 06pasoM naeHTUOUUMPOBaTbL AaHHbIN
MHTepdelic (B ananasoHe ot 1 no 4094).

[Ona HopManbHoM paboTbl NnpoTokona IPv6 Heobxoanmo co3aaTb ctaTnyeckyto cetb VLAN ¢
TEM Xe NAeHTUdMKaTopoM, KOTopbIN 6bin yka3aH Ha akpaHax Advanced Application >
VLAN.

Add

HaxaTune Ha 3TOT 3Ha4yoK NO3BOJISET CO34aTb HOBYIO 3aMucCh.

OTo AelcTBME NO3BOJISIET COXPAaHUTb M3MEHEHUS HACTPOEK B OMNepaTUBHOM NamMaTu
KOMMyTaTopa. 3TU HacTpPolkn ByayT yTepsiHbl B C/llydae BbIK/IOYEHUS KOMMyTaTopa uam
nepebos B nofaye nUTaHusi, NO3TOMY MO 3aBEPLUEHMN HACTPONKN HEOBXOAMMO HaxaTb Ha
CCblIke Save B BEpXHEN HaBMrauMOHHOW NaHenn Ans COXpaHeHUst U3MEHEHUN B
dHEeproHe3aBUCMMON NaMATU.

Cancel

HaxmuTte Cancel, uto6bl C6pOCUTL MOMS K MpeablayLUMM 3HaYEHUSM.

Index

B aTOM none otobpaxaeTcs NOpsAKOBbIA HOMEP 3anucu.

Interface Type

370 none nokasbiBaeT TUN UHTepdelica.

Interface ID

3To none nokasbiBaeT naeHTuduKaTop nHtepderica.

Interface 370 nosne nokasbliBaeT MMA-ONNCcaHMe MHTepdeinca, KOToOpoe KOMMYTaTop reHepupyeT
aBToMaTuyecku. OHO NpeacTasnsieT cobon coyeTaHne TMna uHTepderica n ero
naeHTudmkartopa.

Delete

Delete MomeTbTe NpaBuna, KOTOpble HYXHO yaanuTb, B ctonbue Delete n HaxmuTe kHonky Delete.

Cancel Haxxmnte Cancel, yTobbl CHATL BblaeneHne ¢ nepektodatenein Delete.

8.10 3kpaH IPv6

C NoMoLLbIO 3TOro 3KpaHa MOXHO NMPOCMOTpPETb COCTOsSAHME uHTepdercos IPv6 n ykasaTb agpeca
IPv6 ans ynpasneHUss KOMMYTaToOpOM.

BbibepuTe B HaBuraunoHHor naHenu Basic Setting > IPv6, 4To6bl OTKPbITb 3KpaH COCTOSAHUS
IPv6, n3obpa)xeHHbI Ha PUCYHKE HUXE.

PucyHok 55 SkpaH Basic Setting > IPv6

Index
1

IPv6 Configuration
Interface Active

WLANA Yes
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 18 DkpaH Basic Setting > IPv6

NMOnE OMNMUCAHME

Index OTO0 nose rnokasblBaeT NopsiAKoBbIN HoMep uHTepderica IPv6. LLlenyok Ha nopsiaKoBoM
HOMepe no3BonseT oTobpasnTb 6onee NnoapobHyto MHbopMauuto 06 uHtepdelice.

Interface 370 none otobpaxaeT MMA co3aaHHOro nHtepdelrica IPv6.

Active OTO0 nosne ykasblBaeT Ha TO, akTUBMPOBaH M AaHHbIN MHTepdenc IPv6.

8.10.1 3kpaH IPv6 Interface Status

C noMoLblo 3TOro 3KpaHa MOXHO Y3HaTb CTaTyC onpeaeneHHoro nHrtepdeinca IPv6 n NpocMoOTpeTb
AeTanbHYt0 MHGOopMaumMo 0 HeM. LLlenkHMTe Ha NOpPSAKOBOM HOMepe MHTepdeica Ha akpaHe Basic
Setting > IPv6. OTKkpoeTCcs cneaylowmin aKpaH.

PucyHok 56 DkpaH Basic Setting > IPv6 > IPv6 Interface Status

« IPv6 Status
Interface: VLAN1

IPvG Active enable

MTU Size 1500
ICMPv6 Rate Limit Bucket Size 100
ICMPv6 Rate Limit Error Interval 1000

Stateless Address Autoconfig disable

Link Local Address fe80:219:cbfffe00:1/64 [preferred]

Global Unicast Address(es)
fi05:1:3
fi02:1:2

Joined Group Address(es) 011
fioz:1
f02:1:/f00:1

ND DAD Active enable

Number of DAD Attempts 1
N5-Interval (millisecond) 1000

ND Reachable Time (millisecond) 30000

DHCPvE Client Active Mo
1A Type
1AID
™
T2

Identity Association State
SID
Address
Preferred Lifetime
Valid Lifetime
DNS
Domain List

Restart DHCPv6 Client Click Here
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 19 DkpaH Basic Setting > IPv6 > IPv6 Interface Status

NMOnE OMNMUCAHME
IPv6 Active OT0 nose ykasblBaeT Ha TO, aKTUBUPOBAH SN AaHHbIA MHTepdeic IPv6.
MTU Size 370 none nokasbiBaeT pasmep 6noka MTU (Maximum Transmission Unit) ans naketos IPv6 Ha

LAHHOM MHTepdeiice.

ICMPv6 Rate

OT0 nosie nokasbiBaeT MakCMMasbHO AOMNYCTMMOE KOMMYeCcTBO coobuieHmin 06 owmbkax

Limit Bucket ICMPv6, nepenaBaeMbiX 3@ yKa3aHHbI BpEMEeHHON nHTepsan. Mpun AOCTMXKEHUM YKAa3aHHOIO
Size NOpPOroBOro 3Ha4YeHNs NPONCXOAUT NOAABIEHME BCeX MOocneayowmnx coobeHnin o6 ownbkax.
ICMPv6 Rate 3T0 nosne nokasbliBaeT Nepuos BPEMEHW B MUINIMCEKYHAAX, HA MPOTSHKEHUN KOTOPOro

Limit Error ocyLlecTBAsieTcs nepeaaya coobuieHmin 06 owmnbkax ICMPv6 fo Tex nop, noka He byaer
Interval AOCTUIHYTO MOPOroBoe 3HavyeHne nepenosiHeHns. 0 o3HavyaeT OTCYyTCTBME OrpaHUYEHUI.
Stateless 3T0 none ykasblBaeT Ha TO, MOXET N MHTepdenc KoMMyTaTopa aBToMaTu4yeCcKu

Address reHepmpoBaTb agpec Tmna link-local nocpeacTBOM MexaHU3Ma aBTOMaTUUYECKOM HaCTPOMKM
Autoconfig 6e3 coxpaHeHns COCTOAHMUS.

Link Local 3710 none otobpaxaet IP-agpec link local koMMyTaTOpa M NpeduKc, creHepMpoBaHHbI
Address nHTepdericoMm. Kpome Toro, oHo yKasbiBaeT Ha TO, aBAseTcs nm stoT IP-aapec

npeanoYvTuTeNibHbIM, TO €CTb ABAAETCA JIn OH A0ONYCTUMbIM, 1 MOXXHO /11 €ro NCnoJib30BaThb B
KayecTBe aApecCa oTnpaBuTenda Unum nony4dvartend.

Global Unicast
Address(es)

370 none nokasbiBaeT rnobanbHbli OAHOAAPECHBIN aApec KOMMyTaTopa, UCNONb3yeMbIN Ans
naeHTUdUKauMm 4aHHOro nHTepderca.

Joined Group

DTO rosie NoKasbIBaeT afpeca MHOr0aApPECHO pacchiniku IPV6 rpynm, ¢ KOTOPbIMM

Address(es) coeauHseTca nHTepdenc kommyTaTopa.

ND DAD OT0 nosne ykasblBaeT Ha TO, BKJIlOUEHa 1M Ha AaHHOM uHTepderice dyHkuma Neighbor

Active Discovery (ND) Duplicate Address Detection (DAD) [BbisiBneHue ay6mMpoBaHHbIX afpecoB
npu obHapyxeHun coceaen].

Number of OT0 nosne nokasblBaeT KOJIMYECTBO Noc/iefoBaTeNbHbIX COOOLWEeHM TuNa «3anpoc AO0CTYMHbIX

DAD Attempts

coceferi», paccblylaeMblX KOMMYTaTOPOM Yepes AaHHbI nHTepdenic.

NS-Interval
(millisecond)

3T0 nosne nokasbliBaeT BPEMEHHON MHTEpPBasl B MWIJIMCEKYHAAX MexAy CoobLueHnaMn Tmna
«3anpoc AOCTYMHbIX coceaen».

ND Reachable
Time
(millisecond)

3TO nosie NoKasbiBaeT, Ha NPOTAXEHNN KAKOr0 BPEMEHU, UBMEPSEMOr0 B MUIIMCEKYHAAX,
cocefiHee YCTPOWMCTBO CcYMTaeTCs AOCTYMHbIM ANS AAHHOro nHTepdelica.

DHCPv6 Client
Active

DTO NoJsie yKasblBaeT Ha TO, BbICTyrnaeT 1M KOMMyTaTop B KayecTBe knmeHta DHCPv6,
nonyyatouwero agpec IPv6 ot cepeepa DHCPv6.

Identity
Association

Accoumnaums naeHtudukatopos (Identity Association, IA) — 370 Konnekuna agpecos,
Ha3HayeHHbIX DHCP-KknMeHTy, NOCpeACTBOM KOTOPOW CepBEP M KAMEHT MOryT YNpaBasaTb
rpynnon ces3aHHbIX IP-agpecos. Kaxaasa accounaums IA gonxHa 6biTb accoummpoBaHa
TOJIbKO C O4HUM UHTepdencom.

IA Type

Twun IA - 370 TN agpeca B IA. Kaxxagasa accounaumnsa IA xpaHuT agpeca ogHoro Tuna. IA_NA
npeacraenset cobon accoumaumio MAEHTUMHOUKATOPOB AN NOCTOAHHbIX agpecos, a IA_TA -
ONS1 BDEMEHHbIX aApecoB.

IAID

Kaxxaas accoumnaums IA BkntoyaeT B cebsl yHUKanbHbI naeHtudukaTop IAID n cBsizaHHYto C
HUM MH@OopMaumo npoTtokona IP.

T1

370 none otobpaxaeTt 3HaueHue TaiMepa DHCPv6 T1. Mo ncreyeHnn spemenn tarimepa T1
KOMMyTaToOp nockinaet coobuieHne Renew cepsepy DHCPV6.

Onuusa IA_NA cogepxuT nons T1 n T2, a onuusa IA_TA - HeT. Cepsep DHCPv6 ncnonb3syet
nons Tl n T2 ans ynpasneHns BpeMeHeM obpalleHunsa KAneHTa K cepeepy C Lesnbio
3abnaroBpeMeHHOro NpoAsieHns CPOKOB XM3HW Nto6bIX aApecoB, BXOASAWMX B acCoLnaumio
IA_NA.

T2

370 none otobpaxaeT 3HayeHue Tarimepa DHCPv6 T2. Ecnm no ncrtedeHnn BpeMeHun TarimMepa
T2 cepBep He OTBe4YaeT, KOMMyTaTop nockbisiaeT coobuieHne Rebind Bcem foCTynHbIM
cepsepam.
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Ta6nuua 19 DkpaH Basic Setting > IPv6 > IPv6 Interface Status (npogonxeHue)

NMOnE OMNMUCAHUE
State 3TO0 nosie rnokasbliBaeT cocTosiHMe TA. BO3MOXHbIE BapuaHTbl
Active, ecnu koMMyTaTop NonydaeT agpeca ot cepeepa DHCpv6, n co3paetca TA.
Renew, ecnin ncrekaeTt Cpok Xu3HM agpeca TA, 1 KOMMyTaTop nockinaeTt coobuieHne Renew.
Rebind, ecnn kommyTaTop He nony4yaeT OTK/MKA OT ncxoaHoro cepsepa DHCPv6 n nocbinaer
coobuleHne Rebind apyromy cepsepy DHCPV6.
SID OTO noJsie nokasbiBaeT YHMKaNbHbIN naeHTndukatop cepsepa DHCPv6.
Address 370 none otobpa)aeT rnobanbHbI afpec KOMMyTaTopa, Ha3Ha4YeHHbI EMY CEpBEPOM
DHCPv6.
Preferred OT0 nosne nokasblBaeT, B TeYEHWE KaKOro BpeEMeHN, N3MepseMoro B ceKyHaax, 3ToT
Lifetime rno6anbHbI aapec 0CTaeTcs NPeanoUYTUTENbHbIM.
Valid 3TO nosie NoKasbiBaeT, B TEYEHME KAaKOro BpEMEHU, N3MEPSEMOro B CEKYHAAX, 3TOT
Lifetime rnobasnbHbIl aApec 0CTaeTcs AEACTBYIOLWUM.
DNS 3710 none otobpaxaet agpec DNS-cepBepa, Ha3Ha4veHHbIl cepeepom DHCPV6.
Domain List 370 none otobpaxaeT agpecHylo 3anucb, Koraa KOMMyTaTop OTNpaB/sieT 3anpoc o
pa3pelueHnn AOMeHHbIX MMeH Ha DNS-cepsep.
Restart MepengunTte no ccoinke Click Here, uytobbl oTnNpaBuTb HOBLIM DHCP-cepBep Ha cepBep
DHCPv6 Client | DHCPv6 1 o6HoBUTb aapec IPv6 n DNS-uHbopMauuto aons gaHHOro nHtepdgeica.

8.10.2 3kpaH IPv6 Configuration

C noMoLbio 3TOro 3KpaHa MOXHO HacTpouTb NapamMeTpbl IPv6 KoMMyTaTopa. MepelianTe No ccoljike
IPv6 Configuration Ha skpaHe Basic Setting > IPv6. OTkpoeTcs creaytowmnii aKpaH.

PucyHok 57 DkpaH Basic Setting > IPv6 > IPv6 Configuration

IPv6 Addressing

IPv6 Neighbor Discovery

IPv6 Status
IPv6 Global Setup Click Here
IPvE Interface Setup Click Here
IPv6 Link-Local Address Setup Click Here
IPv6 Global Address Setup Click Here
IPv6 Neighbor Discovery Setup Click Here
IPv6 Neighbor Setup Click Here
DHCPvE Client Setup Click Here

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 20 DkpaH Basic Setting > IPv6 > IPv6 Configuration

MOnE OMNMUCAHME
IPv6 Global LLlenkHWTe No 3TOM CChlfIke, YTOObl MEPEeNTM Ha 3KPaH, C MOMOLLbIO KOTOPOIr0 MOXHO U3MEHUTb
Setup rnobanbHble HacTporikn IPv6 Ha KoMMyTaTope.

IPv6 Interface
Setup

LLlenkHWTe No 3TOM CCblike, YTO6bl MepenTh Ha 3KpaH, C MOMOLLbID KOTOPOr0 MOXHO
aKkTuBupoBaTtb MHTepdenc IPv6 Ha koMMyTaTope.

IPv6
Addressing
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Ta6nuua 20 SDkpaH Basic Setting > IPv6 > IPv6 Configuration (npogosnxeHune)

NOJE OMNMUCAHUE
IPv6 Link- | LLlenkHWTe Mo 3TOM ccbike, YTOObI NEPENTU Ha 3KpaH, C MOMOLLbI0O KOTOPOro MOXHO 3a4aTtb
Local aapec IPv6 link-local ans onpeaeneHHoro nHtepdeiica.
Address P P P
Setup
IPv6 LLlenkHMUTe No 3TOoM ccbiike, YTO6bl NeperT Ha 3KpaH, C MOMOLLbID KOTOPOro MOXHO 3aJaTb
Global rno6anbHbii agpec IPV6 ansi onpegeneHHoro uHtepdeiica.
Addass ap A pea pd
Setup
IPv6 Neighbor
Discovery
IPv6 LLlenkHWUTE No 3TOI cChlsike, YTOBbI NEPENTM Ha 3KpaH, C MOMOLLLI KOTOPOro MOXHO
Neighbor | yacTpouTb NapameTpbl 06HAPYXEHUS COCEAHMX YCTPOWCTB IPV6.
Discovery P P P PY yerp
Setup

IPv6 Neighbor
Setup

LLlenkHWTe No 3TOM CCblKe, YTOObI NEPEeTN Ha 3KPaH, C MOMOLLBI0 KOTOPOro MOXHO CO34aTb
cTaTuyeckyto 3anucb IPv6 o0 cocegHeM ycTponcTBe B Tabnuue coceaHux yctpoicTts IPv6
KOMMyTaTopa.

DHCPv6 Client
Setup

LLlenkHWUTe No 3TOol ccblike, YTO6bl NepeiTM Ha 3KpaH, C MOMOLLbI KOTOPOr0 MOXHO
HacTpouTb napameTpbl DHCP komMmyTaTOp.

8.10.3 3kpaH IPv6 Global Setup

C NoMOLLbI 3TOro 3KpaHa MOXHO HacTpouTb rnobanbHble NnapamMeTpbl IPV6. MNepenauTe no ccbiike,
pacnonoxeHHol psagom ¢ Hagnucoto IPv6 Global Setup Ha akpaHe IPv6 Configuration, uto6bl
OTKPbITb 3KPaH, N306paxeHHbIN Ha PUCYHKE HUXeE.

PucyHok 58 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Global Setup

[ @ [Pvb Global Setup ] 1Pv6 Configuration
IPv Hop Limit 64
ICMPv6 Rate Limit Bucket Size 100
ICMPv6 Rate Limit Error Interval {1000 milliseconds

IAppIy H Cancel J lCIearI

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 21 SDkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Global Setup

MNOJE

OMNCAHME

IPv6 Hop Limit

YKaxuTte MakcuMmasnbHOe 4Mcno nepexonos (B avanasoHe oT 1 o 255) B aHoHcax
MapLipyTu3aTopa. 3HauyeHue 3Toro Nonas onpeaenserT MakCMMasibHOe YMC0 NepPexoos,
KOTOpOe MOXeT npeofosnieTb naket IPv6, npexae yem ero otépocut mapwpyTtusatop IPv6.
Ponb 3TOro napameTpa aHanormyHa ponu nong TTL B npoTokone IPv4.

ICMPv6 Rate
Limit Bucket
Size

YKaxuTte MakcuMmanbHoe Koandectso coobuieHnin 06 owmnbkax ICMPv6 (B ananasoHe oT 1 Ao
200), nepenava KOTOpbIX pa3pelleHa B 3aaHHOM BPeMeHHOM WHTepBarne. Mpu 4oCTUXEHUU
yKa3aHHOro NoporoBoro 3Ha4yeHus NPOUCXOANT NOAABJIEHME BCEX MOCEAYOWMX COOBLLEHN
06 owwmnbkax.

ICMPv6 Rate
Limit Error
Interval

YkaxuTe nepuoa sBpeMeHn (B gnanasoHe ot 0 4o 2147483647 MUNIMCEKYHA), B Te4YeHune
KOTOPOIro MOXET OCYLLEeCTBNATLCA nepeaada coobueHmn 06 owmnbkax ICMPv6 no aocTtmxeHuns
NOpOroBOro 3Ha4YeHns nepenosHeHns. 0 03Ha4yaeT OTCYTCTBME OrpaHUYEHUN.
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Tabnuua 21

OkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Global Setup (npogomxeHue)

NONE

OMNMUCAHUE

Apply

HaxmuTte Apply, UTO6bl COXpaHUTb U3MEHEHUSA B ONEPATMBHON NaMATU KOMMyTaTopa. ITu
HACTpOMKK 6yayT yTepsiHbl B C/lydae BbIK/IOUEHUS KOMMYyTaTopa v nepebos B nofade
NUTaHWs, MO3TOMY MO 3aBEPLUEHNUN HACTPOMKM HEOBXOAMMO LLENKHYTb MO CChike Save B
BEpXHEeN HaBMUraLUMOHHOW NaHeNn Ana COXPaHEeHUs U3MEHEHWNI B SHEProHEe3aBUCHMMOWN NaMaTy.

Cancel

Haxmute Cancel, 4To6bl 3aHOBO Ha4yaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear

HaxxmuTe Clear, uTo6bl BEPHYTLCS K 3aBOACKMM HacTpolikaM.

8.10.4 OkpaH IPv6 Interface Setup

C NoMOLLbo 3TOr0 3KpaHa MOXHO BKJIIOUUTb WM OTKIOUYNTL UHTepdelic IPv6 1 akTnBnpoBaTtb ANs
Hero pyHKUMI0 aBTOMaTMUYECKOM HACTPOMKKN 6e3 CoXpaHEeHUs COCTOsSIHUSA. MepeianTe No ccolike,
pacnonoxeHHon pagom ¢ Hagnucoio IPv6 Interface Setup Ha skpaHe IPv6 Configuration,
yTO6bl OTKPbITb 3KpPaH, N306PaXKEHHbIN Ha PUCYHKE HUXE.

PucyHok 59 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Interface Setup

Index

L ¢ IPv6 Configuration
Interface VLAMNT -
Active o

Address Autoconfig

|AppW|| Cancel||Cmar|

Interface Active Address Autoconfig
WLAMNA Yes Mo

Mons aKpaHa onucaHbl B crieaytoLlen Tabnuue.

Tabnuua 22 SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Interface Setup

MNOJE

OMNCAHME

Interface

BbibepuTte nHTepdeiic IPv6, napameTpbl KOTOpOro 6yayT HacTpamBaThbCs.

Active

BbibepuTte 3Ty onumio, 4Tobbl BKIOYUTL AaHHBIN MHTEpPdENC.

Address
Autoconfig

BbibepuTe 3Ty onumio, 4Tobbl pa3pewnTs MHTepdericy aBToMaTUYECKN reHepupoBaTb agpec
link-local ¢ ncnonb3oBaHnem aBTOHaCTPOMKM 6€3 COXpaHeHUs COCTOSAHUS.

Apply

Haxuute Apply, uTo6bl COXpaHUTb U3MEHEHUS B ONEPaTUBHOM NaMsTK KOMMyTaTopa. ITu
HaCTPOMKKN ByAyT yTepsiHbl B C/lyYae BbIKIOHYEHMS KOMMyTaTopa uav nepebosi B nogave
NUTaHMs, NO3TOMY MO 3aBePLUEHNU HACTPOMKM HEO6XOAMMO LLESIKHYTb Mo CChbifike Save B
BEPXHE HaBWUraUMOHHOM NaHenn Ans cOXpaHeHUs U3MEHEHWUI B SHEProHE3aBUCUMOW NaMsTH.

Cancel

Haxmunte Cancel, 4To6bl 3aHOBO HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear

Haxmute Clear, uTo6bl BEPHYTLCS K 3aBOACKMM HacCTPOMKaM.

Index

3TO0 nosne coaepXuUT NOpsaAKOBbIN HOMep MHTepdeica. LLenkHuTe Ha NopsAKOBOM HOMepe,
4TO6bl U3MEHUTb HaCTPOMKM.

Interface

370 none otobpaxaeT MMA co3aaHHOro uHTepderica IPv6.

Active

OT0 nosne ykasblBaeT Ha TO, aKTUBMPOBAH NN AaHHbIN MHTepdenc IPv6.

Address
Autoconfig

OT0 none ykasblBaeT Ha TO, BK/OYEHa N1 AN AaHHOro nHTepdenca dpyHKUns
aBTOMaTMYeCKOM HACTPONKn 6e3 COXpaHeHNs COCTOSTHUS.
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8.10.5 OkpaH IPv6 Link-Local Address Setup

Appec link-local yHMKkanbHbIM 06pa3oM naeHTMOUUMPYET YCTPOMCTBO B JIOKanbHOM ceTu. OH
aHanormyeH «4yactHomy IP-agpecy» npotokona IPv4. OguH u TOT Xe agpec link-local moxeT 6bITb
Ha3HayeH ABYM u 6onee nHTepdericam ogHoro ycrporicrea. OgHoHanpaBnieHHbI agpec link-local
MMeeT npeponpeaeneHHoii npedukc fe80::/10.

C nomoLbio 3TOro 3KpaHa MOXHO yKasaTb A5 AaHHOro nHTepdenca agpec link-local n ocHoBHoM
wno3. NepengnTte NO CCbISIKEe, pacrnonoXeHHOM psaoM ¢ Haanuceo IPv6 Link-Local Address
Setup Ha skpaHe IPv6 Configuration, 4To6bl OTKpbITb 3KpaH, 306paxeHHbI Ha PUCYHKE HUXe.

PucyHok 60 3SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Link-Local Address Setup

L IPvé Configuration
Interface WVLANT -

Link-Local Address

Default Gateway

| Apply | | Cancel | | Clear |

Index Interface IPv6 Link-Local Address IPv6 Default Gateway
1 VLANT

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 23 SDkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Link-Local Address Setup

MOnE OMNMUCAHME

Interface BbibepuTte nHTepdeinc IPv6, napameTpbl KoToporo 6yayT HacTpaneaTbCs.

Link-Local YkaxuTe ctatmyeckuii agpec link-local IPv6 ans paHHoro nHtepdeica.

Address

Default YkaxuTe agpec IPv6 0CHOBHOIO Wt03a ANS AaHHOro nHtepderica. Ecnu wno3 He moxeT
Gateway HaNTW MapLpyTHY WHPOPMaLMIO AN YKa3aHHOro B Kajape agpeca Ha3zHayeHus, OH

nepecbinaeT NakeT Ha OCHOBHOW LUJTO3.

Apply HaxxmuTte Apply, UTO6bl COXpPaHUTb U3MEHEHUSI B ONEpaTUBHON NaMsTM KOMMyTaTopa. 3Tu
HaCTpOMKK ByayT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMYyTaTopa unu nepebos B nofaye
NUTaHWS, MO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEOBXOAMMO LLENKHYTb MO CChiike Save B
BEepPXHEN HaBUTraLuMOHHOM NaHenn ana CoOXpaHeHUs USMEHEHWI B SHEProHE3aBUCMMOM NaMsTU.

Cancel Haxmunte Cancel, 4To6bl 3aHOBO HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear Haxmute Clear, yTobbl BEpHYTbCSA K 3aBOACKMM HaCTpOMKaM.

Index 370 noJsie COAEPXUT NOPSIAKOBLIN HOMep UHTepdeica. LLlenkHuTe Ha NOpsSiAKOBOM HOMepe,
4TOObl U3MEHUTb HaCTPOMKMU.

Interface 370 none oTobpa)aeT uMa cozgaHHoro nHtepderica IPv6.

IPv6 Link- 3710 nose otobpaxaeT ctatuveckuii agpec link-local IPv6 ansa naHHoro nHtepdeiica.

Local Address

IPv6 Default 370 none otobpaxaeTt agpec IPv6 0CHOBHOrO Wt03a A5 AaHHOro uHTepderica.
Gateway
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8.10.6 OkpaH IPv6 Global Address Setup

C nNoMoLLblo 3TOro 3KpaHa MOXHO yKasaTb rnobanbHbl agpec IPv6 ans gaHHoro nHtepdelica.
MepenanTe Mo cchbifike, pacrnonoXxeHHon psaom c Haanucoto IPv6 Global Address Setup Ha
skpaHe IPv6 Configuration, uto6bl OTKpbITL 3KpaH, N306pa)KeHHbIN Ha PUCYHKE HUXE.

PucyHok 61 3SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Global Address Setup

[ obal Address Setup IPv6 Configuration
Interface VLAMNT -
IPvE Global Address EUI-G64
Prefix Length
|Add| | Cancel | | Clear |
Index Interface IPv6 Global Address/Prefix Length EUI-64 Delete

Delete Cancel

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 24 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Global Address Setup

NMOnEe OMNMUCAHME

Interface BbibepuTte nHTepdeinc IPv6, napameTpbl KoToporo 6yayT HacTpanBaTbCs.

IPv6 Global YKkaxuTe ctatmyeckuii rnobanbHbiii agpec IPv6 ans gaHHoro nHtepderica.

Address

Prefix Length Ykaxute npedukc IPv6, KOTOpbI FOBOPUT O TOM, CKOJIbKO Hanbonee 3Ha4MMbix 6MTOB
ajpeca, ecnn oTCYUTbIBaATb C/ieBa, COCTaBASAIOT aapec ceTw.

EUI-64 BbibepuTte 3Ty onumio, 4To6bl aBTOMATUYECKN CreHepupoBaTh MAeHTUdMKaTOp MHTepdenca B
dopmaTe EUI-64.

Apply HaxmuTte Apply, UTO6bl COXpaHUTb U3MEHEHUS B ONEpaTMBHON NaMsTU KOMMyTaTopa. ITu
HaCTPOMKKN ByayT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa unun nepebos B nogade
NUTaHWS, NO3TOMY MO 3aBepLUEHNN HACTPOMKM HEOBXOAMMO LLENKHYTb MO CCblike Save B
BepXHeWl HaBMUraLUMOHHOW NaHenu Ans COXpaHEeHUs U3MEHEHUI B SHEPrOHE3aBUCUMOM NaMsITy.

Cancel Haxmute Cancel, 4To6bl 3aHOBO Ha4yaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear Haxmute Clear, yTobbl BEpHYTbCSA K 3aBOACKMM HaCTPOMKaM.

Index OT0 nose coaepXuT NOpsAKOBbIN HOMep MHTepdeica. LLlenkHuTe Ha NopsiAKOBOM HoMepe,
4TO6bl U3MEHUTb HaCTPOMKM.

Interface 3710 nosie oTobpaxaeT umsa cozgaHHoro nHrepderica IPv6.

IPv6 Global 370 none nokasbiBaeT rnobanbHbil agpec IPv6 1 agnnHy npedukca ana AaHHOro nHtepdelica.

Address/Prefix

Length

EUI-64 OT0 nosne ykasbiBaeT Ha TO, 6bl1 n naeHTudUKaTop MHTepdenca rnobanbHOro agpeca
CreHepupoBaH C nucnosb3oBaHuem dopmata EUI-64.

Delete MomeTbTe 3anucK, KOTOpble HYXHO yAanuTb, B ctonbue Delete n HaxmuTe kHonky Delete,
4yTO6bl YAANUTb Bbi6paHHbIE 3aMnCK U3 CBOAHON Tabnuubl.

Cancel Haxxmnte Cancel, 4Tobbl CHATL BblaeneHne ¢ nepekstodatenein Delete.
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8.10.7 OkpaH IPv6 Neighbor Discovery Setup

C NOMOLLbIO 3TOr0 3KpaHa MOXHO HAaCTPOUTb NapaMeTpbl 06HAPYXEHUS COCEAHUX YCTPOICTB ANsl
Kaxkxaoro nHtepdeica. MNMepenagnTte no Ccobisike, pacnosioxeHHon psaom ¢ Haanuceto IPv6 Neighbor
Discovery Setup Ha skpaHe IPv6 Configuration, yTo6bl OTKpbITb 3KpaH, N306pa>keHHbIN Ha
PUCYHKE HUXe.

PucyHok 62 SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Discovery Setup

[ Pvb Neighbor Discove etup IPv6 Configuration
Interface VLANT -
DAD Attempts 1
NS Interval 1000 milliseconds
Reachable Time 30000 milliseconds

| Apply | | Cancel | | Clear |

Index Interface DAD Attempts NS Interval Reachable Time
1 WLANA 1 1000 30000

Mons sKpaHa onucaHbl B crieaytoLen Tabnuue.

Ta6nuua 25 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Discovery Setup

MNOJE OMNCAHME

Interface BbibepuTte nHTepdeinc IPv6, napameTpbl KoToporo 6yayT HacTpanBaTbCs.

DAD Attempts | kommyTaTop ncnonblyet mexaHnam DAD (Duplicate Address Detection, BbisiBneHve aybnen
aApecoB) B COYETaHWUN C COOBLLEHMAMN TUNA «3anpoc AOCTYMHbIX coceaen» n coobweHnsIMmn-
aHOoHCaMu, 4YTo6bl MPOBEPUTb, HE 3aHAT N yXe onpeaeneHHbin agpec IPv6 nepea TeM, Kak
Ha3HauuTb ero Kakomy-mbo nHTepdency, Hanpumep, aapec link-local, cosgaHHbIN B
npouecce aBTOMaTUYECKON HACTPOWKKM aapecos 6e3 coxpaHeHWUst COCTOSHUS.

YKaxxute KoNnM4yecTBo NocieaoBaTesbHbIX COOBLEHN TUNa «3anpoc AOCTYMHbIX coceaen» (13
AvanasoHa oT 0 go 600), koTopble KOMMYTaTOP MOCbIIAET A1 AAHHOIO UHTepdenca. YkaxuTte
ymcno 0, 4yTobbl oTKNUNTL DyHKUMIO DAD.

NS Interval YKaxuTte BpeMeHHon nHTepsan (13 amanasoHa ot 1000 go 3600000 MmunnncekyHa) Mexay
coobuweHnammn Tna «3anpoc AOCTYMNHbIX coceaen» ANns AAaHHOro uHTepderica.

Reachable YKaxuTe, Ha NPOTAXEHUN KaKoro BpeMeHun (3HavyeHue BbibnpaeTcs n3 ananasoHa ot 1000 go

Time 3600000 munaucekyHa) cocegHee yCTPOMCTBO CUMTAETCH AOCTYMHbIM ANS AAHHOMO
nHTepgelica.

Apply Haxmute Apply, 4TO6bl COXPaHUTb U3MEHEHMS B ONEepaTUBHON NaMaTK KOMMyTaTopa. OTu

HACTpOMKK 6yayT yTepsiHbl B C/lydae BbIK/IOUEHUS KOMMYyTaTopa v nepebos B nofade
NUTaHUS, MOSTOMY MO 3aBepPLUEHNUN HACTPOMKM HEOBXOAMMO LLENKHYTb MO CChiike Save B
BEpPXHEN HaBMUraLUMOHHOW NaHeNn ANa COXPaHEHUS U3MEHEHWNI B SHEProHE3aBUCMMON NaMaTy.

Cancel Haxmute Cancel, 4To6bl 3aHOBO Ha4yaTb HAaCTPOMKY Ha 3TOM 3KpaHe.
Clear Haxmute Clear, yTobbl BEpHYTbCS K 3aBOACKMM HACTpOMKaM.
Index OT0 none coaepXuT NOpsAKOBbIN HOMep MHTepdeica. LLlenkHUTe Ha NopsiAKOBOM HoMepe,

YTO6blI NU3MEHUTbL HACTPOWKMN.

Interface 370 nose oTobpaxaeT umsa coszgaHHoro nHrepderica IPv6.

DAD Attempts | 3To none nokasbiBaeT KOJIMYECTBO NOC/eA0BaTENbHbIX COOBLLEHUI TMNA «3anpoc AOCTYMHbIX
coceferi», paccblylaeMblX KOMMYTaTOPOM Yepes AaHHbI nHTepdenc.
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Ta6nuua 25 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Discovery Setup

MOnE OMNMUCAHME

NS Interval 3T0 nosne nokasbliBaeT BPEMEHHON MHTEpPBasl B MWIJIMCEKYHAAX Mexay cooblueHnamMm Tuna
«3anpoc AOCTYMHbIX coceaemn».

Reachable 370 noJie NoKa3bIBAET, HAa NPOTSXKEHNN KAKOro BPEMEHU, U3MEPSEMOro B MUISIMCEKYHAAX,

Time cocefiHee yCTPOWMCTBO CYMTaeTCs AOCTYMHbIM ANS AAHHOro nHTepderica.

8.10.8 3kpaH IPv6 Neighbor Setup

C noMoLblo 3TOro 3KpaHa MOXHO Co34aTb CTaTUYEeCcKyt 3anncbk IPv6 o cocegHeM yCTpoOlCTBE B
Tabnuue coceaHux yctpoiicts IPv6 koMMyTaTopa Aana XxpaHeHuss MHhOpPMaUnmn 0 COCeaHEM
YCTPOWCTBE Ha MNOCTOSIHHOW OCHOBeE. MepeianTe No ccbifike, PacrnosloXXeHHON PSAOM C HaAMUCHIO
IPv6 Neighbor Setup Ha skpaHe IPv6 Configuration, yTo6bl OTKpbITE 3KpaH, N306pa)KeHHbI Ha
PUCYHKE HUXe.

PucyHok 63 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Setup

[ @ IPvo Neighbor Setup IPv6 Configuration
Interface Type VLAM |»
Interface ID

Neighbor Address

MAC

Index Interface Neighbor Address MAC Delete

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 26 SDkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Setup

MNOJE OMNCAHME

Interface Type | Bbibepute Tvn nHtepderica IPv6, napameTpbl kKoToporo 6yayT HacTpamBaTbcs. Ha MOMeHT
HanuMcaHusa 3Toro AOKyMeHTa KOMMyTaTop noaaepxusaet Tun nHtepdenca VLAN ans
npotokona IPv6.

Interface ID BbibepuTte uncno, kotopoe 6yaeT yHUKanbHbIM 06pa3oM MaeHTUdOULMPOBaTb AAaHHbIN
nHTepdelic (B ananasoHe ot 1 no 4094).

CraTtuyeckas 3anucb IPv6 o cocenHeM ycTpoiicTBe oTobparkaeTca Ha akpaHe Management >
Neighbor Table Tonbko B TOM cnyvae, ecnm naeHTMduUKaTop AaHHOro uHTepderica 6oin
co34aH € noMouwblo 3kpaHa Basic Setup > Interface Setup.

Ona HopmanbHoW paboTbl npoTokona IPv6 HeobxoamMMmo co3paTb ctaTuyeckyto ceTb VLAN ¢ Tem
e NAeHTUGUKaTopoM, KOTopbIn 6bin ykalaH Ha skpaHax Advanced Application > VLAN.

Neighbor Ykaxwute agpec IPv6 cocegHero yCTponcTBa, AOCTYMHOro Yepes AaHHbl MHTepdenc.
Address
MAC Ykaxunte MAC-agpec cocefHero yCTpomcTBa, AOCTYMNHOMO Yyepes AaHHbIN nHTtepdeiic.
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Ta6nuua 26 SDkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Setup

NONE OMNMUCAHUE

Add Ha>MuTe 3Ty KHOMKY, 4To6bl CO34aTb HOBYIO UM U3MEHUTb CYLLECTBYIOLLYIO 3anuchb.

OTO AelcTBME NO3BOJISIET COXPAaHUTb M3MEHEHUS HACTPOEK B ONepaTUBHOW NaMsaTu
KOMMYyTaTopa. ITW HAaCTPONKKN ByAyT yTepsiHbl B C/lly4ae BbIK/IIOYEHUS KOMMYyTaTopa Man
nepebosi B nogaye nutaHus, NO3TOMY MO 3aBEPLUEHNN HACTPONKM HEOBXOANMO LLENKHYTb MO
CCblIKe Save B BepXHel HaBUrauMOHHOW NMaHenun Ans COXpaHeHUst U3MEHEHUN B
3HeproHe3aBUCMMOW NaMsATH.

Cancel Haxmunte Cancel, 4To6bl 3aHOBO HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear Haxmute Clear, yTobbl BEpHYTbCSA K 3aBOACKMM HACTpOMKaM.

Index 3T0 noJsie COAEPXUT NOPSIAKOBLIN HOMep UHTepdeica. LLlenkHuTe Ha NOpsSiAKOBOM HOMepe,
4TOObl U3MEHUTb HaCTPOMKMU.

Interface 370 none otobpa)xaeT UMa coszgaHHoro nHtepderica IPv6.

Neighbor 3710 none otobpaxaeT agpec IPv6 coceaHero ycTponcTea, AOCTYMNHOrO Yepe3 AaHHbIN

Address MHTepdenc

MAC 3710 nosne otobpaxaetr MAC-aapec coceiHEro yCTponcTaa, AOCTYMHOIO Yepes AaHHbIN
nHTepdenc

Delete MomeTbTe 3anucK, KOTopble HYXHO yaanuTb, B ctonbue Delete n HaxmuTe kHonky Delete,

4yT06bl YAANUTb Bbi6paHHbIE 3aNnCK U3 CBOAHON Tabnuubl.

Cancel Haxxmnte Cancel, yTtobbl CHATL BblaeneHne ¢ nepektdatenein Delete.

8.10.9 AkpaH DHCPv6 Client Setup

C noMoLbio 3TOr0 3KpaHa MOXHO HacTpouTb napameTpbl DHCP koMMyTaTopa Ans Tex ciy4yaes,
Korga OH BbICTyrnaeT B kayectBe knneHta DHCPv6.lMepeinaunTte no ccblike, pacrnosioXXeHHOW psaoM C
Haanucoto IPv6 Neighbor Setup Ha skpaHe IPv6 Configuration, 4tobbl OTKpbITb 3KpaH,
n306paxKeHHbIN Ha PUCYHKE HUXeE.

PucyHok 64 DkpaH Basic Setting > IPv6 > IPv6 Configuration > DHCPv6 Client Setup

[ @ DHCPvb Client Setup IPv6 Configuration
Interface VLANT -
IA Type O] 1a-hA Rapid-Commit
Options [ DNs
[] Domain-List
Information Refresh Minimum 86400 seconds

IAppIy ‘ [ Cancel J I CIearJ

Index Interface IA-NA Rapid-Commit DNS Domain-List Information Refresh Minimum
1 WLAMA Mo Mo Mo Mo 86400
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 27 3DkpaH Basic Setting > IPv6 > IPv6 Configuration > DHCPv6 Client Setup

NONE

OMNCAHME

Interface

BbibepuTte nHTepdeiic IPv6, napameTpbl KOTOpOro 6yayT HacTpamBaThbCs.

IA Type

Onuwnsa IA-NA o3Ha4vaeT, 4To KOMMyTaTop ByAeT nonyyaTb ANA AaHHOrO MHTepdenca
NOCTOAHHbIN IP-agpec oT cepBepa DHCPv6.

Onuus Rapid-Commit o3HayaeT, 4To KOMMyTaTop 6yaeT nocbinaTtb coobuweHmns DHCPv6
Solicit c onumen Rapid Commit ans nonydeHuns nHdopmauum ot cepsepa DHCPv6
nocpeacTsoM 6bicTporo obMeHa AByMs coobueHnsamu. B aTom cnyyae KOMMyTaTop
oTbpacbiBaeT Bce coobuieHuns Reply, koTopble He coaepxaT onummn Rapid Commit.
CoOTBETCTBEHHO, AN HOpManbHOM paboTbl yKka3zaHHOro MexaHusma cepsep DHCPv6 pomxeH
Takxe noaaepxmsatb onumio Rapid Commit.

Options

Onuust DNS o3HayaeT, yTo KOMMyTaTOp 6yaeT nonyyaTb agpeca IPv6 cepsepa DNS, a onuus
Domain-List - yto kommyTaTOop 6yAeT nonyyaTb CIMCOK AOMEHHbIX MMeH oT DHCP-cepsepa.

Information

YKaxuTte nepmoanyHocTb (U3 agmanasoHa oT 600 go 4294967295 cekyHA), C KOTOpOW

Refresh KOMMyTaTop 06MeHnBaeTCs UHbIMU CBEAEHUSIMU O KOH@Urypaumm ¢ cepeepom DHCPv6.

Minimum

Apply Haxmute Apply, 4TO6bl COXpPaHUTb M3MEHEHMS B ONepaTUBHON NaMaTK KOMMyTaTopa. OTu
HacTporkun 6yayT yTepsHbl B Cllydae BbIK/IIOYEHMS KOMMyTaTopa nan nepebos B nogadve
NUTaHMs, NO3TOMY MO 3aBEpPLUEHUN HACTPOMKN HEO6XOAUMO LLENKHYTb MO CCbiike Save B
BEepPXHeN HaBUrauMOHHOM NaHenn Ans COXpaHeHUs U3SMEHEHWI B SHEProHe3aBUCMMOM NaMAaTH.

Cancel Haxmunte Cancel, 4To6bl 3aHOBO HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear Haxxmnte Clear, yTo6bl BEPHYTbCS K 3aBOACKUM HaCTponKaM.

Index 3TO0 nosne coaepXuT NOpSAKOBbIN HOMep MHTepdenca. LLenkHuTe Ha NopsAKOBOM HOMepe,
4TO6bl U3MEHUTb HaCTPOMKM.

Interface 3710 nose oTobpaxaeT umsa cozgaHHoro nHrepderica IPv6.

IA-NA 3TO0 none yKkasblBaeT Ha TO, NOSyYaeT I KOMMYTaTop NOCTOSIHHbIN IP-aapec oT cepBepa
DHCPv6.

Rapid-Commit | 3To none ykasbiBaeT Ha TO, Nosy4yaeT im KOMMyTaTop MHdopmMauuto ot cepsepa DHCPv6
nocpeacTBoM 6bIcTporo obMeHa ABYMSI COOBLLEHNSIMU.

DNS 370 none ykasblBaeT Ha TO, NOMy4yaeT Nn KomMmyTaTop agpeca IPv6 cepsepa DNS oT cepsepa
DHCPv6.

Domain-List OTO nosie ykasblBaeT Ha TO, NOSy4YaeT I KOMMYTaToOp CNUCOK AOMEHHbIX nMeH ot DHCP-

cepsepa.

Information
Refresh
Minimum

3T0 none ykasbiBaeT Ha NepMOANYHOCTb (B CEeKyHAaX), C KOTOpPOW KOMMyTaTop obMeHmBaeTcs
MHbIMK CBEAEHUAMW O KOHbUrypaummn ¢ cepsepom DHCPV6.
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BupTtyanoHble nokanbHble cetu (VLAN)

9.1 O630p

B naHHOM rnaee paccMmaTpmBaeTCcs KOHMUIypUpoBaHMe BUPTYasbHbIX JIOKalbHbIX CETEN Ha OCHOBE
TeroB (ctaHgapT 802.1Q) v BUpTYyasnbHbIX T0KaJIbHbIX CETEN Ha OCHOBE NOPTOB. Tun otobpaxaemoro
3KpaHa 3aBucuT oT Toro, kakor Tvn VLAN (napametp VLAN Type) 6bin1 Boi6paH Ha akpaHe
HacTpoek komMmyTaTopa (Switch Setup).

9.1.1 O yem pacckasbiBaeTcsl B 3TOU rnase

C nomowbio skpaHa VLAN Status (pas3a. 9.2 Ha cTp. 93) MOXHO nNpocMOTpeThb Bce rpynnbl VLAN.

C nomouwlbto akpaHa VLAN Detail (pa3a. 9.2.1 Ha cTp. 94) MOXHO NPOCMOTPETb NoApPOb6HYHO
MHMOPMaLUMIO 0 HAacTpolikax MNOPTOB M CTaTyce onpeaeneHHol rpynnsl VLAN.

C nomouwbto skpaHa Static VLAN (pa3a. 9.4 Ha cTp. 96) MOXHO NpOCMOTPETb U HacTpoUTb
napameTtpbl VLAN 802.1Q ana komMMmyTaTopa.

C nomouwbto akpaHa VLAN Port Setting (pasa. 9.5 Ha cTp. 97) MOXHO HacTpouTb NapaMeTpbl
ctatnyeckon cetn VLAN (IEEE 802.1Q) anst onpeaeneHHoro nopra.

C nomouwbto 3kpaHa Subnet Based VLAN (pa3a. 9.6 Ha cTp. 99) MOXHO c0o34aTb NlorMyeckmne
cetn VLAN gng rpynnupoBku Tpadumka Ha oCcHoBe ykasaHHoro IP-agpeca noaceTu MCTOYHMKA.

C nomouwbto akpaHa Protocol Based VLAN (pa3a. 9.7 Ha cTp. 102) MOXHO co3aaTtb flormyeckme
cetn VLAN ans rpynnmMpoBkn Tpadurka Ha OCHOBE yKa3aHHOro npoTokona.

C nomouwbto skpaHa Port-Based VLAN (pa3a. 9.8 Ha cTp. 104) MoxHO co3aaTb cetn VLAN, B
KOTOpPbIX peLeHne o nepechisike nakerta npuHUMaeTcs Ha ocHoBe MAC-aapeca Ha3HaA4YeHUs n
CBSI3@HHOr0 C HUM rnopTa.

C nomouwbto akpaHa Voice VLAN (pa3a. 9.9 Ha cTp. 107) MoxHo co3aaTb cetn VLAN, KoTopble
MO3BOJISAIOT FPyNNMpoOBaTh roa10COBOM TpaduK C 3a4aHHbBIM MPUOPUTETOM, U CKOHMOUIypMpoBaTb
TpebyeMbili MOPT KOMMYyTaTopa TakmMm obpasom, UTobbl OH NepenasBan ro0CcoBon Tpaduk
OTAENbHO OT TpadumKa AaHHbIX BO M3bexaHue yxXyalweHns KadecTBa nepegaym roaoca.

C nomouwlbto akpaHa MAC-based VLAN (pa3a. 9.10 Ha cTp. 109) MOXHO co3aaTb JlorMyeckme
cetn VLAN pgns rpynnupoBKK naketoB 6e3 TeroB Ha ocHoBe MAC-aapeca UCTOYHMKA nakeTa. ITo
nossossieT obonTuce 6e3 nepeHacTporikm KoMMmyTaTopa npu cMeHe nopTtoB. KommyTtatop 6yaet
OCYLLeCTBNATb NepecbliKy nakeToB Ha ocHoBe MAC-agpeca UCTOYHMKA, YKa3aHHOro paHee.

9.1.2 Y10 He0OOGXOAUMO 3HaTb

O3HaKOMbTECb C 3TUM pa3AesnoM, YTobbl MONYYUTb AOMNONHUTENLHYIO MHbOopMaLMio o ceTax VLAN v o
HaCTpoWKe 3KpaHoB.

Cetu VLAN c Teramu 802.1Q IEEE

B BUpTyanbHbIX /IOKaNbHbIX CETSX HA OCHOBE TEroB AJ15 onpeaesieHnsl MPUHaANEXHOCTU Kaapa K
onpeaeneHHon VLAN Ha MocTax ncnosnb3yeTtcs SBHbIN Ter (naeHtudukatop VLAN) B MAC-3arosnioBke
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- Takue Term He NpuBsA3aHbl K KOMMyTaToOpy, Ha KOTOPOM 6blnn co3aaHbl. BupTyanbHble sioKanbHble
CeTM MOryT CO34aBaTbCsA CTaTMYeCKN (BPYUYHYIO) WM ANHAMUYECKU C NMOMOLLbIO NPOTOKOMa
AnHaMmnueckon permnctpaumm VLAN no GARP (GVRP). UaeHtndukatop VLAN accoummnpyet Kagp C
KOHKpeTHon ceTbto VLAN mn npepoctasnseT nHdbopmMmauuto, kKotopass HeobxoanMma KoMMyTaTtopaMm 415
0bpaboTkn Kagpa nNpu ero nNpoxoxaeHun no cetn. Kagp ¢ Terom Ha yetbipe 6aiTa 6onblie kKagpa
6e3 Tera u BkJoYaeT B cebsa aBa 6anTa TPID (naeHTMdmkaTop NpoTOKONA Tera, OH HaXoAUTCS B
none tuna/anvnbl Ethernet-kagpa) n aBa 6anta TCI (KOHTpoNnbHas MHdoOpMaumsa Tera, HadMHaeTcs
rnocsie nons agpeca UctoyHuka B Ethernet-kaape).

OaHobuTHbIN dnar CFI (MHanKaTop KaHoHUYeckoro popmaTa) ans Ethernet-kommyTaTopoB Bcerga
yCTaHaBNMBAETCA paBHbIM HyNto. Ecnn y kagpa, nony4yeHHoro yepes Ethernet-nopt, dnar CFI paBeH
1, To 3TOT Kaap Henb3s nepefaTb «Kak ecTb» Ha nopT 6e3 Tera. OcTtaBwmecs 12 6uT onpeaensoT
maeHTngukatop VLAN, noaToMy MakcMMarbHO BO3MOXHoe konndyecTtso ceten VLAN cocTtaBnsiet

4 096. CnenyeTt MMeTb B BMAY, UTO YPOBEHb NnpuopuTeTa nonb3osatens u naeHtudukatop VLAN He
3aBuCAT Apyr ot apyra. Kaap c naenHtudmkatopom VLAN (VID), paBHbiM Hynto (0), Ha3biBaeTcs
KaZpoM npuoputeTa. B TakoM Kagpe 3HaYeHMe MMeeT TOSIbKO YPOBEHb NPUOPUTETA, a B KayecTee
naeHTndukatopa VID kagpy HasHadaeTtcsa naeHtudukatop VID no ymondaHuio BXxoasiLero nopTa.
N3 4096 BO3MOXHbIX naeHTudukatopoB VLAN 3HaueHune VID, paBHOE HYJO, UCMOJIb3YETCA AN
naeHTUdUKaLmm Kagpos npmopuTeTa, a 3HadyeHume 4095 (FFF) 3apesepBupoBaHo, No3TOMYy
MaKCcuMasbHoe Konnyectso KoHdurypaumii VLAN coctaBnsieT 4094.

TPID [MpuopuTeT nonb3osaTtens CFI VLAN ID
2 6awta |3 buTa 1 6ut |12 6ut

Mepecbinka kKagpoB ¢ Teramu u 6e3 Teros

Yepes kaxabl MOPT KOMMyTaTopa MOryT NPOXOAMTb KakK Kaapbl C TeramMmu, Tak U kaapbl 6e3 Teros.
YT06bI NepecnaTb Kaap ¢ KoMMmyTaTtopa ¢ noaaepxkor VLAN Ha ocHoBe 802.1Q Ha komMmyTaTop 6e3
noanepxkun tTaknx VLAN, koMMyTaToOp CHa4yana onpeaenseT, kyaa Tpebyetca nepecnaTtb 3TOT Kaap,
a notoM ypanset Ter VLAN. YTo6bl nepecnaTb Kagp ¢ kommyTaTopa 6e3 nogaepxku VLAN Ha ocHoBe
802.1Q Ha KoMMyTaTOp, noaaepxunsatrowmn Takme VLAN, kKoMMyTaTop CHayana onpegenseT, Kyaa
TpebyeTca nepecnaTtb 3TOT Kaap, a NoToMm BcTasnset Ter VLAN, cogepxawuii ngeHtudukatop VLAN
rno ymosn4yaHuio Bxoasawero nopta. B kayectse PVID no ymonuyaHuto ncnonssyertcsa VLAN 1 anga scex
MOpPTOB, HO 3TY YCTAHOBKY MOXHO U3MEHUTb.

LLiInpokoBewwaTenbHble Kaapbl (a Takxe Kagpbl MHOroaZApecHoOM pacCbllKM ANs U3BECTHOM cucteme
rpynmnbl MHOFOAAPECHOM pacCbiikn) Ay6AMpPYOTCA TOJIbKO Ha Te NOopTbl, KOTOPbIE BXOASAT B rpynny
VID (3@ MCKJ/IIDYEHNEM CaMOro BXOAALLEro nopTa), orpaHMymMBas TakuM o6pasoM LUIMpPOKOBeLLaHne
KOHKPETHbIM IOMEHOM.

9.1.2.1 ABTomatuyeckas perncrtpaumsa VLAN

[Ons aBTOMaTM4yeckon permctpaummn yneHos VLAN KoMMyTaTopaMm MCNO/b3YHOTCS NpoTtokosibl GARP
n GVRP.

Mpotokon GARP

Mpotokon GARP (npoTokon perncrtpaummn no obwnm atpubytam) no3sosssieT KOMMyTaTopaM B CETU
perncTtpupoBaTb U CHMMaTb perncrpaunto 3HadeHun atpmbyToB Ha ApYyrmMX YCTPOMCTBAX C
noaaepxko GARP BHYTpM sloKanbHbIX CETEN Ha ocHoBe MocToB. GARP - 3T0 npoTokon,
npefocTaBnaowmin obwnii mexaHmsm paboTbl 419 NPOTOKOI0B, KOTOPble UMELOT Honee KOHKpeTHoe
npuMeHeHue, Takux, Kak npoTtokos, GVRP.
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Tanmepbl GARP

KoMMyTaTopbl NPUCOEAUNHAIOTCA K BUPTYasibHbIM floKanbHbIM ceTaM VLAN nyTtem nepenaym
Aeknapaunun. [leknapaums npeacrtasnsieT coboin nepenayy coobuieHms Join € MCNOb30BaHMEM
npoTtokona GARP. [leknapaunn OTMEHAIOTCS NyTeM nepenaym coobuieHus Leave. CoobuieHune Leave
All oTMeHseT Bce aeknapauunn. Tanmepbl GARP onpeaenstoT 3HavyeHus TanMm-ayTa An4a Aeknapaumu.

NMpotokon GVRP

GVRP (GARP VLAN Registration Protocol, npotokon pernctpaumun VLAN no GARP) asnseTtcs
NMPOTOKOJ/IOM perncTpaunmn, KOTopblii onpeaensieT cnocob perncrpaunm KommyTaTtopamm
Heobxoanmbix yneHoB VLAN Ha nopTax B ceTu. BkaoueHne aTon yHKUNM pa3peluaeT co3gaHue
rpynn VLAN 3a npegenamm nokasbHOro KoOMMyTaTopa.

O6was tepmmHonorus ceten VLAN Ha ocHoBe IEEE 802.1Q onucaHa B cneaytouwen tabnuue.

Tabnuua 28 TepmuHonormsa ceten VLAN Ha ocHose IEEE 802.1Q

NMAPAMETPbI
VLAN TEPMWH OMNMUCAHME
Tun VLAN MocTtosiHHasa VLAN CraTuyeckas BupTyanbHas nokanbHas cetb VLAN, co3paHHas

BPYUHY!O.

OvHaMuyeckas Cetb VLAN, HacTpoeHHas B npouecce permcrpaunu/

VLAN Aepernctpauum npotokonom GVRP.
AOMUWHUCTPATUBHLIN | DUKCMPOBaHHANA MopTbl C GUKCMPOBAHHOW perncTpaumen SBAsSTCSA NOCTOSHHbIMU
KOHTposib HaA VLAN | peructpaums yneHamun VLAN.

Perncrpauuns MopTam C 3anpeLieHHOW perncrpaumen 3anpeLleHo

3anpeleHa NPUCOeANHATLCS K yKasaHHoM VLAN.

HopManbHas MopTbl AnHaMuyeckn npmucoeamHsatoTcsa K VLAN ¢

perncrpaums ncrnonb3oBaHmneM npotokona GVRP.

YnpasneHune Teramu
VLAN

C teramun (Tagged)

MopTbl, NpuHaanexawme kK gaHHon VLAN, nobaBnsiioT Tern Ko
BCEM nepeAaBaeMbIM UCXOASALWMM KaapaM.

Be3 Teros MopTbl, npuHaanexawme Kk gaHHon VLAN, He gobaBnsioT Tern Ko
(Untagged) BCEM NnepeaBaeMbiM UCXOASIWNM KaapaM.

Mopt VLAN NaeHTndukartop Npentndukatop VLAN, Ha3HayaeMbli NosyvyaeMbiM yepes 3ToT
VLAN nopTta nopT kagpam 6e3 Teros.

Jonyctumbin Tvn
Kaapa

MoXxHO Bbl6paTb OAUH N3 peXMMOB — NMPUHUMATb JIM Ha NOPT
BXoAswWune Kaapbl Kak C TeraMu, Tak 1 6e3 Teros, ApnHNMaTb
TOJIbKO Kajpbl C TErAMU NN TONbKO Kaapbl 6e3 Teros.

OunbTpauns
BXOAALLMX KafaposB

Ecnu 3TOT napameTp BKJIIOYEH, KOMMyTaTop oTbpacbiBaeT
Bxoasawme kagpbl anga VLAN, 4neHoM KOTOpbIX He ABNSeTCs
AaHHbIA NOPT.

9.1.2.2 MarucTtpanbHble noptbl VLAN

BkntoueHne napametpa VLAN Trunking Ana nopTa no3BonseT pa3peLwmnTb NpoXoxaeHue yepes
3TOT NOPT KaApoB, NpuHaanexalwux HemssecTHbiM rpynnam VLAN. 2To nonesHo, ecnu Tpebyetcs
HacTpouTb rpynnbl VLAN Ha KOHEYHbIX YCTpoUCcTBax 6e3 Heo6xoAMMOCTN HacTpamBaTb T Xe rpynnbl
Ha NPOMEXYTOYHbIX YCTPOMUCTBAX.

CM. cnepgytownii pucyHok. Mpeanonoxum, Tpebyetca co3aatb rpynnbl VLAN 1 1 2 (V1 1 V2) Ha
ycTporictBax A n B. B oTCcyTCTBME MAarucTpanbHbiX coeaunHeHnin VLAN npugeTcs HacTpouTb
rpynnbl VLAN 1 1 2 Ha BCeX NPOMeXYTOoYHbIX kKoMMyTaTopax C, D un E; B NPOTUBHOM C/lydae OHU
6yanyT otbpacbkiBaTb Kaapbl C TeraMmn HemsBecTHbIX rpynn VLAN. OgHako, ecnim Ha nopTy(nopTax)
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KaXAoro NpoMexyTo4yHoro koMmmyTtatopa 6yaet BkntodveH napamMetp VLAN Trunking, To rpynnbi
VLAN Hy>Ho 6yaeT co3aaTb TO/IbKO Ha KOHEYHbIX ycTpolkictBax (A u B). YctponctBa C, D E
aBToOMaTM4ecKu no3BonsAT kagpam c Teramm rpynn VLAN 1 n 2 (to ectb rpynn VLAN, 0 KOTOpbIX 3TUM
YyCTPOMCTBaM He U3BECTHO) NPOXoAUTb Yepe3 CBOW MarmcTpasibHble nopTbl VLAN.

PucyHok 65 MaructpanbHble noptbl VLAN

A \ \
v B
[ L, |
Vi V2 \m g

9.1.2.3 Bbi6op TvMna VLAN

Bbibepute Tvn VLAN Ha skpaHe Basic Setting > Switch Setup.

PucyHok 66 DkpaH Switch Setup > Select VLAN Type
L@ Switch Setup ]

@ g021a
7 Fort Based

C.-’LAN Type

Crtatuyeckme VLAN

CTaTu4yeckune BUPTYanbHbIE NlIOKaNbHbIE CETU UCMONb3YETCS, ECIN BXOASALLNI Yepe3 nopT Kaap
[OJIKEH 6bITb

e otnpasneH B rpynny VLAN o6blyHbIM 06pa3oM, B 3aBUCMMOCTM OT ero Tera VLAN.
e OTMNpaBJieH B rpynny He3aBuCcUMO OT TOro, umMeeTtca y Hero Ter VLAN unu Her.

e 3abnokmpoBaH oT HanpasneHus B rpynny VLAN He3aBucumo oT ero Tera VLAN.

Kpome TOro, nMeeTtcs BO3MOXHOCTb A06aBNsATb KO BCEM MCXOAAWMM KagpaM (paHee He MMeBLUMM
TEros), OTNpaB/IIEMbIM Yepes3 NOopT, YKa3aHHbIN naeHTngukatop VLAN.

9.2 OkpaH VLAN Status

YTo6bl 0TO6pa3nTb NokasaHHbIn HMXe skpaH VLAN Status, Bbibepute B HaBUrauMOHHOM nMaHenmn
Advanced Application > VLAN.
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PucyHok 67 DkpaH Advanced Application > VLAN: VLAN Status

Index
1

) VLAN Status 3

The Number of VLAN: 1.

VLAN Configuration
VLAMN Search by VID Search
VvID Elapsed Time Status
1 0:0254 Static

Mons akpaHa onucaHbl B criegyrowen Tabnuue.

Ta6nuua 29 SkpaH Advanced Application > VLAN: VLAN Status

NOnE

OMNMUCAHME

VLAN Search by
VID

BeeauTte naeHtudurkaTopsl cywectsyrowmnx cetenn VLAN (pasaeneHHble 3anaTbiMK) U
HaxkxMuTe kHonky Search, 4Tobbl 0TO6pPa3nTb B CNUCKE HWMXE TOIbKO yKa3aHHble ceTn VLAN.

OcTaBbTe 3TO Mone NycTbiM U HaxXMnTe KHonky Search, 4To6bl BbIBECTM MOJHBINA CIINCOK
cetert VLAN, CKOH(UIypnpoBaHHbIX Ha KOMMyTaTope.

The Number of
VLAN

KonnyectBo BUpPTyasnbHbIX nokanbHbix ceTel (VLAN), HACTPOEHHbIX Ha KOMMYyTaTope.

The Number of
Search Results

3T0 none nokasbiBaeT kKonnyecTso ceten VLAN, COOTBETCTBYIOWMX KPUTEPUSAM NOUCKA U
cofepXalunxcs B CrNCKE HMXe.

OT0 none AOCTYMNHO TOMbKO B C/ly4Yae Mcrnosib3oBaHus kKHonkn Search ans noucka
onpeaeneHHbix ceten VLAN.

Index Mopsiakosblt HoMep VLAN. HaxaTue Ha nopsiAKOBOM HOMepe no3BonsieT oTtobpasnTb 6onee
noapo6Hyo nHgpopmaumio o cetn VLAN.
VID NpeHTndunkaunoHHblii Homep VLAN, onpeneneHHbit paHee Ha akpaHe Static VLAN.

Elapsed Time

B 3ToM none otobpaxaetca BpeMs, B TeHeHne KOTOporo 6bi1a 3aperncrtpupoBaHa 0bbivHas
VLAN unmn HacTpoeHa ctatuyeckas VLAN.

Status

OTO none ykasbiBaeT Ha crocob, npm noMowm Kotoporo gaHHasa cetb VLAN 6bisia co3gaHa Ha
KOMMyTaTope.

dynamic: c ncnonbsosaHmem GVRP

static: pobasneHa kak NocTosiHHas 3anuchb

Voice: co3agaHa Bpy4Hyto kak ceTb VLAN rosnocoBoi cBa3u

MVR: gob6asneHa nocpeactsoM perncrpaumm VLAN MHOroaapecHOM pacCbiiiku

MAC-based: no6asneHa BpyuyHyto B kavectse VLAN Ha ocHoBe MAC-agpecos

Change Pages

Haxxmute Previous nnn Next, ytobbl 0To6pasnTb NpeablayLnii/cnenyowmn akpaH, ecnm
MHMOPMaLUNs 0 COCTOSIHUM He MoMeLLaeTcs Ha 0OAHOM 3KpaHe.

9.2.1 Nopapo6Hasa nHgopmauusa o VLAN

Ha aToMm akpaHe oTobparkaeTcsi NnoApobHblIe HACTPOMKN MOPTOB U MHPOPMaLMS O COCTOSHUW FPynnbl
VLAN. YT06bl 0TO6pa3nTb akpaH noapobHon nHdbopmaumm o cetn VLAN, HaXXMuUTe Ha NOpsSiAKOBOM
HoMepe ceTu Ha akpaHe VLAN Status.
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PucyHok 68 DkpaH Advanced Application > VLAN > VLAN Detail

[ @ VLAN Detail ] VLAN Status
Fort Number
VID 2 4 6 8 10 12 14 16 18 20 22 24 26 23 ElapsedTime Status
1 3 5 7 9 (1113 |15 |17 | 19 | 21 | 23 | 25 | 27
u u u u u u u u u u u u u u )
1 0:04:04 Static
u u u u u u u u u u u u u

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 30 SkpaH Advanced Application > VLAN > VLAN Detail

NOnE

OMNMUCAHUE

VLAN Status

HaxxaTve Ha 3ToM cchbiike No3BonseT nepentu k akpaHy VLAN Status.

VID

NpeHTndunkaunoHHbih Homep VLAN, onpeaeneHHbin paHee Ha akpaHe Static VLAN.

Port Number

B 3Tom cTonbue otobpaxatoTcss nopThl, yyacteytowme B VLAN. MNopT ¢ Terom o6o3Ha4vaeTcs
6ykeon T, nopT 6e3 Tera - 6ykson U, a nopThl, He aBnsowmecs uneHamm VLAN — 3HaKoM
K=,

Elapsed Time

B sTOM none otobpaxaeTcs BpeMs, B Te4eHMe KOTOporo 6bina 3apernctpupoBaHa 0bbiyHas
VLAN nnn HacTpoeHa ctatudeckasa VLAN.

Status

3TO none ykasbiBaeT Ha crnocob, npu noMoLm KoToporo agaHHas cetb VLAN 6bina cosgaHa Ha
KOMMyTaTope.

Dynamic: ¢ ncnono3osaHnem GVRP

Static: po6aBneHa Kak NOCTOsSIHHasA 3anuch

Voice: co3agaHa Bpy4Hyto kak ceTb VLAN ronocoBoii cBa3u

MVR: pgobasneHa nocpeactsoM permctpaunm VLAN MHOroaapecHOW pacchisiku

MAC-based: pob6aBneHa Bpyu4Hyto B kavyectBe VLAN Ha ocHoBe MAC-agpeca

9.3 3kpaH VLAN Configuration

C noMoLblo 3TOro aKpaHa MOXHO npocMmoTpeTb napameTpbl VLAN IEEE 802.1Q ansa gaHHoro
KOMMyTaTopa. YTobbl OTKpbITbL Creaywwmii akpaH, Bbibepute B meHio Advanced Application >
VLAN > VLAN Configuration.

PucyHok 69 3SkpaH Advanced Application > VLAN > VLAN Configuration

L@ VLAN Configuration ] VLAN Status
Static VLAN Setup Click Here
VLAN Port Setup Click Here
Subnet Based VLAN Setup Click Here
Protocol Based VLAN Setup Click Here
Voice VLAN Setup Click Here
MAC Based VLAN Setup Click Here
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Monsa aKpaHa, NpMBEAEHHOrO Bbllle, ONUCaHbl B CleayoLlen Tabnuue.

Ta6bnuua 31 SkpaH Advanced Application > VLAN > VLAN Configuration

NONE

OMUCAHME

Static VLAN Setup

MNepengunTte no ccoinke Click Here, uTo6bl co3aaTth cTaTuyeckyto cetb VLAN ans
AaHHOro KoMMyTaTopa.

VLAN Port Setup

MNepenaunte no ccoinke Click Here, 4tobbl co3aate nopt cetn VLAN ans AaHHOro
KOMMyTaTopa.

Subnet Based VLAN Setup

MNepenguTe no ccoinike Click Here, 4uTo6bl cO3aaTb NoaceTb Ha ocHoBe ceTn VLAN
ANa AaHHOro KoMMyTaTopa.

Protocol Based VLAN Setup

MNepengute no ccoinke Click Here, uto6bl co3gate ceTb VLAN Ha ocHoBe
npoToKONa ANa AaHHOro KoMMyTaTopa.

Voice VLAN Setup

MepenaunTte no ccoinke Click Here, uto6bl co3gath ceTb VLAN ronocoBoi cBs3mn
ANa AaHHOro KoMMyTaTopa.

MAC Based VLAN Setup

MepenaunTte no ccoinke Click Here, uto6bl co3gaTth ceTb VLAN Ha ocHoBe MAC-
aApecoB ANs AaHHOro KOMMyTaTopa.

9.4 Hactpomka ctatnyeckom cetu VLAN

C rnoMoLbio 3TOro 3KpaHa MOXHO co34aTb cTaTnyeckyt cetb VLAN ang AaHHOro KoMmyTaTopa.
Mepenante no ccoinke Static VLAN Ha skpaHe VLAN Status, 4yto6bl oTKpbITb 3KpaH,

n306paxeHHbIn Ha pUCyH

Ke HWnxe.

PucyHok 70 JOkpaH Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup

[ @ ScaticVIAN

L1

VID Active Name
1 Yes 1

ACTIVE
Name
VLAN Group ID

Port Control Tagging
* Maormal v ¥ TxTagging
1 * Normal Fixed Forbidden ¥ TxTagging
2 * Marmal Fixed Forbidden TxTagging
3 * Normal Fixed Forbidden ¥ TxTagging
4

*' Marmal Fixed Forbidden Ld ing

) ~ (7 Forbid Tx Tagging
24 Normal O Fixed ) Forbidden Tx Tagging
25 Mormal ) Fixed . Forbidden Tx Tagging
26 Mormal ) Fixed ) Forbidden Tx Tagging
27 Mormal ) Fixed . Forbidden Tx Tagging
28 ® MNormal ) Fixed () Forbidden Tx Tagging

VLAN Configuration

VLAN Type Association VLAN List Delete
Normal O
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 32 SkpaH Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup

NMOnE OMNMUCAHUE
ACTIVE YcTaHOBUTE 3TOT NepekstodaTenb, YTobbl BKAOYNTL HacTpolikmn VLAN.
Name Beeaute nmsa-onmcarnme VLAN, C NOMOLLbIO KOTOPOro ee MOXHO MAEHTUhULMPOBaTb.

MakcumanbHas AnvMHa MMeHu — 64 nevyaTHbIX CMMBONA.

VLAN Group ID | Beeaunte naeHtudpukatop VLAN ana AaHHOM CTaTM4YeCKOWM 3anuncu; A0NyCTUMOE 3HavyeHune
HaxoauTcs B Anana3oHe oT 1 ao 4094.

Port HoMep nopTta - onpeaensieT HacTpavBaeMsbli Nopr.

* HacTpoliku B 3TOl CTPOKE NMPUMEHSAIOTCS KO BCEM NMOPTaM.

DTy CTPOKYy HEO6X0AMMO MCMOJb30BaTh Wb B TOM C/ly4Yae, eC/iu HacTPOMKM BCEX MOPTOB
[OMKHBI 6bITb 0ANHaKOBbIMKU. C NMOMOLLBIO 3TOW CTPOKM MOXHO CHayana HasHauutb obme
ANs BCEX MOPTOB HACTPOMKM, a 3aTEM BHECTU HEOHXOANMbIE U3MEHEHUS HA YPOBHE
oTAEeNIbHOro nopTa.

MpumeyvaHne: N3ameHeHnsa B AaHHON CTPOKE Cpasy e KOMUPYKTCS Ha BCE MOPThI.

Control Bbibepute Normal, ecnv nopT AO/HKEH NPUCOEANHATLCS K AaHHOM rpynne VLAN
AMHaMUYECKn C ucrnonb3oBaHneM npotokona GVRP. aHHbl napameTp Bbi6paH no
YMONYaHUIO.

BbibepuTe Fixed, ecnv nopT A0MXKEH CTaTb MNOCTOSHHbIM Y1eHOM AaHHoM rpynnbl VLAN.

Bbi6bepuTte Forbidden, 4tobbl 3anpeTuTb NOPTY NPUCOEAMHATLCA K AaHHoM rpynne VLAN.

Tagging YctaHoBuTe nepekntoyatens TX Tagging, 4tTo6bl NopT A06aBASA TErn KO BCEM UCXOASILLNM
KaapaMm, oTrnpasnseMbiM C naeHTudukaTopom ston rpynnel VLAN.

Add Haxxmnte Add, 4TO6bI COXpaHUTb U3MEHEHUS B ONMEPaTUBHOM NaMsaTM KOMMyTaTopa. OTn
HaCTPOlKKN 6yAyT yTepsiHbl B C/ly4ae BbIK/IOYEHWUS KOMMyTaTopa unun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBEPLUEHUN HAaCTPOMKM HEOH6XOANMMO HaXaTb Ha CCbisike Save B
BepXHeW HaBUrauMOHHOW NaHenu Ans CoxXxpaHeHUs U3MeHeHU B SHeproHe3aBUCUMOM

namaTw.

Cancel Haxmnte Cancel, 4To6bl BEPHYTHCA K COXPAHEHHbIM 3HAYEHMAM MNONEN.

Clear Haxmute Clear, 4yTobbl Ha4aTb HaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

VID B sTOM none otobpaxaetcs naeHTMdUKaunoHHbI HoMep rpynnbl VLAN. HaxmuTte Ha 3ToT
HoMep, 4YTob6bl peaakTupoBaTb HacTponku VLAN.

Active B sTOM none otobpaxaeTtcs Tekylwee coctosHMe HacTpoek VLAN - BkntoueHbl (Yes) nnu
oTk/toveHbl (No).

Name B sTOM none otobpaxaetcsa uma-onncaHue rpynnbl VLAN.

Delete Haxxmunte Delete, yTobbl yaannTb BbiIbpaHHYO 3anncb U3 MTOroBow Tabnuupbl.

Cancel Haxmunte Cancel, uTobbl CHATL BblAeneHne ¢ nepeknovatenen Delete.

9.5 Hactpowmka nopta VLAN

[Ons HacTpolikn napameTtpoB ctatndeckon VLAN (Ha ocHoBe IEEE 802.1Q) ans nopTa ucnonb3yercs
skpaH VLAN Port Setting. MNMepeiauTte no ccoinike VLAN Port Setup Ha skpaHe VLAN Status.
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PucyHok 71 DkpaH Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup

GVRP

Port Ingress Check

*

1
2

[ @) VLAN Port Setting ] VLAN Configuration

PVID GVRP  Acceptable Frame Type VLAN Trunking Isolation
All v
All v
All v
All v
All v
All v

28 All v

27 All v

28 All v
Apply | | Cancel

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 33 SkpaH Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup

NONE

OMNCAHME

GVRP

GVRP (GARP VLAN Registration Protocol, npotokon perncrpaunu VLAN no GARP) aBnsetcs
MPOTOKOJIOM perncrpauum, KoOTopbln onpeaenseT cnocob perncrpaumm KOMMyTaTopamm
HeobxoanMblx yneHoB VLAN Ha nopTax B ceTu.

BkntoueHue aTol dyHKUMKM paspeluaeT co3aanune rpynn VLAN 3a npenenamum nokKanabHOro
KOMMyTaTopa.

Port

B 3TOM none otobpaxaercs HOMep nopTa.

HacTpoiiku B 3TOI CTPOKE MPUMEHSIOTCS KO BCEM MopTaM.

DTy CTPOKY HE06X0AMMO MCMOb30BaTh JIMLb B TOM Cllyyae, €C/IM HaCTPOMKKM BCEX NMOPTOB
AOMKHbI 6bITb 0ANHAKOBbIMM. C MOMOLLBIO 3TOW CTPOKM MOXHO CHadana Ha3Ha4uTb obwme
ANs BCeX NOpPTOB HAaCTPOWKM, a 3aTeM BHECTU HEOOXOAMMblE U3MEHEHUS HA YPOBHE
OTAeNIbHOro nopTa.

[MpumevaHune: MIameHeHnsa B JaHHOW CTpOKe cpasy xe KOMUPYHKOTCA Ha BCE NOPThHI.

Ingress Check

Ecnv faHHbI NepeknoyaTenb ANs NopTa yCTaHOB/EH, KOMMyTaTop oTépacbiBaeT
BXxoAsalmMe Kaapbl Ansa ceteit VLAN, UneHOM KOTOPbIX AaHHbIA NMOPT He SABAsSETC.

CHUMUTe BblAENeHMe C nepekstoyaTens, ecnv TpebyeTcs oTKNUUTb GunbTpauuio
BXOASILUMX KaapoB.

PVID PVID (waeHTndukatop cetn VLAN nopta) — 3TO Ter, KOTOPbIM MOMEYalTCs BXoasme
Kaapbl 6e3 Teros, NpMHMMaeMble NOPTOM, C TeM, YTOObI MOTOM NepeHanpaBuTb 3T Kaapbl B
rpynny VLAN, KoTopyto onpeaensieT AaHHbIA Ter.

BeeauTte HoMmep oT 1 fo 4094 B kauyecTBe naeHTudukatopa VLAN ans nopra.
GVRP YcTaHOBWUTE 3TOT nepekntoyaTenb, YTobbl BKIOYNTL Ha 3TOM NopTy npoTokon GVRP.

PykoBoacTtBo none3oBatens ansi cepumn GS1920
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Ta6nuua 33 SDkpaH Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup

MOnE ONMUCAHME
Acceptable Frame | YkaxwuTe TMn KaApoB, paspelleHHbIX ANa AaHHOro nopTa. MoxHo BbibpaTb 3HauveHus All,
Type Tag Only n Untag Only.

BoiGop All B HMCNaAaoLWeM CrMcKe paspeLllaeT npueM Yepes 3ToT MopT Kak Kaapos C
Teramu, Tak U Kagpos 6e3 TeroB. IT0O 3HaYeHne BbI6paHO Mo yMOYaHuio.

Bbi6op Tag Only pa3speluiaeT npveM yepes 3TOT NOPT TO/IbKO KaapoB C Teramu. Bce kaapebl
6e3 Teros 6yayT OTOpOLLEHBI.

Bbibop Untag Only pa3pelsaeT npuem yepes 3TOT NOPT TOJIbKO Kaapos 6e3 Teros. Bce
Kaapbl € Teramm 6yayT oT6pOLLEHbI.

VLAN Trunking YctaHosute nepekntoyvatens VLAN Trunking ans nopTtos, NOAKIIOYEHHbIX K APYTUM
KOMMyTaTopaMm uan maplpyTtusaTtopam (HO He A5 MOPTOB, HANPSAMYIO MOAKIOYEHHbIX K
KOHeYHbIM MoSib30BaTeNsAM), YTOObl paspeLwmnTb NPOXOXAEeHNe Yepe3 KOMMyTaTop Kaapos,
npuHaanexaiwmnx K HemssecTtHbIiM rpynnam VLAN.

Isolation Bbi6epuTte 3Ty onuuio, YTo6bl paspeLinTb KaXXaoMy U3 NopToB 06MEHMBATLCS AaHHbIMU
TOSIbKO C MOpTOM ynpasneHus CPU 1 c nopTamu, Ans KOTOPbIX HE BK/IOYEHa dyHKLMSA
n3015LMN.

Apply HaxxmuTte Apply, 4TO6bl COXpPaHWUTL M3MEHEHUSI B ONEpPaTUBHOW NaMsATM KOMMyTaTopa. Tu

HaCTpoWikK 6yayT yTepsiHbl B C/lydae BbIK/TIOUEHUS KOMMyTaTopa uiau nepebosi B nogaye
NUTaHWUS, MO3TOMY MO 3aBEpLUEHUN HACTPOMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEpPXHEN HAaBUraLMOHHOM NaHenn Ans COXpaHeHUs U3MEHEHUI B SHEProHEe3aBUCMMOW
namsTu.

Cancel HaxMute Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

9.6 VLAN Ha ocHOBe noaceteu

VLAN Ha ocHOBE nMoAceTen NO3BOMISAOT CrpynnupoBaTh Tpaduk no nornyeckum cetsam VLAN Ha
OCHOBe yKa3aHHbIxX IP-nogceTtei NCTOYHUMKOB nakeToB. [pn nocTynaeHnn Kaapa yepes nopt
KOMMYTaTop npoBepsieT, He 6bin n gobaBrieH K HEMY Ter n n3 Kakon IP-noacetn oH noctynuin.
MakeTbl 6e3 Teros oT ogHON U Tol e IP-noaceTn nomeuwatotrcs B ogHy VLAN Ha ocHoBe noaceTen.
OaHo 13 npenmyuwects VLAN Ha ocHOBE NOACETEN 3aK/IH0UYAETCS B BO3MOXHOCTU Ha3Ha4YeHUs
npuopuTeToB ANs Tpadumka n3 KoOHKpeTHbIX IP-noacerein.

Hanpumep, npoangep ycnyr NHTepHeTta (ISP) MOXeET pacnpenennTtb pasinyHble TUMbI
npefoCTaBASEMbIX KIMEHTaM ycnyr no pasnunyHelM IP-nogcetsam. Tpaduk ycnyr ronocoBon CBS3M
6ynet Ha3HaueH IP-noacetn 172.16.1.0/24, Bnaeo — noacetn 192.168.1.0/24, a nepegayun aaHHbIX
- noacetn 10.1.1.0/24. MNocne 3TOro Ha KOMMyTaTOpPEe MOXHO HAaCTPOUTb rPYNMNMPOBKY BXOASILLErO
Tpadmka B 3aBUCMMOCTM OT IP-noaceTn, n3 KoTopor NOCTynarT BXoAsLmne Kaapbl.

Hanpumep, ans Tpaduka ns IP-noagcetn 172.16.1.0/24 (ycnyrm ronocoBoi CBSA3M) MOXET 6bITb
HacTpoeHa VLAN Ha ocHoBe noaceTeln ¢ npnopmuTeToM 6 n naeHtndgukatopom VID, pasHbiM 100. Ans
Tpadwuka us IP-noacetn 192.168.1.0/24 (ycnyrn nepenaum Buaeo) MoxeT 6biTb HacTpoeHa VLAN Ha
OCHOBe noaceTen ¢ npuoputeToM 5 n naentndumnkatopom VID, paBHbiM 200. HakoHel, onsa Tpaduka
n3 IP-noacetn 10.1.1.0/24 (ycnyrn nepenayn AaHHbIX) MOXET 6biTb HacTpoeHa VLAN Ha ocHoBe
rnoaceTen c npuoputeToM 3 n naeHtndunkatopom VID, paBHbiM 300. Bce He nMelowme Teros
BXogswme kagpbl 6yayT knaccuduumpoBaTbCs Ha ocHoBe IP-noaceTn NCTOYHMKA, C HAa3HaYeHueM
COOTBETCTBYIOLWEro npuoputeTta. Takum obpasom, TpadumkK BUAEO NONYUUT HAUBBICLLMA MPUOPUTET, a
TpaduK nepeaaydun AaHHbIX — CaMbli HU3KUNA.
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Kagpbl ¢ Teramum
5 - UHTepHeT

-/

PucyHok 72 [Mpumep mcnonb3oBaHua VLAN Ha ocHOBe noaceTemn

Kappbl
0e3 TeroB

—

[ij

192.168.1.0/24

172.16.1.0/24
ViD=100 VID =200

=
\2—! i

10.1.1.0/24
VID = 300

9.6.1 Hacrtpownka VLAN Ha ocHOBe noaceTew
YT0o6bl 0TO6pPa3nTb NOKa3aHHbIA HUXE 3KpaH HacTpoek, Bbibepute Subnet Based VLAN Ha 3kpaHe

VLAN Port Setting.
MpumeyvaHue: VLAN Ha OCHOBe noaceTen MpUMEHSIOTCA TO/IbKO K HE UMELWMM TeroB
naketam m pabotatoT nwb npu ncnonblosaHum VLAN Ha ocHose Teros IEEE

802.1Q.
PucyHok 73 3JkpaH Advanced Application > VLAN > VLAN Port Setting > Subnet Based VLAN

=8 Subnet Baced VAN ) VLAN Configuration

Active
DHCP-Vian Override

Active
Name
P
Mask-Bits
VID
Priority

Add Cancel

Mask-Bits ViD Priority Delete

Index Active Name
Cancel

Delete
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 34 SkpaH Advanced Application > VLAN > VLAN Port Setting > Subnet Based VLAN Setup

NMOnEe OMNMUCAHUE

Active YcTaHOBUTE 3TOT NepekntoyaTtesnb, YTobbl BKIOUYMTL HA koMMyTaTope VLAN Ha ocHoBe
noaceTen.

DHCP-Vlan Mpwn BkAtoUEHUN DYHKUMM oTcnexnsaHns DHCP knmneHTbl DHCP MoryT o6HoBNsSTL cBOM IP-

Override aapeca yepe3 DHCP VLAN unu yepes apyron cepsep DHCP Bo VLAN Ha ocHoBe noaceTen.

YcTaHoBWUTE AaHHbIN NepeknyvaTtens, 4tobel knneHTel DHCP B aaHHoM IP-noacetun
npuHyanTensHo nonydanu IP-agpeca yepes DHCP VLAN.

Apply HaxxmmTte Apply, UTO6bI COXPaHWUTb N3MEHEHUSI B ONEpaTUBHON NaMsTM KOMMyTaTopa. OTu
HacTpoViku 6yayT yTepsiHbl B Clly4dae BbIK/IlOYEHMS KOMMyTaTopa unu nepebosi B nogave
NMUTaHUsi, NO3TOMY MO 3aBepLUEHUN HACTPONKM HEOBX0AMMO HaxaTb Ha CcCblike Save B
BEpXHEeN HaBUrauMoHHOM NaHenn ANs COXpaHeHUs U3MEHEHWI B SHEProHe3aBMCUMO NaMsATy.

Active YcTaHOBWUTE AaHHbIM NepekstoYvaTenb, YTobbl BKAOUYNTL co34aBaeMyto unm namMeHsiemyto VLAN
Ha OCHOBE MNOACETH.

Name BeeauTte o 32 andaBuTHO-UMDPOBLIX CUMBOJIOB AN 0603HayveHns gaHHon VLAN Ha ocHose
noAaceTu.

IP Beeaute IP-agpec noacetn, Ansa Kotopon Heobxoanmmo HacTpouTb VLAN.

Mask-Bits BeBeante konnyectso 6UTOB B Macke noaceTn. Ytobbl onpeaenntb Konn4yectso 6uToB,

nepeeseanTe MacKy MOACETU B ABOMYHYO (POPMY M NOACUYUTANTE YNCIIO €OUHUYHbBIX BUTOB.
Bo3sbmeM, kK npuMepy, Macky «255.255.255.0». 255 B ABonyHON popMe — 3TO BOCEMb eAUNHULL.
Bcero B Macke 3 6aiTa co 3HauyeHMeM «255», No3TOMy KOIMYECTBO eaMHUYHbIX 6UTOB ByaeT
TPpW Ha BoceMb (24).

VID BeeauTte naeHtudgurkatop cetn VLAN, K KOTOPOWN NpMBSA3bIBAIOTCA NPU NOMOLUM TEroB BCE He
MMewLwme Teros kaapsl n3 IP-noacetn ans gaHHoi VLAN Ha ocHoBe noacetu. JaHHas VLAN
A0MKHa 6bITb NpeaBapuTenbHO co3aaHa Ha skpaHax Advanced Applications, VLAN.

Priority BbibepuTe ypoBeHb NpMOpUTETA, Ha3Ha4YaeMbIi KOMMYTaTOpOM KaapaM n3 aaHHon VLAN.

Add Haxmnte Add, 4TO6bI COXPaHUTL M3MEHEHMS B ONEPaTUBHON NaMATM KOMMyTaTtopa. 3Tu
HacTpolikn ByayT yTepsiHbl B C/ly4yae BbIK/IIOYEHNS KOMMyTaTopa uan nepebos B nogave
NUTaHUs, NO3TOMY MO 3aBEPLUEHMN HACTPONKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEpXHEN HaBUrauMoOHHOW NaHenu Asisi COXpaHeHUs U3MEHEHUN B SHeproHe3aBMCUMOM NaMsTy.

Cancel Haxxmute Cancel, 4yTo6bl Ha4yaTb HACTPONKY Ha 3TOM 3KpaHe 3aHOBO.

Index Mopsaakosbii HoMep faHHoW VLAN Ha ocHoBe noacetwn. Haxatune Ha noboM u3 3TMX HOMepoB
no3BoJisieT OTpeAaKTMpoBaTb napamMeTpbl cywecTtsytower VLAN Ha ocHoBe NoaceTu.

Active B naHHOM none ykasaHo, sBnsietca nn aaHHas VLAN Ha OCHOBe NMoACeTU aKTUBHOM.

Name B sToM none otobpaxaetcs uma VLAN Ha OCHOBe MoAaceTw.

1P B 3ToM none otobpaxaetca IP-aapec noacetn ana aaHHon VLAN Ha ocHOBe noaceTw.

Mask-Bits B 3TOM none otobpaxaeTcs Macka NOACETU B BUAE KONIMYECTBA eANHUYHBIX BUTOB ANS AaHHOMN
VLAN Ha ocHOBe NoAceTH.

VID B paHHOM none otobpaxaetca naeHtndukatop VLAN ID ansa kagpos, NpuHaanexalmx K
AaHHol VLAN Ha ocHoBe noaceTu.

Priority B naHHOM none otobpaxaeTcs npuopuTeT, HasHavyaeMbln kKagpaM 3 gaHHon VLAN Ha ocHoBe
noAceTH.

Delete HaxkMuTe Ha AaHHY KHOMKY, 4Tobbl yaanuTb BblaeneHHble ana yaanenms VLAN Ha ocHoBe
noaceren.

Cancel Haxxmute Cancel, 4yTo6bl Ha4yaTb HACTPONKY Ha 3TOM 3KpaHe 3aHOBO.

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

101



naBa 9 BupTtyanbHble nokaneHble cetn (VLAN)

9.7 VLAN Ha ocHOBe NpoOTOKOJIOB

VLAN Ha ocHOBe NpOTOKO/I0B MO3BOASAIOT CrpynnnpoBaTb Tpaduk no normyeckmm cetam VLAN Ha
OCHOBE yKa3aHHbIX NPOTOKO/I0B. pn NOCTYN/eHNn OT yCcTpolicTBa 6onee HU3KOro ypoBHS Kaapa
yepes nopT (ana Kkotoporo HacTtpoeHa VLAN Ha OCHOBe MpoTOKOJ1a) KOMMYyTaTop NpoBepsieT, He 6bin
nun gobasnieH K HEMY Ter, a TakXXe MCNOoJib3yeMblii KaapOM NpoToKon. MNMakeTbl 6e3 Teros ¢ O AHMM U
TeM e npoTokosoM nomewatotca B ogHy VLAN Ha ocHoBe npoTokona. OgHo u3 npemmywects VLAN
Ha OCHOBE MPOTOKOJIOB 3aK/II0YAETCH B BO3MOXHOCTM HasHa4YeHns NpuopuTeTos Ans Tpaduka c
KOHKPETHbIM NMPOTOKOJIOM.

NMpumeyaHune: VLAN Ha OCHOBE NMPOTOKOJIOB NMPUMEHSIOTCS TOJIbKO K HE MMEKLWNM Teros
nakeTtam mn pabotatoT nnwb npu ncnonb3oaHum VLAN Ha ocHoBe TeroB IEEE
802.1Q.

Hanpumep, nyctb nopToel 1, 2, 3 1 4 npuHaanexart ctatudeckor VLAN 100, a noptel 4, 5, 6, 7 -
ctatnyeckorn VLAN 120. Nonb3osaTenb HacTpamBaeT VLAN Ha ocHoBe NpOTOKOJ10B A C MPUOPUTETOM
3 ans Tpadwmka ARP, npuHMMaemoro 4yepes nopthl 1, 2 1 3. Takxe HacTpamBaeTcss VLAN Ha ocHoBe
npoTokonoe B ¢ npuoputeTom 2 ansa tpadwmka Apple Talk, npuHMMaemoro yepes noptbl 6 U 7. B 3TOM
cnydae Becb Tpadumk ARP OT yCTpoMCTB 60/1€€e HM3KOro YPOBHS, NPUHUMAEMbIN Yepes3 nopThl 1, 2 1
3, 6yneT noMewaTbCcs B OAHY rpynny, a Becb Tpaduk Apple Talk, noctynatoowmii yepes noptel 6 n 7
- B ApPYryto, npuyem 370T Tpaduk byaet nmetb 6onee BbICOKUI MPUOPUTET MO CPAaBHEHUIO C
Tpadumkom ARP npu oTnpaBke Ha MarmcrTpasnbHbii KoMmmyTaTop C.

PucyHok 74 [pumep ncnonb3osaHna VLAN Ha 0CHOBE NpoOTOKOJ10B

9.7.1 Hactpowuka VLAN Ha ocHOBe NpPOTOKONOB

YT06bl OTKPbITb MOKa3aHHbIA HUXXE 3KpaH HacTpoek, Bbibepute Protocol Based VLAN Setup Ha
skpaHe VLAN Configuration.

NMpumeyaHune: VLAN Ha OCHOBE NMPOTOKOJIOB NMPUMEHSIOTCS TOJIbKO K HE MMEKLWNM Teros
nakeTtam mn paboTatoT nnwb npu ncnonb3oaHum VLAN Ha ocHoBe TeroB IEEE
802.1Q.
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PucyHok 75 3DkpaH Advanced Application > VLAN > VLAN Configuration > Protocol Based VLAN

Setup

-
Active
Port

Hame

VID

Priority

Protocol Based VLAN

Ethernet-type

VLAN Configuration

(Hex)

Index  Active

| Add | | Cancel |

Port Name Ethernet-type ViD Priority Delete

| Delete | | Cancel |

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6nuua 35 SkpaH Advanced Application > VLAN > VLAN Configuration > Protocol Based VLAN

Setup
MOnE OMNMUCAHUE
Active YcTaHOBWUTE 3TOT NepektoyaTesb, 4Tobbl BKIOUMTL AaHHYO VLAN Ha ocHoBe nmpoTokosa.
Port BBeauTe nopT, KOTOPbLIN Ao/MKeH 6bITb BKAOYEH B AaHHYI0 VLAN Ha ocHoBe npoTokona.
[aHHbI NOpT A0MKeH npuHaanexartb ctatndeckor VLAN — TONbKO B 3TOM Cllyyae OH MOXeT
ncnonb3oBatbcs BO VLAN Ha ocHOoBe npoTokona. [ononHUTENbHY0 MHMOPMaLmMio 0 HacTpolike
VLAN MOXHO HaiTh B ri. 9 Ha cTp. 90.
Name BeeauTte fo 32 andaBuTHO-UMDPOBLIX CUMBOJIOB A 0603HayYeHus AaHHol VLAN Ha ocHoBe

npoTokona.

Ethernet-type

BbibepuTe oaMH M3 NpeayCcTaHOBEHHbIX MPOTOKO/IOB M3 HMCMaZatoLwero cnnucka uim
BblbepuTe 3HaueHne Others 1 BBeaAWTE HOMEP NMPOTOKOJA B LWIECTHaAULATEPUYHOM BUAE.
Hanpumep, npotokon IP umeet B wectHaguaTtepmyHoM Buae Homep 0800, a npotokon Novell
IPX - Homep 8137.

Mpumeyanwme: MNpoTokonbl ¢ HoMepamu B grnanasoHe ot 0x0000 go 0x05ff (B
LecTHaguaTtepnyHom Buae) ucnons3oatb BO VLAN Ha OCHOBE MPOTOKOOB He

ponyckaercs.

VID Beeaute naeHtudukatop VLAN, koTopon npuHaanexut nopt. AaHHas VLAN gomkHa 6biTb
npeaBapuTenbHO co3aaHa Ha akpaHax Advanced Applications, VLAN.

Priority BbibepuTe ypoBeHb npuoputeTa, Ha3Ha4YaeMbli KOMMYTaTOPOM KaapaM u3 aaHHon VLAN.

Add Haxxmnte Add, 4TO6bI COXpaHUTb U3MEHEHUS B ONMEPaTUBHOM NaMsaTM KOMMyTaTopa. DTu
HacTporkun 6yayT yTepsiHbl B Cly4yae BblK/IIOYEHUS KOMMyTaTopa nan nepebos B nogave
NUTaHWS, NO3TOMY MO 3aBEpPLUEHUN HAaCTPOMKM HEOH6XOANMMO HaXaTb Ha CCbisike Save B
BepXHeW HaBUrauMoHHOW NaHenu Ans CoOXpaHeHUs U3MeHEeHU B SHeproHe3aBUCMMOM NaMsATy.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

Index MopsiakoBbIt HOMep aaHHol VLAN Ha ocHoBe npoTokofa. Haxatue Ha ntoboM ns atux
HOMepOB NO3BONISET OTPeAaKTMpoBaTb napameTpsbl cywecTsytower VLAN Ha ocHoBe
npoTokona.

Active B naHHOM none ykasaHo, siBasietcs An agaHHas VLAN Ha ocHOBe NpOTOKO/1a akTUBHOWN.
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Ta6nuua 35 SkpaH Advanced Application > VLAN > VLAN Configuration > Protocol Based VLAN
Setup (npoaosxeHne)

NMOnEe OMNMUCAHUE
Port B 5TOM none ykasaHo, Kakown NopT npuHaanexuT K gaHHon VLAN Ha ocHoBe npoTokona.
Name B 3ToM none otobpaxaetca ums VLAN Ha ocHoBe npoTokoJa.

Ethernet Type | B 3TOM none ykasaHo, kakoin n3 npotokonos Ethernet npuHagnexut k aaHHon VLAN Ha
OCHOBE MpOTOKONa.

VID B sToM none otobpaxaetcsa naeHtndukatop VLAN nopra.

Priority B naHHOM none oTobpa)kaeTca NpUOPUTET, Ha3HavyaeMbli kagpam ns gaHHon VLAN Ha ocHoBe
npoTokona.

Delete HaxxMuTe Ha AaHHY KHOMKY, 4Tobbl yaanuTb BblaeneHHble ana yaanedms VLAN Ha ocHoBe
NpOTOKOJIOB.

Cancel Haxxmunte Cancel, 4Tob6bl Ha4yaTb HAaCTPOWMKY Ha 3TOM 3KpaHe 3aHOBO.

9.8 HacTtpouka VLAN Ha ocHOBe nopToB

BupTyanbHble sloKasibHble CETU Ha OCHOBE NOPTOB — 3TO Takmne VLAN, B KOTOpbIX pelleHune o
rnepecoljike naketa npuHmMMaeTcs Ha ocHoBe MAC-azapeca Ha3HayeHMs U CBSA3aHHOro ¢ HUM nopTa.

Ons VLAN Ha ocHoBe nopToB TpebyeTcs paspelueHne ncxoaswen nepegaym Ans Bcex nopToB..
Takum obpasom, ytobbl NO3BONUTL ABYM MOSb30BaTeNsAM obwaTbca Apyr C APyroM, HanpuMep,
Mexay KOHdepeHU-3anamm B oTesnie, HeobxoAMMO paspeLllnTb UCXOAALYI0 nepeaadvy AaHHbIX ANS
obonx nopTosB.

VLAN Ha ocHOBe NOPTOB AEMCTBYHOT TOSIbKO Ha TOM KOMMYTaTope, Ha KOTOPOM OHW 6bl1n CO34aHbI.

NMpuMeyaHune: MNpu aktnsnposaHum VLAN Ha ocHOBe MOpTOB KOMMYTATOp MO YMOJYaHUIO
Ha3HavaeT e naeHtTudmkaTop 1. UaMeHnTb ero Henb3s.

MpumeyaHme: Ha Tex akpaHax (Hanpumep, IP Setup v Filtering), roe TpebyeTtcs BBectn
naeHtndumkaTtop VLAN, B KayecTBe Takoro naeHtndukatopa crieayer BBoamTb 1.

OkpaH HacTponku VLAN Ha OCHOBe MopToB NOKa3aH Ha creayolem pucyHke. B coctas VLAN BxoauT
ynpasnstowmin nopt CPU u Bce Ethernet-nopthbl.

9.8.1 Hacrtpownka VLAN Ha ocHOBe nopToB

Boibepute Port Based B kauectBe Tvna VLAN (VLAN Type) Ha akpaHe Basic Setting > Switch
Setup, 3atem BbibepuTe Advanced Application > VLAN B HaBuraumoHHol naHenu. MNossutcs
CnefywoLwmi aKpaH.
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PucyHok 76 2JkpaH Port Based VLAN Setup (All Connected)
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maBa 9 BupTyanbHble nokaneHsle cetn (VLAN)

PucyHok 77 3SkpaH Port Based VLAN Setup (Port Isolation)
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naBa 9 BupTtyanbHble nokansHbele cetn (VLAN)

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 36 Port Based VLAN Setup

MOJIE Description
Setting BbibepuTte 3HaueHune All connected vnn Port isolation.
Wizard

3HaueHune All connected o3HauaeT, 4YTO BCE NOPTbl MOryT 06MEeHMBATBCA AaHHbIM APYT C
APYroM, TO €CTb BUPTYyasibHbIX JIOKaNbHbIX CceTel HeT. BboibpaHbl BCce BXoASLIME N UCXOAALIMNE
nopTbl. DTOT BapMaHT Hanbosiee rmboK, HO B TO XXe BpeMsi HauMeHee 6e30MnaceH.

3HaueHune Port isolation o3HauaeT, 4TO KaXAabli NOPT MOXET 06MeHNBaTLCA AaHHBIMU TOJTIBKO
¢ ynpasnswwum noptom CPU, 1 HE MOXeT C ocTanbHbIMK nopTamu. Mpu 3ToM 6yayT BbIGpaHbI
BCE BXOASILLME MOPTbI, @ U3 UCXoASWMNX — ToNbko nopT CPU. 3TOT BapuaHT siBASIETCS CaMbIM
OrpaHMYyMBaloLWLNM, HO B TO Xe BpeMsl U caMbiM 6e30nacHbIM.

Cpenas BbI6op, HaXxxmuTe KHoNKy Apply (OHa HaxoAnTCA B MpaBOM BEPXHEWN YacTu 3KpaHa),
4TO6bl 0TO6PA3nTb 3KpaHbl B TOM BUAE, KaK yKa3aHOo Bbille. B 3TM HAaCTPONKN MOXHO BHOCUTb
n3MeHeHuns, AobaBnsaa UM yaansas BXoAswmne uanm NCXoasLwme nopTel, HO Toraa Heob6xoaMMo
HaxuMmaTtb KHoNKy Apply B HWXXHEN YacTn sKpaHa.

Incoming Bxoaswue nopTbl; BXOAALWMIA NOPT — 3TO TOT MOPT, Yepe3 KOTOPbIM NakeT AaHHbIX NOMNajaeT B
KOMMyTaTop. YT06bl NO3BONNTL ABYM @bOHEHTCKMM nopTam obwaTtbcsa Apyr ¢ Apyrom, oba
nopTta Heob6xoAMMO onpefenvTb Kak Bxoaswme. Yucna B BepxHeM psay OTHOCATCS K
BXOASLWMM NOPTaM, @ COOTBETCTBYIOLME UM UCXOASLWME NOPThI NepeyncneHsl cnesa.lopt CPU
— 3TO ynpasnsaoWwuii NOPT KOMMyTaTopa. Mo yMONYaHUIO OH BXOAUT B BUPTYasibHYIO
nokanbHyto ceTb co BceMn Ethernet-noptamu. Ecnu B coctas 3tor VLAN He BXOAUT KakoMm-
nmbo 13 NopToB, TO YNpaBAsATb KOMMYTaTOPOM Yepe3 3TOT NOpPT Hesb3s.

Outgoing cxoasiume nopTel; MCXOAAWMIA NOPT — 3TO TOT MOPT, Yepes3 KOTOPbIN NakeT AaHHbIX NOKMAAeT
KOMMyTaTop. YT06bl NO3BONNTL ABYM @bOHEHTCKMM nopTaM obwaTbCcs Apyr C ApyroM, oba
nopTta HeobxoanMMO onpeaennTb kak ucxoasiwme.Mopt CPU - 3To ynpasnsowmii nopT
KOMMyTaTopa. o yMonyaHuio OH BXOAMT B BUPTyasbHYIO NIOKasbHYO ceTb co Bcemu Ethernet-
noptamu. Ecnu B coctaB aToi VLAN He BXOAUT Kakon-mbo 13 nopToB, TO yNpaBisTb
KOMMYTaTOPOM Yepes 3TOT NMOPT HeNb3s.

Apply Haxmute Apply, uTOo6bl COXPaHUTb U3MEHEHMSA B ONepaTUBHON NamMaTn KOMMyTaTopa. OTu
HaCTpoOWKK ByAyT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMYyTaTopa unu nepebosi B nogaye
NMUTaHUs, NO3TOMY MO 3aBEPLUEHMN HACTPONKN HEOBXOAMMO HaxaTb Ha CCblike Save B
BEpXHEN HaBUrauMoOHHOW NaHenu Asisi COXpaHeHUs U3MEHEHU B SHEeProHe3aBMCUMOM NaMsTy.

Cancel Haxmute Cancel, 4To6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

9.9 CeTtb VLAN ronocoBou cBsA3u

CeTtb VLAN ronocoBom CBA3mn rapaHTUpPyeT COXpaHEHWE BbICOKOro KayecTBa nepeaaym ronoca Ha IP-
TenedoHe B MOMEHT NPOXOXAEHNS Yyepe3 NopTbl KOMMyTaTopa 6onblwnx 06bemMoB Tpaduka AaHHbIX.
FonocoBol Tpaduk C 3a4aHHbIM NPUOPUTETOM nepeaaeTcs no cneumanobHoi cetn VLAN, 1 Takum
obpas3om ocyllecTBnseTca pasaesieHne ronocoBoro Tpadurka u Tpadurka gaHHbIX, MPOXoasiero
yepes NopT KOMMyTaTopa.

CyLiecTByeT BO3MOXHOCTb YCTaHOBUTb YPOBEHb npuoputeta anst cetm VLAN ronocoBoi cBsi3n 1
nobasnTb B Hee MAC-aapeca IP-TenedoHOB OT onpeaeneHHbIX NponssoanTenen, NCNonb3lys ux
MAeHTUGUKATOPbI, YHMKaNbHble B npeaenax opraHmsaumm (Organizationally Unique Identifiers,
oul).

Bbibepute nyHkT Voice VLAN Ha akpaHe VLAN Configuration, ytobbl OTKpbITb 3KpaH HacTpoek,
M306paxXeHHbI Ha pPUCYHKE HUXe.

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

107



naBa 9 BupTtyanbHble nokaneHble cetn (VLAN)

PucyHok 78 3SkpaH Advanced Application > VLAN > VLAN Configuration > Voice VLAN Setup

Voice VLAN Global Setup

Voice VLAN

Priority

[ @ Voice VLAN Setup

VLAN Configuration

* Disable

i

Voice VLAN OUI Setup

Apply | | Cancel | | Clear

OUl address
OUl mask
Description
Add | | Cancel
Index OUl address OUl mask Description Delete

Delete | | Cancel

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 37 DkpaH Advanced Application > VLAN > VLAN Configuration > Voice VLAN Setup

NONE

ONMUCAHUE

Voice VLAN Global Setup

Voice VLAN

YT106bI BKNHOUMTL pyHKUMIO ceTn VLAN ronocoBoli CBSi3n, yCTaHOBUTE
paaunonepekntoyatens Voice VLAN. BeeanTte naeHtndunkatop cetn VLAN B
TEKCTOBOM MoJsie psiioM C paauonepektoyaTeneM, KOTopbli aCCOLUMUPOBAH C
AaHHon ceTbto VLAN ronocosoii cBsi3n. Ecnu Bkntovatbe dyHkumnto cetn VLAN
rosI0COBOW CBSI3M HE HYXHO, YCTaHOBUTe paanornepekntoyaTens Disable.

Priority

YcTtaHoBuTe ypoBeHb npuoputeta ana cetn VLAN ronocoBoi cBsiau, Bbibpas ero
13 Anana3oHa ot 0 go 7. 3HadeHue no ymonyaHuio — 5. Yem Bbliwwe
rnpvceavBaeMoe YMC/I0BOE 3HaYeHMe, TEM Bbllle YPOBEHb NpuopuTeTa ans
AaHHol cetn VLAN ronocoeow cBsisu.

Apply

HaxxmuTe Apply, 4T06bl COXpPaHWUTL N3MEHEHUSI B ONEPaTUBHON NaMsTK
KOMMyTaTopa. 3TN HacTpoWKM 6yayT yTepsiHbl B C/lydae BbIK/IHOUYEHUS
KOMMyTaTopa unu nepebos B nogaye nutaHus, NO3TOMY Mo 3aBepLUEHUMU
HaCTPOWKN HEO6XOAMMO HaXaTb Ha CCbliike Save B BepXHel HaBUraluMOHHOM
naHenu ans COXpaHeHUst U3AMEHEHUI B SHEPrOHE3aBUCMMOW NaMATH.

Cancel

Haxmute Cancel, 4To6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Clear

Haxmute Clear, 4Tobbl BEpHYTb 3Ha4Y€HUS NOJIel K HAaCTPOMKaM Mo yMOJIYaHUIO.

Voice VLAN OUI Setup

OUI address

Ykaxute MAC-agpec OUI npoussoautens IP-tenedoHa. MNepsble Tpu 6aliTa
coaepxaT naeHTUdbMKaTop NpoM3BoaAUTENs, @ NocneaHne Tpu 6alita —
YHUKasnbHbIA MAEHTUDUKATOP CTaHUMK.

OUI mask

Beeaute agpec macku OUI npoussoauntens IP-tenedoHa.

Description

BeBeauTte onuncaHue yctporictea cetn VLAN ronocosoli cBsA3un (He 6onee 32
cumBonoB). Hanpumep: Siemens.
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naBa 9 BupTtyanbHble nokansHbele cetn (VLAN)

Ta6nuua 37 SDkpaH Advanced Application > VLAN > VLAN Configuration > Voice VLAN Setup

NOnE OMUCAHUE

Add Haxxmute Add, 4TO6bI COXpaHUTb U3MEHEHUS B ONEPaTUBHOM NaMsTH
KOMMyTaTopa. 3TN HacCTPOnKn ByayT yTepsiHbl B C/lyyae BbIK/IIOYEHUS
KOMMyTaTopa unu nepebosi B nogaye nutaHuWsl, NOSTOMY MO 3aBEpLUEHUN
HacCTpOIMKM Heo6X0AMMO HaxaTb Ha CCblsike Save B BepXHel HaBuUrauMoHHOWN
naHenu Ans COXpaHeHUs U3MEHEHUI B SHEProHe3aBUCMMOW NaMaTH.

Cancel Haxxmute Cancel, 4To6bl HayaTb HaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.

Index 3TO0 none coaepXuT NopsakosBbln Homep ceTn VLAN ronocoson cBs3u.

OUI address 3710 none otobpaxaet agpec OUI cetn VLAN ronocoBoli cBs3u.

OUI mask 370 none nokasbiBaeT agpec Mackm OUI cetn VLAN ronocosown cBs3u.

Description 3710 none coaepxut onmcaHme cetn VLAN ronocosoii cBs3n ¢ agpecom OUIL.

Delete YcraHoBuTe nepekntoyaTtens Delete, uto6bl BhibpaTe 3anuck OUI ans cetn VLAN
rofI0oCOBOW CBA3M, KOTOPYO HEO6X0AMMO yAaNUTb.

Delete Haxmute Delete, yTo6bl yaanuTb BbiI6paHHYO 3anmMcb U3 UTOroBon Tabnuusbl.

Cancel Haxmunte Cancel, 4yTobbl CHATL BblAeseHne ¢ nepekntoyaTenein Delete.

9.10 Cetn VLAN Ha ocHoBe MAC-agpecosB

B ceTb VLAN, co3paHHY0 Ha ocHoBe MAC-aapecoB, MOXHO BK/IOUNTb BXoAsLME NakeTbl 6e3 Teros u
knaccuouumposaTb Tpaduk no MAC-agpecy UcTtouHuka naketa. Mpu noctynneHum naketos 6e3
Teros KoMMyTaTop uweT MAC-agpec UCTOYHMKA NakeTa B Tabnuue cootBetcTBus MAC-agpecos 1
ceten VLAN. Ecnu 3anucb B Tabnuue yaanocb HanTM, KOMMYyTaTop Ha3Ha4yaeT nakeTy
naeHTudumnkaTop cooreetcreytowen cetn VLAN. KomMyTaTop NpoBepsieT Ha3Ha4YeHHbIN
naeHtudumkatop VLAN B Tabnuue cetenn VLAN. Ecnu gaHHas cetb VLAN sBnseTca AelCTBYOLWENR, TO
KOMMYyTaTOp npogoskaeT 06paboTKy BxoAsLero naketa; B MPOTUBHOM C/ly4yae OH OTbpacbiBaeT 3TOT
naker.

370 PyHKLMS NO3BONSET MNOSb30BATENSAM MEHATbL NOPThI, He Npuberas kK nepeHacTporike cetn VLAN,
yTo obecneuymBaeT AOMNONHUTENbHYIO MOBUIbHOCTL. CeTn VLAN, co3pgaHHoM Ha ocHoBe MAC-
aApecoB, MOXHO Ha3Ha4YMTb OnpeaesieHHbIV NPUOpUTET, N Co3a4aTb Tabnuuy COOTBETCTBUSA MeXAy
MAC-agpecamu n ceTamu, ykasas onpegenieHHbln MAC-agpec UCTOYHMKA Ha 3KpaHe HacTPOMKKn
napametpos cet VLAN Ha ocHoBe MAC-agpecoB. Ha TOM e 3KpaHe MOXHO yAanuTb 3anucb Ans
cetn VLAN Ha ocHoBe MAC-agpecos.

YTobbl OTKPLITb CrieAyoWnii akpaH, Bbibepute B MeHio MAC-based VLAN B okHe VLAN
Configuration.
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naBa 9 BupTtyanbHble nokaneHble cetn (VLAN)

PucyHok 79 dkpaH Advanced Application > VLAN > VLAN Configuration > MAC-based VLAN

Setup

~@) Wac Based VLAN

Name
MAC Address
VID

Priority

Index

VLAN Configuration

Name

MAC Address VIiD

Priority Delete

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 38 DkpaH Advanced Application > VLAN > VLAN Configuration > MAC-based VLAN Setup

NOnE

OMUCAHUE

Name

BeBeauTte nms, coctosuee 3 andaBnTHo-UMDPOBLIX CMMBOIOB (He 6onee 32),
ansa aaHHon cetn VLAN Ha ocHoBe MAC-appecos.

MAC Address

Ykaxute MAC-agpec, KOTopblii HE06X0AMMO NpUBsS3aTb K 3anNUCK Aast AAHHOW
cetn VLAN Ha ocHoBe MAC-agpecoB. D10 none 6yaet cogepxatb MAC-aapec
MCTOYHMKA NakeTa AaHHbIX, KOTOPbIN ByaeT uckaTb KOMMyTaTop Mpw
NOCTYN/IEHUM BXOASILLMX NakeToB 6e3 Teros.

VID Ykaxute naeHtndukaTop (m3 ananasoHa ot 1 o 4094) cetn VLAN, KOTOpbIN
HeobXxoAnMO accouummpoBaTb C 3anncblo ans aaHHol cetu VLAN Ha ocHoBe MAC-
aApecos.

Priority Ykaxwute npuoputet (o1 0 go 7) 3anucm ansa cetn VLAN Ha ocHoBe MAC-agpecos.
Yem 6onblue ykasaHHoOe 4ncnio, Tem 6onee BbICOKUM ByaeT npuopuTeT 3anucu
ansa aaHHon cetu VLAN Ha ocHoBe MAC-appecos.

Add HaxxmMute Add, 4yTO6bI COXpaHUTb HOBYIO 3anuck ans cetn VLAN Ha ocHoBe MAC-
aApecos.

Cancel Haxxmute Cancel, 4Tobbl ounMcTUTL Nons 3anucu ana cetu VLAN Ha ocHoBe MAC-
afpecos.

Index 3To none nokasbiBaeT NOPSAKOBbIN HOMep 3anucn ansa cetn VLAN Ha ocHose
MAC-aapecos.

Name OT0 none nokasbiBaeT uMsa 3anucu anga cetm VLAN Ha ocHoBe MAC-azpecos.

MAC Address

370 nose noka3sbiBaeT MAC-agpec NCTOYHWKA, KOTOPbIA NpUBSA3aH K 3anvcu Ans
cetn VLAN Ha ocHoBe MAC-agpecos.

VID OTo none nokasbiBaeT naeHtTuounkaTop cetn VLAN Ha ocHoBe MAC-agpecos.

Priority 3TO noJsie rnokasbiBaeT yposeHb npuoputeTta cetn VLAN Ha ocHoBe MAC-aapecos.

Delete YctaHoBuTe nepekntoyatens Delete, 4To6bl BbibpaTh 3anunch ana cetn VLAN Ha
ocHoBe MAC-agpecoB, nognexaly yaaneHuio.

Delete Haxmunte Delete, yTo6bl yaanuTb BbiI6paHHYO 3anmMcb U3 UToroson Tabnuuebl.

Cancel HaxxmuTe Cancel, yTobbl CHATL BblaeneHue ¢ nepekntoyatenei Delete.
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naBa 9 BupTtyanbHble nokansHbele cetn (VLAN)

9.11 CnpaBo4Hasa TexHu4eckasa nHcgpopmauma

OTO pasaen CoAEepPXUT AOMNONHUTENbHYIO TEXHUYECKY0 nHdOopMauno No Bonpocam, o6cyxaaemMbimM B
TeKyLen rnase.

9.11.1 MNpumep cozpaHua VLAN Ha ocHoBe npoTtokona IP

B naHHOM npuMmepe nokasaHo co3gaHme VLAN Ha ocHOoBe npoTokona IP, B KOTOpYH BKAKOYaKTCA
noptel 1, 4 n 8. ns aToro He06X04MMO BbIMOAHUTE Cleaylowne AencTBmS:

1 AkTuBmpoBaTb AaHHYt VLAN Ha ocHOoBe nNpoToKona.

2 BBecTu HOMep NopTa, KOTOPbI A0MKEH 6biTb BKAOYEH B AaHHY0 VLAN Ha ocHoBe npoTokona.
Beeaunte 1.

3 Ykasatb ums-onucaHue gaHHol VLAN Ha ocHose npoTokona. Beegute IP-VLAN.
4 BbibpaTtb npoTokon. OcTaBbTe BbibpaHHOE MO YMOAYaHuio 3HaveHune IP.

5 Bsectu ngeHtudukaTop cyuwecrsytowen VLAN. B HaweM npuMepe UCMOb3YyeTCs yXe co3haHHas
ctatnyeckas VLAN c ngeHtudukatopom 5. Beegute 5.

6 OcCTaBUTb MPUOPUTET PABHbIM 3HAYEHWNIO MO yMoYaHuo 0 1 HaxaTb Add.

PucyHok 80 [Mpumep HacTtporikm VLAN Ha OCHOBe NpoToKofia

L ¢ VLAN Configuration
Active rd
Port 1
Hame IP-WLAM
- 1= v
Ethernet-type

Others (Hex)
VID g
Priority ar

Add Cancel
Index  Active Port Name Ethernet-type VID Priority Delete

Delete Cancel

YTobbl 106aBUTbL AOMONHUTENBbHbIE NOPTbI B AaHHY0 VLAN Ha oCHOBe npoTokona:

1 HaxMuTe Ha nMopsaKoBbi HOMep 3anucu B Tabnnue VLAN Ha ocHoBe NpOTOKO/I0B. Haxmute Ha 1
2 W3meHuTe 3HaudeHue B none Port Ha HoMep cneaytowero nopTta, KOTopbln Tpebyetca fobaBuThb.

3 Haxmute Add.
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HacTpouka nepecbisiiku Ha ocHoBe
ctatnyecknx MAC-apgpecoB

10.1 OG30p

B naHHOM rnaBe pacckasbiBaeTCs 0 HAaCTpOMKe npaBwui nepecblikm Ha ocHoBe MAC-agpecoB
YCTPOWNCTB B CETWU.

OnucaHHble HMXe 3KpaHbl UCMONb3YTCA ANS HaCTpOﬁKM nepecblsIkU Ha OCHOBe cTaTuyecknx MAC-
aapecos.

10.1.1 O yem paccka3sbiBaeTcs B 3TOM rnaBe

C nomouwbio skpaHa Static MAC Forwarding (pa3a. 10.2 Ha cTp. 112) MOXHO Ha3HaunTb
cratuyeckme MAC-appeca 415 nopToB.

10.2 HacTtpounka nepecbisiku Ha ocHoBe ctatuyeckux MAC-
agpecoB

Cratndeckmnin MAC-agpec — 3T0 agpec, BPYUHYIO BHeCeHHbI B Tabnnuy MAC-agpecoB. CTaTuyeckue
MAC-agpeca He nMetoT cpoka Aencteums. MNpu HacTporike npasun ansa ctatnyecknx MAC-agpecos
ANs nopTa onpeaensTcsa ctatndeckne MAC-agpeca. 3To NO3BOMSET CHU3UTb 06bEMbI
LUMpOKOBeELaTeNbHOro Tpadmka.

Mepecblaika Ha ocHoBe cTaTuvecknx MAC-agpecoB BMecTe cO cpeAcTBaMmn 6e30macHOCTM NopToB
MO3BONSAKT paspeLwmnTb 4OCTYN K KOMMYTaTopy TONMbKO TeM KOMMNbioTepaM, MAC-agpeca KOTOpbIX
ykasaHbl B Tabnunue MAC-agpecos ans noprta. bonee noapobHyto nHdopmMaumio o cpeacTeax
6e30nacHOCT NOPTOB MOXHO HanTu B rn. 19 Ha cTp. 161.

YT06bl OTKPbLITb 3KpaH HACTpPoeK, N306paxXeHHbIN HUXe, BbiIbepUTe B HAaBUFaLMOHHOM NaHenu
Advanced Application > Static MAC Forwarding.
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'nmaBa 10 HacTpolika nepecbinikn Ha ocHoBe cTtaTudecknx MAC-agpecos

PucyHok 81 DkpaH Advanced Application > Static MAC Forwarding

[ @) Static MAC Forwarding
A I
bl o (R T | |
Port |
Addl Cancell Clearl
Index Active Name MAC Address VD Port Delete
Deletel Cancell

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 39 SDkpaH Advanced Application > Static MAC Forwarding

NMOnEe OMNMUCAHUE

Active YcTaHoBMUTE 3TOT NepektoYaTtesb, YTobbl BKIKYNTb NpaBusio. MNpaBmnio MOXHO BPpEMEHHO
OTKIOYUTb, HE YAANSs ero, ec/ivm CHATb BblAE/IEHNE C 3TOro nepekatvartens.

Name BBeauTte uma-onucaHme, No KOTOPOMY MOXHO byaeT naeHTudUUNMpoBaTb 3TO NPaBUIO

nepecblsIkKn Ha OCHoBe cTaTnyecknx MAC-apgpecos.

MAC Address

BeeanTte MAC-aapec B COOTBETCTBYIOLEM (hOpMaTe, TO €CTb LWECTb Map WeCTHaALaTEPUUHbIX
yncen.

Mpumeyanne: Ctatnyeckne MAC-agpeca He UMEIOT CpoKa AENCTBUS.

VID BeeauTte naeHtndmkaumMoHHbii Homep VLAN.

Port BBeauTe HoMep nopTa, Ha KOTOpbIM 6yaeT HanpaBnaTbcs Tpaduk ans MAC-aapeca,
BBEAEHHOro B NpeablayLem nosne.

Add Haxmnte Add, 4To6bI COXPaHUTL NPaBK/IO B ONEPATUBHON NaMAaTM KOMMyTaTopa. 370
npaBuio byaeT yTepsiHO B C/lyvae BbIK/IIOYEHMS KOMMyTaTopa uan nepebos B nogave
NUTaHWS, NO3TOMY MO 3aBEPLUEHUN HAaCTPOMKM He0H6X0ANMMO HaxaTb Ha CCbiike Save B
BEpPXHEW HaBUraLuMOHHOW NaHenNn AN COXPaHEeHUs N3MEHEHWUI B SHEPrOHE3aBMCUMON NaMATH.

Cancel Haxmnte Cancel, 4To6bl BEPHYTbLCA K COXPAaHEHHbIM 3HAYEeHUAM MOJeN.

Clear Haxmute Clear, 4ytobbl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

Index HaxmMnTe Ha NoOpsiAKOBLIN HOMEpP, YTO6bl M3MEHUTb NPaBWJIO NEPECHLISIKM Ha OCHOBE
cTaTnyecknx MAC-agpecoB Ansi AaHHOro nopra.

Active B 3TOM none ykasaHo, akTMBHO AaHHOE NpaBuJI0 NepPeChbISIKM Ha OCHoBe cTaTnyeckmx MAC-
agpecos (Yes) nnu Het (No). NMpaBuio MOXHO BPEMEHHO OTKJIIOUUTL, HE yaanss ero.

Name BeBeauTte nmMsi-onncaHme, No KOTOPOMY MOXHO ByAeT naeHTUdUUMpoBaTb 3TO NPaBUIO

rnepecblsIKM Ha OCHoBe cTtaTnyeckmx MAC-agpecos.

MAC Address

B sTom none otobpaxaetca MAC-aapec, a Takxe naeHTMduKkaumoHHbln Homep VLAN, koTopown
npuHaanexunt MAC-agpec.

VID B 3TOM none otobpaxaetcsa naeHTMduUKaumoHHbI HoMep rpynnbl VLAN.

Port B 3TOM none otobpaxaeTcs NopT, Ha KOTOPbIN 6yaeT HanpaBnsaTbca Tpaduk ans MAC-aapeca,
YKa3aHHOro B cocefHeM none.

Delete Haxmnte Delete, 4To6bl yaanuTb BbiIOpaHHY 3anmMcb U3 UTOroBoKW Tabnuubl.

Cancel Haxmunte Cancel, 4Tobbl CHATH BblAeNeHMe C nepekstoyaTenel Delete.
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MHOFOﬂApECHaﬂ PpacCCbiJjiKa Ha OCHOBe
CTaTn4eCKuUX agpecoB

11.1 O6G30p HACTPOMKM MHOroagpPeCcHON paccChbISsiKU Ha
OCHOBE CTaTU4eCKMX aapecoB

B AaHHOM rnaBe pacckasbliBaeTcs 0 HAacCTPOiKe MpaBui Nepecbiiku Ha ocHoBe MAC-aapecoB
MHOr0aIpeCHOM PAacChIfiKM YCTPOWCTB B CETH.

C noMoLbio 3TUX 3KPaHOB MOXHO HACTPOUTb MapaMeTpsl MHoroaApeCHon PaccCblJIKn Ha OCHOBe
CTaTU4YECKNX aapecosB.

11.1.1 O yem pacckasbiBaeTcsl B 3TOU rnase

C nomouwbto 3kpaHa Static Multicast Forward Setup (pa3a. 11.2 Ha cTp. 115) MOXHO HacTpouTb
npaBunia Nepecblyikn onpeaeneHHbIX Kagpos MHOFOB,qpeCHOVI paccblsikKu, HanpuMmep, Kaapos
NOTOKOBOW Nepefayuun uian ynpasnsowmx Kagpos, Ha onpeaesieHHble NopThl.

11.1.2 Y710 HeoOXO0aAMMO 3HATb

MAC-agpec MHOroagpecHom paccbinku — ato MAC-agpec 4neHa rpynnbl MHOroaApeCHOM pacCblUIKK.
CraTmMyecknii agpec MHOroaapecHom paccbisikm — 310 MAC-agpec MHOroagpecHo paccbliiky,
KOTOpbIl 6611 AobaBneH B Tabnuuy MHOroaapecHOW pacchbisikv Bpy4Hyto. CTaTMyeckne agpeca
MHOroaApecHOl pacCblIKM HE UMELOT CpoKa AelCcTBUA. MHOoroagpecHas pacchblsika Ha OCHOBe
CTaTU4YecKMX agpecoB NO3BOASET aAMUHUCTPATOPY OpraHM3o0BaTb MepecbliKy KaapoB
MHOroaApecHOl pacCblIKM Ha onpeaesieHHble NopThbl, He SBASIOWNECS YeHaMn rpynnbl.

Ecnn B rpynne MHOroagpecHoOM pacCbllKM HET Y1eHOB, TO KOMMyTaTop Anbo nepecblnaeT Kaapbl
MHOroaApecHOl paccbllKM Ha Bce nopTbl, nbo oTbpackiBaeT nx. Ha pmc. 82 nokasaH npouecc
nepecblsIKU HEM3BECTHbIX KaApOB MHOroaApecHOW pacchisikn Ha Bce nopTbl. C MOMOLLbLO
MHOroaApecHO pacCblsIKM Ha OCHOBE CTaTMYeCKMX aapecoB MOXHO OpraHM30BaTb MepecbllKy 3TUX
KaZApOB MHOroaApecHOM pacchbiiki Ha nopThl, Bxoaswme B rpynny VLAN. Ha puc. 83 nokasaHbl
Kagpbl, NepecblylaeMble Ha YyCTPOMCTBA, NOAK/OYEHHble K NopTy 3. Ha puc. 84 nokasaHbl Kaapsbl,
rnepecbisiaeMble Ha NOpThbl 2 U 3, KOTOopble BXoAAT B rpynny VLAN 4.
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[maea 11 MHoroagpecHas paccblfika Ha OCHOBE CTaTUYECKNX aapecoB

PucyHok 82 MHoroagpecHas pacchblflka Ha OCHOBE CTaTUYeCKMX aApecoB OTKJI0OUEeHa

=)

NW

PucyHok 83 MHoroagpecHas paccblsika Ha OCHOBE CTaTUUYeCKUX apecoB Ha oAuH nopT A

N
N

-
-

11.2 HacTpouka MHOroagpecHou pacchbifsiku Ha OCHOBe
cTaTU4YecKux agpecosB

C noMoLLblo 3TOMO0 3KpaHa MOXHO HaCTPOUTL MpaBu/ia NEPECHISIKM onpeaesieHHbIX KaApoB
MHOr0aZpeCHOM pacchbliik1, HanpuMep, KaapoB NMOTOKOBOM NnepeAayun UM yrnpasasowmnx Kagpos, Ha
onpeaesieHHble NopThl.

YT06bl OTKPbITb 3KPaH HACTpOeK, n3obpaxkeHHbI HMXe, BbibepuTe B MeHto Advanced Application
> Static Multicast Forwarding.
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maea 11 MHoroagpecHas paccblfika Ha OCHOBE CTaTU4ECKMX aapecoB

PucyHok 85 DkpaH Advanced Application > Static Multicast Forwarding
L

Active
Name

MAC Address

VID
Port
|Add | | Cancel | | Clear |
Index Active Name MAC Address VID Port Delete

Delete Cancel

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 40 SDkpaH Advanced Application > Static Multicast Forwarding

NMOnEe OMNMUCAHUE

Active YcTaHOBUTE 3TOT NepekntoyaTtesb, YTobbl BKAKYNTL NpaBusio. MNpaBmnio MOXHO BPpEMEHHO
OTKJIIOUUTb, HE YAanss ero, ecsiv CHATb BblAesIeHne C 3TOro nepektvarens.

Name Beeaute umsa-onucanme (8o 32 otobpaxaembix ASCII-cMMBOMIOB) ANs AaHHOMO npaBunia

MHOroaApecHOM pacchblfIkn Ha OCHoBe ctaTtndeckmnx MAC-agpecos. OHO 6yaeT ncnonbL3oBaTbCs
TONbKO ANS naeHTUdUKaumm.

MAC Address

Beeagute MAC-agpec MHOroaapecHOW pacChbisikv, KOTOPbIA naeHTuduUmMpyeT rpynny
MHOroaApecHOW paccbiiku. NocneaHnii ABOMYHBIA pa3pss nepeon napbl oktetoB MAC-agpeca
MHOroaApecHOM paccbliku AonxeH 6biTb paseH 1. Hanpumep, nepsas napa oKTETOB yMcna
00000001 paBHa 01, a B wecTHaguaTepuyHon HoTaummn Yncno 00000011 pasHo 03,
cooTBeTCTBEeHHO, aapeca 01:00:5e:00:00:0A n 03:00:5e:00:00:27 asnsatoTtcs
AericteButenbHbiMu MAC-agpecamMym MHOroagapecHOM pacChblfiKK.

VID

CyuiecTByeT BO3MOXHOCTb OpraH1M30BaTb Nepeckiiky kagpos ¢ MAC-agpecaMn Ha3HavyeHus,
COOTBETCTBYOLWMX KpUTepmsiM otbopa, Ha nopTbl B npeaenax rpynnbl VLAN. YKaxuTte B 3TOM
nosne yucno, kotopoe naeHtTudbunumpyet rpynny VLAN. B oTcyTCTBME KOHKPETHOW LieNeBomn
cetn VLAN B 3TOM none cnepyet ykasaTtb 4ucno 1.

Port

YKaxuTe nopTbl, Ha KOTOpble AO/KHbI NepecbkinaTbCs kKaapbl, YeM MAC-agpec Ha3HayeHus
COOTBETCTBYET KpuTEpMsIM 0T6Opa, yKa3aHHbIM B 3anvcu Bblilwe. B 3TOM none MOXHO ykasaTtb
Asa n 6onee nopToB, pa3aeneHHbix (6e3 npobenos) cumBonamm 3anaton (,) nnu gedwuca (-).
Hanpumep, 3anucb «3-5» 6yaeTt o3HayaTb nopTbl 3, 4 1 5. YT06bI YKa3aTb NopTbl 3, 51 7,
BBeAUTE B 3TOM NoJsie 3HayeHue «3,5,7».

Add

Haxmnte Add, 4TO6bI COXPaHUTbL NPaBU/IO B ONEPATUBHON NaMAaTM KOMMyTaTopa. IT0
npasuno 6yAeT yTepsiHO B C/lydae BbIK/IOYEHUS KOMMyTaTopa unu nepebos B nogaye
NUTaHWS, NO3TOMY MO 3aBEPLUEHUN HAaCTPOMKM HEOH6XOANMMO HaxaTb Ha CCbiike Save B
BEpXHEW HaBUTrauMOHHOM NaHeNn Ansi COXpaHeHUs U3MEHEHUWI B SHEPrOHE3aBUCMMOM NaMSTU.

Cancel

Haxmute Cancel, 4TObbI BEPHYTbCA K COXPaHEHHbIM 3HAYEHUAM nonen.

Clear

Haxmute Clear, 4yTobbl Ha4yaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Index

LLlenkHUTE N0 NOpsSiAKOBOMY HOMepy, Y4TO6bl U3MEHUTbL NPABUIO MHOrOAAPECHON PacChisiKM Ha
ocHoBe cTaTtndecknx MAC-agpecoB ansa AaHHoOro nopta (Mam NopTos).

Active

B 3TOM none ykasaHo, akTMBHO AaHHOE NpaBw/I0 MHOr0aAPEeCHOW pPacChlisIKM Ha OCHOBE
ctatuyeckmnx MAC-agpecos (Yes) nan HeT (No). MpaBnio MOXHO BPEMEHHO OTKIIOUYUTb, He
yaansas ero.
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[maea 11 MHoroagpecHas paccblfika Ha OCHOBE CTaTUYECKNX aapecoB

Ta6nuua 40 SDkpaH Advanced Application > Static Multicast Forwarding (npoaonxeHue)

NONE

OMUCAHME

Name

370 none oTob6paXkaeT UMs-oNmncaHue, No KOTOPOMy MOXHO 6yAeT naeHTUbULMPOBaThL 3TO
NpaBuI0 MHOrOAAPECHOW PacChblsIKU Ha OCHOBE CcTaTudecknx MAC-aapecos.

MAC Address

370 none otobpaxaer MAC-aapec MHOMOaAPECHOM PacCbliK1, KOTOPbIA naeHTudbULmMpyeT
rpynmny MHOrOaApPEecHO PacchiiKu.

VID 3To none nokasbiBaeT naeHtTudukaTop rpynnsl VLAN, B KoTOpyto ByAyT nepecbinaTbCs Kaaphl,
coaepxauime ykasaHHble MAC-agpeca MHOroaZApecHOM paccCbliku.

Port DTO none nokasbiBaeT nopTt (Wi NopThbl), BXoAsdwme B AaHHY rpynny VLAN, Ha KoTopble
6yayT nepecbinaTbCs Kaapbl, coaepxalume ykasaHHble MAC-agpeca MHOroazapecHom
paccChblIKN.

Delete Haxmunte Delete, 4Tobbl yaanunTb BbibpaHHYHO 3anncb N3 MToroson Tabnuuebl.

Cancel Haxmunte Cancel, uTobbl CHATE BblAeNneHne ¢ nepeknodaTtenel Delete.
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PunbTpauus

12.1 O6G30p punsTpaumumn

B sTon rnaee onucaHa dunbtpaums MAC-agpecos Ha nopTax.

OunbTpaumsa NO3BoONSET OTCEMBATb TpaduK, NPOXoAALMI Yepe3 KOMMYyTaTop, Ha ocHose MAC-
aZpeca NCTOYHMUKA U/MNN NYHKTa Ha3HadyeHusa u naeHtudunkaTopa rpynnsl VLAN.

12.1.1 O 4yem paccka3blBaeTCA B 3TOM rnaBse

C nomouwbto akpaHa Filtering (pa3a. 12.2 Ha cTp. 118) MOXHO co3aaTth npaBuna ang Tpaduka,
npoxoasiLero Yepes KoMMyTaTop.

12.2 Hactpounka npaBuna punbsTpayum

C NOMOLLbIO 3TOr0 3KpaHa MOXHO co34aTb NpaBuna CbVIJ'IpraLI,VIVI Ans Tpaqlea, npoxoasuiero 4yepes

KOMMyTaTop. YT06bl 0TO6Pa3nTb NOKa3aHHbIA HUXKE 3KPpaH, BbibepuTe B HAaBUraLuMOHHOW NaHesnmn
Advanced Application > Filtering.

PucyHok 86 DkpaH Advanced Application > Filtering
[ @) Filtering ]

Active O
Name |
7 Discard source
Action

[ Discard destination
l__

VviD

ﬂcﬂ Cancell Clearl

Index Active Hame MAC Address viD Action Delete

Delete | Cancel |
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maea 12 dunbTpaums

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 41 SkpaH Advanced Application > Filtering

NMOnE OMUCAHME

Active YcTaHoBWTe 3TOT nepekntoyaTenb, YTobbl BKAOYNTL NpaBuio. MNpaBuio MOXHO BPEMEHHO
OTK/II0YUTb, HE yAanss ero, ec/iv CHATb BblAeNIeHne C 3TOro nepeknayvartens.

Name BeeauTte nmsi-onucaHme (4o 32 otobpaxaembix ASCII-cuMmBONOB) ANs 3Toro npasuna. OHo
6yaeT ncnonb3oBaTbCs TONBKO AN UAEHTUHMKALNK.

Action Bei6epuTe Discard source, 4To6bl 0OT6pacbiBaTh Kaapbl OT ykazaHHoro MAC-agpeca ncTovyHuka
(ykasaHHoro B none MAC). lNMpwu 3ToM KOMMyTaTop OyAeT NOo-nNpexHeMy oTNpasBAsTb Kaapbl Ha
yKasaHHbIn MAC-agpec.

BeibepuTte Discard destination, uto6bl oTbpackiBaTb Kaapbl Ha ykasaHHbIn MAC-agpec
Ha3HauyeHus (ykasaHHbii B none MAC). Mpu 3ToM KOMMyTaTop 6yAeT no-npexHeMy nosy4yatb
Kagpbl 0T ykasaHHoro MAC-agpeca.

Bbi6epuTte Discard source n Discard destination, 4To6bl 6n10kMpoBaTh Tpaduk oT
ykasaHHoro B none MAC agpeca v Ha 3TOT agpec.

MAC Beeante MAC-azpec B COOTBETCTBYHOLWEM hopMaTe, TO €CTb LWECTb Nap WecTHaaUuaTEPUYUHbIX
yucen.

VID BBeante naeHTUdMKaUMOHHbIA HoMep rpynnbl VLAN.

Add Haxmunte Add, 4TO6bl COXPaHUTL M3MEHEHMS B ONEPATUBHON NaMATM KOMMyTatopa. 3Tu
HacCTpoliku 6yayT yTepsHbl B Clly4ae BbIK/KOYEHUS KOMMyTaTopa uniun nepebos B nogadye
nUTaHWs, NO3TOMY MO 3aBepLUEHNM HAaCTPOMKN HeOBX0AMMO HaxxaTb Ha CCbl/ike Save B BepXHeW
HaBUrauMOHHOW NaHenu ANs COXpaHEHUS U3MEHEHUI B SHEPrOHEe3aBMCMMOM NaMsATy.

Cancel Haxmunte Cancel, 4Tobbl COHpOCUTL MONS K NpeablAyLLMM 3HAYEHUAM.

Clear Haxmute Clear, 4Tobbl BEpHYTbCA K 3aBOACKMM HaCTPOMKaM.

Index B aTOM none otobpaxaeTcs NOpsAKOBbIA HOMep NpasBuna. HaxmuTte Ha 3TOT HOMep, YTobbI
U3MEHUTb HACTPOWMKMU.

Active B sToM none otobpaxaetcs Yes, ecnv npaBuio aktueHo, 1 NO, ecnu npaBmio OTK/IHOYEHO.

Name B sTOM none otobpaxaeTcsa uma-onucaHne ans gaHHoro npasuna. OHo 6yaeT ncnonb3oBaTbCs
TONbKO ANS uaeHTUudbuKaumm.

MAC B 3ToM none otobpaxaetcas MAC-agpec UCTOUYHMKA/MYHKTa Ha3HAYeHUs, a Takxe

Address naeHTudunkaunoHHbli Homep VLAN, koTopon npuHagnexut MAC-agpec.

VID B 3ToM none otobpaxaetcs naeHTUdUKaUuMoHHbI HoMep rpynnbl VLAN.

Delete B cton6bue Delete ycTtaHOBMTe nepeknoyaTeny nNpaBus, KOTOpble HYXXHO yAanuTb, 3aTEM
HaxxmuTe kHornky Delete.

Cancel Haxmute Cancel, 4Tobbl CHSATb BblAeNeHMe C nepekntoyaTenel B ctonbue Delete.
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13

[lpoToKON NoKpbiBakOLWEro aepeBa

13.1 O630p npoToKona NoKpbiBawLero gepesa (Spanning
Tree Protocol)

[aHHbI KOMMYTaTOp noaaepXXmBaeT NPOTOKO NokpbiBatowero gepesa (STP), 6biCTpbI NpOTOKON
nokpbiBatowero gepesa (RSTP) 1 NpoTOKON HECKONbKUX 3K3EMMASPOB NOKPbIBAKOLWEro Aepesa
(MSTP), kak 3To onpeAesnieHo B ceayowmux cTaHaapTax.

e IEEE 802.1d - npoTokon NoKkpbiBaloLWero gepesa
e IEEE 802.1w - 6bICTpbI1 NPOTOKOJ/T MOKpPbIBAOLWeEro gepesa

e JEEE 802.1s — NpOTOKO/ HECKOJIbKMX 3K3EMMNISPOB MOKPbIBAOLWEro AepeBa

[aHHbIl KOMMYTaTOpP TaKXe MO3BOJIIET HACTPOUTb HECKObKO KOHMUrypaumin STP (HeCKobKo
nepesbeB). Mocne 3Toro nNopThbl MOryT 6bITb OTHECEHbI K Pa3/IMUHbIM AEpPEBbSM.

13.1.1 O yem paccka3sbiBaeTcsl B 3TOM rnaBe

e C nomoubto 3KkpaHa cocTtosiHna Spanning Tree Protocol (pa3a. 13.2 Ha cTp. 123) MOXHO
NMPOCMOTPETL CTaTyC npotokosna STP B pa3nuuHbix pexumax STP (RSTP, MRSTP unun MSTP),
KOTOpbl€ MOXHO HAaCTPOUTb Ha KOMMYyTaTope.

¢ C nomouiblo 3kpaHa Spanning Tree Configuration (pasa. 13.3 Ha cTp. 124) MOXHO
aKTMBMPOBaTb HA KOMMyTaTope OAMH 13 pexumos STP.

e C nomouwbto akpaHa Rapid Spanning Tree Protocol (pa3a. 13.4 Ha cTp. 125) MOXHO
HacTpouTb NapameTpbl pexuma RSTP.

¢ C nomowbio 3kpaHa Rapid Spanning Tree Protocol Status (pasa. 13.5 Ha cTp. 127) MOXHO
OTKpPbITb 3KpaH COCTOSIHUSI, N306paxeHHbIi Ha PUCYHKE HUXE.

e C nomouwbto a3kpaHa Multiple Rapid Spanning Tree Protocol (pa3za. 13.6 Ha cTp. 128) MOXHO
HacTpouTb nNapameTpbl pexuma MRSTP.

e C nomouwbio skpaHa Multiple Rapid Spanning Tree Protocol Status (pa3a. 13.7 Ha cTp. 130)
MOXHO MPOCMOTpPETb cocTossHMe MRSTP.

e C nomouwbto akpaHa Multiple Spanning Tree Protocol (pa3a. 13.8 Ha cTp. 131) MOXHO
HacTpouTb napameTpbl MSTP.

e C nomouwbio skpaHa Multiple Spanning Tree Protocol Status (pa3za. 13.10 Ha cTp. 136)
MOXHO MPOCMOTPETb COCTOSAHMEe MSTP.

13.1.2 Y10 He0oOXO0AUMO 3HaATb

O3HaKkoMbTeCh C NpUBEAEHHON HMXe MHdOopMaLmen o npoTokone STP, koTopas NOMOXeT B paboTe ¢
3KpaHaMn, ONNCaHHbIMUN HNXE B 3TOW rnase.

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920
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(BbICTpbIN) NPOTOKOMN NOKpPbIBaKoLLEro AepeBa

Mpotokon (R)STP o6HapyxnBaeT U pa3pbiBaeT CETEBbIE NETNM U 0becneuynBaeT HanM4yme 3anacHbIX
KaHanos Mexay KOMMyTaTopaMu, MOCTaMu uUian MapwpyTtmnsatopamm. OH NO3BOISIET KOMMYTaTopy
B3anMMOAeNCcTBOBaTb C APYrMMK YCTPOMCTBaMu, nogaepxusatowmmm npotokon (R)STP, 6narogaps
yeMy AOCTUraeTCs Hannyue TONIbKO O4HOro MyTU MexAay bbiMU ABYMSA CTaHUMAMU B CETH.

[aHHbI KOMMYTaTOp NoAAepXUBaeT ObICTPbIN NPOTOKONA NoKpbiBaowero gepesa RSTP,
onpeaeneHHbin ctaHaapToMm IEEE 802.1w. OH obecneunBaeTt 6osee 6bICTPYO CXOAMMOCTb
NMoKpbIBatoLero gepesa No cpaBHeHUto ¢ STP (1 B TO xe BpeMs 06paTHO COBMECTUM C MOCTaMu,
noaaepXxuBarLWmMMm Tosibko npoTokon STP). Mpu ncnonb3oBaHn RSTP nHdopMaumsa 06 namMeHeHumn
TOMNOJSIOrMMN HENOCPEACTBEHHO pacnpoCTpPaHSIeTCs Mo BCEW CeTU OT YCTPOMCTBA, Bbi3BaBLUErO
n3MeHeHue Tononormu. Mpu ncnonblosaHnn STP ansa atoro Tpebyetcs 6onbllee BpeMs, Tak Kak
YyCTPOWMCTBO, Bbl3BaBLLUEe M3MEHEHMe TOMOAOrMKn, Npexae Bcero yseaomnser 06 aToM KOpHeBOW
MOCT, KOTOpPbIlA B CBOIO oUYepedb pacnpoCTpaHSET U3aMeHeHMe no cetn. Kak B RSTP, Tak u B STP
OCYLLECTBNSIETCA yAasleHMe HEHYXXHbIX NOJlydeHHbIX aapecoB M3 6a3bl AaHHbIX duabTpauunmn. MNpu
ncnonb3oBaHnn RSTP nopT MoxeT HaxoamnTbcs B cocTosiHuax Discarding, Learning n Forwarding.

MpuMeyaHne: B gaHHOM pyKOBOACTBE MOJib30BaTesNid YyNoMnHaHue «STP» OTHOCUTCA Kak K
npotokosny STP, Tak n K npotokosy RSTP.

TepmuHonorus STP
KOpHEBOﬁ MOCT — 3TO OCHOBaHME NOKpbIBaOLWEro Aepesa.

CTOMMOCTb NyTU — 3TO CTOMMOCTb Nepefayun Kazpa B JIOKaSbHYI0 CeTb yepes 3ToT nopT. CTOMMOCTb
pekoMeHAyeTcsl Ha3HadaTb B 3aBUCUMOCTU OT CKOPOCTU KaHana, K KOTOPOMY MOAK/YEH nNopT. Yem
MeasieHHee KaHan, TeéM Bbille CTOMMOCTb.

Tabnuua 42 CTOMMOCTb NyTen npoTtokona STP

CKOPOCTb PEKOMEHAOYEMOE | PEKOMEHAOYEMbIU OONYCTUMbIU

KAHANA 3HAYEHUE OUAMA3O0H OUATMA3OH
CTomMocCTb Nyt 4 Méut/c 250 OT1 100 no 1000 OT1 1 po 65535
CTouMoCTb NyTH 10 MéwuT/c 100 Ot 50 go 600 OT 1 po 65535
CTomMoCTb Nyt 16 Méut/c 62 OT1 40 o 400 OT1 1 po 65535
CTouMOCTb NyTH 100 MéwuTt/c 19 Ot 10 go 60 OT 1 po 65535
CTomMocCTb NyTn 1 réuwt/c 4 Ot 300 10 OT1 1 po 65535
CTonMoCTb NyTn 10 Méut/c OTrlp05 OT 1 po 65535

Ha ka>aoM MOCTYy KOPHEBbIM MOPTOM SIBJIIETCS MOPT, Yepe3 KOTOpbIi AaHHbIA MOCT OCYLLECTBASIET
CBSI3b C KOPHEM. TakuM MOpPTOM Ha AaHHOM KOMMYTaTOpe ABMASETCSA NOPT C HAaMMEHbLUE CTOMMOCTbIO
nyTV K KOpPHIO. EC/iM KOpHEBOrO NopTa HEeT, TO AaHHbIM KOMMYTaTOP CYMTAETCS KOPHEBbIM MOCTOM
CeTu MOKpbIBaloLLEro Aepesa.

[na Kaxaoro cerMeHTa JIoKanbHOW ceTu BblbupaeTcs HazHavyeHHbI MocT. Cpean BCEX MOCTOB,
NOAKMIOUYEHHbIX K JIOKa/IbHOM CETU, STOT MOCT MMEET HaMMEHbLLYI CTOMMOCTb MYTU K KOPHIO.

Kak pabotaet npotokon STP

Mocne Toro, Kak MOCT C MOMoLLblo NpoTokona STP onpeaensieT NokpbiBatoLlee AepeBo C
HaNUMEHbLLEN CTOMMOCTbIO MYTU, OH aKTUBUPYET KOPHEBOI MOPT U MOPThl, Ha3HAUEHHbIE AN
NOAKJ/TIOUYEHHbIX JIOKANIbHbIX CETEN, a TakXKe OTK/I0UYAEeT BCE OCTallbHble NOPThl, NPUHMMaOLLME
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y4yacTtume B nokpbiBawweM gepese. CeTeBble NakeTbl, TaKUM o6pa30M, HanpaBndanTCA TOJIbKO 4YeEpeE3
NOAKNKYEHHbIE NMOPTbl, YTO UCKJTKOYAET BO3MOXHOCTb BOBHUKHOBEHNA CETEBbLIX NMETENb.

KoMMyTaTopbl, Noaaepxueatolime npotokon STP, neproanyeckm ob6MeHmBaoTcsa 6/10KaMmn AaHHbIX
MOCTOBOrO npoTokosa (BPDU). Mpu M3MEHEHUN TOMONIOrMM NIOKaNbHOWM CETU, COeANHEHHOR MOCTaMu,
co3/aeTca HOBOE NOKpbIBatollee AepeBo.

Mocne co3aaHna cTtabuibHOW CETEBOWM TOMNOMOMMKN BCe MOCTbI oxuaatoT 6n1okos BPDU tuna Hello ot
KOpHeBOro MocTta. Ecnu MocT He nonydaeT 6noka AaHHbIX Hello no ncreyeHmnn 3apaHee
onpeaeneHHoro nHTepeana (Max Age), TO OH MOHMMAET 3TO KakK OTCYTCTBME KaHana K KOpHEBOMY
MOCTYy. Tor4a 3TOT MOCT NpeAnpUHUMAET NOMbITKM CBA3aTbCS C APYrMMKU MOCTaMu, YTobbI
NepeHacTpouUTb CETb U CO3AaTb HOBYIO AENCTBYIOLLYIO CETEBYIO TOMOMOTUIO.

CocTtosiHuA nopToB No npotokony STP

B uensax ycrpaHeHus 3aunK/IMBaHUS MNakeToB NpoTokosa STP Ha3HayaeT nopTy o4HO U3 NATU
COCTOSIHMI. [N npeaoTBpalleHns NosiBNeHNS KpaTKOBPEMEHHbIX NeTesflb He pa3peLlaeTcs
nepekstoyeHmne nopta MocTa U3 COCTOAHMSA 6N1OKMPOBKN HEMOCPEACTBEHHO B COCTOSIHME NEPECHINIKY.

Tabnuua 43 CoCTOSIHMS NOPTOB MO NpoTokony STP

COCTOARVE | onucanmE

Disabled MpoTokon STP oTkAtoueH (MO yMoNYaHuio).

Blocking MpuHumatotTca n obpabaTtbiBatoTCa TONLKO nakeTbl BPDU HacTpolriku 1 ynpasnieHus.

Listening MpuHumatoTcs M obpabaTbiBatoTcs BCce nakeTbl BPDU.
Mpumeyanue: CoctosiHne «Listening» He ncrnonbayercs B RSTP.

Learning MpuHumatoTcsa n obpabaTtbiBatoTcsa BCce NakeTbl BPDU. Kagpbl MHbopMauum HanpasnsoTcs
npoueccy nosy4yeHus (3anoMMHaHMA), HO HE MepecbInarTCs.

Forwarding MpuHumatoTca n obpabatbiBatoTca BCce NakeTbl BPDU. Bce kaapbl MHDOpMaLum NpMHUMaoTCs
W nepecbinarTcs.

BbICTPbI NPOTOKON HECKONbLKUX 3K3eMMNISAPOB NOKPbIBaloLLero agepesa

MpoTokon MRSTP (6bICTPbIA NPOTOKONT HECKOJIbKMX 3K3EMMJISPOB MOKpbIBatowWwero gepesa, Multiple
RSTP) npeacraBnsiet cobon pupmeHHyto pyHkunto ZyXEL, coBmecTtuMyto ¢ npoTtokonamum RSTP un
STP. NMoaaep>xka MRSTP no3BossieT HAaCTPOUTb HA KOMMYyTaTope HEeCKO/1bKO 3K3eMMsipoB
MOKpbIBaloLero AepeBa M Ha3HayaTb NOPTbl KaXAoMy AepeBy. Kaxaoe 13 NoKpbiBaOLWMX AepeBbeEB
paboTaeT He3aBMCUMMO C UCMOIb30BaHMeM COB6CTBEHHON MHbOpMaLMn 0 MOCTax.

B nokasaHHOM HMXe npuMepe Ha KoMMmyTaTope A ncnosb3ylTcs aBa sk3emnnspa RSTP (MRSTP 1 un
MRSTP2).

Ons HacTpoliku MRSTP Heobxoammo BkNtoUYMTb MRSTP Ha KOMMyTaTtope U ykasaTb NopThl,
npuHagnexalive K Kaxaomy M3 3K3eMnaspoB MoKpbiBaloLWero gepesa.

MpuMeyaHme: Kaxabli MOPT MOXET NPUHAANEXaTb TOJIbKO K 0AHOMY aAepeBy STP.
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PucyHok 87 [lpumep ceTu c noaaepxkonn MRSTP

Mpotokon MSTP

MpOTOKON HECKONbKMX 3K3EeMMISIPOB MokpbiBatowero aepesa MSTP (IEEE 802.1s) obpaTHo
COBMeCTUM € npoTokonammn STP/RSTP u ycTpaHsieT orpaHuyeHns, XxapakTepHble ANs CyLeCcTBYOLWNX
npoTokosioB STP u RSTP 3a cueT peanunsaumm crenyrowmnx gyHKUnn:

e OpHo obulee 1 BHYTpeHHee nokpbiBatowee gepeso (Common and Internal Spanning Tree, CIST),
npeacTaBnsitollee CTPYKTYpPY CBSI3HOCTU BCEW CETH.

e [PynnMpoBKa HECKOSIbKMX MOCTOB (MM KOMMYTUPYHOLNX YCTPOWCTB) B PErMOHbI, KOTOpble
paccMaTpuBalOTCS CETbI Kak OA4MH MOCT.

e CBs3biBaHMe VLAN c KOHKpeTHbIM 3K3eMMN/SipOM NokpbiBatowero gepesa (MSTI). bnarogaps MSTI
MOXHO MCMO/b30BaTb OAHO M TO Xe MOoKpblBaKLee AepeBo AN Heckonbknx ceten VLAN.

e B0O3MOXHOCTb 6anaHCcMpoBKM Harpysku 6narogaps UCnonb30BaHMIO AN Tpaduka pasanyHbIX
VLAN KOHKpPETHbIX NyTel B pervoHe.

13.2 CocTosiHMe nNpoTOoKOsia NOKpbIBaKoLero Agepesa

Bua sKkpaHa COCTOSIHMA MPOTOKO/Ia NOKPbIBAOLWEro AepeBa 3aBUCUT OT TOr0, KakoW cTaHAapT 6bin
BblbpaH Ans ceTn.YTo6bl OTKPbLITb NPUBEAEHHbIA HUXE 3KpaH, BbibepuTe B MeHio Advanced
Application > Spanning Tree Protocol.

PykoBoacTtBo none3oBatens ansi cepumn GS1920
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PucyHok 88 DkpaH Advanced Application > Spanning Tree Protocol
[ @) Spanning [ree Protocol Status Configuration RSTP MRSTP MSTP

Spanning Tree Protocol: RSTP

L

Time Since Last Change 0:00:00

Bua naHHOro akpaHa 3aBUCUT OT TOro, Kakon ns pexumos STP (RSTP, MRSTP unu MSTP) 6bin
Bbl6paH Ha komMMmyTaTope. MoapobHoe onucaHne AaHHOro 3KpaHa NpUBOAUTCS B pasaerne,
CcrneAyowmM 3a pa3aenioM C ONMCaHUEM HACTPOMKM COOTBETCTBYOLWeEero pexuma STP. Ytobbl BbibpaTh
0AVH 13 pexumoB STP ana koMMmyTaTopa, Haxmute Ha Configuration.

13.3 HacTtpounka npoTtoKkorna nokpbiBaroLiero gepesa

Ha skpaHe Spanning Tree Configuration MOXXHO akTMBMpOBaTb Ha KOMMyTaToOpe OAMH U3
pexunmoB STP. Beibepute nyHkT Configuration Ha skpaHe Advanced Application > Spanning
Tree Protocol.

PucyHok 89 3SkpaH Advanced Application > Spanning Tree Protocol > Configuration

[ @) Spanning Tree Configuration Status

% Rapid Spanning Tree
Spanning Tree Mode = Multiple Rapid Spanning Tree
= Multiple Spanning Tree

Applyl Cancel |

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6bnuua 44 DkpaH Advanced Application > Spanning Tree Protocol > Configuration

MOnE OMNMUCAHUE
Spanning Tree Ha koMMyTaTope MOXHO aKTUBMPOBaTb OAUH U3 pexnmoB STP:
Mode

Bbibepute Rapid Spanning Tree, Multiple Rapid Spanning Tree nan Multiple
Spanning Tree. O6wyto nHdopMaumo o STP MoxHO HalTu B pa3a. 13.1 Ha cTp. 120.

Apply HaxxmuTte Apply, UTO6bl COXpaHUTbL U3MEHEHUSI B ONEPaTUBHON NaMsTM KOMMyTaTopa. 3Tu
HacTpoWiku 6yayT yTepsiHbl B Clly4ae BblK/IlOYeHMs KOMMyTaTopa unu nepebosi B noaave
NUTaHWs, MO3TOMY MO 3aBepLUEHNN HAaCTPOWMKM HEOBXOAMMO HaxaTb Ha CCbiike Save B
BEpXHeW HaBUrauMOHHOW MaHesnu Ans CoOXxpaHeHUs U3MEHEHUM B SHeproHe3aBUCUMOM
namsiTu.

Cancel HaxmMnte Cancel, yTo6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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13.4 HacTtpomnka ObICTPOro npoToKosia NOKpbIBaloLero
aepeBa

C noMoLLbio 3TOro aKpaHa MOXHO HAaCTpPOUTb NapameTpbl pexnma RSTP, 6onee noapobHyto
nHdopMaumio o pexxmme RSTP MOXHO HanTu B pa3a. 13.1 Ha cTp. 120. Beibepute nyHKT RSTP Ha
skpaHe Advanced Application > Spanning Tree Protocol.

PucyHok 90 DkpaH Advanced Application > Spanning Tree Protocol > RSTP

[ Rapid Spanning Tree Protoco Status
Active
Bridge Priority 32768 ~
Hello Time 2 Seconds
MAX Age 20 Seconds
Forwarding Delay 15 Seconds
Port Active Edge Priority Path Cost
1 128
2 128
3 128 4
\/\/\/\/\/W\/\/\/
\/\/\/\/\/\/W
45 128 4
47 128 4
43 128 4
49 128 4
50 128 4
(ool [ Gancel

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 45 SkpaH Advanced Application > Spanning Tree Protocol > RSTP

NMOnEe OMNMUCAHUE

Status BbibepuTte Status, uTo6bl 0TO6pa3nTb akpaH coctossHna RSTP Status (cM. puc. 91 Ha
cTp. 127).

Active YcTaHOBUTE 3TOT NepekntoyaTtesb, YTobbl BKAUYNTL NpoTokon RSTP. CHUMUTe BblaeneHne

C nepekntoyvartens, 4ytobbl oTKAOYUTL RSTP.

Mpumedanne: Ytobbl BKNoUMTL NpoTtokon RSTP Ha kommyTaTope, HeobxoanMo Takke
akTmBmpoBatb pexum Rapid Spanning Tree Ha akpaHe Advanced Application >
Spanning Tree Protocol > Configuration.

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920
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Ta6nuua 45 SDkpaH Advanced Application > Spanning Tree Protocol > RSTP (npoaonxeHue)

NONE

OMNMUCAHUE

Bridge Priority

MpropuTeT MOCTa UCNonb3yeTcs AN OnpeaeneHnss KOPHEBOro KOMMyTaTopa, KOPHEBOro
nopTa 1 Ha3HayeHHoro noprta. KoMMyTaTop C HamBbICLLIMM NPUOPUTETOM (HanMeHbLUee
YNCNOBOE 3HAYEeHME) CTaHOBUTCS KOPHEBLIM KOMMYTaTOpoOM npotokona STP. Ecnu y Bcex
KOMMYTaTOpPOB OAMHAKOBbIA NMPUOPUTET, TO KOPHEBbLIM CTAHOBUTCA KOMMYTaTOPOM C
HanMeHbwnM MAC-agpecoM. Bbibepute 3HaueHMe B HUCNaAaloLwWweM Cnncke.

YeM MeHbluee 4nucnoBoe 3HavyeHne byaeTt BbibpaHo, TeM Bbiwe 6yaeT NPUoOpUTET Y 3TOrO
MocTa.

MapameTp Bridge Priority onpenensieT KopHeBOW MOCT, KOTOPbIA, B CBOI O4Yepesb,
onpepenset napametpbl Hello Time, Max Age n Forwarding Delay.

Hello Time BpeMeHHOW nHTEpBan B cekyHAax Mexay KOHdurypauuoHHbIMM cooblieHnsamm BPDU
(6n10KM AaHHbBIX MOCTOBOMO NPOTOKONA), FEHEPUPYEMbIMU KOPHEBBIM KOMMYTaTOpPOM.
[rana3oH AonyCcTUMbIX 3Ha4YeHui — oT 1 o 10 cekyHA.

Max Age MakcumManbHoe BpeMsi (B CekyHAax), B TeYeHWe KOTOPOro KOMMYTaTop MOXET

npocrameaTb, He nony4as coobweHnin BPDU, npexxae 4em OH npeanpuMeT NonbITKY
NPON3BECTN HACTPOWKY 3aHOBO. Bce MopTbl KOMMyTaTopa (3@ UCKIOYEHNEM Ha3HaYeHHbIX
NOPTOB) AO/MKHbI Nony4vaTb coobuweHns BPDU yepes perynsipHble NPOMEXyTKN BPEMEHM.
JMobon nopT ¢ ycTapeswen nHdopmaumen npotokona STP (coaepxawencsa B nocnegHemM
coobuieHnn BPDU) cTaHOBUTCS Ha3HayeHHbIM MOPTOM AN NOAK/IOYEHHOM JIOKaNbHOMN
cetun. Ecnun 310 KOPHEBOW MOPT, TO HOBbIN KOPHEBOM NOPT BblibMpaeTcsa U3 NopToB
KOMMYyTaTopa, NOAK/IOYEHHbIX K ceTU. lnanasoH AOMYCTMMbIX 3Ha4YeHun — oT 6 ao 40
CEKYHA,.

Forwarding Delay

BpemeHHOW MHTEpBan (B CEKyHAAX), B TEYUEHNE KOTOPOro KOMMYTatop OXWAAET, npexae
YeM CMEHUTb COCTOSIHUA. DTa 3a4epxkkKa HeobxoamMma Ans Toro, 4Tobbl KOMMyTaTOP yCnen
noay4nTb MHOPMaLIMIO O TONOIOMMM MPEXAe, YeM OH HAYHET nepecbinatb Kaapbl. Kpome
TOro, Kaxxaomy nopTty TpebyeTcsa BpeMs Ana NonyyvyeHus nHpopmaumm o KoHbInKTax,
KOTOpasi MOXET 3aCTaBUTb €ro BEPHYTbCS B COCTOSiHWE 610KMPOBKMW; B MPOTUBHOM Cily4ae
MOryT BO3HUKHYTb BPEMEHHbIE NETAN AaHHbIX. [lnana3oH AONYyCTUMbIX 3HAYEHUI — OT 4 A0
30 cekyHA.

Kak npaswuno:

Mpumeyanwne: 2 * (Forward Delay — 1) >= Max Age >= 2 * (Hello Time + 1)

Port

B 3TOM nose oTobpa)xaercs HoMep nopTa.

HacTpoiku B 3TOM CTPOKE NMPUMEHSIIOTCA KO BCEM MOpTaM.

ITy CTPOKY HEO6XO0AMMO MCMOb30BaTh SIMWb B TOM C/ly4yae, eciiv HacTPOIKM BCEX MOPTOB
[OJIKHBI 6bITb 0ANHAKOBbIMM. C MOMOLLbIO 3TOW CTPOKM MOXHO CHayasa Ha3HauuTb obuine
ANs BCEX MOPTOB HAaCTPOWMKM, @ 3aTEM BHECTU HEOBXOAMMbIE U3MEHEHUS HA YPOBHE
OTAeNbHOro nopra.

MpumeyaHune: IameHeHns1 B JaHHOW CTPOKe Cpasy Xe KonnpyrTcd Ha BCe NOPThI.

Active

YcTaHOBUTE 3TOT NepektoyaTesb, YTobbl BKAKUYNTL Ha 3TOM NopTy npoTokon RSTP.

Edge

YcTaHoBUTE 3TOT NepeksoyaTtesib, YTobbl BbiIGpaTh A/ NOpTa Posib FPaHUYHOMO MopTa,
€C/IM OH HaMNpPSAMYIO NOAK/IOYEH K KOMMbIOTEPY. MPaHUYHbIA NOPT HEMEANEHHO MEHSET
CBOE MepBOHaYasibHOE COCTOsIHUE Kak nopTa STP ¢ 6/10KMpPYIOLWEro Ha NepeckinatoLLee,
MUHYSI COCTOSIHUSI NPOCNYLIMBAHUA M 3aNoOMUHaHKsA, cpasy nocne Bbi6opa 3Toro nopra B
KauyecTBe rpaHUYHOro UK NOCNe U3MEHEHUS COCTOSIHUS COEAUHEHWNS Ha 3TOM MOPTY.

MpumedaHne: MpaHWYHBIV NOPT NepecTaeT BbITb TAKOBLIM, KaK TONBLKO OH nonyyaet 6ok
AaHHbIX MOocTOBOro npotokona (BPDU).

Priority

34ecb MOXHO onpeaenvTb NPUOPUTET A KaXAoro U3 NopTos.

YpoBeHb NpuopuTeTa ONpeaensieT, Kakol n3 NopToB HYXHO OTK/OYNTb, KOraa Ha
HECKONIbKMX MopTax KoMMyTaTopa obpasyetcs netns. MNopTbl ¢ 60n1ee BbICOKMM 3Ha4YeHneM
npuopuTeTa OTKIOYAKOTCA NepBbiMU. JONyCTUMBbIM Anana3oH 3HadeHun — ot 0 go 255, no
YMO/IYaHMIO yCTaHaBNMBAETCS YpOBeHb npuoputeta 128.
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Ta6nuua 45 DkpaH Advanced Application > Spanning Tree Protocol > RSTP (npoaosxeHue)

NOJIE OMUCAHUE

Path Cost CTOMMOCTb NYTW — CTOMMOCTb NepeAayvn Kagpa B IOKaNbHYI CeTb Yyepes3 3TOT MnopT.
[aHHoe 3HavyeHne pekoMeHAyeTcs BbibMpaTb B 3aBMCUMMOCTM OT CKOPOCTM MoCTa. Yem
HUWXe CKOPOCTb, TEM Bbille CTOMMOCTb — A5 NOJSyYEeHUS AOMNOSHUTENBHONW MHDOPMaLMmM
cM. Tabn. 42 Ha cTp. 121.

Apply Haxxmute Apply, UTO6bI COXpPaHUTb N3MEHEHUS B ONEPaTMBHOW NaMsaTU KOMMyTaTopa. OTu
HaCTPOMKKN ByAyT yTepsiHbl B C/ly4ae BbIK/IOYEHUS KOMMyTaTopa unaun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEO6XO0AMMO HaXaTb Ha CCbisike Save B
BEepXHeW HaBUrauMOHHOW MaHesnu Ans CoOXxpaHeHUs U3MEHEHU B SHeproHe3aBUCUMOM
namaTw.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

13.5 CocTosiHMe ObLICTPOro NPOTOKOsa NOKPbIBaKOLLEro
aepeBa
YT06bI OTO6Pa3nTL CrieayowWwmnii aKpaH coctosHus, Bbibepute nyHkT Advanced Application >

Spanning Tree Protocol B HaBuraumoHHon naHenu. bonee nogpobHyto nHpopmaumio o RSTP
MOXHO HanTu B pa3a. 13.1 Ha cTp. 120.

MpumMmeyaHue: [aHHbIM 3KpaH AOCTYNeH Nulb B TOM Cfly4ae, ecim Ha KoMMyTaTope 6bin
BK/ItOYEeH npoTtokon RSTP.

PucyHok 91 3SkpaH Advanced Application > Spanning Tree Protocol > Status: RSTP
[ @) Spanning lree Protoceol Status Configuration RSTP MRSTP MSTP

Spanning Tree Protocol: RSTP

Our Bridge

o Maxhge(second) e D
gRLonwandinDelay(SECOn®8.. ... ... oo lte o n e el s
oSt Bridge e
N LTI ..o D00 st et e et e
Topology Changed Times 1]

Time Since Last Change 00000

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 46 SkpaH Advanced Application > Spanning Tree Protocol > Status: RSTP

MNOJE OMNCAHUE

Configuration Haxmunte Configuration, 4to6bl BbibpaTh HY>XHbIV pexum STP. YTo6bl U3MEHUTb
HacTporikn RSTP komMmyTaTopa, Haxmute RSTP.

Bridge Root oTHOCUTCA K OCHOBaHWIO MOKpbIBaloLero Aepesa (KopHeBoW MocT). Our Bridge -
AaHHbIN KOMMYyTaTOp. [laHHbI KOMMYTaTOp TakXXe MOXET 6biTb KOPHEBLIM MOCTOM.
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Ta6nuua 46 DkpaH Advanced Application > Spanning Tree Protocol > Status: RSTP (npogonxeHune)

NMOnE ONMUCAHUE

Bridge ID YHUKanbHbI nAEHTUHUKATOP AaHHOMO MOCTa, COCTOSILWMI U3 YPOBHSA NPMOpPUTETA MOCTa U
MAC-agpeca. Ecnm KomMmyTaTop ABASIETCA KOPHEBLIM, TO B nNonsax Root 1 Our Bridge
yKa3blBaeTCH OAWH M TOT Xe naeHTudukartop.

Hello Time BpemeHHON nHTepBan (B CeKyHAax), B TeUEHME KOTOPOro KOPHEBOM KOMMYTaToOp

(second) nepeaaeT KOHMUrypaumoHHoe coobuieHne. 3HaveHns napameTpos Hello Time, Max Age u

Forwarding Delay onpeaensieT KOpHEBOW MOCT.

Max Age (second)

MakcuManbHoe BpeMs (B CEeKyHAax), B TEYEHME KOTOPOro KOMMYTaTop MOXeT
npocTamBaTb, He Moslyyast KOHMUrypaumMoHHOro coobLLeHUsl, Npexae YeM OH npeanpumeT
MOMbITKY MPOU3BECTM HACTPOIKY 3aHOBO.

Forwarding Delay
(second)

Bpems (B cekyHAax), B TEYEHME KOTOPOro KOPHEBOW KOMMYTAaTOp OXWUAAET Nepes CMeHoM
cocTosiHuiA (To ecTb OT Listening k Learning u 3atem k Forwarding).

Mpumevanue: CoctosiHme «Listening» He ncrnonbayercs B RSTP.

Cost to Bridge

CTOMMOCTb NYTW OT KOPHEBOrO MopTa Ha AaHHOM KOMMyTaTope K KOPHEBOMY
KOMMYyTaTopy.

Port ID

YpoBeHb NpPYOPUTETA M HOMEP MOPTa Ha KOMMYTaTope, Yepes KOTOPbIi STOT KOMMYyTaTop
[OJKEH CBA3bIBATLCS C KOPHEM MOKPbIBAIOLWEro AepeBa.

Topology Changed
Times

KonunuyecTtBo cMeH KoHdUrypaLmm nokpbiBaoLLero Aepesa.

Time Since Last
Change

BpemMsi, npolwealuee ¢ NnocnefHein cMeHbl KOHMOUIYpaLun NMoKpbiBaoLLEero Aepesa.

13.6 Hactpounka npotokona MRSTP

YT06bI HacTpouTb NpoTokon MRSTP, BbibepuTe nyHKT MRSTP Ha skpaHe Advanced Application >
Spanning Tree Protocol. bonee noapo6bHyto nHdpopmaumo o MRSTP MOXHO HaTh B pa3a. 13.1 Ha

cTp. 120.

PucyHok 92 SkpaH Advanced Application > Spanning Tree Protocol > MRSTP

[ ¢ Vultiple Rapid

Tree
1

Active

2

43
49
50

Active

panning Iree Protocol Status
Bridge Priority Hello Time MAX Age Forwarding Delay
32768 ~ 2 seconds 20 seconds 15
32768 ~ 2 seconds 20 seconds 15
Edge Priority Path Cost Tree
1~
128 4 1~

S R N e
L~

128 4 1~

128 4 1~
128 4 1~
128 4 1~

Apply | | Cancel
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 47 SkpaH Advanced Application > Spanning Tree Protocol > MRSTP

MOnE OMNMUCAHMUE

Status Haxxmnte Status, ytobbl oTo6pasnTb akpaH coctosiHus MRSTP Status (cMm. puc. 91 Ha
cTp. 127).

Tree MopsaakoBbii HOMep AepeBa STP (TONbKO ANa YTeHUs).

Active YcTaHOBUTE 3TOT NepektoyvaTtesnb, YTobbl BKAOUYNTL AepeBo npoTtokona STP. CHumuTe

BblAE/IEHME C MepekyaTens, YTobbl OTKIUYUTL AepeBo npoTokona STP.

Mpumeyanne: Ytobbl BKkNouMThE Npotokon MRSTP Ha kommyTaTope, Heo6X0AMMO Takke
aktmeumpoBatb pexum Multiple Rapid Spanning Tree Ha akpaHe Advanced
Application > Spanning Tree Protocol > Configuration.

Bridge Priority

MpuoputeT MOCTa UCNOMb3YETCH ANS OnpeAeneHns KOPHEBOro KOMMyTaTopa, KOPHEBOrO
rnopTa M HasHayeHHoro nopta. KoMmMmyTaTtop C HauBbICLUMM MPUOPUTETOM (HauMeHbLlee
UMCNOBOE 3Ha4YeHUe) CTaHOBUTCS KOPHEBbIM KOMMYTaTopoM npoTtokona STP. Ecnu y Bcex
KOMMYTaTOpPOB OAMHAKOBbIA NMPUOPUTET, TO KOPHEBbLIM CTAHOBUTCA KOMMYTaTOPOM C
HanMeHblwnM MAC-agpecoM. BbibepuTte 3HayeHNe B HUCMAAaloLWEM CNMCKe.

YeM MeHbllee YMCoBoe 3HaveHne 6yp,eT BblspaHO, TEM Bbllle 6y,qu NMPUOPUTET Yy 3TOIro
MOCTa.

MapameTp Bridge Priority onpenenser KopHeBOW MOCT, KOTOPbIA, B CBOIO o4Yepeab,
onpepensieT napametpbl Hello Time, Max Age n Forwarding Delay.

Hello Time BpemeHHOW MHTEpBan B CeKyHAax Mexay KOH@UrypaumoHHbiMu cooblieHnammn BPDU
(610KM AaHHbBIX MOCTOBOIO NPOTOKONA), FreHEPUPYEMbIMW KOPHEBBLIM KOMMYTaTOPOM.
[Onana3oH fonycTMMbIX 3Ha4yeHui — oT 1 o 10 cekyHa.

Max Age MakcumanbHoe BpeMs (B CeKyHAAX), B TEYEHWE KOTOPOro KOMMyTaTop MOXeT

npocrameaTtb, He nosy4yas coobleHuii BPDU, npexae yem OH npeanpuMeT NonbITKy
NPON3BECTU HACTPOWKY 3aHOBO. Bce nopTbl KOMMyTaTOpa (3a UCK/IIOYEHUEM HAa3HAYEHHbIX
NopTOB) AO/KHbI Noay4aTb coobuweHns BPDU yepes perynsipHble NPOMEXYTKU BPEMEHMU.
Joboit nopT c ycTapeswei nHhopmMaumer npotokona STP (coaepxkalleiics B NOCNeAHEM
coobuweHnn BPDU) cTaHOBUTCA Ha3Ha4YeHHbIM NOPTOM A1 MNOAK/IIOYEHHOW STOKaNbHON
cetu. Ecnun 310 KOpPHEBOW MOPT, TO HOBbIM KOPHEBOM NOPT BbibUpaeTcs U3 NOpToB
KOMMyTaTopa, NOAKIIOYEHHbIX K ceTW. [lnana3oH A0NYCTUMbIX 3HAaYeHUI — oT 6 A0 40
CeKyHA.

Forwarding Delay

BpemeHHOW MHTepBan (B CeKyHAax), B TeYEeHUEe KOTOPOro KOMMyTaTop OXuAaaeT, npexae
UEM CMEHUTb COCTOSIHMS. DTa 3ajepxkKa HeobxoauMa Ans Toro, 4tobbl KOMMyTaTOp ycnen
nony4mTb MHGOPMaLMIO O TOMOJIOMMKN NPEeXAe, YeM OH Ha4yHeT rnepecbinaTb Kaapbl. Kpome
TOro, KaXxxaoMmy nopTy TpebyeTcsa BpeMs Ana NonyyeHus uHpopMmaumm o KoHdInKTax,
KOTOpasi MOXeT 3aCTaBUTb €ro BEPHYTbCS B COCTOSIHME B610KMPOBKMU; B MPOTUBHOM Clly4yae
MOTyT BO3HMKHYTb BPEMEHHbIe NeTNN AaHHbIX. [lnanasoH 40NYCTUMbIX 3HAYEHUN — 0T 4 10
30 cekyHa.

Kak npasuno:

Mpumeyanue: 2 * (Forward Delay — 1) >= Max Age >= 2 * (Hello Time + 1)

Port

B 3TOM nosie oTto6pa)aeTcs HoMep nopra.

HaCTpOﬁKM B 3TOM CTpOKe NPpUMEHAKTCA KO BCEM NOpTaM.

DTy CTPOKY HEO6XOAMMO UCMOMNb30BaTh JINLb B TOM C/lydae, ec/iv HacTPOMKKN BCEX MOPTOB
AOJIKHbI 6bITb 0AMHaKOBbIMKU. C MOMOLLbIO 3TOM CTPOKM MOXHO CHavasa Ha3zHaunTb obLime
ONS BCEX NOPTOB HAaCTPOWNKM, @ 3aTEM BHECTU HEO6X0ANMbIE U3MEHEHMSA Ha YPOBHE
OTAENbHOro nopTa.

MpumeyaHne: N3ameHeHnsa B 4aHHON CTPOKE Cpasy e KOMUPYKTCS Ha BCE MOPThI.

Active

YcTaHoBUTE 3TOT nepexkn4yaTtenb, yTOObI BKIKOUYMTH Ha 3TOM MopTy NPOTOKON STP.
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Ta6nuua 47 SDkpaH Advanced Application > Spanning Tree Protocol > MRSTP (npogosmxeHue)

NONE

OMNMUCAHUE

Edge

YCTaHOBUTE 3TOT MepeksoyaTtesib, YTobbl BbI6paTh A58 NopTa posib rpaHUYHOro NopTa,
€C/IM OH HaMpPsAMYI0 MOAK/IOUYEH K KOMMbIOTEPY. MPaHMUHbIA MOPT HEMEASIEHHO MEHSeT
CBOE MepBoHaYasibHOe COCTOAHME Kak nopTta STP ¢ 6/10KMPYIOLWEro Ha NepeckinatoLlee,
MUHYSI COCTOSIHUS MPOCNYLIMBAHNUA M 3aNOMUHAHMA, cpa3y nocne Bbibopa 3Toro nopra B
KauecTBe MPaHNYHOro M/IN Noc/ie U3MEHEHUNS COCTOSHUS COEAMHEHUSI Ha 3TOM MOPTY.

MpumeyaHme: MpaHWYHbIA NOPT nepectaeT 6biTb TAKOBLIM, KaK TOJIbKO
OH nosny4aeT 610K AgaHHbIX MOCTOBOro npoTokona (BPDU).

Priority

34ecb MOXHO onpeaennTb NPUOPUTET A KaXA0ro 13 nopTos.

YpoBeHb NpuopuUTeTa onpeaensier, Kakor U3 MopToB HYXXHO OTK/IIOUYMTb, KOraa Ha
HECKOJIbKMX NMopTax KoMMyTaTopa obpa3syetcs netns. [opTel ¢ 6051ee BbICOKMM 3HAaYEeHNEM
npuopuTeTa OTKOYaTCS NepBbiMU. [JoNyCTUMbIMA AMana3oH 3HadeHun — ot 0 go 255, no
YMOJ/IYaHUIO yCTaHaBNMBaeTCs YpOBeHb npuoputeTa 128.

Path Cost

CTOMMOCTb NYTW — CTOMMOCTb NepeAayun Kagapa B JIOKasbHYO CeTb Yepes 3TOT NopT.
[aHHoe 3HayeHne pekoMeHAyeTcsi BbIGMpaTb B 3aBUCMMOCTM OT CKOPOCTU MocTa. Yem
HUWXe CKOPOCTb, TEM Bbille CTOMMOCTb — A/ NONyYeHUs AOMNOSHUTENbHOW MHdOPpMaLm
cM. Tabn. 42 Ha cTp. 121.

Tree

YKaxuTte, K KakoMy AepeBy STP fo/mKeH npuHaanexatb AaHHbIN NopT.

Apply

Haxxmute Apply, 4TO6bI COXPaHUTb M3MEHEHWUS B ONepaTUBHOM NaMATU KOMMyTaTopa. 3Tu
HaCTpOMKKN ByayT yTepsiHbl B Cly4ae BbIK/IOYEHUS KOMMyTaTopa unaun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBEpLUEHUN HAaCTPOMKM HEO6XO0ANMMO HaXaTb Ha CCbifike Save B
BEepXHeW HaBUrauMOHHOW NMaHesnu Ansa CoOXpaHeHUs U3MEHEHU B SHeproHe3aBUCUMOM
namaTw.

Cancel

Haxmnte Cancel, 4Tobbl Ha4aTb HAaCTPOWMKY Ha 3TOM 3KpaHe 3aHOBO.

13.7 CoctosiHme npotokosna MRSTP

YT06bI 0OTO6pPa3nTb CreaywWwnii aKkpaH coctosHus, sbibepute nyHkT Advanced Application >
Spanning Tree Protocol B HaBuraumoHHon naHenu. bonee noapobHyo nHdpopmauymo o MRSTP
MOXHO HanTh B pa3a. 13.1 Ha cTp. 120.

MNMpuMeyaHue: [laHHbIN 3KpaH AOCTYMEH NULlb B TOM C/lyYyae, eC/iM Ha KoMMyTaTope 6bin

BKJ/THOYEH

npoTokon MRSTP.

PucyHok 93 SkpaH Advanced Application > Spanning Tree Protocol > Status: MRSTP

... Forvearding Dela
Cost to Bridg

[ @) Spanning [ree Protocol Status Configuration RSTP MRSTP MSTP
Spanning Tree Protocol: MRSTP
Treel1 'l
Bridge Root Our Bridge
... BridgelD o BOOD-00M343000003  8000-001343000002
sentelloIime (SecondVamel . o2 B
Max Age (second) 20 20
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 48 SkpaH Advanced Application > Spanning Tree Protocol > Status: MRSTP

NONE

OMUCAHUE

Configuration

Haxxmunte Configuration, ytobbl Bbi6paTh HYXHbI pexuM STP. [1ns naMeHeHns HacTpoek
MRSTP komMyTaTtopa HaxmMute Ha MRSTP.

Tree BbibepuTte aepeBo STP, HAaCTpPONKN KOTOPOro Heo6xoaAnMMo oTobpasnTb.

Bridge Root oTHOCMTCA K OCHOBaHMIO MOKpbiBatoLwero gepesa (kopHeBon MocT). Our Bridge -
AAHHbIN KOMMYTaTOp. [lJaHHbI KOMMYTaTOp TakXXe MOXeT 6biTb KOPHEBLIM MOCTOM.

Bridge ID YHUKanbHbI nAEHTUHMKATOP AaHHOMO MOCTa, COCTOSILLMIA U3 YPOBHS NPMOpPUTETA MOCTa U
MAC-agpeca. Ecnm KoMMmyTaTop ABASIETCA KOPHEBLIM, TO B nNonax Root 1 Our Bridge
YKa3bIBAETCA OAMH U TOT Xe naeHTudukartop.

Hello Time BpemeHHOWN nHTepBan (B CeKyHAax), B TEUEHME KOTOPOro KOPHEBOM KOMMYTaToOp

(second) nepeaaeTt KOH@UrypaumoHHoe coobueHne. 3HaueHns napameTpos Hello Time, Max Age n

Forwarding Delay onpeaensieT KOpHeBOW MOCT.

Max Age (second)

MakcumanbHoe BpeMs (B CeKyHAax), B TeYeHUe KOTOPOro KOMMYTaTop MOXET
npocTamBaTb, He Moslyyast KOHPUrypaLuMoHHOro coobLieHusl, Npexae YeM OH npeanpumeT
MonbITKY NPOU3BECTM HacCTPOliKy 3aHOBO.

Forwarding Delay
(second)

Bpems (B cekyHAax), B Te4EHME KOTOPOro KOPHEBOW KOMMYTATOp OXWAAET nepes CMeHon
cocTosHuiA (To ecTb oT Listening k Learning u 3atem k Forwarding).

Mpumeyanne: CoctosiHme «Listening» He ncrnonbayercs B RSTP.

Cost to Bridge

CTOMMOCTb MyTW OT KOPHEBOrO MOPTa Ha AaHHOM KOMMYTaTOpPe K KOPHEBOMY
KOMMYTaTopy.

Port ID

YpoBeHb MpMopuUTETa M HOMEP MOpTa Ha KOMMYTAaTope, Yepe3 KOTOPbI 3TOT KOMMYTaTop
[IOJIKEH CBA3bIBATLCSA C KOPHEM MOKPbIBAIOLLErO AepeBa.

Topology Changed
Times

KonnuyecTtBo cMeH KoHdUrypaLumm nokpbiBatoLLero Aepesa.

Time Since Last
Change

BpeMﬂ, npouweauiee C rnocnegHem CMeHbl KOHCbIApraLlI/WI NOKpbIBAaOLWeEro Aepeesa.

13.8 Hactpownka npotokona MSTP

YT106bl HacTponTb NpoTokon MSTP, BbibepuTe nyHkT MSTP Ha skpaHe Advanced Application >
Spanning Tree Protocol. Gonee nogpobHyto nudopmaumo o0 MSTP MOXHO HalTh B
pa3a. «[potokon MSTP» Ha cTp. 123.
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PucyHok 94 DkpaH Advanced Application > Spanning Tree Protocol > MSTP

[ @) Nultiple Spanning Iree Protocol ___J Port Status
Bridge:
Active [}
Hello Time 2 seconds
MAX Age 20 seconds
Forwarding Delay 15 seconds
Maximum hops 20
Configuration Name 0019cb000001
Revision Number 0
Apply
Instance:
Instance
Bridge Priority 32768 -
VLAN Range Start End [ Remove ] [ Clear]

-

Enabled VLAN(s)

Port Active Priority Path Cost

128
128
128
128
128

\\/)/\/\ ......... =

= B G G G

MRS ERmEun Eaw A |

Instance VLAN Active Port Delete
0 1-4094

Delete | Cancel |

Mons akpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 49 SkpaH Advanced Application > Spanning Tree Protocol > MSTP

NONE OIMNUCAHUE

Port Haxmnte Port, 4Tobbl OTKpbLITL 3KpaH MSTP Port (cM. puc. 95 Ha cTp. 135).
Status Haxmnte Status, utobbl 0TO6pasnTb akpaH coctosHus MSTP Status (cm. puc. 96 Ha
cTp. 136).
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Ta6nuua 49 DkpaH Advanced Application > Spanning Tree Protocol > MSTP (npogosixeHune)

NONE

OMNMUCAHUE

Active

YcTaHOBUTE 3TOT NepekntovaTenb, ecnm HeobxoaAnMo BKIOUYMTL NpoTokosn MSTP Ha
kKoMMyTaTtope. CHUMUTE BblAeNIeHMe C NMepekyaTens, ecnu TpebyeTcs oTKIYNTb
npotokon MSTP Ha koMMyTaTope.

Mpumeyanne: Ytobbl BkNtouMTh Npotokon MSTP Ha komMmyTaTope, Heo6xoauMo Takke
akTmBmpoBatb pexum Multiple Spanning Tree Ha akpaHe Advanced Application
> Spanning Tree Protocol > Configuration.

Hello Time

BpemMeHHOWN nHTEpBan B cekyHAax Mexay KOHdurypauuoHHbiMM coobuieHnsamm BPDU
(610KM AAHHBIX MOCTOBOIO MPOTOKONA), FrEHEPUpPyeMbIMM KOPHEBLIM KOMMYTaTOPOM.
[nana3oH AonyCcTUMbIX 3Ha4YeHui — oT 1 go 10 cekyHA.

MaxAge

MakcrumanbHoe BpeMs (B CEKYHAAX), B TeYEHUEe KOTOPOro KOMMyTaTtop MOXeT
npocrameaTb, He nony4as coobweHnin BPDU, npexxae 4eMm OH npeanpuMeT NonbITKY
NPON3BECTN HACTPOWMKY 3aHOBO. Bce NnopTbl KOMMyTaTopa (3a UCKIIOYEHNEM HAa3HAYEHHbIX
NOpPTOB) AO/MKHbI Nony4vaTb coobuweHns BPDU yepes perynsipHble NPOMeXyTKN BPEMEHM.
Jobon nopT ¢ ycTapeswen nHdopmaumen npotokona STP (coaepxaleincs B NoCnegHEM
coobuieHnn BPDU) cTaHOBUTCS Ha3HayeHHbIM MOPTOM AN NOAK/IOYEHHOM JIOKaNbHOMN
cetn. Ecnun 310 KOPHEBOW MOPT, TO HOBbIN KOPHEBOM NOPT BblibMpaeTcsa U3 NopToB
KOMMyTaTopa, NOAK/IOYEHHbIX K ceTU. lnanasoH AOMYCTMMbIX 3Ha4YeHun — oT 6 ao 40
CEKYHA,.

Forwarding Delay

BpemeHHOW MHTEpBan (B CEKyHAAX), B TEYEHNE KOTOPOro KOMMYTatop OXWAAET, nNpexae
YeM CMEeHUTb COCTOSHUA. DTa 3a4epxka HeobxoamMma Ans Toro, 4Tobbl KOMMyTaTOP yCnen
noayyYnTb MHMOPMaLMIO O TONOIOMMKN MpPeXxAe, YEM OH HauYHeT nepecbinaTtb Kaapbl. Kpome
TOro, Kaxxaomy nopTty TpebyeTcsa BpeMs Ana NonyyvyeHus nHdopmaumm o KoHbInKTax,
KOTOpPasi MOXET 3aCTaBUTb €ro BEPHYTbCSA B COCTOSIHNE 6/10KMPOBKKW; B MPOTUBHOM C/lyyae
MOryT BO3HWKHYTb BPEMEHHbIE NeT/N AaHHbIX. lInanasoH AONYCTUMbIX 3Ha4YeHU — OT 4 Ao
30 cekyHa. Kak npasuno:

Mpumeyanwne: 2 * (Forward Delay — 1) >= Max Age >= 2 * (Hello Time + 1)

Maximum hops

BeeauTte konuyectso nepexonos (ot 1 ao 255) B pernoHe MSTP, nocne KoToporo 610k
naHHbIX BPDU 6yaet otbpackiBaTbCs, n nHbopMaumsa nopta byaet cunmtaTbCsa yCTapeBLUen.

Configuration
Name

BeeauTte ums-onucanue (Ao 32 cMMBOMIOB) ANnsa pernoHa MST.

Revision Number

BeeanTte MAEHTUMUKALMOHHBIA HOMEP KOHMUIypaLumn permoHa. ToT HoMep A0JIKEH 6biTb
OAMHAKOBbIM Ha BCeX YCTPOMCTBAx, NpuUHaAexXallux OAHOMY PErvoHy.

Apply HaxxmuTte Apply, 4TO6bI COXPaHUTb U3MEHEHWS B ONEPaTMBHON NaMsATM KOMMyTaTopa. OTu
HaCTPOMKKN ByAyT yTepsiHbl B C/ly4ae BbIK/IOYEHWS KOMMyTaTopa unaun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBEepLUEHUN HAaCTPOMKM HEO6XOANMMO HaXaTb Ha CCbisike Save B
BEepXHeW HaBUrauMOHHOW NMaHesnu Ana CoOXpaHeHUs U3MEHEHUM B SHeproHe3aBUCUMOM
namaTw.

Cancel HaxmMunte Cancel, yTo6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Instance B 3ToM pasaene onpeaensitotcst napameTpbl MSTI (ak3eMnsisipa NokpbiBalOWEro gepesa).

Instance BBeaute HoMep, NCNONb3yeMbIN AN nAeHTMdMKaUMN AaHHOro ak3emnnsapa MST Ha

KOMMyTaTope. [laHHbI KOMMYTaToOp NoAAepXMBaeT HOMepa 3K3eMnsipoB B AnanasoHe 0-
15.

Bridge Priority

YKaKuTte npuopuTeT KOMMyTaTopa AN KOHKPETHOro 3K3eMMisipa NoKpbIBaloLero Aepesa.
YeM MeHblle 3To 3HayeHne, TeM C 60/blueil BEepOSTHOCTbIO KOMMYTaTop 6yaeT Bbi6paH B
KauecTBe KOPHEBOMO0 MOCTAa B paMKax AaHHOro 3K3eMmnisipa NoKpbIBAKLLEro AepeBa.

B kayecTtBe npuopuTeTa AONYyCKaeTCcs MCNosb30BaTh 3HayYeHus ot 0 4o 61440 c warom
4096 (T.e. 3HaveHusa 4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864,
40960, 45056, 49152, 53248, 57344 n 61440).

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

133




[masa 13 NpoToKkon NokpbiBaloLLEro AepeBa

Ta6nuua 49 DkpaH Advanced Application > Spanning Tree Protocol > MSTP (npogosixeHune)

NONE

OMNMUCAHUE

VLAN Range

BBeauTe HavanbHbI naeHTUdMKaATOP AnanasoHa naeHtTudunkatopos VLAN, KOTOPbLIN
Heob6xoanmo AobaBuTb MNK yaanuTb 3 obnactn pegaktMposaHms agnanasoHos VLAN, B
none Start. Beeante KOHEUYHbIN naeHTUdMKaTOp AnanasoHa naeHtudmkatopos VLAN,
KOTOpbIi Heob6xoanMo Ao06aBUTb UNK yaanuTb U3 06nactTu peaakTMpoBaHMs AMana3oHoB
VLAN, B none End.

3aTeM HaxmuTe:

e Add - yT06bI 406aBUTb AaHHbIN Anana3oH naeHTugunkatTopos VLAN K cnucky
CBSI3aHHbIX C AAHHbIM 3K3eMnaspoMm MST.

¢ Remove - 4yT06bl yaanuTb AaHHbIA AMana3oH naeHtudukatopos VLAN u3 cnucka
CBSI3aHHbIX C AAHHbIM 3K3eMnaspoMm MST.

e Clear - uto6bl yaanutb Bce cety VLAN 13 cnucka CBS3aHHbIX C JaHHbIM 3K3eMMISpoOM
MST.

Enabled VLAN(s)

B naHHOM none otobpaxatotcst cetn VLAN, cBs3aHHble C AaHHbIM 3Kk3eMnasipoM MST.

Port

B 3TOM nosie oTobpakaeTcs HoMep rmopTa.

*

HacTpoliku B 3TOI CTPOKe NMPUMEHAIOTCS KO BCEM MOpTaM.

3Ty CTpoOKy Heo6XxoAMMO NCMOosb30BaTh JIULb B TOM cny4dae, ecnum HaCTpOVIKM BCEX NMopToB
[OKHbI 6bITb 0AMHAaKOBbIMU. C MOMOLLbIO 3TOW CTPOKM MOXXHO CHa4alJla Ha3Ha4uTb obwume
ANna BCeX NopToB HaCTpOl‘/'IKVI, a 3aTeM BHeCTM HeobxoaAnMble N3MEeHEHUS Ha YpOBHE
OTAENBHOIO NopTa.

MpumeyaHune: IameHeHWs1 B JaHHOW CTPOKe Cpasy Xe KonnpyrTcd Ha BCe NOPThI.

Active

YcTaHOBWUTE AaHHbI NepekstoYvaTenb, YTobbl 406aBUTb AaHHbIA NOPT K AaHHOMY
aKk3eMnnspy MST.

Priority

3aecb MOXHO onpeaennTb NPUOPUTET ANA KaXaoro n3 nopTos.

YpoBeHb NpuopuTeTa ONpeaensieT, Kakol n3 NopToB HYXHO OTK/OUYNUTb, KOraa Ha
HECKONbKMX NopTax KoMMyTaTopa obpasyeTtcst neTns. MNopTbl ¢ 6051ee BbICOKMM 3HaYEHMEM
npuopuTeTa OTKIOYAKOTCA NepBbIMU. [JONyCTUMBbIN Anana3oH 3HavyeHun — ot 0 go 255, no
YMO/IYaHMIO yCTaHaBNMBAETCS YpOBEeHb npuoputeta 128.

Path Cost

CTOMMOCTb NYTW — CTOMMOCTb NepeAayvn Kagpa B IOKaNbHYI CeTb Yyepes3 3TOT MnopT.
[aHHoe 3HavyeHne pekoMeHAyeTcs BbibMpaTb B 3aBMCUMMOCTM OT CKOPOCTM MoCTa. Yem
HUWXe CKOPOCTb, TEM Bbille CTOMMOCTb — AS NOJSyYEeHUS AOMNOHUTENBHOM NHDOPMaL MM
cM. Tabn. 42 Ha cTp. 121.

Add

Haxmnte Add, 4To6bI COXpPaHUTbL AaHHbIM 3k3eMnaap MST B onepaTMBHON NaMsaTH
KOMMyTaTopa. 3T0 M3MeHeHue byAeT yTepsHO B C/lydae BbIK/IOYEHNS KOMMyTaTtopa uamn
nepebos B nogaye nUTaHWs, NO3TOMY MO 3aBEPLUEHNM HACTPONKN HEOEXOAMMO HaxaTb Ha
CCbl/ike Save B BEpXHEN HaBUIraLUMOHHOW NaHenn ANnsi COXpaHeHUs U3MEHEHWI B
3HEeproHe3aBUCUMONM NamMaTy.

Cancel

HaxmMunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Instance

B 3ToM none otobpaxaetca naeHTudunkaTop aksemnnsgpa MST.

VLAN

B npaHHOM none otobpaxaetca naeHtndukatop VID (Mnm ananasoHbl NAEHTUHUKATOPOB
VID), cBsi3aHHble C AaHHbIM 3K3eMnnsipoM MST.

Active Port

B AaHHOM none OTOﬁpa)KaIOTCﬂ nopTbl, BKJIOYEHHbIE B AaHHbIN aK3eMnnisap MST.

Delete

B cton6ue Delete yctaHOBUTE nepekntoyaTenn NpaBu, KOTOpble HYXHO yAanuTb, 3aTeM
HaxxmuTe kHomnky Delete.

Cancel

Haxmnte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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13.9 Hactpounka nopta gna nportokona MSTP

YT06bl OTKPbITb 3KpaH COCTOSAHUSA, M306paXKeHHbIN Ha pUCYHKe HuxXe, BbibepuTe B HaBUrauMOHHOM
naHenn Advanced Application > Spanning Tree Protocol > MSTP > Port. bonee nogpobHyto
nHdopmMaunto o MSTP MOXHO HalnTu B pa3sa. «lMpoTtokon MSTP» Ha cTp. 123.

PucyHok 95 3DkpaH Advanced Application > Spanning Tree Protocol > MSTP > Port

onfiguration MSTP

Edge

Apply || Cancel

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 50 SkpaH Advanced Application > Spanning Tree Protocol > MSTP > Port

NONE

OMNMUCAHUE

MSTP

Ons namMeHeHus HacTpoek MSTP komMMmyTaTopa Haxmute Ha MSTP.

Port

B 3ToM none otobpakaeTcs HoMep nopTa.

*

HacTpoliku B 3TOM CTpOKe NMPUMEHAIOTCS KO BCEM MoOpTaM.

3Ty CTPOKY HEOH6X0AMMO MCMOMb30BaTh JIMLb B TOM C/lydae, ec/iv HacTPOMKM BCeX MOPTOB
[O/MKHbI 6bITb 0ANHAKOBBLIMU. C MOMOLLbIO 3TOW CTPOKM MOXXHO CHayasna Ha3HayuTb obme
AN BCEX MOPTOB HACTPOMKM, a 3aTEM BHECTU HEOHXOAMMbIE U3MEHEHUS HA YPOBHE
oTAeNbHOro nopTa.

MpumevaHue: N3ameHeHnsa B AaHHON CTPOKE Cpasy e KOMUPYHTCS Ha BCE MOPThI.

Edge

YcTaHoBWUTE 3TOT nepeksoyaTtesib, YTobbl Bbi6paTh A5 NOpTa posib FPaHUYHOMO NopTa,
€C/IN OH HanpsiMyto NOAKJIIOYEH K KOMMblOTePY. MpaHWUYHbI NOPT HEMEeANEHHO MeHseT
CBOe rnepBoHayvasibHOE COCTOsIHME Kak nopTa STP ¢ 610KMpyoLLEero Ha nepecbinatlLee,
MUHYSI COCTOSIHUSI MPOC/YLUMBAHMA U 3aNoOMUHaHWs, cpa3y nocne Bbibopa 3Toro nopra B
KayecTBe rpaHNYHOro UK Nocsie U3MEHEHUS1 COCTOSIHUSI COEAMHEHNSI Ha 3TOM MOPTY.

MpumeyaHue: IpaHWYHbI NOPT NepecTaeT BbiTb TAKOBbLIM, KaK TONbLKO OH norny4vaet 6rnok
OaHHbIX MocToBoro npotokona (BPDU).

Apply

HaxxmuTe Apply, 4TO6bl COXpaHWUTb U3MEHEHWS B OMepPaTUBHOW NaMaTh KOMMyTaTopa. ITu
HacCTpoOMKKN ByAyT yTEPsiHbI B C/lyYae BbIK/IOHYEHMS KOMMyTaTopa unu nepebosi B nogave
NMUTaHUs, NO3TOMY MO 3aBEPLUEHNN HACTPONKM HEOBX0AMMO HaXaTb Ha CCblike Save B
BEpXHel HaBUraumoHHOM NaHenn ANs COXpaHeHUst U3MEHEHWIH B SHEProHe3aBUCMMON
namsTu.

Cancel

Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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13.10

CocTtosiHue nportokona MSTP

YT06bI 0OTOBPa3nTb CreaywWwnii aKpaH coctosHus, sbibepute nyHkT Advanced Application >
Spanning Tree Protocol B HaBuraumoHHon naHenu. bonee nogpobHyto nHdopmaumio o MSTP
MOXHO HanTu B pa3a. «[potokon MSTP» Ha cTp. 123.

MpumMmeyaHue: [aHHbIM 3KpaH AOCTYNeH NULWb B TOM Cfly4yae, ec/im Ha KoOMMyTaTope 6bin
BK/ItOYEeH npoTtokon MSTP.

PucyHok 96 SkpaH Advanced Application > Spanning Tree Protocol > Status: MSTP

[ @) Spanning

CST

I'I.IISTII1 'I

ree Protoco

Spanning Tree Protocol: MSTP

Time Since Last Change 0
Instance:
Instance VLAN
0 1-4083

................................ IR TTEERIT

....................... 0R00-000000000000: s s oo 000000000000 s

............................................ 0 e D
0x0000 0x0000

tatus Configuration RSTP MRSTP MSTP

i
0000-000000000000

e ORI
3000-000000000000

Mons skpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 51 SkpaH Advanced Application > Spanning Tree Protocol > Status: MSTP

NONE

OMNMUCAHUE

Configuration

Haxmnte Configuration, 4ytobbl BbIGpaTh HYXHbIA pexum STP. 1na n3aMeHeHnst HacTpoek
MSTP komMMmyTaTopa Haxmute Ha MSTP.

CST B naHHOM pasgene onucbIBalOTCA HAaCTPOMKM obLLero NoKpbIBaLWero Aepesa.

Bridge Root oTHOCUTCA K OCHOBaHWIO MOKpbIBaloLero Aepesa (KopHeBoW MocT). Our Bridge -
AaHHbI KOMMyTaTOp. [laHHbI KOMMYTaTOp TakXe MOXET 6biTb KOPHEBbLIM MOCTOM.

Bridge ID YHUKanNbHbIM MAEHTUHUKATOP AaHHOMO MOCTa, COCTOSILLMIA U3 YPOBHS NPMOpUTETA MOCTa U

MAC-appeca. Ecnm koMmyTaTop ABAsSieTCa KOpHEBbIM, TO B nonsax Root 1 Our Bridge
YKa3bIBAETCA OAMH W TOT Xe naeHtudukartop.
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Ta6nuua 51 SDkpaH Advanced Application > Spanning Tree Protocol > Status: MSTP

NMOnE OMNMUCAHUE
Hello Time BpemeHHOW nHTepBan (B CeKkyHAax), B TEYUEHME KOTOPOro KOPHEBOW KOMMYyTaToOp
(second) nepeaaeTt KOHMOUrypaunmoHHoe cooblieHmne.

Max Age (second)

MakcmManbHoe BpeMs (B CEKyHAax), B TEYEHME KOTOPOro KOMMYTaTOp MOXET
npocTanBaTh, He Moslyyast KOHMOUIypPaLMOHHOMO COOBLLEHUS, MPEXAE YEM OH MpearnpuUMeT
MOMbITKY MPOMU3BECTM HACTPOINKY 3aHOBO.

Forwarding Delay
(second)

Bpemsa (B cekyHAax), B Te4eHMe KOTOPOro KOPHEBOW KOMMYTATOp OXWAAET nepes CMeHon
cocTtosiHui (To ecTb oT Listening k Learning v 3atem k Forwarding).

Cost to Bridge

CTOMMOCTb NMYTW OT KOPHEBOrO MopTa Ha AaHHOM KOMMyTaTope K KOPHEBOMY
KOMMYyTaTopy.

Port ID

YpoBeHb NPYOPUTETA M HOMEP MOPTa Ha KOMMYTaTope, Yepes KOTOPbIi 3TOT KOMMYTaTop
[LOJIKEH CBA3bIBATLCSA C KOPHEM MOKPbIBAIOLWErO AepeBa.

Configuration
Name

B s3TOM none otobpaxaetcs MMa KOHGUrypaumn Ans AaHHOro pernoHa MST.

Revision Number

B sTOM none otobpaxaeTca HOMep BepcUMn A/ AaHHOro pernoHa MST.

Configuration
Digest

Koandukaums KoHGUrypaumm reHepupyeTcs Ha 0CHoBe MHMOPMaUMM O CBA3bIBAHMM
VLAN-MSTI.

B naHHOM none oTobparkaeTcsa cocTosiwas u3 16 oKTeToB cMrHaTypa, KoTopas BKlO4YaeTCs
B 610kn BPDU npotokona MSTP. Koandukaums otobpaxaeTcs B AAHHOM NoJie nlb B TOM
cny4vae, ecnm B cUCTeMe BKOYeH nNpoTokos MSTP.

Topology Changed
Times

KonunuyecTtBo cMeH KoHdUrypaLmm nokpbiBatoLlero gepesa.

Time Since Last
Change

BpemMsi, npolwealuee ¢ nocnefHein cMeHbl KOHMOUIYpaLun NMoKpbiBalLLEro Aepesa.

Instance: B paHHbIX nonsx otobpaxaetcs nHdopmaums o cesasbiBaHum MSTI ¢ VLAN. Opyrumum
C/I0BaMU, Kakme BUPTyasibHble JlIOKabHble CeTU paboTaloT B KaXAOM U3 IK3EMMNISPOB
NoKpbIBaloLero Aepesa.

Instance B sTOM none otobpaxaetcsa naeHtndukatop MSTI ID.

VLAN B 3Tom none otobpaxatotcs cetn VLAN, cBsizaHHble C yKa3zaHHbIM MSTI.

MSTI BbibepuTe 3k3emnnsap MST, HacTpomkn KOTOporo Heo6xoamMMo 0TobpasunThb.

Bridge Root onpenensieT ocHoBaHMe 3Kk3eMnnsipa nokpbiBatowero aepesa MST. Our Bridge -
OAHHbIN KOMMYyTaTOp. [lJaHHbI KOMMYTATOp TakXXe MOXET 6biTb KOPHEBLIM MOCTOM.

Bridge ID YHUKaNbHbIN MAEHTUHMKATOP AaHHOMO MOCTa, COCTOSILLMIA U3 YPOBHS NPMOpUTETA MOCTa U

MAC-appeca. Ecnm koMmyTaTop ABAsSieTCa KOpHEBbLIM, TO B nonsax Root 1 Our Bridge
YKa3bIBAETCA OAMH W TOT Xe naeHtudukartop.

Internal Cost

CTOMMOCTb MyTW OT KOPHEBOro MopTa B AaHHOM 3K3eMnispe MST K KOpHEBOMY
KOMMYTATOpy pervoHa.

Port ID

YpoBeHb NpuopuTeTa U HOMEp NOopTa Ha KOMMyTaTope, Yepe3 KOTOPbI 3TOT KOMMyTaTop
[O/KEH CBA3bIBATbCA C KOPHEM 3k3eMmnnspa MST.

13.11 CnpaBo4Hasa TexHu4YecKasa nHgopmauus

DTO pasfen CoAepXMT AOMOMHUTENbHYI0 TEXHUUECKYO MHbOopMaLMIo No BONpocaM, 06CyxaaeMbiM B

TeKYLEN rnaBse.
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13.11.1 lMpumep cetun c nogaepxkom MSTP

Ha npvBeAeHHOM HMXe pUCYHKe NoKasaH NpuMep CEeTU, B KOTOPOW Ha ABYX KOMMyTaTopax
HacTpoeHbl ase cetn VLAN. B cnyyae ncnonb3oBaHuWs Ha KOMMyTaTopax npoTokona STP unmn RSTP
kaHan ansa VLAN 2 6yaeT 3abnoknpoBaH, Tak Kak npoTtokosnbl STP n RSTP gonyckatoT Hannymne
TONIbKO OA4HOr0 KaHana v 6/10KNpYHOT M36bbITOYHbIE KaHasbl.

PucyHok 97 T[lpumep cetu ¢ nogaepxkon STP/RSTP

VLAN 1 VLAN 2

N
/N

Mpwu ncnonbsosanum MSTP cetn VLAN 1 n 2 MOXHO CBsi3aTb C pas/IM4YHbIMU 3K3eMnaspamm
MoOKpbIBalLero gepesa B ceTn. Taknum obpasom, Tpaduk ansa aAsyx ceteinn VLAN 6yaet npoxoamTb No
pasnuyHbIM NyTaM. [pumMep ceTn c ucnosb3oBaHMeM NpoTokona MSTP nokasaH Ha cneaylowem
pUCYHKE.

PucyHok 98 T[lpumep ceTu ¢ nogaepxkon MSTP

VLAN 1 VLAN 2

\ e

13.11.2 PernoH MST

PernoHoM MST Ha3sbIiBaeTcs ormyeckas rpynna HeCKOIbKUX CeTeBbIX YCTDOVICTB, KOoTOpasa ans
ocTasibHOW ceTn npeacrtaBnsdaeTcsa B Buae ogHoro YCTDOI‘/IICTBa. Kaxpgoe n3 YCTDOVICTB C I'IOD,LI,Gp)KKOVI
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13.11.3

13.11.4

MSTP MoxeT npuHaanexartb To/IbKo ogHOMY pernoHy MST. MNpwu noctynnenmnn 6nokos BPDU B
pernoH MST CTOMMOCTb BHeLLHero Nyt (Mnu nyTemn, BbIXOAAWNX N3 AAHHOIO pernoHa)
yBennumBaeTcs Ha eamHuuy. CTOMMOCTb BHYTPeHHero nyTtu (Mnuv nyTen BHYTPW AAaHHOMO pernoHa)
YBEJINUMBAETCS Ha eanMHuLy npu npoxoxaeHnn 6noka BPDU yepes pervoH.

Ha ycTpoiicTBax, npuMHaanexalime oqHOMY pernoHy MST, HacTpaMBaloTCa 0MHaKOBbIE
naeHTUdKnKaLmoHHble napamMeTpbl MSTP. Ciofa BXOAAT cieaylolne napameTpbl:

e NMa pernoHa MST
e Homep Bepcun B KayecTBe YHUKasIbHOro HoMepa pernmoHa MST

e Cga3sbiBaHMe VLAN C KOHKpeTHbIM 3K3eMnasapoMm MST

Ak3emnnap MST

dk3emnnspoM MST (MSTI) Ha3biBaeTCA 3K3eMMnIsSp NokpbiBatowero gepesa. Ans VLAN MOXHO
onpegenutb paboTy C UCMONb30BaHMEM KOHKpeTHOro MSTI. Kaxabin co3aaHHbIi ak3eMnisap MSTI
naeHTUdNLUMpyeTCcs No YHUKaNbHOMY HOMepy (TakxXe Ha3blBaeMoMy naeHtudukatopom MST ID),
M3BECTHOMY BHYTPM pernoHa. Takum obpa3om, MSTI He oxBaTbiBaeT HECKOJIbKO perMoHoB MST.

Mpumep c AByMsa permoHamMm MST nokasaH Ha cneayloweM pucyHke. B permoHax 1 n 2 nmeetcsa 2
3K3eMMNsApa NoKpbIBAOLWEro AepeBa.

PucyHok 99 >Sk3emnnspbl MSTI B pasnuuHbIX permoHax

Duandeckoe coequHeHwne

Pervon 1

PernoH 2

T

1
.
N\ TR

\m

e MSTI
— MSTI2

O6Lee n BHyTpeHHee nokpbiBawlee aepeBo (CIST)

CIST npeacrtaBnsieT CTPYKTYPY CBA3HOCTU BCEN CETU B LIESIOM U SBJISIETCSA SKBMBANIEHTOM
rnokpbiBatowero gepesa npotokonoB STP/RSTP. CIST npeacrasnsieT cobo Mcnosib3yemblii No
yMonyaHuto aksemnnasp MST (MSTID 0). Bce BupTyanbHble nokanbHble ceTu VLAN, KoTopbie He
CBSI3@aHbl C KOHKpPEeTHbIM 3k3eMnnsipoM MST, ceszaHbl ¢ CIST. B ceTn ¢ nogaepxkoin MSTP nmeetcs
ToNbko oaHoro aepeso CIST, koTopoe oxBaTbiBaeT pernoHbl MST n oTaenbHbIE YCTPONCTBA C
noAaAep>XKoW NpoTOKoa nokpeiBatowero gepesa. CeTb MOXET BKOYaTb B cebsi HECKObKO
pernoHoB MST n gpyrue cerMeHTbl, B KOTOPbIX ncnonb3yetca RSTP.
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PucyHok 100 [lpumep ceTn ¢ ucnonb3osaHMem MSTP 1 TpagmMumMoHHOro npotokona RSTP

PervoH 1 —

Pervon 3

Pervon 2

Duanyeckoe coeaUHEHHE

RSTP & xanane

PykoBoacTtBo none3oBatens ansi cepumn GS1920

140



YnpaBneHue nponyckHOU COCOOHOCTbLIO

14.1 O630p

B naHHOM rnaBe paccKasbiBaeTcsl, Kak OrpaHUYnTb MakCUMasibHYH MPOMYCKHYH CMNOCOBHOCTb C

nomoubio MeHio Bandwidth Control.

YnpaBneHue NponyckHOM CNoCOBHOCTLIO NoApa3syMeBaeT onpeaeneHme MakCMManbHOM
pa3peLUEeHHOM NMPONYCKHOW CNOCOBHOCTM AN BXOASLLEro U/Mnn ncxoasiero noTokos Tpaduka

yepes nopr.

14.1.1 O 4yem paccka3blBaeTCA B 3TOM rnaBse

C nomoubto akpaHa Bandwidth Control (pa3a. 14.2 Ha cTp. 141) MOXHO OrpaHU4YNTb NPOMYCKHYIO

cnocobHocTb Ans Tpaduka, NPoOXoAsALWEro Yepes KoMMyTaTop.

14.2 HacTtpomka ynpaBneHusi NponycKHOU CMOCOOHOCTbLIO

YT0o6bl OTKPbITb MOKa3aHHbIA HUXE 3KpaH, BbibepuTe B HaBuraunoHHon naHenn Advanced

Application > Bandwidth Control.

PucyHok 101 DkpaH Advanced Application > Bandwidth Control

Active

Port

*

4

Active

Ingress Rate

64

Kbps
Kbps

Active

£ E

Egress Rate
Kbps
Kbps

2 64 Kbps Kbp
Kbps Kbps

B4
47 64 Kbps 64 Kbps
48 64 Kbps 64 Kbps
49 64 Kbps 64 Kbps
50 64 Kbps 64 Kbps
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maBa 14 YnpaBneHue nponyckHon CnocobHOCTbIO

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 52 SkpaH Advanced Application > Bandwidth Control

NONE

OMUCAHUE

Active

YcTaHoBUTE 3TOT NepektoyaTeNb, YTo6bl BKIIOUYNTL YNpaBieHne nponycKHOM CNOCOBHOCTbIO
Ha KOMMYTaTOpeE.

Port

B 3TOM nosie oTo6pa)kaeTcs HoMep nopra.

*

HaCTpOi/‘IKM B 3TOM CTpOKe NPpUMEHAKTCA KO BCEM NOpTaM.

DTy CTPOKY HEO6XOAMMO MCMO/b30BaTh /IMLb B TOM C/lyYae, eC/iv HaCcTPOMKM BCEX MOPTOB
AOJIKHbI 6bITb 0AMHAKOBbIMW. C MOMOLLbI 3TO CTPOKM MOXHO CHayana HasHa4yuTb obwune ans
BCEX MOPTOB HACTPOWKN, a 3aTeM BHECTN HEOHXOANMbIE U3MEHEHUSI HA YPOBHE OTAENbHOIO
nopra.

MpumeyaHne: N3ameHeHnsa B 4aHHON CTPOKE Cpasy e KOMUPYKTCS Ha BCE MOPThI.

Active

YcTaHOBUTE 3TOT NepekstoyaTtesb, YTo6bl akTUBUMPOBaTb OrPaHUYEHUsI CKOPOCTU ANs
BxoZAsLero Tpaduka Ha 3TOM NopTy.

Ingress Rate

YKaxuTe MakCMManbHY0 pa3peLleHHYIo NPONyCKHY CNOCOBHOCTb B KMNO6UTaxX B CEKYHAY
(kbuT/C) ANg BXoAsLWeEro noToka Tpadwuka yepes 3ToT NnopT.

Mpumeyanne: OrpaHnyeHne BXxogsaLen CKOpOCTM NPUMEHSETCH TOMNMbKO K TpadhuKy ypoBHSA 2.

Active

YcTaHOBUTE 3TOT NepektoyaTesb, YTOObl BKIIOUYNTb HA 3TOM MNOPTY OrpaHUYEeHUss CKOPOCTU A1
ncxoasiwero Tpagmka.

Egress Rate

YKaxuTe MakCMManbHY0 pa3peLlleHHYI0 NPOMNYyCKHY CNOCOBHOCTb B KMNO6UTaxX B CEKYHAY
(kbuT/C) ANa ncxoaswero NOToka Tpadumka Yyepes 3ToT MoprT.

Apply HaxmuTte Apply, 4UTO6bl COXpaHUTb U3MEHEHNS B ONEepaTMBHOW NaMsaTU KOMMyTaTopa. 3Tu
HacTporku 6yayT yTepsHbl B Cllyvae BblK/IOYEHMS KOMMyTaTopa uin nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM He06X0AMMO HaXaTb Ha CCbiike Save B
BEpXHeW HaBWraLUMOHHOW NaHenn AN COXpaHEeHUS U3MEHEHUI B SHEProHe3aBMCMMON NaMsaTu.
Cancel Haxmunte Cancel, yTo6bl cb6pocnTb BCE Nons.
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KOHTpOﬂb LWMpoKoBelaTeJNibHbIX LULTOPMOB

15.1 O630p (pyHKLMM KOHTPONSA LUNPOKOBeLLaTeNbHbIX
LUTOPMOB

B aTolt rnaBe onucbiBaeTcs yHKLUA KOHTPOSS WMPOKOBELLATENbHbIX LWTOPMOB M NMOPSAOK ee
HaCTpOWKMU.

DYHKUMS KOHTPOS LWMPOKOBELLATE/bHbIX LUTOPMOB OFpaHUYMBAET KOSIMYECTBO
LWMPOKOBELLaTebHbIX MaKeToB, MAaKeTOB MHOroaapecHol paccolikn u DLF-nakeToB (destination
lookup failure), koTopble MOryT 6bITb NPUHATLI 3@ CEKYHAY BPEMEHU Yepe3 NopThl KOMMyTaTopa. Mpu
OOCTUXEHUM MaKCMManbHOro A0MyCTMMOro KOMIMUYECTBa LWNMPOKOBeLWaTeNlbHbIX NaKeToOB, NakeToB
MHOroaZpecHon paccblikm u/munn DLF-nakeToB BCce nocneayolne nakeTbl oT6pacbiBaoTCs.
BkntoueHme aTol hyHKLUMM NO3BONSET CHU3UTb 06bEM LUMPOKOBELLATENIbHbIX MaKETOB, NaKeToB
MHOroaZpecHon paccblikm U DLF-nakeToB, nocTynatowmx B ceTb. MIMeeTcs BO3MOXHOCTb
OrpaHUUYNTb A/ KaXKAoro nopra KOSIMYECTBO NAaKETOB KaXXAOro OTAE/bHOro TUna.

15.1.1 O yem pacckasbiBaeTcsl B 3TOM rnaBe
C nomouwbto 3kpaHa Broadcast Storm Control (pa3a. 15.2 Ha cTp. 143) MOXHO OrpaHu4nTb

KOJINYECTBO LWMPOKOBELLaTes/bHbIX, MAaKeTOB MHOroaapecHom paccbiikm n DLF-nakeToB (destination
lookup failure), KoTOpble KOMMYTaTOp NPUHMMAET B CEKYHAY Ha AAHHbIX NopTax.

15.2 Hactpomnka pyHKLUUN KOHTpONSA
LUMPOKOBeLlaTeNbHbIX LUTOPMOB

YT06bI 0TO6Pa3nTh NOKa3aHHbIA HMXE 3KpaH, BbibepuTe B HaBMraunmoHHon naHenn Advanced
Application > Broadcast Storm Control.

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

143



[masa 15 KoHTposb WMpoKoBeLLaTeNbHbIX LUTOPMOB

PucyHok 102 DkpaH Advanced Application > Broadcast Storm Control

Port

[ Broadcast Storm Contro

Active (]
Broadcast (pktis) Multicast (pkt/s) DLF (pktls)
[ [ [
[ o [ o [ o
[ o [ o [ o

[Apsly ]  Cancel

Mons aKpaHa onucaHbl B crieaytoLen Tabnuue.

Tabnuua 53 SkpaH Advanced Application > Broadcast Storm Control

NMOnE OMNMUCAHME

Active YcTaHoBUTE 3TOT NepekstoyaTtesb, YTo6bl BKOUYMTb KOHTPO/Ib WNPOKOBELLATEbHOIO
Tpaduka Ha KoMMyTaTope. CHUMUTE BbiAENIEHWE C NEPEKSIOYATENS, €C/IM HEOBX0AMMO
OTKJ/IIOUNTb 3TY DYHKLUMIO.

Port B aToM none oTtob6pa)kaeTcss HOMep nopTa.

HacTporiku B 3TOl CTPOKE NPUMEHSAIOTCS KO BCEM NOPTaM.

DTy CTPOKYy HE06X0AMMO MUCMOJb30BaTh Wb B TOM C/ly4Yae, eC/iM HacTPOMKM BCEX MOPTOB
[OMKHBI 6bITb 0ANMHAKOBbIMKU. C NOMOLLbIO 3TOW CTPOKM MOXHO CHayana HasHauuTb obne
[Ns BCEX MOPTOB HACTPOMKM, a 3aTEM BHECTU HEOOXOANMbIE U3MEHEHUS HA YPOBHE
oTAeNIbHOro rnopTa.

MpumedaHne: N3ameHeHnsa B JaHHON CTPOKE cpasy e KOMUPYKTCS Ha BCE MOPThI.

Broadcast (pkt/
s)

Bbl6epVITe AAHHYI ONMUUIK0 N YKAXNTE KOJIMYECTBO LUMPOKOBELWATESNIbHbIX MaKeToB, KOTOpoe
MOXET NPpUHNMaTbCA NMOPTOM B CEKYHAY.

Multicast (pkt/s)

Bbi6epuTe AaHHYIO OMUMIO U YKAXWUTE KOJIMYECTBO NaKeTOB MHOM0aZApecHOl! pacchiiku,
KOTOpOE MOXET MPUHMUMATbCS NMOPTOM B CEKYHAY.

DLF (pkt/s)

BbibepuTe gaHHyt0 onumio n ykaxute konmvectso DLF-nakeTos (destination lookup failure),
KOTOPOE MOXET MPUHMMATbLCA MOPTOM B CEKYHAY.

Apply

Haxuute Apply, 4uTo6bl COXpaHUTb U3MEHEHUS B ONEPaTUBHOM NaMsTK KOMMyTaTopa. ITu
HacCTpoWKu 6yayT yTepsiHbl B C/lly4Yae BbIK/IlOUEHMS KOMMyTaTopa unv nepe6osi B nogave
NUTaHus, NO3TOMY MO 3aBEPLUEHWUM HACTPOMKKM HEO6XOAMMO HaxaTb Ha CCblike Save B
BEPXHEN HaBWraLMOHHOW NaHenu Ansi COXpaHeHUs U3MEHEHUIN B SHEProHe3aBUCUMON
namsaTu.

Cancel

Haxxmnte Cancel, 4Tobbl cOpocnTb BCe Nons.
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3epKaribHoe KonmpoBaHue

16.1 OO630p 3epKarbHOro KONMPOBaHUA

B naHHOM rnaBe onmMcaHbl 3KpaHbl HACTPOIKM 3epKasibHOro KOMMpPOBaHUS NMOPTOB.

3epKaibHOoe KONMpOBaHWE NOPTOB NO3BOMSET KONMMPOBaTb TpaduK HA KOHTPOJIbHbIA NOPT (TOT, Ha
KOTOpbI/ KonupyeTcs Tpaduk), 4Tobbl MOXHO 6bI/10 aHaNU3MpoBaTb TPAadUK Ha KOHTPONUPYEMOM
nopTy, He BMELWMBasaCb B MNOTOK.

16.1.1 O yem paccka3blBaeTCA B 3TOM rnaBse

C nomouwbto 3kpaHa Mirroring (pa3a. 16.2 Ha cTp. 145) MOXHO Bbi6paTb KOHTPOJIbHbIN MOPT U
onpeaenuTb NOTOK TpaduKka, KOTopbIN ByaeT KONMPOBaTbCS Ha KOHTPOJbHbIMA NOPT.

16.2 HacTtpouka 3epKaribHOro KOnMpoBaHUA NOPTOB

YT10o6bl 0TO6pPa3nTb 3KpaH HACTPOEK 3epKanbHOro KonmposaHus Mirroring, Bbibepute B
HaBuraunoHHon naHenn Advanced Application > Mirroring. OT0T 3KpaH No3BOJSET BbibpaTh
KOHTPOJIbHbIVA MOPT 1 ONpeaennTb NOTOK Tpaduka, KOTopbI 6yAeT KONMPOBATbLCS Ha KOHTPOJSIbHbIN
nopT.

PucyHok 103 DkpaH Advanced Application > Mirroring

L@ Mirroring ____J

Active
Monitor Port 1
Port Mirrored Direction
* Ingress -
1 Ingress -

MM
43 Ingress -

49 Ingress -

50 Ingress -
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 54 DkpaH Advanced Application > Mirroring

NONE

OMUCAHME

Active

YcTaHoBWUTE 3TOT NepeksityaTesib, ecniv HeobxoAMMO BKIOUYNTL PUbTPaLMIo 3epKanbHOro
KOMUPOBaHMs NOpTOB Ha KOMMyTaTope. CHUMUTE BblAENIEHME C NepeksYaTens, ecnm
Heo6X0ANMO OTKNIOUUTL 3TY DYHKLMIO.

Monitor
Port

KOHTPObHbLIV MOPT — 3TO MOPT, HA KOTOPbI KONnpyeTcs Tpaduk C Uenblo ero aHaamsa 6e3
BMeLLaTeNbCTBa B NOTOK TpadmKka Ha UCXOAHOM MopTy (noptax). Beeante HOMEpP KOHTPOJSIbHOMO
nopra.

Port

B 3TOM none oTobparkaeTcs HoMep nopTa.

*

HacTpoliku B 3TOM CTPOKe NMPUMEHAIOTCS KO BCEM MOpTaM.

DTy CTPOKY Heo6XxoAMMO MCNOb30BaTh NNLb B TOM Ccnydae, ecnu HaCTpOVIKM BCEX MopToOB
AOMMKHbI 6bITb 0ANMHaKOBbIMM. C MOMOLLbI 3TOW CTPOKM MOXXHO CHa4dana Ha3Ha4yuTb obwme ans
BCeX NOPTOB HaCTpOVIKM, a 3aTeM BHeCTU Heo6XxoAuMbIE U3SMEHEHMS Ha YPOBHE OTAENbHOrO NopTa.

MpumeyvaHne: N3ameHeHnsa B AaHHON CTPOKE Cpasy e KOMUPYHTCS Ha BCE MOPThI.

Mirrored

BbibepuTe 3Ty onumio, 4Tobbl KONMPOBaTb TpaPuUK Ha MOpTy.

Direction

BbibepuTe HanpasneHne Tpadwuka A9 3epKasbHOMO0 KOMMPOBAHUSA U3 HMCMNAZaloLWero cnucka.
BbibpaTb MOXxHO Egress (ncxoaswuii), Ingress (Bxoaswuii) unm Both (Becb Tpaduk).

Apply

Haxxmnte Apply, 4TO6bl COXpaHUTb U3MEHEHUSA B ONepaTUBHON NaMaTKU KOMMyTaTopa. OTn
HacTporikK ByayT yTepsiHbl B C/ly4Yae BbIK/OYEHUS KOMMyTaTopa unv nepebos B nojaye nutaHus,
MO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEOB6XOAUMO HaXaTb Ha CCblIke Save B BEpXHeW
HaBUrauMOHHOM NaHenn Ansi COXpaHeHUs U3MEHEHWUI B SHEProHe3aBUCMMOM NaMSTy.

Cancel

Haxxmunte Cancel, 4Tobbl cOpoCcHTb BCe nons.
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17

Arperauuna KaHanosB

17.1 O630p

B oTOM rnaeBe pacckasbiBaeTcs O NOrMyeckom obbeanHeHun (arperaunm) HeCKOsbKMUX PU3NYeCcKnx
KaHasoB B OAWH Normyeckmnin kaHan 6onblen NponycKHoOM cnocobHoCTH.

Arperaums (rpynnMpoBaHMe) KaHanoB — 3TO 06beANHEHNE HECKONbKUX (DU3NYECKMX NOPTOB B OA4UH
Nlormyeckmin kaHan 6onbLlUer NPonycKHoOM cnocobHocTn. O6beANHNTL HECKOIbKO MOPTOB B OAUH
KaHan MOXHO B TOM C/lyyae, ecsin, HanpuMep, Aewesne UCnofib30BaTh HECKObKO KaHanos
MEHbLUEN CKOPOCTU, YEM He Ha MOJIHYK MOLHOCTb 3arpy»XaTb BbICOKOCKOPOCTHOM, HO bonee
[OpOoroK KaHasn ¢ ogHUM nopToM.OaHako, YyeM 6onblue NopToB 6yAyT NOABEPrHYThI arperauum, Tem
MeHbLUEe AOCTYMHbIX MOPTOB OCTAHETCS. [pynnoin NopTOB Ha3bIBAETCA €AMHbIA IOTMYECKUA KaHan,
06beaNHSIOLWMIA HECKObKO MOPTOB.

[na dopMMpoBaHUs rpynnbl MOPTOB HayasbHbIA MNOPT KaXAoh rpynnbl A0SXeH 6biTb pUsnUeckn
MOAKIIOYEH.

17.1.1 O yem paccka3sbiBaeTcsl B 3TOM rnaBe

e C nomowbto akpaHa Link Aggregation Status (pa3a. 17.2 Ha cTp. 148) MOXHO NpPOCMOTpPETb
CMNCOK MOPTOB, BKJIKOYEHHbIX B FPYNMny, NOPTOB, OCYLLECTBAAIOLWMX B AaHHbIN MOMEHT nepegady
AAHHbIX KaK 0AMH NIOrMYeCcKnin KaHasn B rpynne nopToB U T.A4.

¢ C nomowbio 3kpaHa Link Aggregation Setting (pa3a. 17.3 Ha cTp. 150) MOXHO akTMBMpPOBaTb
CTaTUYEeCKYIo arperayuio KaHasos.

e C nomouwpbto 3kpaHa Link Aggregation Control Protocol (pa3a. 17.4 Ha cTp. 151) MOXHO
aktmempoBaTb npoTokon LACP (Link Aggregation Control Protocol, npoTtokon ynpasneHus
arperauuen KaHanos).

17.1.2 Y10 HEeOOXOOQUMO 3HaAThb
ﬂ,aHHbIVI KOMMYTATOp noagaep>XMBa€eT KaK CTaTUYECKYHO, TaK N ANHAMNYECKYIO arperaunio KaHasoB.
MpumedaHne: B Hagnexawmm obpasoM CnjiaHMpPOBaAHHOMW CETU PEKOMEHAYETCS
NCMoab30BaTb TOMILKO CTAaTUYECKYIO arperaumto KkaHanos. 3T1o obecneumsaeT 6onee

BbICOKYH CTabUNbHOCTb CETU U ynpaBsieHWe rpynnamMm NopToB Ha KOMMYyTaTope.

MpuMep NCNosnb30BaHMS CTaTUYECKOro rpynnupoBaHnUs NOPTOB MOXHO HalTh B pa3a. 17.5.1 Ha
cTp. 153.

OvwHamunyeckasn arperayuma KaHanoB

MNopaepxka CTaTMYECcKOro n AMHaMM4ecKoro rpynnupoBaHnsa NopTOB OCYLLECTBSETCS
KOMMYTaTOpOM B COOTBETCTBUM CO cTaHaapTom IEEE 802.3ad (npotokon LACP).
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[maBa 17 Arperaumsi kKaHanos

CraHgapt IEEE 802.3ad onucbiBaeT NpoTOKON ynpaBneHus arperaumen kaHanos (LACP) ans
AVHAMNYECKOro co3faHus rpynn nopToB M ynpaBsieHUus uMmu.

Mpy BKOYEHUWN arperaumnmn KaHanos no npotokony LACP Ha 04HOM 13 MOPTOB 3TOT MOPT MOXKET
HauyaTb NPOLIECC aBTOMAaTUYECKOro CorflacoBaHusl rpynn nopToB C YCTPOMCTBOM Ha APYroM KOHLIE.
MpoTokon LACP Takxe noaaepxuBaeT U3bbITOYHOCTb NOPTOB, TO €CTb eCnu paboTaloWmii nopT
BbIMAET M3 CTPOS, TO OAMH U3 «PEe3epBHbIX» NOPTOB HauHeT paboTaTb 6e3 BMellaTebLCTBA
nonb3osartens. Cneayer UMeTb B BUAY, YTO:

e Bce nopTbl AONXKHBI 6bITb NOAKIOYEHBI MO CXEME «TOYKa-TOYKa» K OA4HOMY U TOMY Xe Ethernet-
KOMMYTaTopy, a TakXe CKOHMUryprMpoBaHbl B rpynny c ncnonb3osBaHuvem npotokona LACP.

e [lpoTtokon LACP paboTaeT TONbKO Ha AYMJEKCHbIX KaHanax.

e Bce nopTbl, NpUHaanexalline K ofHOM rpynne, A0/KHbI UMETb OAMHAKOBbIA TUM CpeAbl nepeaayu,
CKOpOCTb, PEXWM AynfieKca U HaCTPOWMKM ynpasieHMUst MOTOKOM.

HactpauBaTb rpynnel noptoB unan npotokon LACP cneayet oo nogkntoyenuns Ethernet-kommyTtatopa,
BO n3bexaHwe nosiBNeHns netenb B CETEBOW TOMONOMUM.

WpeHTuchukaTop arperaumm KaHanos

NaeHTudukaTop arperaumm npotokona LACP BknouaeT B cebsl:

Tabnuua 55 VaeHTuduMKaTop arperaumMm KaHanos: NOKaibHbIA KOMMYyTaTOP

NMPUOPUTET CUCTEMbI | MAC-APEC KnkoYy NMPUOPUTET NOPTA | HOMEP MNMOPTA

0000 00-00-00-00-00-00 0000 00 0000

Tabnuua 56 WaeHTudukaTop arperaumm KaHanoB: KOMMyTaTop-napTHep

NMPUOPUTET CUCTEMbI | MAC-AOPEC KnioYy NPUOPUTET NOPTA | HOMEP NOPTA

0000 00-00-00-00-00-00 0000 00 0000

17.2 CocTosiHMe arperauum KaHarnoB

Beibepute B HaBuraumoHHoi naHenn Advanced Application > Link Aggregation. Mo ymonuaHuto
nosieutcs akpaH Link Aggregation Status. lononHuTenbHy0 MHpOpPMaLMo MOXHO HaNTK B
pa3a. 17.1 Ha cTp. 147.

1.  YpoBeHb npuoputeta nopTa n HOMep nopTa paBHbl HYMIO, TaK Kak 9TO arperauMoHHbIV nAeHTUMKaTOP AN BCEN rpynnbl,
a He OTAENbHOro nopra.
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[maBa 17 Arperaumsi kKaHanos

PucyHok 104 SkpaH Advanced Application > Link Aggregation Status

[ ink Aggregation Status Link Aggregation Setting
Group ID Enabled Ports Synchronized Ports Aggregator ID Criteria Status
™ - - - src-dst-mac -

T2 - - - src-dst-mac -

T3 - - - sre-dst-mac -

T4 - - - src-dst-mac -

T8 - - - src-dst-mac -

TG - - - src-dst-mac -

T7 - - - src-dst-mac -

T8 - - - sre-dst-mac -

Mons aKpaHa onucaHbl B crieayioLen Tabnuue.

Tabnuua 57 SkpaH Advanced Application > Link Aggregation Status

MNOJE

OMNCAHME

Group ID

B 3TOM none otobpaxaetcs naeHTUdMKaTOp rpynmnbl, KOTOPbIA onpeaenseT rpynny nopTos,
TO €CTb JIOTMYECKMN KaHan, 06beaMHSIOLWMA HECKOTbKO NMOPTOB.

Enabled Ports

MopTbl, HaCcTpoeHHble B MeHto Link Aggregation kak usieHbl rpynnbl NOPTOB.

Homep nopTta (MM HoMepa NopToB) O0TO6paXkaloTcs TONIbKO B TOM C/lyyae, ec/im AaHHas
rpynna nopToB akTUBUPOBaHAa, U UMEETCS NMOPT, NPUHAANEXALLMIA STOW rpynne.

Synchronized
Ports

MopTbl, B AaHHbIF MOMEHT Nepefatolime AaHHble KakK eAnHbIN KaHan B 3TOW rpynne nopTos.

Aggregator ID

NpeHTndukaTop arperaunn KaHanoB BKtoYaeT B cebsi: npuoputeTt cuctembl, MAC-aapec,
KS1t04, MPUOPUTET NopTa n Homep nopta. bonee noapobHyto nHdopmaunio 06 sTom none
MOXHO HalTu B pa3a. «MaeHTudurkaTop arperaummn KaHanoe» Ha cTp. 148.

DTOT naeHTUbMUKATOP 0TOBpaXaeTCs TONbKO B TOM C/lyvae, ec/iv UMeeTcsi nopT,
npuHaanexalmii 3Toi rpynne, U Ans AaHHOW rpynnbl akTMBMpPOBaH npoTokon LACP.

Criteria

370 nosie NokasbiBaeT ajropuTM pacnpeaeneHus ucxoasuiero tpaduka, UCnosb3yembli
AaHHOW rpynnow nopTtoB. MNakeTbl, MMelLne 0AMHAKOBbIN afpec UCTOYHMKA U/unm
OAMHAKOBbIW aApec Ha3Ha4YeHUsl, HanpaBsOTCA N0 OAHOMY KaHasny B paMKax rpynnbl
nopToB.

onuus Src-mac 03HayaeT, YTo KOMMyTaTop pacnpegenser Tpaduk ncxoas ns MAC-agpeca
MCTOYHMKA MaKeTa.

onuusa dst-mac o3HayaeT, YTo KOMMYyTaTOp pacnpegenseT Tpacduk ncxoas s MAC-agpeca
HasHayeHus nakera.

onumsa src-dst-mac o3HauaeT, YTo KOMMyTaTOp pacnpegenseT Tpaduk no coyetaHnio MAC-
aApecoB MCTOYHUKA W HAa3Ha4YeHUAa nakeTa.

onums src-ip o3HavaeT, YTo KOMMyTaTop pacnpeaenseT Tpaduk ncxoas ns IP-agpeca
MCTOYHMKA MakeTa.

onumsa dst-ip o3HauaeT, 4TO KOMMYyTaToOp pacnpegenset Tpaduk ncxoas ms IP-agpeca
Ha3Ha4yeHMsa nakerta.

onums src-dst-ip o3HayaeT, YTO KOMMyTaTOp pacnpeaensieT Tpaduk nNo coyetaHuto IP-
aApecoB UCTOYHUKA N HAa3HAYEeHUS NAKETOB.

Status

B 3ToM nosie oTo6paaeTtcst cnocob Ao6aBeHMs yKa3aHHbIX MOPTOB B rpynmy nopTos.
BO3MOXHbIe 3HAYEHNS:

e Static - ecnv NnopTbl HACTPOEHbI B Ka4ecTBe CTaTUYECKUX YIEHOB Fpynnbl MOPTOB.
e LACP - ecnv nopTbl 6bI21M NpUCOEAMHEHDI K rpynne nopTtoB nocpeactsoM LACP.
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17.3 Hactpomka arperauumm KaHanoB

YT06bI 0OTO6Pa3nTb NOKa3aHHbINM HMXE 3KpaH, Bbibepute B HaBuraunmoHHon naHenn Advanced
Application > Link Aggregation > Link Aggregation Setting. JJononHutenbHyo nHdopmaumio
06 arperauumn KaHanoB MOXHO HaMTu B pasa. 17.1 Ha cTp. 147.

PucyHok 105 SkpaH Advanced Application > Link Aggregation > Link Aggregation Setting

L { Status LACP
Group 1D Active Criteria
T1 src-dst-mac -
T2 src-dst-mac -
T3 src-dst-mac -
T4 src-dst-mac -
T5 src-dstmac -
T6 src-dst-mac -
T7 src-dst-mac -
T8 src-dst-mac -
Port Group
1 Mone -
2 MNone -
\/\/49\/\&/\/::;;'/\/\/
50 Mone -
Apply || Cancel

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 58 SDkpaH Advanced Application > Link Aggregation > Link Aggregation Setting

NMOnEe OMNMUCAHME

Link Mpwn BKAOYEHUM CTaTUYECKOW arperaumm KaHanoB BCe HAaCTPOMKM NPOM3BOAATCA Ha AAHHOM

Aggregation 3KpaHe.

Setting

Group ID B 3TOM none ykasaH naeHTMduKaTop rpynnbl arperaunn KaHanaos, TO €CTb JIOrMYeCcKoro
KaHana, o6beAnHAILWEro HeCKOIbKO NOPTOB.

Active YcTaHoBWTE 3TOT nepekftyaTesnb, YTobbl akTUBMPOBATbL rpynny NopTos.
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Ta6nuua 58 SDkpaH Advanced Application > Link Aggregation > Link Aggregation Setting

NONE

OMNMUCAHUE

Criteria

BbibepuTe anropuTM pacnpeaeneHuns ncxoasauero tpaduka. MakeTbl, UMeOLWME 0AMHAKOBbIN
agpec UCTOYHUKA U/UNN OANHAKOBLIM agpec HazHadeHWs, HanpaBAsloTCA NO OAHOMY KaHany B
paMmkax rpynnbl NopToB. Mo yMOA4YaHMI0O KOMMYTaTop UCNOJb3yeT TUN pacrnpeaeneHns src-
dst-mac. Ecnn koMMyTaTOp HaxoAUTCS 3a MapLupyTusaTopoM, To MAC-aapec Ha3HavyeHuMs um
WCTOYHMKa nakeTa 6yaeT naMeHeH. B 3ToM cnyyae Heob6xoaAnMO Bbi6paTb Ha KOMMYyTaTop
onuwuto pacnpeneneHus Tpadmka no IP-agpecy, 4To6bl BYHKLMSA FPYNNMPOBKM MNOPTOB
paboTtana HopManbHO.

BbibepuTe onumio src-mac, 4Tobbl pacnpeaeneHue Tpaduka ocylecTsnsnocs no MAC-agpecy
MCTOYHMKaA NakeTa.

Bbi6epute onuuio dst-mac, uTobbl pacnpeaeneHune Tpadbuka ocyLecTBNsnoc, no MAC-
afipecy HasHauyeHus nakera.

BbibepuTte onuuto src-dst-mac, utobbl pacnpeneneHue Tpadurka oCcyLecTBASI0Ch N0
coyeTtaHno MAC-agpecoB UCTOYHMKA U HA3HAYEHNS NaKeToB.

Bbi6epute onuuio src-ip, 4tobbl pacnpeaeneHue Tpaduka ocyLwecTensnocs no IP-aapecy
WCTOYHMKA NakeTa.

BbibepuTte onuuto dst-ip, uTob6bI pacnpeaeneHme Tpaduka ocylecTBasaock no IP-agpecy
Ha3Ha4yeHus nakeTta.

BbibepuTte onuuto src-dst-ip, 4Tobbl pacnpeseneHue Tpadurka ocyLLEeCTBASNOChL NO
coyeTaHuto IP-aapecoB NCTOYHUKA M HA3HAUYEHUS NMAKETOB.

Port

B 5TOM nosie oTo6pa)aeTcs HomMep nopra.

Group

Bbi6epuTe rpynny nNopToB, KOTOPOI NPUHAANEXUT NOPT.

MpumeyaHue: Ecnu ansa onpegeneHHoOro nopta Ha KOMMYTaTop BKIOYeHa DyHKLMSA
6e30MacHOCTM NopTa U HAacTPOeHbI NapameTpbl 6e30MacHOCTY, TO BKIMIOYNTL TaKoi NopT
B @KTMBHYIO rpynny rnopToB HemMb3as.

Apply

Haxmute Apply, 4TO6bl COXPaHUTL U3MEHEHMS B ONepaTUBHON NaMAaTU KOMMyTaTopa. 3Tu
HacCTpolikM 6yayT yTepsHbl B Clly4ae BblK/IHOYEHUS KOMMyTaTopa uan nepebos B nogadve
MATaHUs, NO3TOMY MO 3aBEPLUEHMN HACTPOMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEPXHEN HaBUrauMOHHOW NaHenu A5 COXpaHeHUs U3MEHEHWN B SHEepProHe3aBMCMMON NaMsATH.

Cancel

Haxmute Cancel, uTo6bl Ha4aTb HAacCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

17.4 TlpoToKon ynpaBneHusa arperaumeun kaHanos LACP

YT106bI 0TO6pPa3nTb NOKa3aHHbIN HUXeE 3KpaH, BbibepuTe B HaBMraumoHHon naHenn Advanced
Application > Link Aggregation > Link Aggregation Setting > LACP. [10No/HUTENbHYIO
MHGOpMaLMIO 0 AMHAMMYECKOWN arperaunm KaHasaoB MOXHO HalTW B pa3sa. «[AnHamumyeckas
arperauus KaHasos» Ha cTp. 147.
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PucyHok 106 DkpaH Advanced Application > Link Aggregation > Link Aggregation Setting > LACP

[ ink Aggregation Control Protocol Link Aggregation Setting
Active [
System Priority 65535
Group ID LACP Active

T ]

T2 [l

T3 [

T4 =

T5 [

TG ]

T7 [l

Ta [

Port LACP Timeout

* 30 ~ seconds

1 30 ~ seconds

2 30 = seconds
0~ ds

47 30 ~ seconds

48 30 ~ seconds

49 30 ~ seconds

50 30 ~ seconds

Apply || Cancel

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Tabnuua 59 DkpaH Advanced Application > Link Aggregation > Link Aggregation Setting > LACP

MOnE OMNMUCAHUE

;Igglg(regation MpuMeyaHme: HacTporkmn Ha JaHHOM SKpaHe crnefyeT NPOU3BOAUTb TOMBKO MPU BKITHOYEHUN

Control OVHaMU4ecKoun arperauum KaHanos.

Protocol

Active YcTaHOBUTE 3TOT NepeksitoyaTesnb, YTobbl BKAOUYNTL npoTokona LACP.

System MpuopwuteT cuctembl npotokona LACP - 31o umcno ot 1 go 65 535. KommyTaTtop ¢

Priority HanMEHbLUM NPUOPUTETOM CUCTEMbI (U HAMMEHBLLUMM HOMEPOM MOpTa, €C/IN 3HAYEHUSA
npuopuTeTa CUCTEMbl OAMHAKOBbI) CTAHOBUTCSA «CepBepoM» npoTokona LACP. «Cepsep» LACP
ynpasnseT paboTton npotokona LACP. BeeauTte HoOMep A5 yCTaHOBKW NpUopuTeTa akTUBHOMO
nopta, ucnonb3aytowero npotokosa LACP. YeM MeHblle HOMep, TeM Bbllle YPOBEHb
npuopuTeTa.

Group ID B 3TOM none ykasaH naeHTMduKaTop rpynnbl arperaunn KaHanos, TO €CTb JIOrMYeCcKoro
KaHana, o6beANHAIOLWEro HECKOIbKO NOPTOB.

LACP Active YcTtaHoBuTE 3TOT nepektoyaTtesnb, YTobbl BKAOYNTE NpoTokon LACP ansa rpynnbl.

Port B 3TOoM none oTobpaxaeTca HomMep nopTa.
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Ta6nuua 59 DkpaH Advanced Application > Link Aggregation > Link Aggregation Setting > LACP

NOJIE OMNCAHUE

* HacTpoiiku B 3TOl CTpOKE NMPUMEHSAIOTCA KO BCEM MOPTaM.

DTy CTPOKY HEO6XOAMMO MCMO/b30BaTh /ML B TOM C/lyYae, eC/iv HacTpOMKN BCEX MOPTOB
AOJIKHbI 6bITb 0ANHAKOBLIMU. C MOMOLLbIO 3TOM CTPOKM MOXHO CHayasna HasHauuTb oblime ans
BCEX MOPTOB HACTPOWKM, a 3aTeM BHECTU HEOHXOAMMbIE U3MEHEHUSI HA YPOBHE OTAENLHOIO
nopra.

MpumeyaHne: N3ameHeHnsa B 4aHHON CTPOKE Cpasy e KOMUPYTCS Ha BCE MOpPThI.

LACP Timeout | Tarim-ayT, onpeaensitowmMn BpeMeHHOMW NPOMEeXYTOK OT ogHOro o6MeHa naketammn LACP mexay
OTAENbHbIMU MOpPTaMu A0 APYroro (B uensx nposBepkn paboTocnocob6HOCTM NOPTOB-NAapTHEPOB
B rpynne nopTos). Eciv nopT He OTBETW/ MOC/E TpeX NOmMbITOK, TO OH CYMTaeTCs
«OTK/IIOYEHHbIM» U yAanseTcs u3 rpynnbl. [ns 3arpy>XeHHbIX CrpynnmMpoBaHHbIX KaHanos
cnefyeT UCNosib30BaTb KOPOTKMIA MHTEpBan (o4Ha cekyHAaa), 4Tobbl obecneunTb ckopenliee
yAaneHne OTK/IIOYEHHbIX NOPTOB U3 FPynnbl.

BbibepuTte 3HaueHue (1 cekyHaa nnm 30 cekyHa).

Apply Haxmute Apply, 4TO6bl COXPaHUTL U3MEHEHMS B ONepaTUBHON NaMAaT KOMMyTaTopa. ITu
HacCTpolKkM ByAyT yTepsiHbl B C/lydae BbIK/HOYEHUS KOMMyTaTopa unu nepebosi B nogave
MATaHUS, NO3TOMY MO 3aBEPLUEHMN HACTPONKM HEOBX0AMMO HaxaTb Ha cCblike Save B
BEPXHEWN HaBUIrauVMOHHOM NaHenun Ans COXpaHeHUs U3MEHEHUI B SHEProHe3aBMCMMON MNaMsTw.

Cancel Haxmute Cancel, uTo6bl HauaTb HAacCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

17.5 CnpaBoy4Has TexHn4eckas uHdgopmauusa

3TOo pasaen cCoaepXXUT AOMNONHUTENbHYI TEXHUYECKY0 MHDOPMaLIMIO NO BoNpocaM, 06CyxaaemMbiM B
TeKYLEN rnaBse.

17.5.1 TMpumep cTaTU4eCcKoro rpynnupoBaHnsi NOpToB

B naHHOM npuMepe NokasaHo Cco34aHue CTaTUYeCcKoM rpynmnbl MOPTOB AN MopToB 2-5.

1 BbinonHuTe pusanyeckme NoAKAYEHUA — NOAKIKYNTE BCE NOPThl, KOTOPblE A0/KHbI BOMTU B
rpynny, K O4HOMY M TOMY Xe MyHKTY Ha3HayeHus. Ha npuBeaeHHOM HUXE PUCYHKE NoKa3aHo
noaknyeHne nopTtos 2-5 koMMyTaTopa A K KoMMmyTaTopy B.

PucyHok 107 [pumep rpynnMpoBaHus MOPTOB — pM3nyeckne nogKkntoveHuns

A

abbhsasas il

HHEHHH
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HacTtpoiTe ctaTuueckylo rpynny noproB - BbibepuTe nyHKT Advanced Application > Link
Aggregation > Link Aggregation Setting. Ha atom akpaHe akTnsupyite rpynny noptos T1,
BblbepuTe anropuTM pacnpegeneHms Tpadmka, KoTopbiii 6yaeT ncnonb3osaTth 3Ta rpynna, u NopThbl,
KOTOpble cneayeT BKAOUYUTb B 3Ty rpynny, Kak nokasaHo Ha pUCyHKe Huxe. lNocne aToro Haxmurte
Apply.

PucyHok 108 [puvmep rpynnMpoBaHust NOPTOB — 3KpaH HAaCTPOMKM

@ Link Aggregation Setting Status LACP
Group ID Active Criteria
( T1 src-dst-mac -
T2 [l src-dst-mac ~
T3 | src-dst-mac ~
T4 [ src-dst-mac
T5 | src-dst-mac
TG [l src-dst-mac -
7 [l src-dst-mac ~
T8 | src-dst-mac ~
Port Group
1 MNone -
2 T1 -
3 T1 -
4 T1 -
5 T1 -
6 \e\/\/\/
\/\/m\/\/\/\/zz;v/\/\/
48 MNone -
50 MNone -
(Gony)

Mpoueaypa HacTponku rpynnbl noptoB 1 (T1) 3aBeplieHa.
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AyTteHTudumkauus nopToB

18.1 O6G30p ayTeHTUDMKaLUN NOPTOB

B sTon rnaee onucaH Metog ayteHTudukaumm IEEE 802.1x.

MexaHu3M ayTeHTUPMKaLuMM NOPTOB NO3BOJISET NPOBEPATbL Npasa AOCTYNa KJMEHTOB K NopTam
KOMMYyTaTopa C UCMOoJIb30BaHWEM BHELLHEro cepsepa (cepsepa ayTeHTuduKaunm). JaHHbIN
KOMMYTaTop NOoAAEpPXMBAET CeAyloWwmnin MeTol ayTeHTUMdUKaUnMM NOpToOB:

o IEEE 802.1x2 - npeaycMaTpuBaeT NpPOBEPKY Npas AOCTyMNa K nopTaM Ha cepsepe
ayTeHTUdMKauum € MCNOSb30BaHNEM MMEHM MONb30BaTeNs M Napos, NpeaocTaB/IeHHbIX
nonb3oBaTtesnemM.

18.1.1 O yem paccka3blBaeTCA B 3TOM rnaBse

e C nomowbto 3kpaHa Port Authentication (pasa. 18.2 Ha cTp. 156) MOXHO npoBepuThb,
aKTMBMpoOBaHa Nun ayTeHTMdUKauna noptos IEEE 802.1x.

e C nomolbto akpaHa 802.1x (pa3a. 18.3 Ha cTp. 156) MOXHO aKTMBMPOBaTb PYHKLMIO
6e3onacHocTu IEEE 802.1x.

18.1.2 Y10 HeOOXOOQUMO 3HaATb

MpoBepka npas nonb3oBaTtens npu ayteHTudukaummn no cxeme IEEE 802.1x ocyuwecTsnsercs
ncnonb3oBaHneM npotokona RADIUS (Remote Authentication Dial In User Service, RFC 2138,
2139). JononHUTeNnbHY MHGOpMaLUo 0 HacTporkax cepeepa RADIUS MOXHO HanTu B

pa3a. «RADIUS n TACACS+» Ha cTp. 206.

AyTteHTudmnkauma Ha ocHoBe |IEEE 802.1x

Mpouecc npoBepkn Npas Nosb30BaTess, NOAKIOYAOLWErocs K NOpTy C akKTMBUPOBAHHbIM
MexaHM3MOM ayTeHTudmkaummn IEEE 802.1x, nokasaH Ha cneaytoweMm pucyHke. JaHHbli KOMMyTaToOp
3anpallmBaeT y KameHTa nHdopMaunto ans Bxoaa B CMCTEMY B BUAE MMEHW MOSib30BaTeNns u napons.
Mocne nony4yeHns oT KAMEHTa NapaMeTpoB BX04a B CUCTEMY KOMMYyTaTOp OTnpas/sieT 3anpoc Ha
ayTeHTMdunKaunto Ha cepBep RADIUS. Cepeep RADIUS npoBepsieT, 061agaeT M AaHHbIA KITMEHT
npaBoM AOCTyNa K AaHHOMY MOpTY.

2. Ha MOMEHT HanncaHusi 4aHHOro PYKOBOACTBA HE BCE OMnepaLuMoHHble CMCTEMBI noaaepkusatoT ctaHaapT IEEE 802.1x.
Ob6paTtutech k JOKyMEHTaLMK No onepaumoHHon cucteme. Ecnv onepaumoHHas cuctema He noafaepXxuBaeTt cTaHaapT
802.1x, moxeT noTpeboBaTbCs ycTaHOBKa NporpaMMHoro obecneyenus knueHta 802.1x.
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PucyHok 109 [Mpouecc ayTeHTMdMKauum Ha ocHose IEEE 802.1x

h_

#

HoBoe noagknioyeHune
- 3anpoc nHdopmaumm
e ANnA BxoAa B cUcTemy
MapameTpbl Bxoaa - o -
B cucremy 3anpoc Ha
ayTeHTUdUKaumo e
- OTBeT C pe3ynbTaTtoMm

ayTeHTUdMKaLum
CeaHc paspeluaeTcs/3anpeliaeTcs

18.2 Hactpounka ayteHTUdUKaumMm nopToB

YT06bI BKIOUMTE ayTeHTUdMKALMIO MOPTOB, Npexae Bcero HeobxoaAnMo akTMBUpPOBaTb
MCNoMb3yeMblii MeTod (MM MeToAbl) ayTeHTUdUKALMKN KaK Ha KOMMyTaTope, Tak U Ha caMux
rnopTax, a 3aTeM HacTpouTb NapameTpbl cepeepa RADIUS Ha akpaHe Auth and Acct > Radius

Server Setup.

YT0o6bl 0TO6pa3nTb NOKa3aHHbIN HMXE 3KpaH, Bbibepute B HaBMraumoHHon naHenu Advanced

Application > Port Authentication.

PucyHok 110 DkpaH Advanced Application > Port Authentication

[ @) Port Authentication

802.1x Click here

18.3 BknrouyeHune dyHKkuun 6esonacHocTu ctaHgapta IEEE

802.1x

C noMoLLblo JaHHOr0 3KpaHa MOXHO aKTUBMPOBaTb MyHKLUMK 6e3onacHocTu cTaHaapTa IEEE 802.1x.

Ha skpaHe Port Authentication HaxxmuTe 802.1X, 4TO6bl OTKPbITb 3KpaH HACTPoOeK,
n306paxKeHHbIN Ha PUCYHKE HUXeE.
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PucyHok 111 2DkpaH Advanced Application > Port Authentication > 802.1x

Port

Active

Active

Port Authentication Guest Vian
Max-Req Reauth Reauth-period Quiet-period Tx-period Supp-Timeout
SECS SECS SECS SECS
On ~
2 On - 3600 60 30 30
2 On - 3600 60 30 30
00 60
2 On - 3600 60 30 30
2 On - 3600 60 30 30
2 On - 3600 60 30 30

Apply | | Cancel

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6bnuua 60 DkpaH Advanced Application > Port Authentication > 802.1x

NOnE

OMNMUCAHUE

Active

YcTaHoBWTe 3TOT nepeknioyaTenb, YTobbl pa3pewmnTb ayTeHTUdMKaLMo No cTaHAapTy
802.1x Ha KoMMyTaToOpe.

Mpumedanwue: MNpexae Yem NpPUCTynaTb K HACTPONKE Cnyx0Obl ayTeHTudmKaumMm no
ctaHgapty 802.1x Ha KaxgoMm nopTy, Heo6xoAMMO BKINIOYUTL €€ Ha KOMMYyTaTope.

Port

B 3TOM rosie oTo6paxkaeTcs HomMep nopra.

HaCTpOVIKM B 3TOM CTpOKE NPUMEHAKTCA KO BCEM NOpPTaM.

STy CTPOKY HeobXxoANMMO MCMNOb30BaTb JINWb B TOM cny4yae, ecnun HaCTpOVIKVI BCEX NopToB
AOJDKHbI 6bITb 0AMHAKOBbLIMU. C MOMOLLbIO 3TOM CTPOKM MOXXHO CHa4asla Ha3Ha4nTb obwue
Ans BCeX NopToB HaCTpOVIKVI, a 3aTeM BHeCTU HeobXxoAuMble U3MEHEHMUS Ha YpoBHE
OTAENBHOIO NopTa.

Mpumeyanue: IameHeHns B JaHHON CTpoke Cpagsy e KonupyrTCcA Ha BCe NOpPThI.

Active

YcTaHoBWTe 3TOT nepeknioyaTenb, YTobbl pa3pewmnTb ayTeHTUdMKaLMo No CTaHAapTy
802.1x Ha 3TOM nopTy. Mpexae yeM akTMBMPOBATb ayTeHTUdUKaLMIO No cTaHAapTy 802.1x
Ha KaXAoM NopTy, HeEO6X0AMMO BKJIIOUMUTbL ee Ha KOMMyTaTope.

Max-Req

YKaxuTe, CKOMIbKO MOMbITOK ayTEHTUPMKaALUNN KITUEHTOB AO/HKEH COBEPLINTbL KOMMYTaTOp
npexae, 4eM OoTNpaBUTb MOPTbl, OT KOTOPbLIX HE MOCTYNWU OTK/INK, B roctesByto ceTb VLAN.

Mo ymMon4aHWo 3Ha4YeHMEe 3TOro Noss paBHO 2. DTO O3Ha4YaeT, 4YTo komMmyTaTop 6yaet
NbITaTbCA ayTEHTUHUUMPOBATb KINEHTa ABaXAbl. TO eCTb €C/IN KIIMEHT He OTBETU/ Ha
nepBbIin 3anpoc ayTeHTUdUKaumMm, KOMMyTaTop OTNPaBuT elwe oAMH 3anpoc. Ecnm knneHt
He OTBETUT U Ha BTOPOW 3anpoc, TO KOMMYTaToOp OTNPaBUT KIMEHTa B rocTteByto ceTb VLAN.
[ns NpoxoXAeHnsa NOBTOPHOW ayTeHTUdPMKaLMN HA KOMMYTaToOpe KIMEHTY HYXHO byaer
rnocnaTtb HOBbIW 3anpoc.

Reauth

YkaxuTte, TDEGYETCH N nonb3oBaTeNnto nepnogny4yeckm BBoAnTbL 3aHOBO CBOE
nosib3oBaTesIbCKOeE UMA U Napob, yTO6bI OCTaBaTbCS NMOAK/IIOYEHHbBIM K nopTy.

Reauth-period
secs

YKkaxute nepvos BpeMeHU, No UCTEYEHUM KOTOPOro Mosib3oBaTento notpebyeTcs 3aHOBO
BBECTM CBOE MOJIb30BaTENbCKOE UMSI U Naposib, YTOObl OCTaBaTbCst MOAK/OYEHHbIM K MOPTY.
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Ta6bnuua 60 DkpaH Advanced Application > Port Authentication > 802.1x (npoaosxeHune)

NMOnE OMNMUCAHUE
Quiet-period YKaXuTe, CKONbKO CEKYH/ MOpT OCTaeTcsa B cocTtossHun HELD 1 oTBepraeT HOBble 3anpochl
secs Ha ayTeHTUdUKaALUMIO OT NOAKIHUYEHHOMO KJIMEHTA NOC/Ee HeyAauHOW NonbITKM o6MeHa

ayTEHTUPUKALMOHHBIMKU COOBLLEHNAMMN.

Tx-period secs YKaxute nepuos BPEMEHU B CEKYHAAX, B TEUEHME KOTOPOro KOMMYTaTOp OXUAAeT OTBETa
K/IMEHTa, npexae YeM MOBTOPHO OTMNPaBWUTb KJIMEHTY 3anpoc Ha naeHTUdUKaumio.

Supp-Timeout YKaxuTe Nepuoj BPEMEHM B CEKYHAAX, B TEYEHME KOTOPOr0 KOMMYTATOp OXMWAAET OTBETA
secs K/IMEHTa Ha 3anpoc BbI30Ba, NpexAe YeM OTNpaBuTb MOBTOPHLIA 3anpoc.
Apply HaxxmuTe Apply, 4T06bl COXpPaHUTL M3MEHEHUSI B ONEpaTUBHOW NaMsATM KOMMyTaTopa. ITu

HaCTpoWKKM 6yAyT yTepsiHbl B C/ly4Yae BbIK/IIOYEHWUSI KOMMyTaTopa unu nepebos B nogave
NMUTaHUS, MOSTOMY MO 3aBEPLUEHNN HACTPOMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEpPXHEN HaBUraUMOHHOWN MaHenn Ansi COXpaHeHUs1 U3MEHEHUI B SHEProOHe3aBMCMMOW
namsiTu.

Cancel HaxmuTte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

18.3.1 OkpaH Guest VLAN

Ecnn Ha koMMyTaTOpe U ero noptax BkAYeHa pyHKUuMSA ayTeHTudumkaumm 802.1x, TO KOMMyTaTop
3anpewaeT KAneHTaM, NpefoCcTaBnsiownM HEKOPPEKTHbIE YUYeTHbIE AaHHble, AOCTYN Yyepe3
yKasaHHble NopTbl. BO3MOXXHOCTM KOMMyTaTopa No3BoNs0T BbibpaTb 0aHY ceTb VLAN B KauecTse
rocteson. Ecnm Bkaountb dyHKUmMio roctesoin cetn VLAN (B gaHHOM npumepe - cetn 102) Ha
onpeaeneHHoM nopty (B AaHHOM nMpuMepe — NopTy 2), TO onpeaeneHHbIn nosb3oBaTesb (B AaHHOM
npuMepe — nonb3oBaTtenb A), KOTOPbIA He nogaepXxuneaeT ctaHgapT IEEE 802.1x ¢ nnm He moxeT
yKasaTb npasu/ibHble MM MOSb30BaTeNSA U Naposb, BCE PAaBHO CMOXET MNONYUYUTb AOCTYMN K
KOMMYTaTopy 4Yepes 3TOT NopT, HO byaeT HanpaBssieH B rocteByto ceTb VLAN. To eCcTb nonb3oBaTteny,
He npowejlune ayTeHTudmKaumoo, CMOryT Noay4YnTb 4OCTYN K OrpaHUYEHHOMY KOIMYECTBY CEeTEBbIX
pecypcoB B Ton xe rocteson cetn VLAN, Takon, kak ceTb MHTepHeT. Habop npaB, Ha3HaAYEHHbIX
roctesoi cetn VLAN, 3aBMCUT OT TOro, Kakue napameTpbl CETEBOM aAMUHUCTPATOP 3a4acT Ans
KOMMYTaTOpPOB MM MapLpyTU3aTOpPOB NpU ONMcaHMn MYHKUNM rOCTEBON CETU.

PucyHok 112 Tlpumep rocteson cetn VLAN

UHTepHeT

-,

C nNoMoLWbIo 3TOro 3KpaHa MOXHO aKTMBMpoOBaTb rocteByto ceTb VLAN 1 HasHaunTb ee
onpeageneHHoMy nopty. Ha akpaHe Port Authentication > 802.1x HaxMmnTe Guest Vlan, ytobebl
OTKPbITb 3KpaH HacTpoek, N306paxeHHbI Ha PUCYHKE HUXeE.
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PucyHok 113 DkpaH Advanced Application > Port Authentication > 802.1x > Guest VLAN

| @) GuestVian 802.1x
Port Active Guest Vlan Host-mode Multi-Secure Num
: O | | [MutiHost [v| |
1 0o 1 Mult-Host |v 1
2 O 1 Multi-Host [v| ]
- < 1 T v 1
4 O 1 Multi-Host | v| 1
5 O 1 Multi-Host v 1
£ 0 1 Multi-Host || 1
? 0 e 1]
& O 1 | [MuliHost " 1
9 O 1 Mult-Host |v d
10 O 1 Multi-Host | v| ]
: 0 witHost ¥ (1
12 O 1 Mult-Host | v| 1
13 O 1 Multi-Host [v| |1
= e L

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6bnuua 61 DkpaH Advanced Application > Port Authentication > 802.1x > Guest VLAN
MOnE ONMUCAHUE
Port B sTOM none otobpaxaeTcsa HoOMep nopTa.
* HacTpolikn B 3TOM CTPOKE NPUMEHSAIOTCA KO BCEM MopTaM.
3Ty CTPOKY HEO6X0AMMO MCMO/Ib30BaTh NMLWb B TOM Ciy4ae, eCc/iv HaCTPOMKKN BCeX MOpPTOB
AO0KHbI 6bITb 0AMHAKOBbLIMX. C MOMOLLBIO 3TOW CTPOKM MOXHO CHayana HasHauuTb obwme
ANS BCEX NOPTOB HAaCTPOWMKM, a 3aTeM BHECTU HEOBXOANMbIE U3MEHEHUSA Ha YPOBHE
OTAEeNbHOro nopTa.
N3MeHeHnsa B AaHHOM CTPOKe Cpa3y e KOMUPYIKTCS Ha BCE NopThl.
Active YcTaHOBWTE 3TOT nepekntoyaTenb, YTobbl BKAOUNTL DyHKUMIO rocTeBor cetn VLAN ans
AaHHoro nopra.
KnneHTbl, KOTOPble HE CMOMIN NPOUTK ayTeHTUdMKaUNIO, NONAAAI0T B rocTeByto ceTb VLAN
M MOFYT MOSyyaTb OrpaHUYeHHbIA Habop ycnyr.
Guest Vlan [octeBas cetb VLAN - 3T0 npeaBapuTesibHO co3aaHHas Ha kKommyTtaTtope ceTb VLAN,

KOTOpas NO3BOJISIET NOb30BATENSAM, HE MPOLEALNM ayTeHTUDMKaLMIO, NONYYnUTb
OrpaHMYeHHbI AOCTYN K CETEBbIM pecypcaM Yepe3 KoMMyTaTop. KpoMe Toro, Heo6xoammo
BKOYNTb ayTeHTUdMKauuo IEEE 802.1x Ha KOMMyTaTOpe M acCOLMMPOBaHHbLIX MOpTax.
YKaxuTe umcno, Kotopoe naeHtnduumpyet roctesyto cetb VLAN.

YpocroBepbTech, 4TO 3Ta ceTb VLAN pacno3HaeTcs B CeTu.
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maBa 18 AyTeHTndunKkaumsa nopToB

Ta6bnuua 61 DkpaH Advanced Application > Port Authentication > 802.1x > Guest VLAN

NONE

OMNMUCAHUE

Host-mode

YKaxuTe, kKaknuM o6pasoM KOMMyTaTop ayTeHTUhULMPYET Nonb3oBaTesNel B TOM Ciiydae,
ecnu aBa v 6onee nonb3oBaTtenei NoAKAYaTCA K AaHHOMY NopTy (MCnonb3ys
KOHLIeHTpaTop).

Mpwn BbI6ope onuun Multi-Host ycTpoiicTBO 6yAeT BbINOMHATL ayTEHTUMUKALNIO TONbKO
nepBoro Noab3oBaTens, NOAKIOUYNBLLErOCA K AAHHOMY nopTy. Ecnv nepsbiv nonb3oBaTtenb
yKasblBaeT NpaBw/ibHble AaHHble AN BXOAa, TO BCEM MOC/AEAYOWMM MoMb30BaTeNsAM
paspeluaeTcs AOCTYN K 3TOMy nopTy 6e3 ayTeHTudumKaumm. Ecnm nepsbii nonb3osaTesnb
yKa3bIBaeT HEBEPHbIE AaHHbIE AN BX0Aa, TO BCe nonb3oBatenn 6yayT HanpasnieHbl B
rocteByto ceTb VLAN. Ecnu nepBbii Nonb3oBaTtenb, NpoWeALniA ayTeHTUdmKaumio,
BbIMO/IHAET BbIXOA, U3 CUCTEMbI MM OTKJIIOYAETCS OT 4aHHOro MopTa, TO YCTPOMCTBO
610KMpyeT OCTanbHbIX NONb30BaTENEN A0 TeX NOp, NOKa KTo-HMObyAb U3 HUX He nponaeT
ayTeHTUdmKaumo CHOBA.

Mpwn BbIGOpe onuun Multi-Secure ycTpoincTBo 6yaeT BbINONHATL ayTeHTUGUKaLMIO
Ka)aoro rnosib3oBaTesisi, KOTOPbIA NOAKNIOYAETCSA K AaHHOMY MOpPTY.

Multi-Secure
Num

Ecnu B none Host-mode Bbi6paHa onuns Multi-Secure, To B 3TOM nose Heob6xoaMMo
yKaszaTb MakCMManbHOE KOJIMYECTBO MoJib3oBaTesnei, KoTopoe KoMMmyTaTop byaer
ayTeHTUdMUMPOBaTb Ha 3TOM MOPTY.

Apply

Haxxmute Apply, 4T06bI COXpPaHUTb N3MEHEHUS B ONepaTUBHOM NamMAaTK KOMMyTaTopa. OTu
HacTpolikm 6yayT yTepsHbl B Clyvae BblK/KOYEHUS KOMMyTaTopa unun nepebos B nogadye
NUTaHWs, NO3TOMY MO 3aBEpLUEHUN HAaCTPOMKM HEO6X0AMMO HaxaTb Ha CCblsike Save B
BEpXHeh HaBWrauMOHHOWN NaHenn Ans COXpaHeHUs U3MEHEHUI B SHEProHe3aBMCMMOW
namsTu.

Cancel

Haxmunte Cancel, 4Tob6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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CpencrtBa 6e30nMacHOCTM NOPTOB

19.1 O630p cpencTB 6e30NaCHOCTN NOPTOB

B naHHOM rnaBe onucaHa HacTporika pyHKUMn 6€30nacHOCTY MOPTOB.

Cpencrtea 6e30MacHOCTM NOPTOB NMO3BOJISIOT pa3pellnTb NPOXOXAEHWE Yepes NopT KOMMyTaTopa
TOJIbKO NaKeToB C AMHAMUYECKM nonyvyeHHbiMM MAC-agpecaMu n/mnm HaCTpOEHHbIMU CTaTUHECKUMU
MAC-agpecamu. [JaHHbI KOMMYTaTOp MOXET 3anoOMHUTL B obLLel CoXHOCTM A0 16 Tbic. MAC-
aapecos, 6e3 orpaHM4YeHMin Ha KOIMYECTBO 3anOMUHAEMbIX aApPeCcoB Ha OAMH NopT (Npu yCroBuK,
yTO ObLUee KONMNYECTBO HE NMpeBbIlWaeT 16 ThIC.).

[na obecrneyeHnsa MakcnuManbHon 6e30nacHOCTN NopTa HeOo6X0AMMO OTK/HUNTL NnoslydeHmne MAC-
alpecoB W HacTpPouUTb ANs nopTa ctatuuyeckuit MAC-agpec (unn MAC-agpeca). He pekomeHayeTtcs
OTK/o4YaTh cpeacTBa 6€30MacHOCTM MOPTOB OAHOBPEMEHHO 3anoMuHaHneM MAC-aapecos, Tak Kak
3TO NpuBeAET K 60/bLIOMY UMCY LUIMPOKOBELLATENbHbIX NakeToB. Mo yMonyaHuio hyHKUMA
nonydeHnsa MAC-afpecoB OCTaeTCs akTUBMPOBAHHOM, laXe ecnu cpeactsa 6€30MacHOCTM NOpPTOB He
BKJ/IIOYEHbI.

19.1.1 O yem pacckasbiBaeTcsl B 3TOM rnaBe
C nomouwbto 3kpaHa Port Security (pa3a. 19.2 Ha cTp. 161) MOXHO BKOUYUTb (PYHKLUIO

6e3onacHocTn NOpPTOB U OTK/TIIOUYNTL 3arnoMnHaHne MAC-agpecos. KpoMe Toro, 34ecb MOXHO
BKJTOYNTb CbYHKLI,VIIO 6e3onacHocTun nopTa Anga onpegeneHHoro nopra.

19.2 HacTtpouka cpenctB 6e3onacHOCTV NOPTOB

YT0o6bl 0TO6pa3nTb NOKa3aHHbIN HMXE 3KpaH, BbibepuTte B HaBMraumoHHon naHenu Advanced
Application > Port Security.
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naea 19 Cpeactea 6e3onacHOCTM NOpPTOB

PucyHok 114 DkpaH Advanced Application > Port Security

MAC Freeze :

Port List MAC freeze
Port Security :
Active [
Port Active Address Learning Limited Number of Learned MAC Address
) O
1 ] 0
2 ] 0
\V\D’\/\/\/\/\/\/\/
_ 0
45 [ 0
47 [ 0
43 [ 0
49 [ 0
50 ] 0

Apply || Cancel

Mons aKpaHa onucaHbl B crieaytowen tTabnuue.

Tabnuua 62 SkpaH Advanced Application > Port Security

MOnE OMUCAHUE

Port List YKaxuTte nopTbl (pa3aeneHHble 3ansToi), AN KOTOpPbIX HEOOX0AMMO BKIOUUTL (DYHKLNIO
6e30nacHOCTM MOPTOB M OTK/IOUYNTL 3anoMmMHaHme MAC-aapecos. MNocne HaxaTtns MAC
freeze Bce paHee 3anoMHeHHble MAC-agpeca ANns yKa3aHHbIX NOPTOB CTaHyT CTaTUHECKUMU
n 6yayT otobpaxaTtbcs Ha akpaHe Static MAC Forwarding.

MAC freeze Haxmnte MAC freeze, 4To6bl KOMMYTaTOP @BTOMaTU4YECKU YCTaHOBWI MepekyaTenm
Active v cHan BbigeneHune ¢ nepekntovatenen Address Learning Ton1bKo Ans NopTos,
yKa3saHHbIx B cnucke Port list.

Active YcTaHOBUTE AaHHbIM MepekayaTesnb, YTOObl BKIKOUYMTE cpeacTBa 6€30nacHOCTM NOPTOB Ha
KOMMYyTaTope.

Port B aTOoM none otobpaxaeTca HoMep nopra.

HacTpoliku B 3TOl CTpOKe NMPUMEHSAIOTCS KO BCEM MOpPTaM.

3Ty CTpPOKY Heo6XxoANMO MCMNob30BaTh NULb B TOM cnydae, ecnu HaCTpOl‘/‘IKM BCEX MopTOB
[OJIKHbI 6bITb 0ANMHaKOBbIMKU. C MOMOLLbIO 3TON CTPOKWN MOXHO CHa4ana Ha3Ha4yuTb obwme
ANa BCeX NopToB HaCTpOl‘/'IKVI, a 3aTeM BHeCTM HeobXxoAnMble N3MEHEHUNS Ha YpoBHE
OTAENBbHOIO NopTa.

MpumeyaHune: IameHeHMs1 B JaHHOW CTPOKe Cpasy Xe KoOnnpyrTcAd Ha BCe NOPThI.
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naea 19 Cpeactea 6e3onacHOCTM NOpPTOB

Tabnuua 62 DkpaH Advanced Application > Port Security (npoaosnxeHue)

NONE

OMNMUCAHUE

Active

YcTtaHoBuMTE 3TOT nepektyaTenb, YTobbl BKAOUYNTL cpeacTBa 6€30nacHOCTM AN AaHHOMo
nopTa. [JaHHbI KOMMyTaTOp nepeckinaeT nakeTol, MAC-agpec(a) KOTOpbIX COAEPXMUTCS B
Tabnuue MAC-agpecoB anst atoro nopta. Maketbl ¢ apyrumm MAC-aapecamm
oTbpacbiBatoTCS.

CHMMUTE BblaeNieHne C nepeksoyaTens, ecnv Heo6XoAMMO OTKITUNTL 3Ty PYHKLMIO.
[aHHbIi koMMyTaTop 6yAeT nepecbinaTtb BCe MNakeTbl Yepes 3TOT NopT.

Address
Learning

DyHKUMSA nonydeHnss MAC-agpecoB CHuxaeT o6beM ncxoasLlero LWNMpoKoBeLaTenbHOro
Tpaduka. Ytobbl nonyyeHne MAC-agpecoB NpoMCcxXoanso ANs AaHHOrO nopTa, NopT AOXKEH
6bITb aKTMBEH M Ha HeM f0/KHa 6biTb BKAOYEHA DYHKUNA NOSyYEHUS aApecos.

Limited Number
of Learned MAC
Address

3TO0 nose Ucnonb3yeTcs ANS OrpaHMyYeHns AONYCTUMOro Konm4yecTBa (AMHaMMYecKn)
nony4veHHbix MAC-agpecoB ans nopra. Hanpumep, ecnv ykasaTtb B 3TOM nose Ans nopta 2
3HayeHne «5», To B KaXxAbli MOMEHT BPEMEHM OAHOBPEMEHHO MOAYYUTb AOCTYN K NOPTY 2
CMOTyT NNLb YCTPOMCTBA C NATbIO NonyvyeHHbiMM MAC-agpecamu. LLlectomy ycTpoicTBy
NpuUAaETCs XAaTb, NOKa OAMH U3 3TUX NATU nonydeHHbIX MAC-aapecos ycTapeeT. [TapameTp
ycTtapeBaHuss MAC-aapecoB MOXHO onpeaenntb B MeHto Switch Setup. Jonyctumbii
AnanasoH 3HadeHun coctasnseT oT 0 Ao 16384. «0» o3HayaeT oTKAOYEeHNE PYyHKLUNN.

Apply

HaxmuTte Apply, 4TO6bI COXpaHUTb U3MEHEHNS B ONEPaTMBHOW NaMsaTU KOMMyTaTopa. 3Tu
HacTporkun 6yayT yTepsHbl B Cllyvae BblK/IOYEHMS KOMMyTaTopa uan nepebos B nogadve
NUTaHMs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEOH6XO0ANMMO HaXaTb Ha CCblfike Save B
BepXHeWN HaBMraLUWMOHHOW NaHenn ANsS COXpaHEeHUs U3MEHEHUI B SHEProHe3aBUCMMOW
namsTu.

Cancel

Haxmute Cancel, 4To6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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Knaccudumkauumsa

20.1 OG30p

B sTOM rnaee onucbiBaeTCs HAaCTpoOMKa Ha KoMMyTaTope dyHKUMKM Knaccudukaumm naketos. Kpome
TOro, B HEM paccMaTpMBalOTCS KOHLUENUMW ynpasieHnsa kadyectsom obcnyxusaHusa (Quality of
Service, Qo0S) 1 knaccudgmukaTopa B TOM Buae, B KOTOPOM OHW peann3oBaHbl HA KOMMyTaTope.

20.1.1 O yem paccka3sbiBaeTcA B 3TOM rnaBse

C nomouwbto akpaHa Classifier (pa3a. 20.2 Ha cTp. 165) MOXHO co3aaTb kKnaccudukaTopbl U
NPOCMOTPETb CBOAHYIO MHOPMaLMIO 0 KOHGUIypaummn knaccnudukaTopos. MNocne HacTponKmn
Knaccudpmkaunum MOXHO onpeaenunTb A4eNCTBUSA (MOSIUTUKK), MPUMEHSIEMbIE K OTBEYaoLWMM
npasuiam Tpaduky.

20.1.2 Y10 HeOOXoAMMO 3HATb

Moa ynpaBneHmem KadyectBoM obcnyxmneaHus (QoS) noHMMaeTcs Kak CNOCOBHOCTb CETU AOCTaBNAsATb
AaHHble C MMHUMaNbHOW 3aepXKON, Tak U NPpUMEHsIeMble B CETU MeTOoAbl ynpaBieHMs NpomnyCKHOM
cnocobHocTbio. Ecnm QoS He ncnonb3yeTcs, TO BeCb TpaduK MMEeT paBHY BEPOSATHOCTb
oTbpacbiBaHMS NMpu BO3HUKHOBEHUW Meperpy3oK B CETU. DTO MOXET NPMBECTU K CHUXEHUIO
NpoOmn3BOANTENBHOCTM paboTbl CETU U caenaTb ee HENPUIrOAHOM A/ KPUTUUHBIX KO BPEMEHU
MPpUNOXEHWNIN, TaKnX Kak BUAEO Mo 3anpocy.

Mpu knaccudukaunm Tpaduk rpynnmpyeTcsl Ha NOTOKU AaHHbIX MO ONpeAeNeHHbIM KpUTEpUsM,
TakuUM KakK afpec UCTOYHWKA, aapec Ha3HavyeHus, HOMep NopTa UCTOYHUMKA, HOMep nopTta
Ha3Ha4yeHMsa 1 HOMep BXoAsiLlero nopTa. Hanpumep, MOXHO co3aaTth knaccudukatop, KOTopbii
6yneT oTbUpaTh B OTAENbHbIN NOTOK Tpaduk nopTa onpeseneHHOro NpoToKona.

HacTpolika ynpaBneHusi kayecTBOM 06CNYXMBaHUA Ha KOMMyTaTope No3BOJISIET CrpynnMpoBaTh U

NpUOPUTU3NPOBATb TPaPUK NPUNOXKEHUNIN O/19 TOYHON HACTPOMKU NMPOU3BOANTENBHOCTU CETHU.
HacTtpoiika QoS BkntoyaeT B cebs ABa OTAENbHbIX 3Tana:

1 HacTpoiika knaccudunkauum ans COpTUPOBKM Tpaduka Mexay pasfnyHbIMM NOTOKAMMU.

2 HacTpolika npaBun NOANTUKKU, ONPEeAENaIoLNX 4EACTBUS Hag KacCUdUUMPOBaHHbIMW MOTOKaAMM
Tpaduka (HacTponka npasua NONTUKK onncaHa B rn. 21 Ha cTp. 170).
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maea 20 Knaccudmkaums

20.2 HacTtpowuka knaccucpukaumm

HacTponka knaccmudukaumm ocywecrtensietca Ha akpaHe Classifier. [Tocne HacTpoliku
KaccnduKkaumm MOXHO onpeaenntb AencTeus (NONTUKK), NPUMEHSEMbIE K OTBEYatoLWmnM
npasunam Tpaduky. HacTporka npaBmn NOAUTUK onmcaHa B . 21 Ha cTp. 170.

YT106bI 0TO6Pa3nTb NOKa3aHHbLINA HMXE 3KPaH HAaCTPOWMKW, BbibepuTe B HaBMFALNMOHHOW NaHenu
Advanced Application > Classifier.

PucyHok 115 SkpaH Advanced Application > Classifier

Active

Name

Ethernet Type
Layer 2

Source

Destination

IP Protocol

IPv6 Next Header

Source

Destination

Index Active Name

@ Al
Others

MAC Address
Port

MAC Address

a Al
Others

@ Al
Others

IP Address /
Address Prefix

-

Socket Number

IP Address /
Address Prefix

Socket Number

(Hex)
@ Any
0 MAC
@ Any

@ Any
) MAC
[C] Establish Only
(Dec)

(Dec)

@ Any

@ Any

Rule Delete

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Ta6bnuua 63 DkpaH Advanced Application > Classifier

B aTOM pasgene npusBoaAaTCA Nons,

NMOnEe OMNMUCAHUE

Active YcTaHOoBMTE 3TOT NepeksyaTesb, YTObbl BKIHOUYNTL AAaHHOE NpaBuio.

Name BBeanTe nmMsi-onncaHve AaHHOro nNpaBwuia, C MOMOLLbIO KOTOPOro €ro MOXHO MAeHTUUUMPOBaTb.
Layer 2

Mo3BONSAIOLMNE HACTPOUTL KlaccudurKkaLumio Ha ypoBHe 2.

Ethernet

Type
Ha cTp. 168.

Bbibepute TN Ethernet, yctaHoBMB nepBbii NepeknaoyaTens, nan Bolbepute BapnaHt Other n
BBeanTe HoMep Tuna Ethernet B wectHaguaTepnyHom Buae. OnucaHne MOXHO HanTM B Tabn. 65
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Mmaea 20 Knaccudumkauus

Ta6bnuua 63 DkpaH Advanced Application > Classifier (npogonxeHune)

NMOnE OMNMUCAHME

Source

MAC BbibepuTe Any, 4TO6bI MPaBMIO NpUMeEHSIOCL Ko BceM MAC-aapecam.

Address
YT06bI YKa3aTb onpeaeneHHbI MCTOYHKK, BbibepuTe BTOpoM BapnaHT 1 Beeante MAC-aapec B
npaBuibHOM opMaTe (WecTb nap WwecTHaguaTepuyHbIX Undp).

Port BBeanTe HoMep nopTa, Ana KoToporo 6yaeT AencTBoBaTh AaHHOE NpaBuao. MoXHO BbibpaTb OAMH
M3 NopToB MAK BCe NopTbl (Any).

Destination

MAC BbibepuTe Any, 4To6bl NpaBUIO MPUMEHANOCL kKo BceM MAC-agpecam.

Address
YT106bI YKa3aTb ONpeaeneHHbli MYHKT Ha3HayeHus, BbibepuTte BTOpOW BapuaHT n Beeante MAC-
aApec B NpaBubHOM ¢opmaTe (WecTb nap wecTHaguaTepUUHbIX umdp).

Layer 3

B aTOM pasaene npnBoaAaTca nond, no3ponsdrouime HaCtponTb KJ'IaCCVICbVIKaLlVHO Ha ypoBHe 3.

1P BbibepuTte TMN IP-npoTokona, yCTaHOBMB NMepBbI NepekntoyaTenb, Wiv BolbepuTte BapnaHT Other
Protocol 1 BBEAUTE HOMEpP NPOTOKONA B AECATUYHOM BuAe. [ononHUTENbHYO MHDOPMaLUUIO MOXHO HAalNTK B
Tabn. 66 Ha cTp. 168.
Ana tvna npotokona TCP MOXHO ycTaHOBUTL nepekntoyaTens Establish Only. B stom cnyuae
KoMMyTaTop 6yaeT oTbmpaTth TONbKO NakeTbl, OTNpaBfsieMble ANs ycTaHoBneHns TCP-coeaAnHeHWN.
IPv6 Next | Beibepute Tvn npotokona IPv6 nnun onunio Other v BBeanTe 8-paspaaHoe 3HaveHne nona Next
Header Header ansa naketa IPv6. None Next Header aHanornyHo nontw Protocol ana npotokona IPv4
Protocol. 3HaueHne npoTtokona ansa IPv6 BbibnpaeTcs n3 ananasoHa ot 1 ao 255.
[Ona Tuna npotokona TCP MoXHO ycTaHoBUTb nepekntoyatens Establish Only. 310 o3HavaeT, uTo
KoMMyTaTop 6yaeT naeHTMdUUMPOBaTh NaKeTbl, KOTOPbIE NHULMUPYIOT UIN NOATBEPXAAT
(yctaHaBnumBatoT) TCP-coegmMHeHMUs.
Source
IP BeeauTe IP-agpec UCTOYHMKA B BMAE AECATUYHbBIX YMCeN, pasfeneHHbIX ToYKaMu.
Address/ . . .
Address YkaxuTe npedukc agpeca, KOTopbl npeacTaBnseT cobor KONM4ecTBo eaAnHUL, B ABOUYHOM
Prefix 3anncm Mackm noaceTu.
Macka noaceTtu MoxeT 6bITb NpeacTaBneHa B Buae 32-6utHoro uncna. Hanpumep, macky noacetm
«255.255.255.0» MOXHO 3anuncaTb B ABOMYHOM BuAe Kak
«11111111.11111111.11111111.00000000», n anst Hee KOMMYECTBO eANHNYHBIX 6UTOB ByaeT
paBHO 24.
Socket M .
pumeyaHue: YTobbl HaCTPOUTL HOMEpa COKETOB, NpeaABapuUTENbHO HeobxoamMMo BeiIGpaTh B
Number
none IP Protocol 3Ha4yeHne UDP unun TCP.
BbibepuTe Any, 4TO6bI NPaBMIO NMPUMEHSIOCH At BCEX HOMEPOB NOpPTOB npoTokonos TCP/UDP,
unu BblbepuTe BTOPON BapuaHT 1 BBeAMTE HOMep nopTa npotokona TCP/UDP. JonoNHUTENbHYIO
MHMOPMaLMIO MOXHO HaWTh B Tabn. 67 Ha cTp. 168.
Destination
IP Beeaunte IP-agpec Ha3zHayeHUs B BUAE AECATUYHbIX YMCeN, pa3aesieHHbIX TOYKaMun.
Address/ . . .
Address YkaxuTte npedukc agpeca, KOTopbl npeacTaBnseT cobor KOnM4ecTBo eaAnHUL B ABOMYHOM
Prefix 3anncm Macku noaceTu.
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maea 20 Knaccudmkaums

Ta6bnuua 63 DkpaH Advanced Application > Classifier (npogonxeHune)

NMOnE OMNMUCAHUE

Socket .

MpumeyaHue: Ytobbl HACTPOUTL HOMEpPA COKETOB, NpeaBapuTenbHO HeobxoamnmMo BbiGpaTh B

Number

none IP Protocol 3HauyeHne UDP unu TCP.
BbibepuTe Any, 4TO6bI NPaBMIO NMPUMEHSIOCH At BCEX HOMEPOB NOpPTOB npoTokonos TCP/UDP,
nnu BblbepuTe BTOPON BapuaHT 1 BBEAMTE HOMep nopTa npotokona TCP/UDP. JonONHUTENbHYO
MHbOPMaLMIO MOXHO HaWTH B Tabn. 67 Ha cTp. 168.

Add Haxmute Add, 4To6bl 4O6aBUTL 3aNUCb B UTOIOBYIO TabnuMLy HMXE U COXPAHUTb U3MEHEHUS B
onepaTMBHOM NaMsATM KOMMyTaTopa. 3TU HACTPONKKN ByaAyT yTepsiHbl B C/ly4ae BbIK/IHOUYEHUS
KOMMyTaTopa unu nepebosi B nogaye nutTaHus, NO3TOMY MO 3aBEpLUEHUN HACTPONKKN HeobxoamMMo
HaXxaTb Ha CCbIJIKE Save B BEpXHElN HaBUIraLuMOHHONM NMaHenu Ans COXpaHeHUst U3MEHEHUN B
3HeproHe3aBMUCMMOM NaMsATw.

Cancel Haxmunte Cancel, yTo6bl COpOCUTb NONSA K NPEeAbIAYLUNM 3HAYEHUSAM.

Clear HaxxmnTe Clear, 4Tobbl BEpHYTbCS K 3aBOACKUM HaCTpoOMKaM.

20.2.1 lMpocMoTp U N3MEeHeHUe HacTpoeK Knaccudpukaumm

Y1066l NPOCMOTPETb CBOAHYHO MH(OPMALMIO O HAaCTPOKMKax Knaccudbukaumm, nepenanTte K UToroBomn
Tabnuue B HMXxXHen Yactn skpaHa Classifier. YTo6bl U3MeHUTb HacTPOMKK NpaBuia, HaXXMUTE Ha
Homepe B nosie Index.

MpuMeyaHue: B cnydyae NpoTUBOpPEUYNs Mexay ABYMS NMpaBuiaMu NpuopuTeT UMeEET
npaBuno 6o5ee BbICOKOro ypPOBHS.

PucyHok 116 DkpaH Advanced Application > Classifier: ntoroeas tabnunua

Index Active Name Rule Delete
3 Yes Example SrcMac = 00:50:ba:ad:4f81; SrcPort = port 2; [

| Delete | Cancel |

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 64 DkpaH Classifier: ntorosas Tabnuua

NOnE OMNMUCAHUE

Index B 3TOM none oTo6paxaeTcs NopsiiIKoBbI HOMep npasuia. HaxxMuTe Ha 3TOT HOMep, YTO6bI
OTpefaKTUpPOBaTb NpaBusIo.

Active B aToM none otobpaxaeTca Yes, ecnn npasmao aktneHo, n No, ecnv npaBuio OTKIOYEHO.

Name B aTOM none otobpaxaeTcsa UMs-onncaHwe Ans AaHHoro npasuna. OHO 6yAeT MCnosb30BaThCA
TONBKO ANSt UAEHTUHUKALUNK.

Rule B 3TOM none otobpaxaloTcs CBOAHbIE CBEAEHUS MO HACTPOMKaM npasuia Knaccudukaumm.

Delete Haxxmnte Delete, 4Tobbl yaanuTb BbiI6paHHYO 3anncb U3 UTOroBoOM Tabnumubl.

Cancel Haxmnte Cancel, uTobbl CHATL BblAeneHne ¢ nepeknoyvatenen Delete.
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Mmaea 20 Knaccudumkauus

HekoTopble Hanbonee pacrnpocTpaHeHHble TUMNbl Ethernet n cooTBeTCTBYOLWNME HOMEPA NPOTOKO/IOB
npuBOAATCA B cneaytowen Tabnuue.

Tabnuua 65 PacnpocTtpaHeHHble Tunbl Ethernet 1 HoMmepa npoTokonos

TUM ETHERNET HOMEP NMPOTOKOINA
IP ETHII 0800
X.75 Internet 0801
NBS Internet 0802
ECMA Internet 0803
Chaosnet 0804
X.25 Level 3 0805
XNS Compat 0807
Banyan Systems 0BAD
BBN Simnet 5208
IBM SNA 80D5
AppleTalk AARP 80F3

MNMpoTokosaoM IP npenycMOTpeHO Mnose, HasbiBaeMoe «Protocol», B KOTOPOM yKa3biBaeTCs MPOTOKO
cnepytouwero ypoBHsi. HekoTopble Hanbonee pacnpocTpaHEeHHbIE TUMbl MPOTOKOJIOB U
COOTBETCTBYHOLME HOMEPA NMPOTOKON0B NPUBOAATCA B crieaytowein Tabnuue. MonHbIM CNMCOK MOXHO
HanTh no agpecy: http://www.iana.org/assignments/protocol-numbers.

Tabnuua 66 PacnpocTpaHeHHble TUMbl NpoToKosa IP 1 HoOMepa NpPOTOKONOB

TUMN NPOTOKOJA HOMEP NMPOTOKOJNNA
ICMP 1

TCP 6

UDP 17

EGP 8

L2TP 115

Hanbonee 4yacto ncnonbsyemble Homepa noptoeB TCP n UDP npuBoasTcs B cneaytowen Tabnuue:

Tabnuua 67 PacnpocTpaHeHHble HoMepa noptos TCP n UDP

UMA MPOTOKOJA HOMEP NMOPTA TCP/UDP
FTP 21

SMTP 25

DNS 53

HTTP 80

POP3 110

NHdopMaunio o 4acTo UCMosb3yeMbiX HOMEpax NOpTOB MOXHO HaWTK B npua. A Ha cTp. 378.

20.3 MNMpumep ucnonb3oBaHUA Knaccudpukaumm

Ha cneaytouwem skpaHe nokasaH npuMep HacTpOMKM Knaccudukaumm, B KOTOPOM obHapyxuBaeTcs
Becb Tpaduk oT MAC-agpeca 00:50:ba:ad:4f:81, noctynatowmii yepes nopT 2.
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Mocne HacTpolikn knaccmdurkKaunmm MOXHO HaCcTpouTb NONMTUKY (Ha akpaHe Policy), 4To6bI
onpeaenuTb AeNCTBUS, BbIMOSIHSEMbIE HaA 3TUM MOTOKOM Tpaduka.

PucyHok 117 Knaccudwukaums: npumep

[ @) Classifier ]
Active
Name Example
@ All -
Ethernet Type )
) Others (Hex)
MAC Add Ay
AC Address
' @ wmAc 00 :50 :ba :ad :4f 81
Layer 2 Source =
Port ) Any
0
@ 2
@ Any
Destination MAC Address ;
2 MAC
@ Al hd Establish Onl
IP Protocol - = g
) Others (Dec)
@ Al hd Establish Onl
IPv6 Next Header _ o v
) Others (Dec)
IP Address /
Address Prefix 0000 !
Layer 3 Source @ Any
SocketNumber
IP Address /
Address Prefix 0009 !
Destination @ Any
SocketNumber
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MpaBuna NONUTUKMK

21.1 O630p npaBuN NONIUTUKHU

B naHHOM rnaee onncaHa HacTpoMKa npasui NONTUKMK.

C nomouwbo knaccmbukaumm Tpaduk AeUTCS Ha NOTOKM B COOTBETCTBMN C YCTAHOBMIEHHbIMMU
KpUTEPUAMU (AONONHUTENBHYIO MHPOPMaLUIO MOXHO HanTu B rn. 20 Ha cTp. 164). NpaBnna
nonnTUKM obecneumBaloT Haanexawyto ob6paboTky NnoTokoB Tpadurka B CETU.

21.1.1 O yeMm pacckasbiBaeTcsl B 3TOU rnaBe

C nomouwbto 3kpaHa Policy (pa3a. 21.2 Ha ctp. 170) MOXHO aKTUBUPOBATb OMNMpeaesieEHHY
MONIMTUKY M 0TOBpasnTb aKTUBHbIE KNaccudukaTopbl, co3aaHHble Npu nomowmn sakpaHa Classifier.

21.2 HacTtpowuka npaBus NOMIUTUKU

Mpexae Bcero HeobxoaAMMO HacTpouTb kKnaccudukaumo Ha akpaHe Classifier. [lononHuTenbHy0
MH@OPpMaLMo MOXHO HanTu B pa3a. 20.2 Ha cTp. 165.

YT0o6bl 0TO6pa3nTb NOKa3aHHbIN HMXE 3KpaH, Bbibepute B HaBMraumoHHon naHenu Advanced
Applications > Policy Rule.
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PucyHok 118 3DkpaH Advanced Application > Policy Rule

[ @ Policy ]
Active
Name
Example
Classifier(s)
General Rate Limit
WVLAN ID Bandwidth 64 Kbps
Parameters
Egress Port 1
Priority 0~
Forwarding

@ Mo change
Discard the packet
Priority
@ Mo change
Action Setthe packet's 802 1p priority
Outgoing
Send the packetto the egress port
Setthe packet's VLAN ID
Rate Limit
Enable

@ Cancel || Clear

Index Active Name Classifier(s) Delete

| Delete || Cancel |

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6bnuua 68 SkpaH Advanced Application > Policy Rule

MOnE ONMUCAHUE

Active YcTaHOBWTE 3TOT nepekntoyaTenb, YTobbl BKAOYNTb NOIUTUKY.

Name Beeaute nma-onucanue ans naeHtTupukaumn.

Classifier(s) B 3TOM none otobpaxatoTca akTUBHbIE NMpaBuia Knaccudukaumm, HaCTpOEHHbIE Ha KpaHe
Classifier.

BbibepuTe npaBmio knaccudmkaunm, K KOTOpoMy NpUMEHSeTCs AaHHOE NPaBuio MOJIUTUKMN.
YT106bI BbIOpaTb HECKOMBLKO NpaBUa Kiaccudbukaumm, yaepxuaante npu Boibope HaxaTomn
knasuwy [SHIFT].

Parameters

HacTpoliku B cneaytowmx nonsix OTHOCATCS K AaHHOW nonuTuke. Heob6xoanMMo HacTpouTb TONbKO Te nons,
KOTOpbl€ OTHOCATCS B HAaCTPOEHHbIM AeNCcTBMSM B pa3aene Action.

General

VLAN ID YKkaxuTte naeHTndunkaumoHHbsii Homep VLAN.

Egress Port | BBeante HOMep uUcCxoAsLero nopra.

Priority YKaxuTe ypoBeHb NpuopuTeTa.
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Tabnuua 68 DkpaH Advanced Application > Policy Rule (npogonxeHue)

NONE OMUCAHME

Rate Limit MNMeeTcst BO3MOXHOCTb HACTPOUTD XKeNaeMyto MponyCKHY CNOCOBHOCTb, BblAENSEMYIO ANs
noTtoka Tpaduka. Tpaduk, NOCTYNAIOLWNIA CO CKOPOCTbIO, NPEBbLIAMLLNIA MaKCMMabHYO
BblAE/IEHHYIO MPONYCKHY CNOCOBHOCTL (B Cayyvasax neperpyskun cetun), otbpacoisaercs.

Bandwidth | YkaxuTe nponyckHyk cnocobHOCTb B kunobutax B cekyHay (kbut/c). BBeauTte 3HaueHune B
AnanasoHe oT 64 go 1000000.

Action

YKaxuTe AeCTBUSA, BbINMOSIHAEMbIE KOMMYTaTOPOM Haj COOTBETCTBYHOLUM KNacCMdULMPOBaHHbIM NMOTOKOM
Tpaduka.

Mpumevanwue: ina gaHHOro npasuna NONUTUKN MOXHO YKa3aTb TOMbKO 0AHO Aenctaue (napy). Ons Toro, 4tobbl
KOMMYTaTOP BbIMOMHSN HECKOMNbKO AEACTBUI B OTHOLUEHUM OOHOTO U TOrO Xe noToka Tpaduka,
HeobxoauMo co3aaTh HECKOMNbKO KaccuUUKaTopoB C OAMHAKOBBLIMU KPUTEPUSIMU U MPUMEHUTL
pasnuyHble NpaBunia NoNTUK.

K npumepy, y Bac eCTb HECKOJ/IbKO KaccudnKaTopos, KOTopble MAEHTUDULMPYIOT OAMH U TOT >XE MOTOK
Tpadwuka, n AN Kaxaoro M3 HUX CO34aHO COBCTBEHHOE NpaBuo NOAUTUKKN. Ecnn aencTensa nonmtmk
KoHdNukTytoT Apyr ¢ gpyrom (Discard the packet, Send the packet to the egress port n Rate Limit), To
KOMMYTaTop NPUMEHSIOT TONbKO NpaBwuia nonutuk ¢ aericteusmu Discard the packet v Send the packet to
the egress port B 3aBUCMMOCTM OT UMEH KaccndurKaTopoB. YeMm aAnnHHee nma KnaccudurkaTopa, TEM Bbllle
ero npuopuTeT. Ecnm nmeHa AByX KnaccM@uKaTopoB UMEKT OAMHAKOBYIO AJIMHY, TO NpUopuTeT
KnaccudukaTopos 6yaeT 3aBUCETb OT perncrpa cumBona. BykBbl B HMXXHEM perncrtpe (Hanpumep, a u b)
nmeloT 6onee BbICOKUI NMPUOPUTET MO CPABHEHUIO C 3arnaBHbIMM 6ykBamu (Hanpumep, A n B) B UMeHun
knaccugukaTopa. HanpuMep, knaccmdukaTopbl C MMeHaMmn «class 2», «class a» unu «class B» nmetot 6onee
BbICOKWMA NPUOPUTET MO OTHOLLIEHUIO K KnaccudukaTtopam ¢ uMeHaMmm «class 1» nnm «class A».

MpeanonoxwuM, y Bac nmeetcs asa knaccudgukatopa (Class 1 u Class 2), koTopble MAEHTUDULNPYIOT BECb
Tpaduk, npuxoaawmi ¢ MAC-agpeca 11:22:33:44:55:66 uepes nopt 3.

Ecnm Monutuka 1 npumeHsieTcs kK Knaccy 1 ¢ gencrtemem «OTbpacbiBaTb NakeTbl», a Monutmka 2 npumeHsieTcs
K Knaccy 2 c pgeictemem «[llepecbinaTtb NakeTbl HA UCXOASALWMNIA NOPT», TO KOMMyTaTop 6yAeT BbINOMHATL
nepecblsIKy NakeTos.

Ecnm Nonutuka 1 npumeHsieTcs kK Knaccy 1 ¢ gencrenem «OTbpacbiBaTb NnakeTbl», a Monutmka 2 npumeHseTcs
K Knaccy 2 c geinctBmeM «BKIOUMTb OrpaHUYeHne NponyckKHOM cnocobHOCTM», TO KOMMyTaTop 6yaeT cpasy
oTbpacbiBaTb NaKeThbI.

Ecnn Nonutnka 1 npumeHseTcs k Knaccy 1 ¢ gerictBmem «lepecbinaTte NakeTbl HA UCXOAALWMA NOPT», a
Monutnka 2 npumeHseTcs k Knaccy 2 ¢ geliictBueM «Bkniountb orpaHMyeHne npomnyCcKHOM CnocobHOCTU», TO
KOMMyTaTop 6yAeT BbINOJHATL NEPECHIIKY NaKeToB.

Forwarding Bbibepnte No change ans nepecbiikn NakeTos.

BbibepuTe Discard the packet ons otbpacbiBaHMs NakeTos.

Priority Bbi6bepnte No change, 4To6bl OCTaBUTb NPUOPUTET KaapoB 6e3 n3MeHeHus.

BbibepuTte Set the packet’s 802.1 priority, 4To6bl 3amMeHUTb None npuopuTeTa nNakeTa no
ctaHgapTty 802.1 Ha 3HayeHue, ykasaHHoe B nose Priority.

Outgoing Bbi6epuTte Send the packet to the egress port, uTo6bl NnepeaaTb NakeT Ha NCXOASLLNNA
nopT.

Bbibepute Set the packet's VLAN ID, 4To6bl BbINO/HUTL 3aMeHY MAeHTUdMKaTOpa CeTH
VLAN Ha 3HauyeHue, ykasaHHoe B nosne VLAN ID.

Rate Limit Bbibepute Enable, 4Tobbl akTMBMpoBaTh OrpaHMyYeHMe NPoNyCcKHON CNOCcobHOCTM Ans
NOTOKOB Tpaduka.

Add Haxmnte Add, 4Tobbl 062BUTb 3aNMCb B UTOrOBYO TabnunLy HMXeE N COXPaHUTb U3MEHEHUS
B ONepaTMBHON NaMATN KOMMyTaTopa. DT HAacTPOWKM 6yayT yTepsiHbl B C/lydae BbIKIHOUYEHUS
KOMMyTaTopa unun nepebos B nogaye nuTaHWs, NO3TOMY MO 3aBepLUEHUN HACTPOMKM
Heo6X0AMMO HaxaTb Ha CCbiike Save B BepXHel HaBMraLuMOHHOW NaHenun Ans COXpaHeHus
WU3MEHEHWI B SHeproHe3aBMCUMOM NaMsTy.
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Tabnuua 68 DkpaH Advanced Application > Policy Rule (npogonxeHue)

NMOnE OMNMUCAHUE

Cancel Haxmnte Cancel, 4To6bl C6POCUTL MNONS K NPeAbIAYLUNM 3HAYEHUAM.

Clear Haxmunte Clear, 4yTobbl BEpHYTbCS K 3@aBOACKMM HacTponKaM.

Index B 3TOM none oTobpaxaeTrcs HOMep NOAUTUKK. HaxxmMuTe Ha 3TOT HOMep, YTO6bI
0TpefaKTUpoBaTb MOUTUKY.

Active B aToM none otobpaxaetcsa Yes, ecnm nonntuka aktueHa, u1 No, ecnu nonntuka oTkatoveHa.

Name B 3Tom none otobpaxaetca nMmsl, HasHa4YeHHOe AN AaHHOW MOJINTUKMN.

Classifier(s) B 3ToM none otobpaxarTcs MMeHa npaBwua Knaccudukaumm, K KOTOPbIM NPUMEHSIETCS
AaHHas nonuTuka.

Delete Haxmunte Delete, 4Tobbl yaanunTb BbibpaHHYHO 3anncb U3 MToroson Tabnuuebl.

Delete Haxmunte Cancel, uTobbl CHATE BblAeNneHne ¢ nepeknodaTtenel Delete.

Cancel B s3TOoM none otobpaxaetcs HOMep NOANTUKKN. HaxkMuTe Ha 3TOT HOMep, YTO6bI

OTpeAaKTUPOBATb MNOJIUTUKY.

21.2.1 NMpocMoTp U U3MEeHEeHUe HAaCTPOEK NONIUTUKMU

YT106bI NPOCMOTPETHL CBOAHYIO MHMOPMaLMIO 0 HAaCTpoMKax NOSINTUKKU, NepeianTe K UTOroBom
Tabnuue B HWXXHeN Yactn akpaHa Policy. YTo6bl M3MEeHNTbL HAaCTPOMKK NpaBuia, HaXXMUTE Ha
HoMepe B nosne Index.

PucyHok 119 3SkpaH Advanced Application > Policy Rule: ntoroesas tabnuua

Index Active Classifier{s)

1 Example;

Delete | Cancel |

21.3 MNMpumep NONUTUKN

Ha npvBeneHHOM HUMXKe pUCYHKe nokasaH npuMep skpaHa Policy, Ha KOTOpoM HacTpoeHa NosnTuKa
OrpaHUYEeHMs NPOMYCKHOM CNOCOBHOCTU ANst NOoToKa Tpaduka, KnaccuduunpoBaHHOro ¢
ncrnonb3oBaHMeM knaccudbukatopa Example (cM. pasa. 20.3 Ha cTp. 168).
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PucyHok 120 [lMpuMep NoAUTUKU

Classifier(s)

VLAN 1D

Parameters
Egress Port

Priority

Forwarding
@ Mo change
©) Discard the packet
Priority
@ Mo change
Action (0 Setthe packet's 802.1p priority
Outgoing
[ sendthe packetto the egress port
[C] setthe packets VLAN ID

Rate Limit
Enable

Add || Cancel || Clear

General

Bandwidth

Rate Limit
10000

Kbps

PykoBoacTtBo none3oBatens ansi cepumn GS1920

174




MeToa opraHmsauum ovyepenen

22.1 O6G30p mMeTOOOB OpraHM3aunn ovyepeaeu

B naHHOI rnaBe onvcaHbl NOALEPXUBAEMbIE METOAbI OpPraHM3aLMn oYepeaen.

OpraHunsaums ovepesert NOMoraeT pewnTb NPpobaeMy CHMXEHUS MPOU3BOANTENBHOCTU B Clyyasnx
neperpysku cetn. 1na HacTpoMKn anropuTMOB OpraHu3aunm oyepesen Ansa mcxogsawero tpaduka
ncnonb3lyeTtcs MeHo Queuing Method. [JononHUTENbHYIO MHPOPMaLMIO MOXHO TaKXe HanTu B
onucaHum MeHio Priority Queue Assignment Ha skpaHe Switch Setup n 802.1p Priority Ha
3KkpaHe Port Setup.

22.1.1 O yeMm pacckasbiBaeTcsl B 3TOU rnaBe

C nomouwbto 3kpaHa Queueing Method (pa3a. 22.2 Ha cTp. 176) MOXHO YCTaHOBUTb MPUOPUTETHI
ANs oyepeaen KOMMyTaTop. DTO MO3BOSIUT pacnpeaennTb MPOMNYCKHY CMOCOBHOCTb MexAay
pa3nnMyHbIMK ovepeasmMu Tpaduka.

22.1.2 Y10 HEeOOXOAMMO 3HATb

ANropuTMbl OpraHn3saunmn oyepesen no3eonsaT KOMMyTaTopaM NoaAepXnBaTh pa3aesibHble
ouepean AN NaKkeToB OT KaXAOoro OTAE/bHOMO UCTOYHMKA WM NOTOKA, a Takxke npeaoTepalwlaTtb
NpuUCBOEHME BCEN MPOMYCKHOW CNOCO6HOCTM O4HUM UCTOYHMKOM.

Ctporas oyepeab npuopurtetoB (SPQ)

ANrOpuTM CTPOron ovepeaun npuoputetoB SPQ obpabaTtbiBaeT ouepeam Ha OCHOBaAHMW TOJIbKO
ypPOBHS npuoputeTa. MNpun NocTynaeHnn Tpadumka Ha KOMMyTaTop TpaduK C HauUBbICLUMM YPOBHEM
npuoputeTta (Q7) nepenaetca nepBbiM. Koraa ata oyepeab 3aKaHUYMBaeTCs, Ha4YnHaeT
nepenaBatbCca TpaduK CO cneaywwmm yposHeM npuoputeta Q6, noka 3Ta oyepeb TakxXe He
3aKOHYMTCH, NOC/Ie Yero HaunHaeT nepegasaTbcsa Tpaduk C ypoBHeM npuoputeta Q5, n Tak pganee.
Ecnn ouepeau ana Tpadurka C BbICOKMM MPUOPUTETOM HUKOrAA He 3aKaHYMBAKOTCA, TO Tpaduk C
HU3KWUM NMPUOPUTETOM MOXET HE NMPONTU Yepe3 KoMMyTaTop. Anroput™m SPQ He MoxeT
aBTOMaTM4eCKM NpucnocabnueaTbCs K U3MeHALWUMCca TpeboBaHUAM CeTU.

B3BelleHHas cnpaBeanuBas noctaHoBKa B odyepeab (WFQ)

ANropuTM B3BELUEHHOW CcripaBeaMBoli NocTaHoBKkM B odepeab (WFQ) no3BosisieT rapaHTnpoBaTh As
Ka)xaoW ouyepean B cny4dae neperpyskm MMHMManbHY NPOMYCKHY CNOCOB6HOCTb, ONpeaensieMyo
BecoM (fonen) ovepean (4mMcnom, KotTopoe ykasbiBaetcsa B none Weight). Anropnutm WFQ
3anyCcKaeTcsa TOsIbKO Toraa, Koraa Ha nopT NpuxoamT 6onblue Tpaduka, YeM OH MOXeT obpaboTaTb.
Ouepean ¢ 601bWMM BECOM MOJSyYatoT 60/1ee BbICOKYH rapaHTUPOBaHHYO MPOMYCKHY0
CNOCOBHOCTb, YEM oUYepeamn C MasibiM BECOM. DTOT MEXaHM3M opraHusaumm odepean sddekTneeH
NOTOMY, YTO OH pacnpenensieT BCO AOCTYMHY NPONYCKHYK CMOCOBHOCTb MexAay passiMyHbIMU
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ouyepeasmmn Tpaduka. Mo ymonuaHuto odepeab QO nmeet Bec 1, ouepeab Q1 - Bec 2, ouepeab Q2 -
BecC 3, U Tak ganee.

B3BeweHHoe yuknuyeckoe oocnyxuBaHue (WRR)

ANrOpUTM LIMK/IMUYECKOro 06CNyXnBaHUsA obpabaThiBaeT ouepeamn no Kpyry v 3anyckaeTtcs TONbKo
TOoraa, KOraa Ha nopT NpuxoauT 6onblie Tpaduka, YeM OH MOXET MpuHATbL. Ouepean BblaenseTcs
HeKoTopas A0/ NPOoMyCKHOW CNOCOBHOCTU BHE 3aBMCMMOCTM OT 06beMa Tpaduka, NpUXOAALLEro Ha
3TOT NOPT. 3aTeM 3Ta ouepelb CMeLlaeTcsa B KOHel cnuncka. Cheayollein ouepeam Bblaensercs
aHanorvuyHas 4ons nponyckHoM cnocobHOCTM, 3aTeM 3Ta oUepelib TOXKE NepeMellaeTcs B KoHell
CnucKa; u Tak ganee, B 3aBUCMMOCTM OT KOJIMUECTBA UCMOMNb3YEMbIX ouepeaein. ANroputMm
LIMK/TIMYECKM MOBTOPSETCS, NMOKa ovepeb He OnycTeeT.

ANTopuTM B3BELLEHHOMO Lukanyeckoro obcnyxmeanns (WRR) ncnonb3yeT TOT XXe MeTod, YTo U
NpoCToe UMKInyeckoe obcnyxunBaHme, Ho OH obpabaTbiBaeT ouepeam Ha OCHOBE UX YPOBHS
npuopuTteTa n Beca oyepeau (umcno, kotopoe Beoantcs B nose Weight), a He durkcrMpoBaHHOM
00N NponyckHoM cnocobHocTn. AnroputM WRR 3anyckaeTcsi TONIbKO TOraa, Koraa Ha nopt
npuxoauT 6onblue Tpaduka, 4YeM OH MOXET obpaboTatb. Ouepeaun ¢ 601bLWNM BECOM
obpabaTbiBatoTCst 6bICTPEE, YEM OYepeamn C ManbiM BECOM. DTOT MEXaAHM3M OpraHM3auunm odepeamn
3 deKkTUBEH NOTOMY, YTO OH pacnpeaensieT BCo AOCTYMHY NMPOMNYyCKHYK CMOCOBHOCTb Mexay
pa3nMyHbIMK ovepeasMu Tpaduka M BO3BpaLLaeTCs K ouepeasiM, KOTopble elle He 3aKOHYMIUCD.

22.2 HacTtpouka meToaa opraHusauum odepeaen

C nomolLLblo 3KpaHa MOXHO 3a4aTb NPUOPUTETHI AN oUepeaein KoMMyTaTopa. STO NO3BOAUT
pacrnpeaenuTb NpomnyCcKHY CNoCO6HOCTb MeXAy pasfiMyHbIMKM ouepeasiMu Tpaduka.

Bbibepute B HaBuraumoHHo naHenu Advanced Application > Queuing Method.
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PucyHok 121 DkpaH Advanced Application > Queuing Method

Port

*

45

46

47

43

49

50

[ @ Queuing Method

Method

SPQ -

@ sPQ
_WFQ
_ WRR
@ sPQ
_WFQ
_ WRR
@ sPQ

44 0 WFQ 1 3 4 5 7 8 None -

_ WRR
@ sPQ
_WFQ
_ WRR
@ sPQ
_WFQ
_ WRR
@ sPQ
_WFQ
_ WRR
@ sPQ
_WFQ
_ WRR
@ sPQ
_WFQ
_ WRR
@ sPQ
_WFQ
_ WRR

Weight Hybrid-5PQ

Qo a1 Q2 Q3 Q4 Q5 Q6 Qr Lowest-Queue
Naone -
2 3 4 5 6 7 8 Naone -
2 3 4 5 6 7 8 Naone -

2 3 4 5 6 7 8 None
2 3 4 5 6 7 8 None
2 3 4 5 6 7 8 None
2 3 4 5 6 7 8 None
2 3 4 5 6 7 8 None
2 3 4 5 6 7 8 None

Apply | | Cancel

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 69 SkpaH Advanced Application > Queuing Method

MNOJE

OMNCAHME

Port

B aTOM none otobpaxaeTca HOMep HacTpaneaeMmoro nopTa.

*

HacTpoliku B 3TOM CTpOKe NMPUMEHSIIOTCS KO BCEM MOpPTaM.

3Ty CTPOKY Heo6X0AMMO UCMOMb30BaTh NINWb B TOM Clly4Yae, eC/i HAacTPOMKM BCeX MOPTOB
[OMKHBI 6bITb 0ANHAKOBLIMU. C MOMOLLbIO 3TOM CTPOKM MOXHO CHayana HasHauutb obwue ans
BCEX MOPTOB HAaCTPOMKM, @ 3aTeM BHECTU HEO6XOAMMbIE U3MEHEHWSI HA YPOBHE OTAENIbHOro nopTa.

MpumeyaHne: N3ameHeHnsa B JaHHOW CTPOKe cpasy >Ke KOMMPYTCS Ha BCe NopThl.
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Ta6nuua 69 DkpaH Advanced Application > Queuing Method (npogonxeHue)

NONE

OMNMUCAHUE

Method

BbibepuTte oaHy 13 onumn SPQ (Strictly Priority Queuing), WFQ (Weighted Fair Queuing) nan
WRR (Weighted Round Robin).

ANropuTM CTPOroi o4yepeaun npuopuTeToB obpabaTbiBaeT oyepean Ha OCHOBAHWM TOIbKO YPOBHS
npuoputeTa. Korga onycrowaeTcs oyepeb C HaUBbICLLIMM NPUOPUTETOM, HaumMHaeTcs obpaboTka
Tpaduka B oyepeamn Co Cleayrowwmnm yposHeM npuoputeTta. CaMblii BbICOKMA YPOBEHb NPUOpUTETA
- Q7, cambln HU3KMiN — QO.

ANropuTM B3BELLUEHHOW CNpaBeANMBON NOCTaHOBKKU B odepeab (WFQ) no3sonseT rapaHTMpoBaTb
AN Kaxaon ouepeamn B Cny4vae neperpyskv MMHUManbHYH MPOMYyCKHYK CMNOCOBHOCTD,
onpenensieMyto BecoM (aonen) ovepean (UMCNoM, KOTOpoe ykasbiBaeTcs B none Weight).
Ouepean ¢ 60M1bWINM BECOM MOy4atoT 60/1ee BbICOKYI rapaHTUPOBAHHYO NMPOMYCKHYHO
CMOCO6HOCTL, YeM o4Yepean C MasnbiM BECOM.

ANropuTM B3BELLUEHHOIo Lnkanyeckoro obcnyxmsaHmsa obpabaTtbiBaeT ouepean LUMKINYECKN B
3aBUCUMOCTM OT UX Beca (4mcno, kotopoe BeoauTcs B nosne seca Weight ouepean). Ouepeam c
6onbwnM Becom obpabaTtbiBaloTca 6bICTpee, YeM oyepean C MasbiM BECOM.

Weight

B cnyuyae Bbibopa metoga WFQ nnm WRR B 3TUX NOASX yKa3blBaOTCA BeCa oyepenen.
MponyckHasa cnocobHOCTb pacnpeaenseTca Mexay oyepeasmu B 3aBMCMMOCTM OT UX Beca.

Hybrid-
SPQ
Lowest-
Queue

[aHHoe none ncnonb3dyeTcs ToNbKO B cnyyae Bbibopa WFQ nnn WRR.

BbibepuTte ouepeab (0T QO 80 Q7), HauMHasA C KOTOpoW KoMMyTaTop byaeT ucnonb3oBaTb AN
AaHHoro nopta anroputm SPQ. Hanpumep, ecnu Bbibpate Q5, To koMMyTaTOp 6yaeT obcnyxusaTtb
Tpaduk B ouepeasax Q5, Q6 v Q7 c ucnonb3oBaHneM anroputma SPQ.

BbibepuTte B 3TOM none onuuio None, 4yTobbl B nt0o6OM cnyvae ncnonb3oBaTb AN AAHHOMO nopra
anroputMbl WFQ nnn WRR.

Apply

Haxxmute Apply, UTO6bI COXPaHUTb U3MEHEHUSI B ONepaTUBHON NaMsTM KOMMyTaTopa. 3Tu
HaCTPOWKW ByayT yTepsiHbl B C/lyYae BbIKJIIOUEHMS KOMMYTaTopa Wiav nepe6os B nogayve nutaHus,
NMo3TOMY MO 3aBEePLUEHUN HACTPONKM HEOBXOAUMO HaXxxaTb Ha CCbliike Save B BepxHel
HaBUTraUMOHHOM NaHeNn ANs COXpaHeHUs U3MEHEHWI B SHEPrOHE3aBMCMMOM NaMaTy.

Cancel

Haxmute Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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23

MHoroagpecHas pacchbisika

23.1 OG30p MHOroagpecHom pacchbifiKu

B naHHOM rnaee onncaHa HacTporiKa pasinyHbIX PYHKLWUA MHOFOaApPECHOW paccChbisiKu.

O6bI4HO nepepayva IP-nakeToB NPONCXOAUT OAHUM U3 ABYX CNOCOBOB: B peXxmnMe O4HOAAPECHOM
nepegayn (ot 1 oTnpasuTens K 1 nony4yaTento) Uam B pexume wmnpokosewaHms (0T 1 oTnpaBuTens
BCEM MoslyyaTensaMm B ceTn). MHoroagpecHas paccbiuika (Mnuv rpynnosas nepegaya) obecneumsaet
AocTtaBky IP-nakeToB onpegeneHHoOn rpynne XoCcToB B CETU.

MexceTeBol npoTokon ynpasneHus rpynnamm (Internet Group Management Protocol, IGMP)
npeacTtaBnseT cobol NpoToKO CETEBOrO YPOBHS, UCMOJIb3YyeMbIA ANS onpeaeneHns
NMPUHAANEXHOCTM K rpynne MHOroagpecHol paccbliku. [Ana nepegayv nonb3oBaTebCKUX AaHHbIX
OH He ucnonb3yetcsa. MHdopMaumio o npotokose IGMP Bepcuit 1, 2 n 3 MOXHO HalTH
COOTBETCTBEHHO B cTaHaapTax RFC 1112, RFC 2236 n RFC 3376.

23.1.1 O yem paccka3biBaeTCA B 3TOMU rnaee

e C nomouwbto akpaHa Multicast Setup (pa3a. 23.2 Ha cTp. 183) MOXHO akTMBUpPOBaTb MYHKLMIO
oTcnexuBaHus IGMP, npu KOTOpoM Tpaduk rpynnbl MHOF0aAPECHOM pacCbiIKU NepechlnaeTcs
TONIbKO Ha NOPTbl, BXOASALLNE B COOTBETCTBYIOLLYIO rpynny.

¢ C nomowbio 3kpaHa IPv4 Multicast Status (pa3a. 23.3 Ha cTp. 184) MOXHO NpPOCMOTpETh
MHMOpPMaLUIO O rpynnax MHOroaapecHoOn pacCblikKK.

e C nomouwbto akpaHa IPv6 Multicast Status (pa3a. 23.5 Ha cTtp. 190) MOXHO NPOCMOTPETL
MHbOPMaUMIo 0 rpynnax MHOroaapeCcHOM pacChisiKu.

¢ C nomolbio 3kpaHa MLD Snooping-proxy (pa3a. 23.5.1 Ha cTp. 190) MOXHO BK/IOUNTb Ha
OaHHOM arperuvpytowem nopty cbop n nepenady ceegeHuii 06 3MeHeHUsAX rpynn Ha
NOAKIOYEHHbI MapLpyTU3aTOpP MHOroaApecHOM pPacCblkKU U Nepecbinky coobueHunii MLD Ha
Apyrue arperupyowune noptbl. Bonee noapobHy0 MHGOPMaLMIO O MHOFrOaAPECHOW pacchblike
MOXXHO HanTu B pasa. 23.1 Ha cTp. 179

e C nomoubio 3kpaHoB MVR (pa3g. 23.5 Ha cTp. 190) MoxHO co3paTb ceTn VLAN MHoroagpecHom
paccbiiku 1 BbibpaTh AN KaXA0W U3 TakKMX ceTel nopTbl (MM NOPTbl) NPUEMHUKOB U NOPT
WCTOYHMKA.

23.1.2 Y710 He0OXOaAMMO 3HATb

O3HaKoOMbTeChb C NPMBEAEHHON HUXXEe MHpOpMaumein 0 MHOroaZApecHo pacchlike, KOTopas NOMOXeT
B paboTe C aKpaHaMu, ONMCaHHbIMK B 3TOW rnase.

IP-appeca MHOroagpecHom paccbIfiku

B IPv4 agpec MHOroagpecHon paccblIKiM NO3BOMSET YCTPOMUCTBY OTNpPaBAATb NakeTbl onpeaeneHHon
rpynmne XocToB (rpynne MHOroaapecHOW pacchblsikn) B OT/IMYHOM noaceTu. IP-agpec MHoroagpecHowm
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paccbliku onpeaensieT rpynny noay4vartenein tpaduka, a He KOHKpeTHOe noJlyyarliee yCTPOMCTBO.
B kauectBe IP-aapecoB MHOroagpecHom paccblikm ncnonb3ytotcs IP-agpeca knacca D (o1 224.0.0.0
no 239.255.255.255). HekoTopble IP-agpeca MHOroagpecHoOn pacchisiki 3ape3epBupoBaHbl IANA
Ans ocobbix uenen (bonee noapobHyo MHMOPMaUMIO MOXHO HanTK Ha canTe IANA).

OTtcnexunBaHmne MHoroagpecHoro Tpacduka IGMP

[aHHbI KOMMYTaTOp MOXET MaccuBHO oTcnexunsatb IGMP-nakeTbl, nepegaBaeMble mexay IP-
MapLpyTu3aTtopamMmn/KoOMMyTaTopamMm MHOroaapecHon paccblikn n IP-xoctamm MHoroaapecHom
paccblnku, 4tobbl nonyyvate nHbopMaumio 06 yyactum B rpynnax MHoOroaapecHoi paccbliikn. OH
nposepsieT IGMP-nakeTbl, Npoxoasalme yepes Hero, cymTbiBaeT MHDOpMaLUIO O perncrtpauum B
rpynnax, a 3aTeM COOTBETCTBYOLWMM 06pa3omM HacTpamBaeT MHOMOAApPeCHY paccbiiky. ®yHKLUMS
oTCnexunBaHusl MHoroagpecHoro Tpaduka (IGMP snooping) no3sosisieT KOMMyTaTopy aBTOMaTu4ecku
CUnTbIBaTh MHMOPMaLUIO O rpynnax MHOroagpecHol pacchlikn, n3baenas ot Heob6xoaMMOCTH
HacTpamBaTb UX BPYYHYIO.

[aHHbIi KOMMyTaTOp HanpaensieT MHOroaAPECHbIV TpaduK, NpeaHasHauYeHHbIn Ans rpynn
MHOrOaApPEeCcHOW pacchbifiky (KOTopble 6biM BbisiBAeHbl DYHKUMWENR OTCNEXMBAHUA MHOrOQApPECHOMo
Tpadwmka IGMP nnu BBeAeHbl BPYUHYL0), Ha NMOPThbI, ABMAIOLWMECS YIeHaMN COOTBETCTBYIOLLEN
rpynnbl. OyHKUUS OTCNEXUBAHUSA MHOroaapecHoro Tpaduka IGMP He co3AaeT AOMOMHUTENBHOMO
ceTeBoro Tpadwvka, YTo No3BOJIAET 3HAUUTENBHO CHU3UTL 06bEM MHOrOaApecHoro Tpaduka,
NPOXoAALLEro Yepes KOMMyTaTop.

OTtcnexunBaHne mHoroagpecHoro Tpacduka IGMP n cetn VLAN

JaHHbIN KOMMYTaTOp MOXET OTCNeXMBaTb MHOroagpecHoln Tpadpumk IGMP makcumyMm B 16
BUPTYyasnbHbIX oKanbHbIX ceTsax VLAN. Ha KoMMyTaTtope MOXHO HacTpOUTb peXnM aBTOMaTM4ecKoro
nony4veHus nHdbopmaumm o6 yyactum B rpynne MHOroagpecHoin paccolnkun ans nobbix ceten VLAN.
Mpn 3TOM KOMMyTaTOp 6YyAET BbINONHATL OTCNEXMBaHNe MHoroagpecHoro Tpaduka IGMP B nepBbix
16 BUpTYyanbHbIX nokasnbHbiX ceTax VLAN, oT KoTopbIX 6bin noayyeHbl nakeTbl IGMP. Takoi pexnm
Ha3blBaeTCs aBToMaTMyecknm (auto). Kpome Toro, MOXHO yKasaTb KOHKPETHble BUpTYyasibHble
nokanbHble cetn VLAN, ans KOTopbIX HEO6XOANMO BbIMNOMHATE OTCNEXMBAaHWE MHOroaapecHoro
Tpaduka IGMP. Takoi pexnm HasbiBaeTcsa dukcupoBaHHbIM (fixed). B pukcnpoBaHHOM pexnme
KOMMYyTaTop noay4daeT nHpopmaumio 06 yyactmm B rpynnax MHOroaapecHoOm paccChisikKn TObKO B
TaKMX BUPTYanbHbIX NoKanbHbiX ceTax VLAN, koTopble 6binm siBHbIM 06pa3oM gobasneHbl kak VLAN
OTCNEeXMBaHUS MHOroagpecHoro Tpaguka IGMP.

MNMpokcu orcnexusanua MLD

Mpokcu otcnexnsanmsa MLD - 310 BHYyTpudmpMeHHas dyHkumsa ZyXEL. MNMpokecn MLD IPv6 gonyckaeTt
Hannyune ToNbKO OAHOrO arpernpyrowero nHtepderica Ha KoMMyTaTope, @ NPOKCKU OTCNEXMBaHUSA
MLD nopoaepxuvsaeT ABa u bonee arpernpylowmx nopTos Ha KOMMyTaTope. Arpernpyowmii nopT
NpoKcu otcnexusaHna MLD moxeT nepefasaTb cBefeHUs 06 U3MeHeHUAX rpynn Ha NoAK/YEHHbIN
KOMMYTaTop MHOroagpecHon paccblikn 1 nepecbiniath coobweHna MLD Ha apyrue arperupyrowme
nopTbl. DTOT MeXaHu3M bbiBaeT 0CO6eHHO None3eH B CeTAX, UCNOoMb3YyoWwmx npotokon STP ansa
opraHm3aunmn pe3epBHbIX COEANHEHUI MeXay KOMMyTaTopaMu 1, KpOMe TOro, OH BbIMOJIHAET
dYHKUMN OTCnexunBaHna n npokcmposaHus MLD. Mpokcu oTcnexmsanmsa MLD, kak n npokcu MLD,
no3BoJIseT MUHUMU3NPOBATb KOJIMYECTBO ynpaBnasoowmnx coobweHnin MLD n TemM caMbiM NOBbLICUTb
Mpou3BOANTESIBHOCTb CETH.

B cnyyae ncnonb3oBaHUsa NpPoOKCK oTcnexusaHna MLD, ecnn oguH arpernpyrowmn nopT 3anoMHeH
yepe3 MexXaHU3M OTC/IeXMBAHMUSA, TO BCe OCTalibHble arpernpytowme nopTbl Ha TOM Xe YCTPONCTBe
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6yayT no6aBneHbl B Ty Xe rpynny. ECnv oavH arperpyownii nopT 3anpalinBaeT BbIX04 U3 rpynnbl,
TO BCe OCTasibHble arperupytoLine nopThl Ha TOM Xe YCTPOMUCTBE Takxe 6yayT yaaneHbl U3 rpynnbl.

B npvBeaeHHOM HUXe NMpUMeEpe MCMOSb30BaHUS MNPOKCK OTCiexnBaHmMs MLD Bce NoaK/ItOUYEHHble
arpervpytowme noptbl (1 ~7) paccMaTpmBaloTCs Kak oAunH nHTepdenc. STP 610KMpYyeT coeanHeHne
Mexay noptamu 8 n 9, ytobbl pazopsaTtb nNeTnto. MNpu NoCTynseHnn 3anpoca OT MapLlpyTmM3aTopa
(X), nnéo coobuieHmnsa MLD Done nnu Report c nto6oro arpermpytoulero nopta, KoMmmytaTtop
nepeLwsieT 3To CoobLeHMe B LWMPOKOBELLATENIbHOM peXUMe Ha BCe MOAKOUYEHHbIE arpernpytowme
nopTbl.

CoobweHuna MLD

MapLipyTm3aTop WM KOMMyTaTOp MHOMOaApPECHOM pacCbl/IKM NEPUOANYECKM OTMNpaBnsieT obwme
3anpocbl xoctaM MLD ans aktyanusaunm Tabnunubl MHOroaAapecHol paccbiikn. Ecnm xoct MLD xoueTt
NMpUCOeaANHNTLCS K rpyrne MHOroaApecHOW paccCblsIKK, OH OoTrpaBnseT coobueHmne MLD Report ans
LaHHOro agpeca.

CoobueHne MLD Done aBnsietcs aHanoroMm coobueHnsa IGMP Leave. Ecnn xoct MLD xoueT BbINTU U3
rpynnbl MHOrOaApPECHOM pacchl/IKU, OH MOXET OTNpaBuTb coobueHne Done MaplpyTusaTopy nnm
KoMMyTaTopy. Ecnu B kKauecTBe pexunma BbiXxoga M3 rpynnbl BbibpaHa onuus, oT/inYHas oT
Immediate, mapwpyTnsatop uam KoMMyTaTop OTMpaBAsieT coobuieHne, agpecoBaHHoe
onpeaeneHHon rpynmne, Ha TOT NOPT, HAa KOTOPOM 6bIs10 Nosly4YeHo coobuieHne Done, uTobbI
onpeaenuTb, OOMKHbI N ApyrMe YCTPOWCTBA, NOAK/IOYEHHbIE K 3TOMY NOPTY, OCTaBaTbCsl B 3TOM
rpynne.

O630p MVR

MexaHun3m peructpaumm VLAN-ceTn MHoroaapecHomn paccbinkm (Multicast VLAN Registration, MVR)
npefHasHaveH 4ns ciyyaes, korga Tpebyetcs nepegaBatbh MHOroaapecHbin Tpaduk yepes Ethernet-
ceTb NpoBaKjepa ycnyr, uMerLwyo KoHdurypaumio Konbua (HanpmuMep, 415 NpuIoXeHun
«MyJibTMMeAuMa no TpeboBaHuio» — MoD).
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MVR no3sonsieT onpeaenntb oaHy VLAN-ceTb MHOroaZpecHol paccblfiki, KoTopas 6yaeT AOoCTynHa
pa3nnyHbiM aboHeHTCkuM ceTam VLAN B ceTu. [axe n3onmpoBaHHble Mo pasnnyHblM abOHEHTCKMM
cetsiMm VLAN ycTponcTBa MOryT NOAMNUCHIBATBCS M OTMMCbIBATbCSA OT NOTOKA MHOroagapecHom
paccbinku Bo VLAN-ceTn MHOroagpecHoi paccoliku. bnarogaps atomy obecneunsaercs
onTuManbHOE NUCMOoIb30BaHMe MPOMNYCKHON CnocobHOCTM 3a cyeT npeaoTepalleHms aybnnmposaHus
MHOroagpecHoro Tpaduka B aboHeHTckmx ceTax VLAN, a Takxe ynpoLjaeTcs ynpasaeHue rpynnaMm
MHOroaApecHOM pacCbiiKu.

MVR pearmnpyeT Tonbko Ha ynpasnstowue Join- n Leave-3anpocbkl IGMP oT rpynn MHoroagpecHom
paccbifiku, KoTopble 6binn HacTpoeHbl B MVR. Join- 1 Leave-3anpockl oT Apyrux rpynn
MHOroaApecHO pacCbllkKM ynpaBnasatoTcs oTcnexmsaHnem IGMP,

MpumMep ceTn nokasaH Ha crneaytowem pucyHke. MHdopmauyma o cetn VLAN aboHeHTa (1, 2 n 3)
COKpbITa OT MOTOKOBOIO MynbTUMEANIMHOro cepeepa, S. Kpome Ttoro, nudopmaums o cetn VLAN
MHOroaApecHOM pacCblsIK1 BMAHA TOIbKO KOMMYTaTopy 1 S.

PucyHok 122 [Mpumep ceTn ¢ nogaepxxkon MVR

|: VLAN 1 — 3 Yntﬁ:‘t::;:cuoﬁ \" S
S . paccCbIJIKMN T=\
C VLAN2 =
Nz, 0
. VLAN3 — R ‘

\ ’ Temmmmmems -7

Tunbl noptoB MVR

B MVR MopToM UCTOUYHMKA Ha3bIBAETCSA MOPT KOMMYyTaTopa, KOTOPbIA OTNPaBAseT U MPUHUMAET
MHOroaapecHblit Tpaduk ns VLAN-ceTM MHOroaapecHol pacchisikK, Toraa Kak nopTt NpMeMHMKa
MOXET TOJIbKO NPUHUMaTb TpaMK MHOroaApecHoO pacchiiku. Mocne HaCTPOMKK Ha KOMMyTaTope
cosaaeTtca Tabnumua Nepechisiku, KOTopasi COOTHOCUMT NOTOK MHOMOaApPEeCHOM PacChiikuy C
COOTBETCTBYIOLLEW FPYNMOA MHOrOAAPECHO PacChIsiKu.

Pexumbl MVR

[nsa KoMMyTaTopa MOXHO Bbl6paThb IM60 AUHAMUYECKUIA PEXUM, MO0 PEXUM COBMECTUMOCTM MVR.

B AMHaMnMyeckoM pexuMe KoOMMyTaTop oTnpasnseT Leave- n Join-coobwerHns IGMP Ha gpyrue
yCTPONCTB@ MHOIFOAApPECHOM pacchiyiku (Takne Kak MapLupyTu3aTopbl UK cepBepbl MHOroagpeCcHoOM
paccbinku) Bo VLAN-ceTn MHOroaapecHon paccelsikv. bnarogaps aToMy yCcTponcTBa MHOroaApecHom
paccbliku MOryT o6HOBAATL Tabnuuy nepecbisikn MHOFr0aApecHOro Tpaduka 1 BKAKOYaTb Uan
OTK/104aTb MepecblsIky MHOroaapecHoro Tpadmka Ha nopTbl MPUEMHUNKOB.

B pexnMe COBMECTMMOCTM KOMMYTATOp He MnepecblyiaeT HMKakmx 3anpocos IGMP. B 3ToM cnydae
HaCTPOMKM MepecbISIKM Ha YCTPOMCTBaX MHOroaapecHonm pacchlsikm Bo VLAN-ceTu MHOroagpecHom
paccblIkKu HEOOX0AMMO YyCTaHaBIMBaTb BPYUHYIO.

Kak paboraet mexaHnam MVR

MpuBeaeHHbIN HUXE PUCYHOK UATIOCTPUPYET NpUMep C MHOFr0aApecHOW pacChbl/IKON TeNEBU3NOHHOIO
KOHTEHTa, Korga aboHeHTCKoe yCTPOMCTBO (Takoe kak koMmnbioTep) B ceTn VLAN 1 npnHmMMaeT yepes
KOMMYTaTOp MHOroagpecHboln TpaduK OT cepeepa NOTOKOBOro MynbTuMeama S. Yepes nopr,
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HaCTPOEHHbI Ha KOMMYTaToOpe B KayecTBe NopTa NPUEMHMKA, BO3MOXHO MOAK/IOYEHNE HECKOTbKUX
abOHEHTCKNX YCTPONCTB.

Mpwn BbI6OpE abOHEHTOM TeNeBU3MOHHOIO KaHana KoMnbtoTep A oTnpaBnaseT Ha komMmyTaTtop IGMP-
3anpoc Ha NpucoeanHeHne K COOTBETCTBYHOLWEN rpynne MHOoroaapecHom paccbeinkn. Ecnn IGMP-
3anpoc COOTBETCTBYET O4HOMY M3 HAaCTPOEHHbIX Ha KOMMyTaTope aApecoB rpynn MHOroagpecHom
paccbiniku MVR, B Tabnnue nepecbinkm KOMMyTaTOpa Co34aeTcs 3anncb. B Hell aboHeHTckas VLAN
BKJ1IOYAETCH B CMMCOK MYHKTOB Ha3Ha4yeHus Ana nepecbliK1 yKasaHHOro Tpaduka MHOroagpecHom
paccblfiku.

Ecnn aboHeHT nepeksitoyaeTcs Ha APYron KaHan Unum BbIKKOYaeT KOMNbIOTEP, HA KOMMyTaTop
Hanpaensaetcs Leave-coobuweHne IGMP ans Bbixoaa w3 rpynnbl MHOrOaApPEeCHOM pacchinku. [JaHHbIN
KOMMYyTaTop HanpasfsieT 3anpoc B ceTb VLAN 1 yepe3 nopT npueMHunka (B AaHHOM ciyyae 37O nopTt
KackagmpoBaHMs KoMMyTaTopa). Ecian K gaHHOMY NopTy B Tok xe aboHeHTckon VLAN nogkntoueHo
ewe xoTs 66l 04HO aboHeHTCKOe YCTPONCTBO, MOPT NPUEMHMKA NO-NPEXHEMY OCTaHeTCs B CUCKe
MYHKTOB Ha3HayeHus 455 nepecbliku Tpadumka MHOroaapecHOW pacchblsikn. B npoTMBHOM cryyae
KOMMYTaTop yAanseT nopT npuemMHukKa m3 Tabanubl nepecbliku.

PucyHok 123 TllpuMep ¢ MHOroagpecHo paccblIkon TenesmaeHnsa nocpeacrsom MVR

“VLAN 1 ViANcorn -
/ VLAN1 +VLAN-cete o
1 ! | MHoroagpecHo#m _
! - ! - paccCbINKu =
: \ w
: == : = G e i
\\ A " ‘\ /E

23.2 HacTtpouka mMHoOroagpecHom pacchbIisiku

C NOMOLLbIO 3TOro 3KpaHa MOXHO HacTpouTb NnapameTpbl IGMP gnsa IPv4 nnn MLD ans IPv6, a Takxe
napameTpsbl ceTten VLAN MHOroaapecHom pacchisiku. BeibepuTte B HaBuraumoHHon naHenn Advanced
Application > Multicast.

PucyHok 124 DkpaH Advanced Application > Multicast Setup
[ @) Wulticast Setup

IPv4 Multicast Click Here
IPv6 Multicast Click Here
MVR Click Here

Mons akpaHa onucaHbl B crieaytowen Tabnuue.
Ta6bnuua 70 DkpaH Advanced Application > Multicast Setup
NONE OMUCAHME

IPv4 Multicast C NOMOLLbIO 3TOM CCbUIKM MOXHO OTKPbITb 3KPaHbl AN HAaCTPONKN OTCnexusaHua IGMP n
punbTpaumn IGMP ans IPv4.

IPv6 Multicast C NoMoLbio 3TOM CCbIIKM MOXHO OTKPbITb 3KpaHbl A1 HACTPOMKKN oTcnexmBaHus MLD u
¢punbTpaummn MLD ansa IPv6.

MVR C noMoLLbio 3TOM CCbIIKM MOXHO OTKPbITb 3KpaHbl Ans co3aaHus ceten VLAN
MHOroaApecHOW pacChbisiKu.
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23.3 JOkpaH IPv4 Multicast Status

YT06bl OTKPBbITb 3KpaH, n306paxeHHbIn Ha pucyHke Huxe, HaxmuTe Advanced Application >
Multicast > IPv4 Multicast. Ha 3ToM 3KkpaHe npuBeaeHa MHGOpMaLMs 0 rpynnax MHOroaapecHom
paccoeinku IPv4. bonee noapobHyo MHpOpMaLUM 0 MHOroaApeCHOM pacCbliike MOXXHO HaNTK B
pa3a. 23.1 Ha cTp. 179.

PucyHok 125 SkpaH Advanced Application > Multicast > IPv4 Multicast

L @ [Pv4 Multicast Status ] Multicast Setup IGMP_Snooping
Index VID Port Multicast Group

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6bnuua 71 DkpaH Advanced Application > Multicast > IPv4 Multicast

MOnE ONMUCAHUE

Index MopaaKoBbI HOMEP 3anucu.

VID B sToM none otobpaxaetcs naeHtubunkatop VLAN-ceTM MHOroaapecHom pacChbiiiku.

Port B 3TOM none otobpaxaetcsa HoOMep NopTa, NpMHagAexalwero rpynne MHOroaapecHomn
paccblnKu.

Multicast Group B s3TOM none otobpaxatoTca IP-agpeca rpynnbl MHOroaapecHoOn pacchlfiku.

23.3.1 3kpaH IGMP Snooping

Mepenaunte no ccoinke IGMP Snooping Ha akpaHe Advanced Application > Multicast > IPv4
Multicast, 4yTo6bI OTKPbLITb 3KpaH, M306paXKeHHbIN Ha pUcCyHKe HMxe. bonee NnoapobHyto
MHMOPMaLMIO O MHOroaApeCHOW pacchlike MOXHO HauTu B pasa. 23.1 Ha cTp. 179.

PucyHok 126 DkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping

[ @) IGMP Snooping ] IPv4 Multicast Status |GMP Snooping VLAN IGMP Filtering Profile
Active
Querier
IGMP Snooping Host Timeout 260
802.1p Priority No-Change -
IGMP Filtering Active
Unknown Multicast Frame @ Flooding Drop
Reserved Multicast Group @ Flooding Drop
Port =i Normal Leave Fast Leave ey s Throttling IGMP Filtering Profile L AT
Leave Limited Hum. Mode
* @ Deny - Default « Auto -
1 @ 4000 200 o Deny - Default ~ Auto -
2 @ 4000 200 Deny -
t
5 00 o Der - Default « Auto -
43 @ 4000 200 o Deny - Default - Auto -
49 @ 4000 200 1] Deny - Default - Auto -
50 @ 4000 200 1] Deny - Default - Auto -
Apply | | Cancel
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 72 SkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping

NONE

OMNCAHME

IGMP Snooping

C noMoLblo 3TUX HACTPOEK MOXHO 3a4aTb NapameTpbl oTcnexunsaHus IGMP.

Active

Bbibop Active akTBMpyeT oTCcnexumBaHne MHOroagpecHoro tpaguka IGMP, npu kKoTopom
TpaduK rpynnbl MHOrOaAPECHOM pacCblIKM NepecbllaeTcs TObKO Ha NOpThbl, BXOASLWMNE B
COOTBETCTBYIOLLYIO Fpynny.

Querier

Bbi6bop 3TOM onuuu paspeluaeT KOMMyTaToOpy pacchinaTe coobleHnsa Tuna IGMP General
Query cetsaMm VLAN ¢ NoAKItOYEHHBIMW XOCTaMWU MHOT0aApPECHOM pacCbiKu.

Host Timeout

YkaxwuTe Bpems B cekyHaax (ot 1 o 16 711 450), no ucreyeHMn KOTOpPOro KOMMyTaTop
yaanset 3anucbk 06 yyactum B rpynne IGMP npu oTcyTcTBUM coobieHui Report oT nopTa.

802.1p Priority

Bbi6bepuTte npuoputet (0-7), KOTOPbIM yCTaHaBIMBAETCA KOMMYTaTOPOM A8 UCXOASALWMX
ynpasnsatowunx naketos IGMP. Boibop No-Change octasnseT npuoputeT 6e3 nameHeHus.

IGMP Filtering

Bbibop Active akTusumpyet pyHKumio dunbtpaunm IGMP, ¢ NOMOLLb KOTOPON MOXHO
onpenenaTb, K Kakum rpynnam IGMP cMoXeT npucoeanHATLCA abOHEHT Ha nopTy.

Mpu BkAtoveHnn dunbtpaunn IGMP Heob6xoaAnMO co3a4aTb U HAa3HaAYNTL NpPodUIn
$punbTpaumm IGMP TeM nopTaM, KOTOpPbIM HEO6XOAMMO pa3peLnTb NPUCOEANHEHNE K
rpynnaM MHOroaAapecHOW pacCbliKK.

Unknown
Multicast Frame

BbibepuTe AeicTBME, BbIMOMHSIEMOE KOMMYTaTOPOM NPWU MOSYYEHUM HEU3BECTHOMO Kazpa
MHOroazpecHoi paccbiikm. Drop — otbpacbiBaHme kagpa. Flooding — nepecbinika kagpa
Ha BCe NopTbl.

Reserved
Multicast Group

Onana3oH IP-agpecos oT 224.0.0.0 go 224.0.0.255 3ape3epBupoBaH UCKIOUYUTENBHO ANS
MHOroaApecHOM paccblikn B oKanbHoW ceTn. Hanpumep, agpec 224.0.0.1 npegHasHaveH
AN BCEX XOCTOB B CErMeHTe JIoKasnbHOM ceTn, a agpec 224.0.0.9 ucnonb3lyeTtcs ans
paccblikU MapLlpyTHOM MHdopMaumm npoTokona RIP Bcem MmapwpyTtmsaTopam RIP v2,
HaxoAsLWMMCS B OAHOM CerMeHTe ceTn. MapLipyTm3aTtop MHOroaApeCcHOW pacChisiKK He
6yaneTt nepecbinatb naket, IP-agpec Ha3HayeHMs KOTOPOro HaXoAUTCA B YKa3aHHOM Bbllle
AvanasoHe, B Apyrue cetn. JononHUTeNbHYO MHMOPMaLMIO MOXHO HaMTK Ha cainTe TIANA.

B 3Ty rpynny Takxe BxoasT MAC-aapeca MHOroaZpecHOM pacCbljiku YPOBHS 2,
ncnonb3dyemble npotokonamm Cisco yposHa 2, 01:00:0C:CC:CC:CCwm
01:00:0C:CC:CC:CD.

BbibepuTe aencTBme, BbINONHAEMOE KOMMYTaTOPOM MPW MOYyYeHUM Kaapa C
3ape3epBMpPOBaHHbIM apecoM MHOroaApecHoln paccbiikn. Drop - otépacbiBaHMe Kagpa.
Flooding - nepecbinka kagpa Ha BCe nopThl.

Port

B 3ToM none otobpakaeTcs HoMep noprTa.

HacTpoliku B 3TOI CTpOKe MPUMEHSIOTCA KO BCEM NMOpTaM.

3Ty CTPOKYy Heo6X0AMMO MUCMOJb30BaThb Wb B TOM C/lydae, eCiv HaCTPOMiKN BCEX MOPTOB
[O/MKHBI 6bITb 0AMHaKOBbIMU. C NOMOLLbIO 3TO CTPOKU MOXHO CHavyana HasHauuTb obime
AN BCEX MOPTOB HACTPOMKM, a 3aTEM BHECTU HEOHXOAMMbIE U3MEHEHUS HA YPOBHE
oTAeNbHOro nopTa.

M3MeHeHUs1 B AaHHOWM CTPOKE Cpa3sy e KOMUPYITCS Ha BCe MOpThl.

Immed. Leave

Bbi6op AaHHOWM onuMKW 3acTaBnsSieT KOMMYTaTop yAansTb AaHHbIM NOPT M3 AepeBa
MHOroaApecHOW paccChisiKM Cpasy Xe Mpu MosyYyeHun Yyepes AaHHbIA nopT Leave-
coobueHms npotokona IGMP Bepcun 2.

3Ty onuuto cnenyet BbI6VIpaTb inlib B TOM CNniydae, Korga K nopTty NOAK/TIKOYEH TOJIbKO
OANH XOCT.
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Ta6nuua 72 SDkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping

NONE

OMNMUCAHME

Normal Leave

YKaxuTe 3HaveHne TanM-ayTa pexuma obblyHoro noknganusa (normal leave) ans IGMP B
MunnucekyHaax (Bblbnpaetca ns gnanasoHa ot 200 go 6 348 800). Mpwu BbIGOpe 3TOM
onumn KommyTaTop 6yAeT Ncnosib3oBaTb yKasaHHbIN TaliM-ayT npu obHoBAeHWN Tabnuubl
MapLwpyTusaumm 4na AaHHOro nopTa.

B pexwume 06bI4HOr0 NokmMAaHusa npu nonyyeHum coobueHna IGMP Leave oT xocTa,
NOAK/TIOYEHHOr0 K AAHHOMY NMOPTY, KOMMYTaTOp MepecbiiaeT 3To coobleHne
MapLpyTU3aTopy MHOroaApecHON pacchbliku. 3aTeM MapLipyTM3aTop MHOroaAapecHom
paccbinku nocbinaet coobuweHne IGMP Group-Specific Query (GSQ), 4yTobbl onpeaenuTs,
AOJIKHbI JIN OCTaTbCS APyrue XOoCTbl, NOAK/IOYEHHbIE K AAHHOMY NMOPTY, B KOHKPETHOM
rpynne MHOroaAapecHow pacCbliikv; KOMMyTaTop nepecbiiaeT cooblleHne ¢ 3anpocom Bcem
XOCTaM, NOAK/OYEHHbIM K AaHHOMY MOPTY, 1 OXuaaeT coobleHnn IGMP Report oT xocToB
ANnsi 06HoBNEeHMs Tabnmubl MapLpyTM3aumn.

OTO none onpeaensieT BpeMs, KOTOpoe KOMMyTaTop BbKMAAET nocse nonyveHmsa IGMP-
coobuweHuns Leave ot xocTta nepes yaaneHmem 3anucu o6 yyactum B rpynne IGMP.

Fast Leave

YKaxuTe TaliMm-ayTa pexuma bbicTporo nokmaanHms ana IGMP B MunnucekyHaax
(BbIBUpaeTcs U3 gnanasoHa ot 200 fo 6 348 800). Mpu BbIGOPE 3TOM ONUMKU KOMMYyTaTOpP
6yneT ncnonb30BaTh yKa3aHHbIM TanM-ayT npu obHoBReHnn Tabnnubl MapwpyTmnsaumm Ans
AaHHOro nopra.

B pexuMe 6bICTPOro nokMaaHus cpasy nocne nojy4denums coobueHms Leave IGMP oT xocTta
Ha AaHHOM MOpPTY KOMMyTaTop nocbkinaet coobuweHne IGMP Group-Specific Query (GSQ),
yTObbI ONpeaenuTb, AO/MKHbI TN OCTaTbCA APYyrMe XOCTbl, MOAK/IOYEHHbIE K AaHHOMY
NnopTy, B KOHKPETHOWM rpynne MHOroaipeCcHon paccblikv. 3Ta onuusa noMoraeT yCKOpUTb
npouecc noknaaHms.

3T0 none onpeaensieT Bpems, KOTOpoe KOMMYTaTop BbhKnAaeT nocne nonydeHuns IGMP-
coobueHuns Leave oT xocTa nepes yaaneHmem 3anncu ob yyactum B rpynne IGMP.

Group Limited

Bbi6op AaHHOM ONUMK NO3BOJIAET OrPaHUYUTbL YMCIO FPYMNN MHOrOAAPECHOW PaccChblsiku, K
KOTOpbIM paspeLleHo NPUCOeANHNTLCS JaHHOMY MOPTY.

Max Group Num.

BeBeanTe 4ncno rpynn MHOroaapecHom pacCbiiikn, K KOTOPbIM pa3peLleHo NpUCoeanHUTLCS
AaHHoMy ropTy. lNMocne perncrpaunu rnopta B yKasaHHOM KOSIMYECTBE rpynn
MHOroaApecHoOM pacchbisiku Bce nocneaytowme Join-coobuerHns IGMP oT gaHHOro nopTta
oTbpacbiBatoTCs.

Throttling

MapameTtp IGMP throttling onpeaenser anroputm 06paboTkM KOMMYTaTOPOM COOb6LLEHMN
IGMP Report npu BCTynsieHMn nopTa B MaKCMManbHO BO3MOXHOE Konm4yectso rpynn IGMP.

Mpu BbI6ope onunn Deny kommyTaTop 6yaeT oTbpackiBaTb BCE HOBbIE OTYETHI O
npucoeanHeHnn IGMP, nonyyeHHble yepe3 AaHHbIW MOPT, MOKa He UCTEeYEeT CPOK XKU3HU
AencTBytolel 3annucy B Tabnuue MapwpyTusaumm MHOroapecHon pacchlfiku.

Mpu BbIGOpEe onumn Replace cyuwecTsytowas 3anncb B Tabnuvue MapwpyTusaumm
MHOroaZpecHOM paccbisikm 6yaeT 3aMeHeHa HOBbIM coobuieHneM (Mamn coobeHnamm)
IGMP Report, nony4yeHHbIMU Yepes AaHHbIA NOPT.

IGMP Filtering
Profile

BbibepuTte nms npocbuns dunbtpaunm IGMP, koTopbi 6yaeT MCNOb30BaTbLCS AN AAaHHOTO
nopta. 3HadyeHne Default 3anpewaeT nopty npucoeamHeHne K nobbiM rpynnam
MHOroaApecHOW pacChbisiKu.

Mpodunn duneTpaumm IGMP MoxHO co3aaTb Ha skpaHe Multicast > IPv4 Multicast >
IGMP Snooping > IGMP Filtering Profile.
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Ta6nuua 72 SDkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping

NONE

OMNMUCAHME

IGMP Querier
Mode

Query-nopt IGMP koMMyTaToOp paccMaTpuBaeT B KayeCTBe NopTa, K KOTOPOMY MOAK/IOYEH
MapwpyTusaTop (unu cepsep) MHoroaapecHon paccoiikm IGMP. Join- n Leave-nakeTbl
IGMP komMmyTaTop HanpasnsieT Ha Query-nopt IGMP.

3HayeHne Auto 3acTaBaseT KOMMyTaTop Ha3HavaTb NOPTY cTtaTtyc Query-nopta IGMP npu
nony4deHnn Query-naketos IGMP.

3HauveHve Fixed 3acTaBnsieT KOMMyTaTOp MOCTOSSHHO UCMOJ/Ib30BaTb AAHHbIN NOPT B
kayectBe Query-nopta IGMP. [laHHOe 3HayeHMe cneayeT BbibpaTb B TOM Clyyae, Koraa K
nopTy NMOAK/KYAETCS CepBEp MHOroaapecHom pacchiikn IGMP.

3HaueHne Edge 3acTaBnseT KOMMyTaTOp OTMEHUTb A AAHHOro nopTta cratyc Query-
nopta IGMP. [laHHbI KOMMYTaTOp He COXpaHsAeT Kaknx-nnmbo 3anncer o NoAKIUYEHNN
MapwpyTmsaTtopa IGMP k gaHHoMy nopTy. Join- un Leave-nakeTbl IGMP Ha 3TOoT nopT
KOMMYTaTOpOM He nepechbinatTcs.

Apply

Haxxmute Apply, 4TO6bI COXPaHUTL N3MEHEHWUS B ONEpPaTUBHOM NaMsATM KOMMyTaTopa. 3Tu
HacTpoWku 6yayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa uam nepebos B nogave
NUTaHWS, NO3TOMY MO 3aBEPLUEHUN HAaCTPOMKM HEOH6XOANMMO HaxaTb Ha CCbiike Save B
BEPXHEW HaBMIALMOHHOW NaHenu ANS COXpaHEeHUS U3MEHEHUI B SHEProHe3aBUCUMOM
namsTw.

Cancel

Haxmnte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

23.4 3OkpaH IGMP Snooping VLAN

Bbibepute B HaBuraunoHHol naHenn Advanced Application > Multicast > IPv4 Multicast.
MNepengute no ccoiike IGMP Snooping, a 3atem no ccolike IGMP Snooping VLAN, 4To6b!
OTKPbITb 3KPaH, N306paxeHHbIN Ha pUCYHKe Huxe. JonosHuTenbHyo nHgopmaumio o VLAN
OTC/IeXNBaHWA MHoroaapecHoro Tpaguka IGMP MoxHO HanTu B pasa. «OTcnexunsaHue
MHoroagpecHoro Tpaduka IGMP n cetn VLAN>» Ha cTp. 180.

PucyHok 127 SkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping > IGMP
Snooping VLAN

[ @ IGVIP Snooping VLAN IGMP Snooping
Mode @ auto fixed
Apply || Cancel
VLAN
Hame
VID
|Add | | Cancel | | Clear |
Index Name VID Delete
Delete Cancel
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 73 DkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping > IGMP

Snooping VLAN

MNOJE

OMNCAHUE

Mode

BbibepuTe auto, 4Tobbl KOMMYTaATOp aBTOMaTUYeCKK nony4dan nHdopmaumto 06 yyactuu B
rpynrne MHOroaAapecHoOn paccbiiku ang nobbeix ceten VLAN.

BbibepuTe fixed, 4Tobbl KOMMyTaTOp NOAyYan nHdopmaumo 06 yyactum B rpynne
MHOroaApeCcHOM pacCblsIKM TOMbKO ANS YKa3aHHbIX Huxe ceTeld VLAN.

N B aBTOMaTM4yeckom (auto), n B pukcmposaHHoM (fixed) pexmMmax KOMMyTaTop MOXET
3anoMHUTb MH@opMaumio He 6onee yem 0 16 cetax VLAN (B ToMm uncne He 6onee yem o
natn cetax VLAN, co3aaHHbIX Ha akpaHe MVR). Tak, ecnu Ha akpaHe MVR 6bina
HacTpoeHa ogHa VLAN-ceTb MHOroaipeCcHoMn paccbl/ikv, Ha AaHHOM 3KPaHe MOXHO
HacTpouTb He 6onee 15 ceten VLAN.

[aHHbIn KOMMyTaTop oTbpackiBaeT ntobbie ynpasnswwme coobuenns IGMP, koTopble He
npuHaanexart ogHon u3 atux 16 ceten VLAN.

BHauane HeobxoanMo BKIOUMTL yHKUMIO oTciexnBaHus IGMP Ha skpaHe Multicast >
IPv4 Multicast > IGMP Snooping.

Apply

Haxxmute Apply, 4TO6bI COXPaHUTL N3MEHEHWUS B ONEepaTUBHOM NaMsATM KOMMyTaTopa. 3Tu
HacTpoWku 6yayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa uam nepebos B nogave
NUTaHWs, NO3TOMY MO 3aBEPLUEHUN HAaCTPOMKM HEOH6XOANMMO HaXaTb Ha CCblike Save B
BEPXHeW HaBMIALMOHHOW NaHenu ANS COXpaHEeHUS U3MEHEHUI B SHEProHe3aBMCUMOM
namsTw.

Cancel

Haxmnte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

VLAN

B naHHOM pa3gene MoxHo gobasutb cetn VLAN, anst KOTOpbIX KOMMyTaTop 6yaeT
OCYLLEeCTBNATb OTC/IeXMBaHME MHOroagpecHoro Tpaduka IGMP.

Name

Beeaute umsa-onucanme VLAN, c NOMOLWbIO KOTOPOro €e MOXHO MAEHTUGULMPOBATD.

VID

Beeaute naeHtndgukatop cratnyeckom VLAN; gonycTMMoe 3Ha4YeHue HaxoamTcs B
AnanasoHe oT 1 go 4094.

He ponyckaeTtcs ncnonb3oBaTb TOT e naeHTudukatop VLAN ID, yto 1 Ha skpaHe MVR.

Add

HaxMmuTe 3Ty KHOMKY, uTO0bbI CO34aTh HOBYI UITN U3MEHUTb CYLLECTBYIOLLYHO 3anunchb.

3T0 AeNCTBME NO3BOJISIET COXPAHUTb U3MEHEHMUS HAaCTPOEK B ONepaTUBHON NaMaTH
KOMMYyTaTopa. DTU HaCTPoOWKM ByaAyT yTepsiHbl B C/ly4ae BbIK/IOYEHUS KOMMyTaTopa unm
nepebos B nogaye nuTaHus, NO3TOMY MO 3aBEpLUEHNN HACTPOMKM HEOBXOANMO HaxaTb Ha
CCbl/Ike Save B BepxHel HaBUrauMoHHOM NaHenn ANns COXpaHEeHUsS U3MEHeHWU B
3HEpProHe3aBUCUMOM NaMaTu.

Cancel

Haxmunte Cancel, 4To6bl C6POCUTL NONS K NPEAbIAYLLUNM 3HAYEHUAM.

Clear

HaxmuTte Clear, uTo6bl BEpHYTbCS K 3aBOACKMM HACTPOMKaM.

Index

D710 nopsakoBbIn HoMep 3anucu cetn VLAN ansa otcnexusaHuna IGMP B Tabnuue. Lenyok
Ha NOpsiAKOBOM HOMepe no3sonseT oTobpa3uTb 6onee NoapobHy0 MHGOpMaLMO Un
W3MEHWUTb HACTPOMKM.

Name

B sToM none otobpaxaetcs uma-onncaHue rpynnbsl VLAN.

VID

B s3TOM none otobpaxaetcsa naeHTMdUKaunoHHbI HoMep rpynnbl VLAN.

Delete

B cton6ue Delete yctaHoBUTE nepekntoyaTeNn HaNpoOTMB 3anuncei, KOTopble HYXHO
yAanutb, N HaxmuTe kKHonky Delete.

Cancel

Haxmunte Cancel, uTobbl CHATE BblAeNeHue ¢ nepeknodaTtenel Delete.
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23.4.1 OkpaH IGMP Filtering Profile

Mpodunb dunbtpaunm IGMP onpeaenseT gManasoH rpynn MHOMOaApPEeCcHOM pacCbiiku, K KOTOPbIM
MOTFYT NPUCOEANHUTLCS NMOAKIIIOUYEHHbIE K KOMMYTaTOpPy Nosb3oBaTenu. MNpodunb coaepxmt
Anana3oH IP-agpecoB MHOroaApecHoO pacchbiiiki, K KOTOPbIM HEO6X0ANMMO paspeLlmnTb NoAKIIYEHNE
nonb3oBartenei. NMpodunn HasHavyarTCa KOHKPETHbIM NopTaM (Ha akpaHe IGMP Snooping).
MoakntoyamLmnecs yepes 3T NopThl NOSIb30BATENMN MOMYT NMPUCOEANHATLCS K rpynnam
MHOroaZpeCcHOM paccCbl/iKM, yKa3aHHbIM B npodunie. KaxaoMy nopTy MoXeT 6biTb Ha3Ha4yeH TONbKO
oavH npodunb. OAMH 1 TOT Xe Npodusb AONYCKAeTCs Ha3HayaTb HECKOIbKMM NopTaM.

BbibepuTe B HaBuraumoHHo naHenn Advanced Application > Multicast > IPv4 Multicast.
Mepenante no ccoinke IGMP Snooping, a 3atem no ccoiike IGMP Filtering Profile, utobbl
OTKPbITb 3KpaH, N306paxeHHbIi Ha PUCYHKE HUXKE.

PucyHok 128 SkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping > IGMP
Filtering Profile

(@ IGNVIP Filtering Profile ] IGMP Snooping

Profile Setup

Profile Name Start Address End Address
224000 224000

@ Clear

Profile Name Start Address End Address Delete Profile Delete Rule
Default

0.000 0.000

Delete Cancel

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Tabnuua 74 DkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping > IGMP
Filtering Profile

NONE OMNCAHME

Profile Name BeeauTte nmsa-onucaHue npoduas, ¢ NOMOLbIO KOTOPOro €ro MOXHO MAEHTUMULMPOBATD.

YT106bI HACTPOUTL AOMNOHUTENbHbIE NPaBuaa Ana yxe aobasneHHoro npodwuns,
Heo6xoaAnMo BBECTM MMSA Npodunsa un ykasaTb Apyrue avanasoHbl IP-agpecos
MHOroaApecHOM pacChbisiKu.

Start Address BeBeanTe HavyanbHbIN agpec AnanasoHa IP-aapecoB MHOroaApecHOM pacCbliiikn, KOTOPbIN
Heo6xoaAnMO BKAOUYNTE B Npodunb dunbtpaunn IGMP.

End Address BBeanTe KOHEYHbI agpec AnanasoHa IP-aapecoB MHOroagpecHol paccbiiiki, KOTOPbIN
Heo6xoaAnMO BKIOUNTE B Npodunb dunbtpaunmn IGMP.

YT106bI AO6ABUTE €ANHCTBEHHbIN IP-agpec MHOroaapecHoOn paccblikn, YKaXuTe ero n B
none Start Address, n B none End Address.

Add Ha)kaTue Ha 3TOT 3Ha4YOoK MO3BOJISIET CO34aTb HOBYHO 3aMuCh.

DTO AelicTBME NO3BONSET COXPAHUTb M3MEHEHUS HAaCTPOEK B ONEPaTUBHONM MaMaTu
KOMMyTaTopa. OTW HaCTPONKKN ByayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMYyTaTopa Uamn
nepebosi B nogaye nuTaHusl, NO3TOMY MO 3aBEPLUEHUN HACTPOMKN HEODBXOAMMO Ha)XaTb Ha
CCbI/IKE Save B BEpXHEN HaBUIraLuWOHHOM MaHenu Ansi COXpaHeHUs U3MEHEHUN B
3HEeproHesaBMCUMOW NaMsATH.
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Ta6nuua 74 SDkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping > IGMP
Filtering Profile (npogonxeHune)

NMOnEe OMNMUCAHUE

Clear Haxmute Clear, 4ytobbl BEpHYTbCS K 3aBOACKMM HaCTPOMKaM.

Profile Name B 3Tom none otobpaxaetcsa nmsi-onnucaHue npoduns.

Start Address B sTOM none otobpaxaeTcsa HayanbHbIV aapec AnanasoHa IP-agpecoB MHOroaapecHom
paccbUIKu.

End Address B 3TOM none otobpaxaeTcs KOHeYHbI aapec AnanasoHa IP-aapecoB MHoroaapecHom
paccblsKu.

Delete YT106bI yaanuTb Npodunb 1 BCE CBSI3aHHbIE C HUM NpaBuia, BbiIbepnTe HyXHbI Npoduib B

ctonbue Delete Profile n HaxxmuTe Ha kHonky Delete.

YT106bI YAQNUTL NPaABUIO UKW NpaBuaa U3 npoduns, BbibepuTte HyXHble Npasuia B
cton6bue Delete Rule n HaxMnTe Ha kHonky Delete.

Cancel HaxaTtne Ha kHonky Cancel cHMMaeT BbliaeneHuns ¢ nepekyartenen B ctonbuax Delete
Profile/Delete Rule.

23.5 3kpaH IPv6 Multicast Status

Bbibepute B MmeHtio Advanced Application > Multicast > IPv6 Multicast, 4uTo6bl OTKpbITb 3KpaH,
n306paxKeHHbI HUXe. DTOT 3KPaH COAEPXMUT MHHOPMaUMIO O rpynnax MHOroaapeCcHOW pacChisiku
IPv6. bonee noapo6bHyO MHGOPMaLMIO O MHOFOAAPECHOW pacChisike MOXHO HanTu B pasa. 23.1 Ha
cTp. 179.

PucyHok 129 DkpaH Advanced Application > Multicast > IPv6 Multicast
[ @) IPvb Multicast Status ] Multicast Setup  MLD Snooping-proxy

Index VID Port Multicast Group Group Timout

Mons skpaHa, N306paxxeHHOro Ha pPUCYHKe Bbille, ONucaHbl B creaytolen Tabnuue.

Tabnuua 75 SkpaH Advanced Application > Multicast > IPv6 Multicast

NMONE OINMUCAHUE

Index MopaaKoBbIi HOMEP 3anucu.

VID B 3ToM none otobpaxaetca nageHtndmkatop VLAN-ceTu MHOroagpecHom
paccCbIKu.

Port B aToM none otobpaxaeTcs HOMep nopTa, NpuvHaanexawero rpynne
MHOroaZpeCcHOM pacChblfiku.

Multicast Group B sToM none otobpaxatoTca IP-aapeca rpynnbl MHOroaZpecHoOM pacChlfiku.

Group Timeout 3T0 nosie NokasbiBaeT BpeMs (B CeKyHAax), N0 UCTEYEHNN KOTOPOro KOMMyTaTop

ynanset 3anucb 06 yyactuum B rpynne MLD npu oTcyTcTBUM coobLieHunti Report ot
[aHHoro nopTa.

23.5.1 3kpaH MLD Snooping-proxy

MNepengute no ccolike MLD Snooping-proxy Ha skpaHe Advanced Application > Multicast >
IPv6 Multicast, 4To6bl OTKPLITE 3KpaH, N306paxeHHbI Ha pucyHke Huxe. bonee nogpobHyto
MHMOPMaLUIO O MHOroaApeCHOW pacchlfike MOXHO HauTu B pasa. 23.1 Ha cTp. 179.
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PucyHok 130 DkpaH Advanced Application > Multicast > IPv6Multicast > MLD Snooping-proxy

[ @) VILD Snooping-proxy | IPv6 Multicast Status VLAN  Filtering

MLD Snooping-proxy

Active ]

802 1p Priority

MNMons skpaHa, n3o6paxxeHHOro Ha pMCyHKe Bbille, ONncaHbl B cneaytowlen tTabnuue.

Ta6nuua 76 SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy

NOnE

ONMUCAHUE

MLD Snooping-proxy

C noMoLbto 3TUX HAaCTPOEK MOXHO 3aaTb NapaMeTpbl MPOKCU OTCNEXNBaAHUS
MLD.

Active

Bbi6epute onuuto Active, 4Tobbl aKTMBMPOBATb NMPOKCK OoTCnexmnsaHms MLD Ha
KOMMYyTaTope C Lesibl0 YMEeHbLUEHUs KONn4vecTBa ynpasnsawwmx coobweHnn MLD
M YNy4dlleHUs Npon3BOANTENBHOCTUN CeTU.

802.1p Priority

BbibepuTe ypoBeHb npuoputeTa (M3 AnanasoHa oT 0 Ao 7), Ha KOTOpbIN
KOMMYTaTop MeHSeT NMpUopuTeT B NCXOASAWMX coobleHnsax MLD.

Apply

Haxxmute Apply, 4T06bI COXpPaHUTb N3MEHEHWNS B ONepaTUBHOM NamMaTu
KOMMyTaTopa. 3TN HacCTPOnKn ByayT yTepsiHbl B C/lyyae BbIK/IIOYEHUS
KoMMyTaTopa unu nepebos B nogade nutaHus, NO3TOMY MO 3aBepLUEHUU
HaCTPOMKM HEO6X0AMMO HaXkaTb Ha CCbl/Ike Save B BEpXHel HaBUrauMOHHOWN
naHenu ans COXpaHeHUs U3MEHEHW B SHEProHe3aBMCMMOM NaMsATw.

Cancel

HaxmuTte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

23.5.2 3kpaH MLD Snooping-proxy VLAN

MNepengute no ccoinke VLAN Ha skpaHe Advanced Application > Multicast > IPv6 Multicast >
MLD Snooping-proxy, 4to6bl OTKpbITb 3KpaH, N306paxeHHbIn Ha PUCYHKE HUXeE.
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PucyHok 131 DkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

VLAN

VID

Upstream

Downstream

L@ VLAN

MLD Snooping-proxy  Port Role Setting

Query Interval |125I]DD |mi||iseconds
Maximum Response Delay |‘IDDDD |mi||isecond5
Robustness Variable |2 |

Last Member Query Interval |‘IDDD |mi||isecond5
Query Interval |125EIDIJ |mi||iseconds
Maximum Response Delay |'II]DI]D |mi||iseconds

Index

|Add || Cancel || Clear |

ViD Delete

| Delete || Cancel |

Monsa akpaHa, M306pa)KEHHOI'O Ha PUCYHKE BbillE, ONNCaHbl B CJ'IED,YIOLLI,EVI Tabnuue.

Ta6nuua 77 SDkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

VLAN
MOnE OMNUCAHUE
VID Beeaute naeHtndukatop cetn VLAN, B KOTOpo He0o6X0ANMMO aKTUBUPOBATb
npoKcu oTcnexunsanns MLD, 1 BbINONHUTE HAaCTPOMKY COOTBETCTBYHOLWMX
rnapameTpos.
Upstream

Query Interval

YKaxxute BpeMeHHOW nHTepsan (B MUNNMCEKYHAAX) MeXAy COObLweHnIMmn-
3anpocamu obliero xapaktepa, KOTopble NocbilaeT KOMMYTaTop, MOAK/OYEHHbIN
K arperupytowemy nopTy. 3Ha4yeHne B 3TOM MoJie JOMIXKHO B TOYHOCTU coBnajaTb
CO 3HayeHneM, yKa3aHHbIM B MapaMeTpax NOAKIIOHYEHHOro KOMMyTaTopa
MHOroaZpecHOM paccChblfiku.

3T0 3Ha4YeHne UCNonb3yeTcs Npu pacyeTe Nepmosa BPEMEHU, B TeYeHne
KOTOpOro 3anucb 06 yyactum B otcnexumsaHnn MLD (nony4yeHHast TONbKO Ha
arpervpyoLeM rnopTy) MOXET CyLecTBOBaTb B Tabnuvue MaplpyTusaumu.

Mpu nony4yeHnn coobuweHmns MLD Report koMMyTaTop yCTaHaBAMBaeT Nepuoa,
TanM-ayTa A/ 3anMcu paBHbIM BEIMYNHE, paccymTbiBaemMon no dopmyne T =
(QI*RV) + MRD, roe T = TanM-ayT, QI = nHtepBan mexay 3anpocamu, RV =
rnepeMeHHas otkasoycronumnsoctn (Robustness Variable), MRD = makcumanbHas
3ajepxxka oTeeTa.
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Ta6nuua 77 SDkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

VLAN

NOnE

OMUCAHUE

Maximum Response Delay

YKaxuTe BpeMeHHoW MHTepBan (B MUIIUCEKYHAAX), B TEYEHNE KOTOPOro
MapLpyT13aTop, NOAK/IIOYEHHbIV K arpervpyoweMy nopTy, 0XvaaeT oTBeTa Ha
coobLieHne-3anpoc obulero xapaktepa MLD. 3HayeHne B 3TOM Mosie AO/KHO B
TOYHOCTV COBMAAaTh CO 3HAYEHMEM, YKA3aHHbIM B MapaMeTpax noAKIUYEHHOro
KOMMYTaToOpa MHOMOQAPECHOM pacChlIKu.

DTO 3HAYeHNe UCMOoMb3YETCs MPU pacyeTe Nepunoaa BPEMEHU, B TeueHne
KOTOpOro 3anucb 06 yyacTum B oTcnexuBaHnm MLD (nonydyeHHast ToNbKO Ha
arpervpyloLwemM nopTy) MOXeT CyLLecTBOBaTb B Tabnuue MappyTusauuu.

Mpu nonydeHnn coobuweHmns MLD Report koMMyTaTop yCTaHaBAMBaeT Nepuoa,
TanM-ayTa ANs 3anucK paBHbIM BEIMYMHE, paccunTbiBaeMon no gopmyne T =
(QI*RV) + MRD, rae T = Tanm-ayT, QI = nHtepBan mexay 3anpocamu, RV =
rnepeMeHHasi 0Tkasoycrtonunsoctn, MRD = MakcMManbHas 3agepxka oTBeTa.

Mpu nony4deHnun coobuieHmnss MLD Done KOMMyTaTop yCTaHaBAMBAET CPOK XKU3HMU
3anumcun Kak dyHKUuio oT 3HadyeHuli Last Member Query Interval n
Robustness Variable

Robustness Variable

YKaxute KonmMyecTBo 3anpocoB. 3anncb agpeca MHOroaApecHoli paccbinku
(nonyyeHHasi TONIbKO Ha arpernpyroLemM NopTy NOCPeACTBOM OTC/IEXMBAHUS)
yaansieTcst u3 Tabnavubl MapLipyTusaumm npu oTCyTCTBUM OTBETA Ha 3aAaHHoe
KOSIMYECTBO 3anpocoB, OTMNPaB/ieHHbIX MapLIPyTU3aTOPOM, NOAKIIOYEHHbIM K
arperupytoLeMy nopTy. 3HayeHve B 3TOM Mosie AO/HKHO B TOYHOCTM CoBnaaTh CO
3HaYeHWeM, yKasaHHbIM B NapaMeTpax NoAKIUYEHHOro KOMMyTaTopa
MHOroaZpecHol pacchbliku.

3T0 3HaYeHMe UCMOJIb3YeTCs NMpU pacyeTe nepmosa BPEMEHU, B TEYEHME
KOTOpOro 3anucb 06 yyactum B otcnexmsaHnn MLD (nonyyeHHas ToNbKO Ha
arpervpytoLwem nopTy) MOXeT CyLecTBoBaTb B Tabnnue MapwpyTmsaumnm.

Last Member Query
Interval

YKaxuTe BpeMeHHOM nHTepsan (B cekyHaax) mexay 3anpocamu MLD c
YKa3aHWeM rpynnbl, KOTOPble OTMNpaBaseT arpernpyoLwmin nopT nocne nosyvyeHns
coobuweHns MLD Done. 3HayeHue B 3TOM Mosie A0/HKHO B TOYHOCTM coBNaaaTth CO
3HayeHMeM, yKa3aHHbIM B NapameTpax NoAKIYEHHOro KOMMyTaTopa
MHOroaZpeCcHOM paccChblfiku.

3T0 3HaYeHne UCMob3yeTcsl MpU pacyeTe Nepuoaa BPEMEHU, B TeUeHue
KOTOpOro 3anucb 06 yyactum B oTcnexusaHum MLD (nonyyeHHasi TONbKO Ha
arperuvpytoLwiemM nopTy) MOXET CyLecTBOBaTb B Tabnvue MaplpyTmMsaumm nocne
nony4yenunsa coobweHuns Done.

Mpw nonyyeHmnn coobweHns MLD Done koMMyTaTop yCTaHaB/IMBaET CPOK XU3HU
3anmcun Kak dyHKUuio oT 3HayeHuri Last Member Query Interval n
Robustness Variable.

Downstream

Query Interval

YKaxuTe BpeMeHHON nHTepsan (B MUIIMCEKYHAAX) MexXAy COobLeHnamMmn-
3anpocamu obLiero xapakrtepa, KOTopble NocbllaeT HUCXOAALMIA NOpT.

Maximum Response Delay

YKaxuTe MakcuMManbHbI Nepuos BpeMeHu (B MUIIMCEKYHAAX), B TeYeHne
KOTOPOro KOMMyTaToOp OXWAAeT OTBETa Ha coobLieHne-3anpoc obuero
XapakTepa, OTrnpaB/ieHHOE HUCXOASLMUM NOPTOM.

Add

HaxMuTe 3Ty KHOMKY, YTO6bl CO34aTb HOBYIO MW U3MEHUTb CYLLECTBYHOLLYHO
3anucob.

370 AeicTBME NO3BOMSIET COXPAaHUTb U3MEHEHWSI HAaCTPOEK B OMepaTUBHOM
namsiTM KoMMyTaTopa. DT HacTPOMKKN ByAyT yTepsiHbl B Cllydae BbIK/TOUYEHUS
KOMMyTaTopa unu nepebos B nogaye nNuUTaHus, No3TOMY MO 3aBepLUEHUN
HaCTPOMKN HEO6X0AMMO HaXxaTb Ha CCbliike Save B BepXHel HaBUraLuMOHHOM
naHenun ANs COXpaHeHUs U3MEeHeHUI B SHEProHe3aBMCUMOM NaMATy.

Cancel

HaxmuTe Cancel, 4tobbl c6poCUTb NONS K NPeablAYLMM 3HAYEHUSAM.
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Ta6nuua 77 SDkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

VLAN

MOnE OINMUCAHUE

Clear Haxmute Clear, 4Tobbl BEpHYTbCS K 3aBOACKMM HaCTpPOMKaM.

Index 3T0 none coaepXuT NopsiAKoBbIN HoMep 3anuncu cetn VLAN npokcu
oTtcnexusaHns MLD B gaHHoOM Tabnuue. LLlenyok Ha NopsaKOBOM HOMepe
nossonset otobpasntb 6onee NoAPO6HYIO MHPOPMALMIO NN U3MEHUTD
HaCTpOWKM.

VID B sTOM none otobpaxaetcs naeHTMdunKaunoHHbIh HoMep rpynnbl VLAN.

Delete B cton6ue Delete ycTaHoBUTE nepekntoyaTenn HaNnpoTMB 3anuncemn, KoTopble
HY>XHO yAanuThb.

Delete Haxmute Delete, ytobbl HaBceraa yaanuTb 3annchk, BolbpaHHyto B cTonbue
Delete.

Cancel Haxmute Cancel, 4Tobbl CHATb BblAeneHue ¢ nepeknoyaTteneli Delete.

23.5.3 9kpaH MLD Snooping-proxy VLAN Port Role Setting

MNepengute no ccoinke Port Role Setting Ha akpaHe Advanced Application > Multicast > IPv6
Multicast > MLD Snooping-proxy > VLAN, 4To6bl OTKPbITb 3KpaH, M306paxKeHHbIN Ha pUCyHKe
HUXe.

PucyHok 132 SkpaH Advanced Applicaton > Multicast > IPv6 Multicast > MLD Snooping-proxy >
Port Role Setting

[ @) Port Role Setting VLAN
MLD Snooping-proxy VLAN ID

Port Port Role Leave Mode Leave Timeout Fast Leave Timeout

* |None V| |Norma| V| | | |
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 78 SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

Port Role Setting

NOnE

OMUCAHUE

MLD Snooping-proxy
VLAN ID

Bbibepute naeHtudukatop cetn VLAN, ans KoTopoit HE06X04MMO HACTPOUTb
rnapameTpbl NPOKCK oTcnexnBaHus MLD ans onpeaeneHHoro nopra.

Port

B 3TOM none oto6paxaercsa HOMep nopTa.

*

HacTpolikn B 3TOI CTPOKE NPUMEHSAIOTCA KO BCEM MOpTaM.

3Ty CTPOKY HEO6X0AMMO UCMOMIb30BaTh fIMLIb B TOM C/lyYae, ecivi HacTPOMKU
BCEX MOPTOB A0J/IHbl 6bITb 0AMHAKOBbLIMM. C MOMOLLIO 3TON CTPOKU MOXHO
CHayana Ha3HauyuTb o6LMe A5 BCEX MOPTOB HACTPOMKM, @ 3aTEM BHECTU
Heo6X0ANMbIE U3MEHEHUS HA YPOBHE OTAE/bHOMO MopTa.

M3MeHeHUs1 B AaHHOWM CTPOKE Cpa3sy XXe KOMUPYITCA Ha BCE MOpThl.

Port Role

MopT kOMMyTaTOpa MoXeT urpatb B MLD ponb nnbo Hucxoaswero
(Downstream), nu6o arperupytowero (Upstream) nopta. Hucxogawuin nopt
noakntoyaeTcs kK xoctam MLD u BbiCTynaeT B kKayecTBe MaplpyTm3aTtopa
MHOroaZpeCcHOM paccChblfik1, KOTOPbIN oTnpasnseT 3anpocel MLD u cnywaer
coobueHuns Report n Done ot xocta MLD. Arpernpytowmini nopT NoAKI0YaeTCs K
MapLIpyTM3aTOPy MHOroaapecHoON paccblikm 1 MGYHKLMOHMPYET B KayecTse
X0CTa, oTnpasnsoLero coobuweHns Report nnn Done B 0TBET Ha 3anpockl OT
MapLIpyTM3aTopa MHOroaApecHoON paccCblfiKu.

B NpoTMBHOM cnyyae, ecnun NopT He 6yAeT BKAOYEH B rpynny MHOroajpecHowm
pacchbifiKn Unun He npuHaanexut ston cetn VLAN, Bbibepute onumio None.

Leave Mode

BbibepuTe pexunm nokmaaHus ans yKkasaHHOro HUCXoAswero nopta (Mnv NnopTos)
B AaHHon cetn VLAN.

3T0 none ykasblBaeT Ha TO, yAanseT n KOMMyTaTop 3anncb 06 yyactuum B
oTcnexuBaHum MLD (Nony4yeHHyo Yepe3 HUCXOASLWMIN NOPT) HEMEANEHHO
(Immediate), wnn oxungaet coobueHmns MLD Report 4o ucteuyeHus BpemMeHun
Tarim-ayTa obblyHoro (Normal) nnm 6eictporo (Fast) nokuaanusa npm
nony4yeHumn coobuweHmns MLD Leave Ha gaHHOM MOpPTy OT Kakoro-imbo xocra.

Leave Timeout

YkaxuTe 06bl4yHOE BpeMs TalM-ayTa NoKnaaHus ansa otcnexunsaHus MLD (B
MWNIMCEKYHAAX), KOTOPOe KOMMYTaToOp MCMOMb3yeT npu o6HoBAEeHMM Tabnuubl
MapLpyTU3auumn yKasaHHOro HUCXoAsLwero noprta (Mavm nopros).

3HayeHne B 3TOM MoJie NoKa3blBaeT, CKOJIbKO CEKYH/[, KOMMYTaTop OXuaaeT
coobuweHna MLD Report, npexxae 4yem yaanutb 3anncb 06 yyactum B
oTcnexuBaHum MLD (NonyYeHHYI Yepe3 HUCXOAALWMI NOoPT), NpU NoydYeHnmn
coobueHns MLD Done uepes 3TOT NOpT OT Kakoro-nmbo xocra.

Fast Leave Timeout

YKaxuTe BpeMs TanM-ayTa 6bICTPOro noknaaHusa (B MUaimMcekyHaax) ans
YyKa3aHHOro HMCXoAsLero nopta (Mam nopTos).

3HayeHne B 3TOM MoJie NoKasbliBaeT, CKOJIbKO CEKYH/[, KOMMYTaTop OXuaaeT
coobuweHna MLD Report, npexxae 4yem yaanutb 3anncb 06 yyactum B
oTcnexuBaHum MLD (NonyyYeHHyI Yepe3 HUCXOAALWMI NOoPT), NpU NoSydYeHnmn
coobueHnss MLD Done uepe3 3TOT NopT OT Kakoro-nmbo xocra.

Apply

Haxmute Apply, 4TO6bI COXpaHUTb U3MEHEHWS B ONEPaTUBHOM MaMsaTn
KOMMyTaTopa. DTW HacCTPOMKM ByayT yTepsiHbl B C/lydae BbIK/IIOYEHUS
KoMMyTaTopa unu nepebos B nogaye nutaHus, NO3TOMY NO 3aBepLUEHUN
HacCTpOMKM Heob6X0AMMO HaxaTb Ha CCbl/ike Save B BepXHeW HaBuUrauMOHHOWM
naHenu ons CoOXxpaHeHUst U3MEHEHU B SHEProHe3aBMCMMOM NaMsTy.

Cancel

Haxmute Cancel, 4To6bl COpPOCUTL NONSA K NpeablAYLINM 3HAYEHUAM.
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23.5.4 JkpaH MLD Snooping-proxy VLAN Filtering

C NOMOLLbO0 3TOr0 3KpaHa MOXHO HaCTpoOUTb NapameTpbl punbTpaummn MLD komMMyTaTopa.
Mepenante no ccoinke Filtering Ha akpaHe Advanced Application > Multicast > IPv6
Multicast > MLD Snooping-proxy, 4tobbl OTKpbITb 3KpaH, n306paXXeHHbIN HA PUCYHKE HUXE.

PucyHok 133 SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >
Filtering
L @) Filtering ] MLD Snooping-proxy Filtering Profile

Active

O

Port Group Limit Max Group Num. Filtering Profile

*

-

DIDHDDHD[DD
@ [|m (o flo/fof|ofo
N R

O0:0:0:0:0:0:0:4

=]
o

Default v
Default v
Default v

T
B

=]
o

Cancel

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Tabnuua 79 DkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

Filtering

NOnE OMNMUCAHUE

Active BbibepuTe 3Ty onuuio, 4Tobbl BKAOUMTL GunbTpaumio MLD Ha koMMyTaTope.

Port B 3TOM none otobpaxkaeTrcs Homep nopra.

* HacTpoiikun B 3TOM CTPOKe NPUMEHSAIOTCA KO BCEM MopTaM.
3Ty CTPOKY HE06X0AMMO MCNONb30BaThb NMLWb B TOM C/lyyae, eCiin HaCcTPOMKM
BCEX MOPTOB AOJIXKHbI H6bITb 0ANHAKOBLIMW. C MOMOLLLIO 3TON CTPOKM MOXHO
CHavana HasHauuTb oblune AN BCEX NOPTOB HAaCTPOWNKMK, a 3aTeM BHECTH
HeobxoAnMble U3MEHEHUa Ha YPOBHE OTAEeNIbHOro nopra.
N3MeHeHnsa B AaHHOM CTPOKe Cpa3y Xe KOMUPYIKTCS Ha BCE MopThl.

Group Limit Bbibop AaHHOM ONUMKW NO3BOISET OFPAHNYNTL YNCNO rPYNM MHOroaAapecHowm
pPaccChbifiKK, K KOTOPbIM pa3peLlleH0 NPUCOeANHUTLCS AAaHHOMY MOpPTY.
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Ta6nuua 79 SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

Filtering

NOnE

OMUCAHUE

Max Group Num.

BBeauTe YMcno rpynn MHOroaApecHoOW pacchblfik1, K KOTOPbIM paspeLueHo
NpUCOeANHUTBLCS AaHHOMY MopTy. [ocne perucTpaumm nopta B yKasaHHOM
KOJIMYECTBE rpynn MHOroajpecHol pacchiyikv BCe HOBble coobLieHns MLD
Report, npuxoasine Ha 3ToT NopT, 6yayT oT6packiBaThbCS.

Filtering Profile

BbibepuTte nma npodunsa dpunbtpaumm MLD, KoTopbIN 6yaeT MCNoNb30BaThCs AN
AaHHoro nopTta. 3HayeHve Default 3anpelaeTt nopTy npucoeanHeHne K 06bIM
rpynnamM MHOroaapecHOn paccblfiKK.

Ona cozpannsa npodwunen puneTpaummn MLD MOXHO MCNOAb30BaTh 3KPaH
Multicast > IPv6 Multicast > MLD Snooping-proxy > Filtering > Filtering
Profile.

Apply

HaxmuTte Apply, 4T06bl COXpaHWUTL N3MEHEHUSI B ONEpPaTUBHOWN NaMsTK
KOMMyTaTopa. TW HacTPONKM 6yaAyT yTepsiHbl B CllyYae BbIK/OYEHMUS
KOMMyTaTopa unu nepebos B nogade nutaHus, NO3TOMY MO 3aBepLUeHUn
HacCTpOMKM HEOH6X0AMMO HaxaTb Ha CCblsike Save B BepXHell HaBUrauMOHHOWN
naHenu ANns COXpaHeHUs! U3MEeHeHUI B SHEproHe3aBMCUMOI NaMATH.

Cancel

Haxmunte Cancel, 4yTo6bl COpOCUMTL MOMS K NPeAbIAYLLMM 3HAYEHUAM.

23.5.5 9kpaH MLD Snooping-proxy VLAN Filtering Profile

C noMoLbto 3TOro 3KpaHa MOXHO co3aaTb nNpodunb punbTpaumm MLD n 3agaTb AManasoH aapecoB
MHOroagpecHon paccbinku. Nepengute no ceoinike Filtering Profile Ha akpaHe Advanced
Application > Multicast > IPv6 Multicast > MLD Snooping-proxy > Filtering, 4to6bl OTKpbITb
3KpaH, N306paxeHHbI Ha PUCYHKE HUXKeE.

PucyHok 134 DkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >
Filtering > Filtering Profile

L @) Filtering Profile ] Filtering
Profile Setup
Profile Name | |
Start Address | |
End Address | |
Profile Name Delet
elete
Start Address End Address
Default ]
0:0:0:0:0:0:0:0 0:0:0:0:0:0:0:0 ]
| Delete || Cancel |
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 80 3SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

Filtering Profile

NOnE

OMUCAHUE

Profile Name

BBeauTe nMs-onucaHmne npodunas, C NOMOLLbI KOTOPOro €ro MoXHo
MAEHTUOULNPOBATD.

YT06bl HACTPOUTL AOMONHUTENbHbIE NpaBuia Ans yxe fobaBneHHoro npoduns,
Heo6xoAnMo BBECTM MMsI Npoduns 1 ykasaTb Apyrve agvanasoHsl [P-agpecos
MHOroaZpecHol pacchbiiku.

Start Address

BBeauTe HayanbHbIV agpec AManasoHa aapecoB MHOroaApecHOM paccbiikm IPv6,
KOTOPpbIi HE06X0ANMMO BKIOUUTL B Npoduib punbtpaumm MLD.

End Address

BBeauTe KOHeYHbIM aapec AMana3oHa aapecoB MHOroaapecHon paccolniku IPv6,
KOTOpbIli He06X0AMMO BK/IKOUYUTE B Npodunib hunbTpaummn MLD.

YT106bI 106@BUTb EANHCTBEHHbI aApec MHOroaaApecHol paccbinku IPv6, ykaxurte
ero n B none Start Address, 1 B none End Address.

Add

Ha)xaTue Ha 3TOT 3HAa4YOK NO3BONAET CO34aTb HOBYIO 3aruchb.

D70 AeWCTBME NO3BOJIAET COXPaHUTb M3MEHEHUSI HACTPOEK B ornepaTUBHOM
namMaTU KOMMyTaTopa. DT HACTPOKKU ByAyT yTEPAHbI B CyYae BbIKIHOUEHUS
KOMMyTaTopa unu nepebos B nogade nutaHus, No3TOMY Mo 3aBepLIeHUn
HaCTPOMKM HEOBXOAMMO HaXxaTb Ha CCblike Save B BEpXHEN HaBUrauMOHHOM
naHenu Ans COXpaHeHUss U3MEHEHUI B SHEPrOHE3aBUCMMOWN NaMATH.

Clear

Haxmute Clear, 4Tobbl BEpHYTbCS K 3aBOACKMM HacTpoMKaM.

Profile Name

B 5TOM nosie oTo6pakaeTcs UMs-onuncaHne npoduns.

Start Address

B 3TOM none otobpaxaeTcs HayanbHbIN agpec AnanasoHa afpecoB
MHOroaZpecHon pacchbiniku IPv6.

End Address

B 3TOM none otobpaxkaeTcsi KOHEYHbI agpec Anana3oHa afpecos
MHOroaZpecHoOm paccobinkn IPv6.

Delete Y106bl YAanuTb Npodusib U BCE CBA3aHHbIE C HUM NpaBwusa, BblbepuTe HYXHbIN
npodunb B ctonbue Delete Profile n HaxmuTe Ha kHonky Delete.
YT06bl YAQNUTL NPaBUIO UK NpaBuia M3 Npoduns, BbIGepUTE HyXXHble NpaBuna
B ctonbue Delete Rule n HaxMnTe Ha kHonky Delete.

Delete Haxmunte Delete, uTo6bl HaBceraa yaanuTb 3anmcu, BbibpaHHble B
ctonbue Delete.

Cancel Ha)xaTne Ha kHonky Cancel cHMMaeT BblAeNEHNS C NepekstoyaTenei B ctonbuax

Delete Profile/Delete Rule.

23.6 O6wume HacTpoukn MVR

Co3patb VLAN-ceTn MHOroaapecHOM paccbisikn u Bblibpatb ans kaxaon VLAN-ceTn MHoroaapecHom
paccbi/IKU MOPTbl MPUEMHUKOB M NOPT UCTOYHMKA MOXHO Ha 3kpaHe MVR. MNepenante no ccbisike
Advanced Application > Multicast > Multicast Setup > MVR, uT06bl OTKPbITb 3KpaH,
M306paxXeHHbI Ha PUCYHKE HUXe.

MpuMmeyaHme: Ha kKoMMyTaToOpe MOXHO co3aaTb He 6onee natu ceten VLAN
MHOroaapecHOM paccbisikn n He 6onee 256 npaBun MHOroaapeCHON pPacCblsiKK.
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MpumeyaHme: Mpu co3gaHnum Ha AaHHOM 3kpaHe ceTu VLAN MHOroaapecHomn paccbiiku
KOMMYyTaTOp aBTOMaTU4eckn cosgaet ctatmyeckyto VLAN (c tem xe
naeHtudunkatopom VID).

PucyHok 135 DkpaH Advanced Application > Multicast > Multicast Setup > MVR

& VW ] Multicast Setup  Group Configuration

Active
Group Name

Multicast VLAN ID

802.1p Priority 0~
Mode @ Dynamic Compatible
Port Source Port Receiver Port Hone Tagging
* Mane -

\3/\/\/\/\/\/0\/\/\/
\/\/\/\/\/\/\/\/\/

49
50
Add || Cancel
VLAN Active Hame Mode Source Port Receiver Port 8021p Delete

Delete Cancel

Mons sKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 81 SkpaH Advanced Application > Multicast > Multicast Setting > MVR

NONE OMNCAHME

Active BbibepuTe AaHHbIN NnepekntoyaTens Ans BkaodeHns MVR, 4yTobbl MCNONb30BaTh OAHY
eanHcTBeHHyto VLAN-ceTb MHOrMoaApecHOM paccbisiku ANs pasfinyHbiX aboHeHTckmx VLAN
B CETU.

Group Name Beeaute umsa-onucanme (8o 32 otobpaxaembix ASCII-cMMBOMIOB), MO KOTOPOMY MOXHO

NAEHTUDULMPOBATb 3TOT MapLUpyT.

Multicast VLAN ID | Beeaute naentndukatop cetn VLAN (ot 1 no 4094) ans VLAN-ceTn MHoroazapecHom
paccbInKu.

802.1p Priority BbibepuTe ypoBeHb npuoputeTta (M3 AgnanasoHa ot 0 4o 7), Ha KOTOpbIi KOMMYyTaTop
3aMeHsIeT NPUOpPUTET B UCXOASIWMX ynpaBastowmx naketax IGMP nan MLD
(npuHapgnexawmx K agaHHorn cetn VLAN MHOroaapecHom paccbiniku).

Mode Ykaxute pexum MVR ans komMmyTaTopa. MoxHO BblbpaTb 3HavyeHnss Dynamic
(anHammnyeckuin) 1 Compatible (pexum coBMecTumocTn).

Mpwu BbI6Ope onumn Dynamic coobweHns IGMP Report unu coobwernnsa MLD 6yayT
paccbnaTbCs Ha BCE NOpTbl NCTOYHMKOB MVR B ceTn VLAN MHOroagpecHoOl paccbuiku.

Mpu BbIGOpe onumn Compatible kommyTaTop He 6yaeT paccbinaTb coobuweHnss IGMP
Report n coobweHmns MLD.
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Ta6nuua 81 SDkpaH Advanced Application > Multicast > Multicast Setting > MVR (npogosnxeHune)

NONE

OMNMUCAHME

Port

B 3TOM none oTo6paxaeTcss HoOMep nopTa KoMMyTaTopa.

*

HacTpoliku B 3TOl CTpOKe NPUMEHSAIOTCS KO BCEM MopTaM.

STy CTpPOKY Heo6xo0ANMO MCMNOJb30BaTh /INLWb B TOM cnydyae, ecnun HaCTpOVIKVI BCEX NopToB
AOMKHbI 6bITb 0AMHAaKOBbIMU. C MOMOLLBbIO 3TOWN CTPOKM MOXHO CHa4aJla Ha3Ha4unTb obwume
Ans BCeX nopTtoB HaCTpOVIKM, a 3aTeM BHeCTM HeobXxoaAnMble N3MEHEHUS Ha YpOBHE
OTAENbHOINO NopTa.

M3MeHeHUs1 B AaHHOW CTPOKE Cpa3sy e KOMUPYIOTCS Ha BCe MOpThl.

Source Port

BbibepuTe AaHHY0 OnumMio, YTo6bl Ha3HAYWUTL AaHHbIA MOPT B KAYeCTBe MopTa UCTOYHMKA
MVR, KOTOPbIli OCYLLECTBASIET OTNPaBKY M NpueM Tpacdmka MHOroaAapecHo paccoinku. Bee
NOpPTbl UCTOYHMKOB AOJIKHbI NpUHaanexatb K ogHo VLAN-ceTm MHOroaapecHom
paccCbISiKu.

Receiver Port

BbibepuTe gaHHY0 onuunio, YTo6bl HA3HaYMTbL AaHHbIM MOPT B KayecTse nopTa NpUeMHUKa
MVR, KOTOpbIN TONLKO NpUHUMAET TpadmK MHOroaApeCHOW pacChbisiku.

None BbibepuTe AaHHYIO ONUMIO, €CNM AaHHbIN NOPT HE y4yacTByeT B MexaHu3Me MVR. Yepes
Takor nNopT TpaduK MHOroaapecHon paccbiiku MVR He nepepaeTcs U He MpUHUMaeTCs.

Tagging BbibepuTe gaHHbIl NepekntoyaTeNb, eCnn KO BCEM NepeaaBaeMbiM Yepes NopT NCXOASLWMM
KagpaM gonxeH gobaBnsatbcs Ter naeHtudukatopa VLAN.

Add HaxmuTe 3Ty KHOMKY, 4To6bl CO34aTb HOBYIO WU/IM M3MEHUTb CYLLECTBYIOLWYHO 3aMnuch.
3T0 AeNCTBME NO3BOJISIET COXPAHUTb U3MEHEHMS HAaCTPOEK B ONEepaTUBHON NaMaTH
KOMMyTaTopa. 3TW HacTpPonkn ByayT yTepsiHbl B C/ly4Yae BbIK/IIOYEHUS KOMMyTaTopa Uamn
nepebos B nogaye nuTaHusl, NO3TOMY MO 3aBepPLUEHUN HACTPOMKN HEOHXOAMMO HaxaTb Ha
CCbl/Ike Save B BepxHel HaBUrauMoHHOM NaHenn ANns COXPaHeHUs U3MEHeHU B
dHEeproHesaBMCUMOW NaMsATH.

Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

VLAN B 3ToM none otobpaxaetca naeHtndmkatop VLAN-ceTM MHOroagpecHo paccbiuiku.
LLlenkHUTe Ha NOpPsAKOBOM HOMepe, YTOObl M3MEHUTb HAaCTPOMKMU.

Active [aHHoe none nokasbliBaeT, BKAOYEHA NN Noaaep>KKa rpynnbl MHOrOAAPECHOM PacChKU.

Name B s3TOM none otobpaxaetcsa MMa-onnucaHme Ans AaHHOW HACTPOMKM.

Mode B 3ToM none otobpaxaetcsa pexum MVR.

Source Port

B 3TOM nosie oTo6paatoTcs HoMepa NopTOB UCTOYHUKOB.

Receiver Port

B s3TOM none otobpaxatoTcs HoMepa NOPTOB NPUEMHUKOB.

802.1p B sTOM none otobpaxaeTcs ypoBeHb nNpuopuTeTa.

Delete Y106kl yaanute VLAN-ceTU MHOroaaApecHoOM paccblsikm, BbibepuTe HyXXHble ceTh B cTonbue
Delete n HaxMuTe Ha kHonky Delete.

Cancel Haxmnte Cancel, 4To6bl CHATL BblAeNeHMe ¢ NepekntovaTtenein Delete.

23.6.1 HacTtpowmka rpynnsl MVR

[aHHble MHOroaApEeCcHOI pacchi/iK1, HanpaBasieMble B rpynny MHOMOAAPECHOM pacchblfiK1, MOryT
NPUHUMAaTb BCE NOPTbl UCTOYHNKOB 1 MOPThI MPUEMHUKOB, NpUHAANEXALLNE rpynne MHOroaApecHom

PaccblsiKn.

C nomoLbio 3TOro 3KpaHa MOXHO 3agaTb IP-agpeca rpynnbl MHOrOaapecHonm paccblsikn MVR.
MNepengute no ccoiike Group Configuration Ha skpaHe MVR.

MpumedaHume: NMopT MOXET NpMHaAexaTb HeckonbknuM ceTsaM VLAN MHoroaapecHom
paccbinkn. OaHako, IP-agpeca pa3nmMuHbIX rpynn MHOroaApEeCHOM pacChbisIkKU He
LOTKHbI NepeKkpbIBaTbLCA.
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PucyHok 136 DkpaH Advanced Application > Multicast > Multicast Setup > MVR > Group
Configuration

[ roup Configuration VR

Multicast VLAN ID -

Group Name
Start Address

End Address

Add || Cancel

MVLAN
Group Name Delete
Start Address End Address

Delete Cancel

Mons 3KpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 82 SDkpaH Advanced Application > Multicast > Multicast Setting > MVR > Group
Configuration

MNOJE OMNCAHUE

Multicast VLAN ID | BbibepuTe n3 Hucnagawouwero cnucka naeHtndukatop VLAN-ceTn MHOroaapecHomn
paccbliku (HAaCTpOEHHbI Ha akpaHe MVR).

Group Name BeBeauTte nmsi-onucaHve ana naeHtudukaumm.

Start Address BBeauTte HavanbHbIM IP-agpec rpynnbl MHOroaApecHOM paccbiikn B BUAE AECATUYHbIX
yuncen, pasaefieHHbIX TOUKaMU.

Bonee noapobHyto nHbopmaunto 06 IP-aapecax MHOroaapeCcHoO’ pacCblIKM MOXHO HaNTH
B pa3a. «IP-agpeca MHoroazpecHonm paccelnkm» Ha cTp. 179.

End Address BBeauTe KoHeuHbIl IP-aapec rpynnbl MHOrOAAPECHOM pacChifiKM B BUAE AECATUYHbIX
yucen, pasfeneHHbIX ToYKamu.

Ecnu B rpynny MHOroaapecHoin paccblIkn Heo6XxoAMMO BHECTU TOIbKO OAMH aapec,
BBEAMTE B 3TO none ToT xe IP-agpec, uto n B none Start Address.

Bonee noapobHyto nHbopmauunto 06 IP-agpecax MHOroaApeCHOM PacChisIKU MOXHO HanTH
B pa3a. «IP-agpeca MHOroaapecHor paccbliku» Ha cTp. 179.

Add HaxaTune Ha 3TOT 3Ha4YOK MO3BONSET CO34aTb HOBYHO 3aMuchb.

3TO0 AeNCTBME NO3BOJISIET COXPAHUTb U3MEHEHUS HAaCTPOEK B ONEepaTUBHON NaMaTH
KOMMyTaTopa. 3TU HaCTPONKKN ByayT yTepsiHbl B C/lyYae BbIK/IIOYEHUS KOMMYyTaTopa Uamn
nepebos B nogaye nuTaHusl, NO3TOMY MO 3aBEpPLUEHUN HACTPOMKN HEOHXOAMMO HaxaTb Ha
CCbl/Ike Save B BepxHel HaBUrauMoHHOM NaHenn ANns COXpaHEeHUsS U3MEHeHWU B
3HEeproHe3aBMCUMON NaMsTH.

Cancel Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

MVLAN B sTOoM none otobpaxaetcsa naeHtudunkatop VLAN-ceTM MHOroaapecHOM pacChiiiku.
Group Name B s3TOM none otobpaxaetcs MMa-onncaHme AN AaHHOW HACTPOMKMU.

Start Address B s3TOM none otobpaxaeTcsa HayanbHbIW IP-aapec rpynnbl MHOroaApeCcHOM pacChlfiKu.
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Ta6nuua 82 SDkpaH Advanced Application > Multicast > Multicast Setting > MVR > Group
Configuration (npoagonxeHune)

MOnE ONMUCAHUE
End Address B 3TOM none otobpaxaeTcsa KoOHe4YHbIn IP-aapec rpynnbl MHOroaapecHoOm pacChlfiku.
Delete BbibepuTe 3anmcuK, KOTopble HYXHO yaanuTb, B ctonbue Delete 1 HaxMuTe KHOMKy

Delete, 4T06bI yaanutb BbibpaHHble 3anucn n3 Tabnuupl.

Mpwu yaaneHnn cetn VLAN MHOroagpecHO’ paccCbislku BCE rpyrnnbl MHOrOaApEeCHOM
paccbikn B AaHHoi cetn VLAN Takxe 6yayT yaaneHsbl.

Cancel HaxmMunte Cancel, 4Tobbl CHATH BblAENEHME C MepeksoyaTenel B Tabnuue.

23.6.2 MNMpumep HacTponkn MVR

Ha npvBeAeHHOM HMXe pUCYHKEe NoKa3aH NpuMep ceTu, B KOTOpPOoM nopThl 1, 2 n 3 koMmyTaTopa
npuHagnexat VLAN 1. KpoMe Toro, nopt 7 NpMHaAnNexuT K rpynne MHOroaAapecHoi paccbliku C
naeHTudumnkatopom VID 200 ans nonyyeHns MHoroaapecHoro Tpaduka (kaHanol News n Movie) ot
yAaneHHoro noToKoBOro MynbTUMeaniiHoro cepeepa, S. Komnbtotepbl A, B u C B cetn VLAN 1 MoryT
npuHMMaThb Tpaduk.

PucyHok 137 [Mpumep HacTponkun MVR

emm==" S o """ ~, News: 224.1.4.10 ~ 224.1.4.50
‘  VLAN1 — e Fpynna MHOro- | movie: 230.1.2.50 ~ 230.1.2.60
! 1 , aApecHowm pacc. -
1 1
| . 1 - ¢ VIR, 200 T-:\
. T X\ X 2 \ _ -
LA B —3— i, S
! 1
! -.. — ‘. ,'
1 —_— ' N et e e e e e e - -
Mo C L’

[nsa cospaHuns HacTpoek MVR Ha KoMMyTaTtope Heob6xoaMMo co3aath ceTb VLAN MHOroagpecHom
paccbIiKKM Ha 3kpaHe MVR #1 Ha3HaunTb MNOpTbl NPUEMHUKOB M NCTOYHUKOB.
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PucyHok 138 [Mpumep HacTponkun MVR

[ @& VWVR ] Multicast Setup  Group Configuration
__________________________________________ ACtiVe il
Group Name Premium
Multicast VLAN ID 200
202.1p Priority 0 -
Mode @ Dynamic ) Compatible
Port Source Port Receiver Port None Tagging

Recevier -

Y10o6blI KOMMYTaTOpP Nepeckinan Tpaduk rpynrnbl MHOrOaApPeCcHOM pacCblyikm aboHeHTaM, Heo6xoaAnMo
onpeaenuTb HAaCTPOWKK rpynnbl MHOFrOAAPECHOM pacchbisikn Ha akpaHe Group Configuration. Ha
CnefyloWeM pUCyHKe nokasaH NpuMep HaCTPOMKKM ABYX FPynn MHOroaApecHon paccelikm IPv4
(News n Movie) ans cetn VLAN MHoroagpecHon paccoinku 200.
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PucyHok 139 [Mpumep HacTporiku rpynn MVR

=
=
sl

| @) Group Configuration
Muiticast VLAN ID

Group Name Mavie

Start Address 2301.2.50

End Address 230.1.2.60

Cancel

MVLAN

Group Name Delete
Start Address End Address

PucyHok 140 [Npumep HacTporikm rpynn MVR

=
=
Pl

L@ Group Configuration _______J

Multicast VLAN ID

Group Name

Start Address
End Address
Cancel
€) 6) €) 6) 6) ¢
2229797
MVLAN
Group Name Delete
Start Address End Addrass

/700

Maovie

2241410 2241450
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AyTteHTudmkauus, aBTopmsauus n yyer

24.1 O630p byHKUMN ayTeHTUUKALUUN, aBTOPU3aLUUN U

yyeTa

B 3Toi1 rnaBe onucaHa HacTpoiika MyHKLUNA ayTeHTUDUKALMM U aBTOPU3aLMN HA KOMMYyTaTope.

BHewHMe cepBepbl, BbINOAHALOWME QYHKUMN ayTeHTUdMKaLnm, aBTopm3aunm n yyeta, COKpaLleHHo
Ha3biBatoTCca cepBepamm AAA. B kauecTBe BHELWHMX CepBepoB ayTeHTMdUKaUNM, aBTopusaumnm m
y4yeTa AaHHbIA KOMMyTaTop noaaepxuBaeT cepBepbl RADIUS (Remote Authentication Dial-In User
Service, cM. pa3a. «RADIUS n TACACS+» Ha cTp. 206) n TACACS+ (Terminal Access Controller
Access-Control System Plus, cm. pa3a. «<RADIUS n TACACS+» Ha cTp. 206).

PucyHok 141 Cepsep AAA

=N\ .

Knunent CepBep AAA

24.1.1 O yeMm paccKka3biBaeTCA B 3TOMU rnaee

e C nomouwbto akpaHa AAA (pa3a. 24.2 Ha cTp. 206) MOXHO BKNOUYUTb ayTEHTUDUKALMIO U/ MK
aBTOpM3auUMI0 HA KOMMyTaTope.

e C nomowbio skpaHa Radio Server Setup (pas3a. 24.3 Ha cTp. 207) MOXHO HacCTPOUTb NapameTpbl
cepsepa RADIUS.

e C nomouwbto sakpaHa TACACS+ Server Setup (pa3a. 24.4 Ha cTp. 209) MOXHO HacTpouTb
napameTpbl ayTeHTudnkaunm TACACS+.

e C nomouwbto 3kpaHa AAA Setup (pa3a. 24.5 Ha cTp. 211) MOXHO Bbi6paTb MeETOAbI,
MCnosb3yeMble ANsa ayTeHTUduKaumm nonb3oBaTenen, NbiTatoWwmxcs noayyumTb 4OCTYN K
KOMMYTaTopy, M yYKa3aTb, Kakyt 6a3y AaHHbIX KOMMyTaTOp AOJ/IKEH UCMOb30BaTh B NEpPBYIO
ouepenb.

24.1.2 Y710 HeoOXOaAMMO 3HATb

AyTeHTUdMKaunen HasblBaeTCs Npouecc naeHTudmKaLmMm nonb3oBaTeNs U NpoBepKM ero npas
[OCTyna K KOMMyTaTopy. [JaHHbI KOMMyTaTOp NO3BOJISET NPOBOAUTL ayTeHTUdMKALMIO
nosib3oBaTeniel C UCMOSIb30BaHMEM YUYETHbIX 3anncen, HaCTPOEHHbIX B caMOM KoMMyTaTope. Kpome
TOro, KOMMyTaTOp MO3BOJISIET UCMONb30BaTh BHELLHUI CepBep ayTeHTUdMKaLUKN B Lenax
ayTeHTUdMKauumn 601bLIONO KONIMYECTBa NoSb30oBaTenen.
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naBa 24 AyTeHTuduKaums, aBTopm3aums 1 ydet

ABTOpM3aliMei HasblBaeTCA MPOLECC onpeaeneHns AenCcTBuit, KOTopble A0MYCTUMO BbIMOMHATb
NnoJib30BaTeso. PasIMUHbIM MOJIb30BaTENbCKUM YUYETHbLIM 3anmMcaM MOryT 6biTb Ha3HauyeHbl 6onee
BbICOKME UNn 6onee HU3KNE YypPOBHM NMpuBuUaeruit. Hanpumep, y nonb3osaTesns A MoOXeT 6bITb NPaso
Ha CO3JaHMe HOBbIX YUETHbIX 3anucert Ha KOMMyTaTope, Toraa Kak y noJfib3oeartens B Takoro npasa
He 6yaeT. ABTOpU3aLIMA MoMb30BaTeNel MOXET OCYLIECTBNATLCA KOMMYTAaTOPOM C UCMO/Mb30BaHMEM
YUETHbIX 3aMnnCceil, HACTPOEHHbIX Ha CaMOM KOMMYTaTope, WK C UCMOJIb30BaHUEM BHELLHEro
cepBepa B LIefsIX aBTopm3aLmMm 60blLIOro KoIMYecTBa nosib3oBartesnei.

NokanbHble Y4YeTHble 3anmcu nonb3oBareneun

JlokanbHoe XpaHeHWe npodunein nonb3oBaTesien Ha KOMMyTaTope AaeT KOMMYyTaToOpy BO3MOXHOCTb
06X0AUTbLCA NMpY ayTeHTUdDUKALMKM M aBTOpM3aLUumM nonb3oBaTenei 6e3 BHelwHero cepeepa AAA B
cetn. OgHaKko, BO3MOXHOE KOJIMYECTBO MoJib30BaTeNEN NpU TakoM cnocobe ayTeHTUdDUKaumm
orpaHudeHo (cM. rn. 37 Ha cTp. 321).

RADIUS n TACACS+

RADIUS 1 TACACS+ npeactaBnstoT cobor npoTokosbl 6€30nacHOCTU, KOTOpPble MCMOJb3YIOTCS AN
ayTeHTMdMKauum nosab3osartenen nytem obpalleHns K BHEWHEMY CepBepy BMECTO BHYTPEeHHeNn
6a3bl AaHHbIX Nofb30BaTeNelr yCTpoMCcTBa, KOTopasi orpaHMYeHa eMKOCTb0 NaMsaTh 3Toro
yCTponcTBa (BHELWHMIA CepBep MOXET TakXe MCMOosb30BaTbCsl B AOMNOSIHEHME K BHYTpeHHel 6a3e
AaHHbIX). B uenom ayteHtTudukaums c ncnonbzosaHnem RADIUS n and TACACS+ nossonsieT
MAeHTUNUMPOBaTb HEOrPAaHUYEHHOE KOIMYECTBO NoJib30BaTesien C MOMOLLbI eANHOM
LLEHTPanM30BaHHOW CTyX6bl.

HekoTopble OCHOBHbIE pa3nuuung mexay npotokonamm RADIUS u TACACS+ npusBoaaTcs B
cnepytowen tTabnuue.

Tabnuua 83 RADIUS n TACACS+

RADIUS TACACS+

TpaHCNoOpTHbIN UDP (User Datagram Protocol) TCP (Transmission Control Protocol)

NPOTOKO

LLindpposaHue LLndpoBaHume napons, LLndpoBaHme BCeEN KOMMYHUKALUN MEXAY
OTMNpaBnsemMoro ans KnneHToM (KkomMmyTaTopoM) n cepsepom TACACS.
ayTeHTUdunKaumm.

24.2 JKpaHbl AAA

OkpaHbl AAA NO3BOJAIOT BKIOUYUTbL ayTeHTUdUKALMIO U/ nnn asTopmMsaumio Ha KoMmyTaTope. B
nepByl oyepenb HE0H6X0ANMMO HaCTpOMTb NapaMeTpbl cepBepa ayTeHTUdukaummn (RADIUS n/unum
TACACS+), a 3aTeM yKasaTb NPUOPUTETHbLIN BapuUaHT ayTEHTUMUKALNN U BKIIOYUTb aBTOPU3aLmIo.

Bbibepute B HaBuraunoHHol naHenn Advanced Application > AAA, uTobbl OTKPbITb 3KPaH,
M306paXxXeHHbI Ha pUCYHKE HUXe.
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PucyHok 142 DkpaH Advanced Application > AAA

L@ A5
........................... RADIUS Server Setup ClickHere
_________________________ TACACS+ Server Setup

AAA Setup Click Here

24.3 Hactpowuka cepsepa RADIUS

N306paXkeHHbIn HUXe 3KpaH CNyXUT ANns BBoAa HacTpoek cepeepa RADIUS. B pa3a. «RADIUS u
TACACS+» Ha cTp. 206 MOXHO HaUTK AONONHUTENbHYO MHdOopMaunto o cepeepax RADIUS, a B
pa3a. 24.6.2 Ha cTp. 215 - nHdopmauymio 06 atpnbytax RADIUS, ncnonbayembix GyHKUMAMU
ayTeHTMdMKaumm Ha kommyTaTtope. Nepengnte no ccoinike RADIUS Server Setup Ha akpaHe AAA,
UTO6bl OTKPbITb 3KPaH, N306paXKEHHbIN HA PUCYHKE HUXE.

PucyHok 143 DkpaH Advanced Application > AAA > RADIUS Server Setup

[ @ RADIUS ServerSetup AAA
Authentication Server
Mode index-priority 'l
Timeout 30 seconds
Index IP Address UDP Port Shared Secret Delete
1 jo.0.0.0 [1812 | r
2 j0.0.0.0 [1812 | r
Anply | Cancel |
Accounting Server
Timeout ISD seconds
Index IP Address UDP Port Shared Secret Delete
1 o000 [1813 | r
2 0.0.0.0 [1813 | r
Anply | Cancel |
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 84 >SkpaH Advanced Application > AAA > RADIUS Server Setup

NONE

OMNCAHME

Authentication
Server

B naHHOM pa3gene BBOAATCS HaCTPOMKM ayTeHTUdMKauum ¢ ncnonb3osaHnem RADIUS.

Mode

[aHHoe none ncnonb3yeTcs NMLb NpU HACTpolike Heckonbknx cepsepos RADIUS.

B cnyyae Bbibopa index-priority kommyTaTop 6yaeT NbiTaTbCs OCYLLECTBUTL
ayTeHTUdUKaLMIO C UCMOSIb30BaAaHMEM MEepBOro HacTpoeHHoro cepsepa RADIUS; npu
OTCYTCTBUM OTBETa KOMMyTaTop o6paTuTCca KO BTopoMy cepsepy RADIUS.

B cnyyae Bbi6opa round-robin 3anpocbl Ha ayTeHTUdMKauuto 6yayT HanpaBnsaTbCS
cepBepaM RADIUS noouepeaHo.

Timeout

YKaxuTte nepuoa B CeKyHAax, B TeYeHMe KOTOporo KoMmmyTtatop byaet oxuaatb OTBeTa Ha
3anpoc ot cepsepa RADIUS.

B cnyuyae Bbibopa pexuma index-priority 1 ncnonbsosaHuns aAByx cepsepos RADIUS
3HavyeHue TanM-ayTa genutca mexay AByms cepsepamu RADIUS. Hanpumep, ecnu
YyCTaHOBUTb Nnepuoj TaM-ayTa paBHbiM 30 cekyHAaaM, KOMMyTaTop 6yaeT oxuaatbe OTBETa
oT nepBoro cepsepa RADIUS B TeyeHue 15 cekyHA, nocse 4yero HanpasuT 3anpoc Ha
BTOpon cepsep RADIUS.

Index

MopsiakoBbI HoMep 3anucu o cepepe RADIUS (Tonbko Ans uteHus).

IP Address

Beeaute IP-agpec BHelwHero cepeepa RADIUS B Buae AeCATUYHBIX YMCen, pasaeneHHbIX
TOYKaMu.

UDP Port

Mo ymonyaHuio ayteHTUdUKaums Ha cepeepe RADIUS npoussoauTcsa yepes nopT 1812.
N3MeHATb 3TO 3Ha4YeHne He CneayeT, 3a UCKIIIYEHUEM Tex CllyvaeB, Korga 06 sTom
nonpocuT aAMUHUCTPATOp CETW.

Shared Secret

YkaxuTe naponb (A0 32 andaBUTHO-LUMPPOBLIX CUMBOJIOB), KOTOPbIN 6yAeT ClyXuTb
obwuM Kno4voM ans BHewHero cepsepa RADIUS n koMMyTaTopa. DTOT K/OY He
nepecbinaeTcs no cetu. Knwy aonxeH 6biTb 0ANHAKOBbLIM Ha BHelwHeM cepeepe RADIUS u
KOMMyTaTope.

Delete Mpn Heo6x0AMMOCTU yAaNUTb U3 KOMMYyTaTopa CyLLUeCTBYOLYH 3anmcb o cepeepe RADIUS
yCT@HOBUTE AaHHbIV nepekniyaTenb. YaaneHme 3annucm npoMsonaeT nocne HaxaTtusa Ha
kHonky Apply.

Apply Haxmunte Apply, 4Tobbl COXpaHUTb N3MEHEHUSA B ONepaTMBHOW NaMaTn KOMMyTaTopa. OTu
HacTporiku 6yayT yTepsHbl B Cllyvae BblK/HOYEHUS KOMMyTaTopa uin nepebos B nogadye
nUTaHMs, NO3TOMY MO 3aBEpLUEHUN HAaCTPOMKM HEO6XOAMMO HaXkaTb Ha CCblsike Save B
BepXHeW HaBMrauMOHHOW NaHenn Ans COXpaHeHUs U3MEHEHUW B dHeproHe3aBMCUMON
namsTu.

Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Accounting B naHHOM pa3sgene BBOAATCA HaCTPOMKM y4yeTa C ucnonb3osaHmem RADIUS.

Server

Timeout YKaxuTe nepuvoa B CEKyHAAX, B TeYeHne KOTOporo KkommyTaTop byaeT oxuaaTb OoTBETa Ha
3anpoc oT cepBepa yyeTta RADIUS.

Index MopsiakoBbI HOMEp 3anucuK o cepeepe ydyeta RADIUS (Tonbko Ans 4YteHus).

IP Address Beeaute IP-agpec BHewHero cepsepa yvyeta RADIUS B Buae AeCATUYHbIX yncen,
pasaeneHHbIX TOYKaMu.

UDP Port Mo ymonuaHuto yyet Ha cepsepe RADIUS npoussoantcsa yepes nopt 1813. U3MeHATb 3TO

3Ha4YeHne He CNeayeT, 3a UCKJIIYEHNEM TEX C/ly4aeB, Koraa 06 3TOM nonpocuT
AAMUHUCTPATOpP CETH.

Shared Secret

YkaxuTe naponb (A0 32 andaBUTHO-LUMPPOBLIX CUMBOIOB), KOTOPbIA ByAeT ClyXuTb
0o6WwKM KIYOM ANns BHelHero cepeepa yyeta RADIUS v koMMyTaTopa. 3TOT K04 He
nepecsinaetcs no cetu. Knwoy gonxeH 6biITb 0AMHAKOBBIM Ha BHELIHEM CepBepe y4yeTa
RADIUS n kommyTaTtope.
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Ta6bnuua 84 DkpaH Advanced Application > AAA > RADIUS Server Setup (npoaosikeHue)

NOJIE

OMNCAHME

Delete

Mpn Heo6X0AMMOCTU yAanuTb N3 KOMMyTaTopa CYLUECTBYIOLLYIO 3anMcb O CEpBEpPE yyeTa
RADIUS ycTaHoBWUTE AaHHbINA nepekayvaTtenb. YaaneHune 3anmcu nponsonaeT nocne
HaxxaTus Ha kHonky Apply.

Apply

Haxmute Apply, 4TO6bl COXpaHUTb U3MEHEHUS B ONepaTMBHOW NaMsaTn KOMMyTaTopa. JTu
HaCTPOMKK ByAyT yTepsiHbl B C/lydae BbIK/OYEHUS KOMMyTaTopa unm nepebos B nogaye
NUTaHWS, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEepPXHeW HaBMrauMOHHOW NaHenn Ans COXpaHeHWUs U3MEHEHUW B 3HEepProHe3aBMCUMONn
namsTu.

Cancel

Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

24.4 Hactpouka cepBepa TACACS+

HacTtponkun cepsepa TACACS+ BBOAATCSA Ha NOKasaHHOM HMXe 3KpaHe. bonee nogpobHyto
MHdopmauuto o cepepax TACACS+ MoxHO HaiTh B pa3a. «RADIUS n TACACS+» Ha cTp. 206.
Mepenante no ccoinke TACACS+ Server Setup Ha skpaHe AAA, 4To6bl OTKPbITb 3KpaH,
M306paxXeHHbI Ha PUCYHKE HUXe.

PucyHok 144 SkpaH Advanced Application > AAA > TACACS+ Server Setup

[ @) [ACALS+ ServerSetup AAA
Authentication Server
Mode index-priority 'l
Timeout 30 seconds
Indezx IP Address TCP Port Shared Secret Delete
1 f0.0.0.0 FE] r
2 jp.o.0.0 [4a r
Anply | Cancel |
Accounting Server
Timeout ISD seconds
Index IP Address TCP Port Shared Secret Delete
1 0.0.0.0 45 r
Anply | Cancel |
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 85 SkpaH Advanced Application > AAA > TACACS+ Server Setup

NONE

OMNCAHME

Authentication
Server

B naHHOM pa3gene BBOAATCS HAaCTPOMKM ayTeHTUdMKauum ¢ ucnonb3oBaHnem TACACS+.

Mode

[aHHoe none ucnonb3yeTcs N1Lb NPU HACTpolike Heckonbknx cepsepoB TACACS+.

B cnyyae Bbibopa index-priority kommyTaTop 6yaeT NbiTaTbCs OCYLLECTBUTL
ayTeHTUdMKaLMIO C NCMOSIb30BaHWEM MepBOro HacTpoeHHoro cepesepa TACACS+; npu
OTCYTCTBUM OTBETA KOMMyTaTOp obpatntcs Ko BTopoMy cepBepy TACACS+.

B cnyyae Bbi6opa round-robin 3anpocbl Ha ayTeHTUdMKauuto 6yayT HanpaBnsSTbCS
cepBepaM TACACS+ nooyepegHo.

Timeout

YKaxuTte nepuoa B CeKyHAax, B TeYeHMe KOTOporo KoMmmyTtatop byaet oxuaatb OTBeTa Ha
3anpoc oT cepsepa TACACS+.

B cnyuyae Bbibopa pexuma index-priority n ncnonbsosaHus AByx cepsepoB TACACS+
3HayeHue TanM-ayTa genutca mexay AByms cepsepamm TACACS+. Hanpumep, ecnu
YyCTaHOBUTb Nnepuos TaM-ayTa paBHbiM 30 cekyHAaM, KOMMyTaTop b6yaeT oxuaatb OTBETa
oT nepBoro cepsepa TACACS+ B TedyeHue 15 cekyHa, nocne 4yero HanpaBuT 3anpoc Ha
BTOpOM cepeep TACACS+.

Index

MopsiakoBbl HoMep 3anucu o cepepe TACACS+ (ToNbKO ANS YTEHUS).

IP Address

Beeaute IP-agpec BHewHero cepeepa TACACS+ B BUAE AECATUYHbBIX YMCEN, pa3aeseHHbIX
TOYKaMM.

TCP Port

Mo ymonuaHuio ayteHTUdunkaumsa Ha cepeepe TACACS+ npoussoanTcs yepes nopt 49.
N3MeHATb 3TO 3Ha4YeHne He CneayeT, 3a UCKIIIYEHUEM Tex CllyvaeB, Korga o6 s3Tom
nonpocuT aAMUHUCTPaTOp CETU.

Shared Secret

YkaxuTe naponb (A0 32 andaBUTHO-LUMPPOBLIX CUMBOJIOB), KOTOPbIN 6yAeT ClyXuTb
o6bwuM KnoYoM ans BHewHero cepsepa TACACS+ n koMMyTaTopa. DTOT K04 He
rnepecbinaeTcs No cetu. Kntoy gonxeH 6biTb 04MHAKOBbLIM Ha BHewHeM cepeepe TACACS+ un
KOMMyTaTope.

Delete Mpn Heob6xoANMOCTH yaanuTb U3 KOMMyTaTopa CyLLECTBYIOLLYIO 3anucb O cepeepe
TACACS+ ycTaHOBMTE [aHHbIl nepekayaTenb. YaaneHue 3anmcm npousonaeT nocne
HaxaTunsa Ha kHonky Apply.

Apply Haxmunte Apply, 4Tobbl COXpaHUTb N3MEHEHUSA B ONepaTMBHOW NaMsaTn KOMMyTaTopa. OTu
HacTporikm 6yayT yTepsHbl B Cllyvae BblK/KOYEHUS KOMMyTaTopa uin nepebos B nogadye
nUTaHMs, NO3TOMY MO 3aBEepLUEHUN HAaCTPOMKM HEO6X0AMMO HaxXaTb Ha CCblsike Save B
BepXHeW HaBMrauMOHHOW NaHenn Ans CoOXpaHeHUs U3MEHEHUW B dHeproHe3aBMCUMON
naMmsTu.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Accounting B naHHOM pa3sgene BBOAATCA HAaCTPOMKM y4yeTa c ncnonb3osaHnem TACACS+.

Server

Timeout YKaxuTe nepuvoa B CEKyHAAX, B TeYeHne KOTOporo KommyTaTop byaeT oxuaaTb OoTBeTa Ha
3anpoc ot cepsepa yyeta TACACS+.

Index MopsiakoBbI HOMep 3anucK o cepeepe yyeta TACACS+ (TONbKO ANS YTEHUS ).

IP Address Beeaute IP-agpec BHewHero cepsepa yyeta TACACS+ B BUAE AECATMYHbIX Ymcen,
pasaeneHHbIX TOYKaMu.

TCP Port Mo ymonuaHuto yyet Ha cepsepe TACACS+ npousBoauTcs yepes nopT 49. N3mMeHsaTb 370

3Ha4YeHne He CNeayeT, 3a UCKJIIYEHNEM TEX C/y4aeB, Koraa 06 3TOM nonpocuT
AAMUHUCTPATOpP CETH.

Shared Secret

YkaxuTte naponb (A0 32 andaBUTHO-LUM@PPOBLIX CUMBOIOB), KOTOPbIN ByAeT ClyXuTb
o6WwKnM KIYoM Ans BHelwHero cepeepa yyeta TACACS+ 1 koMMyTaTopa. DTOT K04 He
nepecsinaetcs no cetu. Knwoy gonxeH 6biITb 0AMHAKOBBIM Ha BHELIHEM CepBepe y4yeTa
TACACS+ un komMMyTaTope.
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Ta6bnuua 85 DkpaH Advanced Application > AAA > TACACS+ Server Setup (npoaonxeHue)

NOJIE

OMNCAHME

Delete

Mpn Heo6xoANMMOCTM yaanuTb M3 KOMMyTaTopa CYLLECTBYIOLWYO 3anncb O cepBepe y4yeTa
TACACS+ yCcTaHOBMTE [aHHbIM NMepekayaTenb. YaaneHue 3anmcm nponsonaeT nocne
HaxaTus Ha kHonky Apply.

Apply

Haxmunte Apply, 4TO6bl COXpaHUTb N3MEHEHUS B ONepaTMBHOWM NaMsaTn KOMMyTaTopa. OTu
HaCTPOWMKK ByAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa unm nepebos B nogaye
NUTaHWS, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEepPXHeW HaBMrauMOHHOW NaHenn Ans COXpaHeHWUs U3MEHEHUW B 3HEepProHe3aBMCUMONn
namsTu.

Cancel

Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

24.5 Hactpouka AAA

C NoMOoLWbI0 3TOr0 3KpaHa MOXHO HAaCTPOUTb NapameTpbl ayTeHTUdMKaumMm n asTopmsaunm ans
KoMMyTaTopa. MNMepenante no ccoinke AAA Setup Ha skpaHe AAA, 4To6bl OTKPLITb 3KpaH,
M306paxXeHHbI Ha pPUCYHKE HUXe.

PucyHok 145 SkpaH Advanced Application > AAA > AAA Setup

[ @) AAA Setup
Authentication

Type Method 1 Method 2 Method 3

Authorization

&

Type Active Method
O
Dot1x ] radius
Accounting
Update Period l:l minutes
Type Active Broadcast Mode Method
System ] ] - radius W
Dot1x L] L] start-stop WV radius W
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 86 >SkpaH Advanced Application > AAA > AAA Setup

NONE

OMUCAHME

Authentication

B naHHOM pasgene onpegensitoTcs cnocobbl ayTeHTUdMKaummn nonb3oBaTenen,
NblTalOWMNXCA NONYYNTb AOCTYN K KOMMYTaTOpYy.

Login

B paHHbIX NONASIX MOXHO onpeaennTb, K Kakon 6a3e AaHHbIX AOJXEeH obpaluaTtbes
KOMMyTaTop (B NepByto, BTOPYIO M TPETbIO o4epeab) AN ayTeHTUPUKALNKN YUYETHBIX
3anucen agMMHUCTpaTopoB (MoNb30BaTeNnen, ynpasasowmx KOMMYTaTOPOM).

JlokanbHble y4eTHble 3anucu Nnosb3oBaTesien HacTpaneatoTcs Ha akpaHe Access Control >
Logins. TACACS+ n RADIUS npeactaBnsatoT cobon BHelHWE cepBepbl. Npexae yem
yCTaHOBUTb NpMOpUTET, ybeanTecb, 4TO COOTBETCTBYlOWAs 6a3a AaHHbIX NpaBUIbHO
HacTpoeHa.

Ona ayTeHTUdMKaLUMM yYETHbIX 3annucert agMMHUCTPATOPOB Ha KOMMYyTaTope MOXHO
yKasaTb A0 Tpex MeToAoB. [laHHbI KOMMYTaTOp MblTaeTCs MCMNOb30BaTh KaXAblii n3
MeToA0B B TOM Mopsiake, B KOTOPOM OHM yKa3aHbl (CHavana Method 1, 3atem Method 2 n
HakoHel Method 3). B none Method 1 o6s3atenbHO fonkeH 6biTb BbIbpaH OaMH U3
mMeToAoB. Ecnn koMMyTaTop AonXeH obpalaTtbCs U K APYrMM UCTOYHUKAM AN NPOBEPKU
YYEeTHbIX 3anucen aAMMHUCTPATOPOB, X HeobxoaMMo ykasaTb B nonsax Method 2 u
Method 3.

B cnyyae Bbi6opa local ans npoBepky yUeTHbIX 3anucein aaMUMHUCTPAaTOPOB KOMMyTaTop
6yaeT 06pallaTbCs K 3anMcsM, HAaCTPOEHHbIM Ha 3kpaHe Access Control > Logins.

B cnyyae Bbibopa radius ans npoBepkn yyeTHbIX 3anucert agMMHUCTPaTOpPOB KOMMYyTaTop
6yneTt obpawaTtbcs kK cepsepam RADIUS.

B cnyyae Bbibopa tacacs+ A/ NpoOBEPKM YUYETHbIX 3anMcelt aAMMHUCTPaTOPOB KOMMYyTaTop
b6ynet obpawatbcs k ceppepam TACACS+.

Authorization

C nomMoLLblo 3TOro pasaerna MOXHO HacTpoUTb NapaMeTpbl aBTopM3aunn A5 KOMMyTaTopa.

Type

Ykaxute, npeanocTaBndeT 1M KOMMYTATOP NoJib30BaTeNnaM cneagyroume ycnyru.

e Exec: PaspewnTb aAMUHNCTPATOPY, KOTOPbIW BbINOJIHAET BXOA4 HA KOMMYTaTop,
HasMyMe MHOro YpoBHSA npas A0CTyna, Ha3Ha4YeHHOro BHELWHMM CEPBEPOM.
e Dotlx: Paspewuntb knmeHTy IEEE 802.1X, Hannuune MHbIX OrpaHUYeHNn NPOMNyCKHOWN

CNoco6HOCTU UK MHOMO MaeHTUbMKaTopa cet VLAN, Ha3HaUeHHOro BHELHUM
CEpBEpPOM.

Active

YcTaHOBWUTE 3TOT nepektoyaTesnb, YTobbl akTUBMPOBaTb (DYHKLUMIO aBTopuU3aummn Ans
YKa3aHHbIX TUMOB CObbITUNA.

Method

Bbibepute Mmetoa (RADIUS nnu TACACS+) ans aBTopmsaumm cobbiTuin onpeaeneHHoro
T™Mna.

RADIUS saBnseTcs eAMHCTBEHHBIM METOAOM aBTopu3auum ansa knmentos IEEE 802.1x.

Accounting

C nomolpblo 3TOro pasaerna MOXHO HacTPoOUTb NapaMeTpbl yyeTa Ansl AaHHOro
KOMMyTaTopa.

Update Period

MepnoanYHOCTb B MMHYTaX, C KOTOPOM KOMMYyTaTop OTMNpaBsieT Ha cepBep y4yeTa
06HOBNIEHHYI0 MHbOPMaumio. [laHHOe 3HayYeHne NCNoJb3YeTCs TOJIbKO B TOM Criyyae, ecnum
ans 3anvcn Dotlx BeibpaHa onuusa start-stop.

Type

[aHHbIi KOMMYyTaTOp NMOAAEPXKMBAET OTNPaBKY Ha cepsep(bl) yyeTa crieayowmx TMNnos
cobbITUN:

e System - npu BbI6ope 3Toi onumMm KoMMyTaTop 6yAeT nepeaaBaTb MHMOPMaLMIO O
cnefyrowmnx CUCTEMHbIX COBbITUSX: 3arpy3Kka CUCTEMbI, OTK/IIOYEHWE CUCTEMbI, BKIIIOYEHWE
yyeTa Ha cucTeMe, OTKJIIOYEHME yyeTa Ha CUCTEME.

e Dot1x — npu BbIGOpe 3TOM onumMm KoMMyTaTop 6yaeT NnepenasaTb MHMOPMaLMIO O Havane
ceccuit knneHTamm IEEE 802.1x (ayTeHTMdUKaLMa Ha KOMMyTaTope), 3aBepLUEHUN CECCUN
N NPOMEXYTOYHbIX OBHOBIEHUAX COCTOSAHUSI CECCUN.

Active

YcTaHOBWUTE 3TOT NepekntoyaTesb, YTobbl akTUBUPOBATbL YHKUMIO yUYeTa ANa yKasaHHbIX
TUNOB CO6bLITUIA.
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Ta6bnuua 86 DkpaH Advanced Application > AAA > AAA Setup (npoaonxeHue)

NONE OMNMUCAHUE

Broadcast YcTaHoOBWUTE AaHHbI NepeknoYaTenb, YTo6bl KOMMYTATOp NepeaaBasn YYeTHYHO
MHbOpPMaLMI0 Cpasy Ha BCE HAaCTPOEHHbIE CepBepbI yyeTa.

Ecnu aTOT nepeksntovaTesnb He YCTaHOB/IEH, U Y Bac MMEETCA ABa CepBepa y4yeTa,
KOMMyTaTop 6yAeT nepeaaBaTb MHMOPMaLIMIO HA NePBbIi CepBep yyeTa, U TObKO Mpu
OTCYTCTBUM OTBETA OT MEPBOro CEpBepa MonbiTaeTcs nepeaatb UHPOPMaLMIO HA BTOPOW
cepsep yu4eTa.

Mode [aHHbIi KOMMYTaTOp NOAAEPXMBAET ABa pexuMa perncrpaunmn cobbiTMii BXoAa B CUCTEMY.
BbibepuTe oaHY 13 onuui:

o start-stop - kommyTaTOp 6yaeT nepenaBath Ha cepBep yyeTa MHMDOPMaLUUIO B MOMEHT
Hayana nonb30BaTENIbCKON CECCMM, Ha ee NPOTAXeHUN (eCNn OHa ANUTCSA A0JblUe, YeM
ykasaHo B none Update Period) n B MOMeEHT ee 3aBepLueHus.

e stop-only - KoMMyTaTop 6yaeT nepeaaBaTb Ha cepBep y4yeTa MHPOPMaUMIO TONbKO B
MOMEHT 3aBepLUeHNs NOoJb30BaTENbCKON ceccuu.

Method Bbibepute metoa (RADIUS mnm TACACS+) ansa yyeta cobbITuin onpeaeneHHoro tuna.

Ona pernctpaumn cobbitnii Tina Commands noaaepxusaeTca Tonbko metog TACACS+.

Apply HaxxmuTte Apply, uTo6bl COXPaHWUTbL N3MEHEHUSI B ONEepaTUBHON NaMsATM KOMMyTaTopa. DTu
HacTpoOWKK ByayT yTepsiHbl B C/ly4ae BbIK/IHOUYEHUS KOMMyTaTopa unv nepebos B nogave
NMUTaHKUs, NO3TOMY MO 3aBEPLUEHNN HACTPONKM HEOBX0AMMO HaXaTb Ha CCbiiike Save B
BEpXHEel HaBUraumoHHOM NaHeNn AN COXpaHeHUst U3MEHEHWIA B SHEProHe3aBMCMMOM
namsTu.

Cancel Haxmute Cancel, 4To6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

24.6 CnpaBo4Hasa TexHU4YeckKasa nHgopmauums

OTO0 pa3pen CoAepXUT AOMONHUTENbHYI0 TEXHUYECKY MHMOopMaLno No BonpocaM, 06CyxaaemMbiM B
TekyLwen rnaese.

24.6.1 CneumanbHbIM aTpUOYT NnponsBoauTens

CrangapTtoM RFC 2865 onpeaeneH MeTon obMeHa crieumduUyHON Ans Mpou3BOANTENS MHOPMaLmei
mexay cepsepom RADIUS v ceTeBbIM yCTPONCTBOM AocTyna (HanpuMmep, KoMMyTaTopoM). Ans
pacwurpenns GyHKLMOHaNbHbIX BO3MOXHOCTeN cepBepa RADIUS KOMNaHUs MOXET MCMob30BaThb
cneuuvanbHbie aTpnbyThl Nnpomnssoautens (VSA).

JaHHbIn KOMMYyTaTop nogaepxuBaeTt aTpubyTol VSA, KOTOpble, B 3aBUCMMOCTU OT pe3ysibTaToB
ayTeHTMdMKauum noab3oBaTtesns, NO3BOASIOT BbIMONHATbL Cneayowme AencTBUS:

e OrpaHuumMBaTh NPOMNYCKHYK CNOCOBHOCTb ANt BXOASLLEro UK ncxoasaulero Tpaduka yepes nopr,
K KOTOPOMY MOAKJIHOYEH MOJIb30BaTE b.

¢ HasHauaTb npaBa AOCTyna Nofab30BaTeNsM, NpowealnM ayTeHTuduKaumio.
ATpnbyT VSA BKAOUaeT B cebsa cnepytowme nons:
¢ Vendor-ID: NaeHTUdMKaALMOHHbIA HOMEP, Ha3HAYeHHbI KOMNAHUWN YNOJIHOMOYEHHOM

opraHmsaumen no pacnpegeneHuto Hymepauunm B cetn NHTepHeT (IANA). ZyXEL npucsoeH
naeHtTngukatop 890.
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e Vendor-Type: OnpezensieMbln nponsBoaguTenemM atpubyT, naeHTMOMUMPYIOWNIA N3MEHSIEMbI
napameTp.

¢ Vendor-data: 3HaueHune, koTopoe He0o6x0ANMO NPUCBOUTL NapameTpy.

MpumeyaHme: Mopsaaok HACTpolrkn aTpmbyToB VSA ana nonb3oBaTtesniei, NpoxXoasiunii
ayTeHTUdmKkaumo Ha cepeepe RADIUS, MOXHO HalTKU B AIOKYMEHTaLMM K
cooTBeTCTBYOWEMY cepBepy RADIUS.

ATpnbyTbl VSA, nogaepxuBaeMble KOMMYTaTOpOM, ONMUCaHbl B cneaywowen Tabnuue.

Ta6nuua 87 [lMogaepxmBaemble aTpmbyTbl VSA

OYHKLUUA ATPUBYT
HasHaueHune Vendor-Id = 890
MponycKHOWM Vendor-Type = 1
crnoco6HocTH ANs Vendor-data = ckopocTb BxoAsLLero Tpaduka (K6uT/c B AecaTuyHoM dopmare)
Bxogsawero Tpaduka
HasHaueHune Vendor-Id = 890
NpOnyCcKHOW Vendor-Type = 2
cnoco6HoCTH ANs Vendor-data = CKOpoOCTb UcxoasLLero Tpaduka (KBuT/c B aecatmyHom dopmare)
ucxoasuLero Tpaduka
HasHaueHune Vendor-ID = 890
npuvBunerum Vendor-Type = 3
Vendor-Data = "shell:priv-1lvl=N"
nnm

Vendor-ID = 9 (CISCO)
Vendor-Type = 1 (CISCO-AVPAIR)
Vendor-Data = "shell:priv-1lvl=N"

roe N - yposeHb npusuneruii (ot 0 go 14).

Mpumevanue: Ecnn gns y4eTHOM 3anmcy Ha cepeepe unu cepeepax RADIUS 1 Ha
KOMMYTaToOpe YCTaHOBIEHbI Pa3fUYHble YPOBHU NPUBUIETUIA, NONb30BATENO
Ha3HayaeTcs ypoBeHb npusunerun n3 Ton 6a3sl AaHHbix (RADIUS unu
nokarnbHOI), KoTopasi NepBoii Obina Ucnonb3oBaHa KOMMYTaTOPOM ANs
ayTeHTMdMKaLMKM Nonb3oBaTeNs.

24.6.1.1 ATpmOyT npoToKona TyHHenMpoBaHus

C nomouwbio aTpnbyTOB NPOTOKONIA TYHHENNpPOBaHMSA Ha cepBepe RADIUS (cM. AOKYMEHTauuIo K
cepBepy RADIUS) MOXHO HasHauuTb MOpT KOMMyTaTopa BUpTyanbHoOM nokanbHon cetn VLAN ¢
MCMoNb30BaHMEM ayTeHTUdmnKaumm Ha ocHoBe IEEE 802.1x. HacTtporikn VLAN nopTta -
dunkcmpoBaHHble, 6e3 Teros. [pn 3TOM TakXXe HasHavaeTcs naeHtTudukaTop VID nopTta. 3HayeHus,
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KOTOpble TpebyeTca HacTpouTb, MPUBEAEHbI B Creaylollein Tabnuue. 3HaueHus, BblaeNIeHHbIE B
TabnuLe NONYyXUPHbLIM LPUDTOM, ABAAKOTCA PUKCUPOBaHHbLIMKU B cooTBeTcTBUM ¢ RFC 3580.

Ta6bnuua 88 [Mogaep>xmBaemble aTpnbyThl MPOTOKOJ1a TYHHENMPOBAHMUS

DYHKLUA ATPUBYT
Ha3HaueHune cetn Tunnel-Type = VLAN(13)
VLAN Tunnel-Medium-Type = 802 (6)

Tunnel-Private-Group-ID = VLANID

Mpumedanne: Ha kommyTaTope Heobxoanmo co3natb cetb VLAN ¢ ykaszaHHbIM
naeHTudukatopom VID.

24.6.2 NMoppepxuBaemble atpubyTbl RADIUS

ATpubyTbl RADIUS npeacraBnstoT coboi gaHHblie, UCMOJIb3yEMbIe A1 OnpeaesieHUS KOHKPETHbIX
3/1EMEHTOB ayTeHTUdUKaLUnn Nonb3oBaTebCKOro npoduns, coxpaHsaemble Ha cepsepe RADIUS. B
OAHHOM npunoxeHun nepeuncneHol atpmbyTel RADIUS, nogaepXuBaeMble KOMMYTaTOpPOM.

Bonee noapobHyto nHpopmaumio 06 atpnbyTax RADIUS, ncnonb3yembix ana ayTeHTUdunKaummu,
MOXHO HanTu B RFC 2865.

B naHHOM pasfene nepeuyncneHbl aTpubyTbl, UCMONb3YEMbIE KOMMYTAaTOPOM ANS YHKLUUIA
ayTeHTMdUKaLmmK. B Tex cnyyanx, Koraa c atpubyToM cesizaH 0cobblit (hopMaT, NpUBOAUTCA
onuncaHue gopmara.

24.6.3 ATpuOyTbIl, UCNONb3yeMble AnA ayTeHTUuunkaumm

B npvBeAeHHbIX HUXe pasgenax nepedncrneHbl aTpmbyTel, NepesaBaeMble KOMMYTaTOPOM Ha cepBep
RADIUS npu ncnonb3oBaHMn pyHKUNI y4eTa.

24.6.3.1 ATpmOyTbI, UCNONb3yeMble NpU ayTeHTUdPUKaLmm npmMBunNermnpoBaHHoOro
aocTtyna

User-Name

E ¢op;4aT aTpnbyTa User-Name: $enab#$, raoe # npeacrasnset coboli ypoBeHb NpUBUNErni
1-14).

User-Password
NAS-Identifier
NAS-IP-Address

24.6.3.2 ATpmOyTbI, UCNONb3yeMble ANnA BXxoAa nonb3oBaTenen
User-Name
User-Password
NAS-Identifier
NAS-IP-Address
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24.6.3.3 ATpubyThbI, UCcnonb3yeMble AnA ayTeHTUdhMKaumm Ha ocHoBe IEEE 802.1x
User-Name
NAS-Identifier
NAS-IP-Address
NAS-Port
NAS-Port-Type

- JaHHoe 3HayeHne Ha KoMMyTaTope yctaHaBnmBaeTcs pasHbiM Ethernet(15).
Calling-Station-Id

Frame-MTU
EAP-Message

State
Message-Authenticator
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3awunTta ot nogmeHbl IP-agpecoB

25.1 O630p

OyHKUMS 3aWnTbl OT nogMeHbl IP-agpecoB no3sonsieT oTHUALTPOBbIBaTb HECAHKLUNMOHUPOBAHHbIE
naketbl DHCP n ARP B ceTu.

Ona 3awmnTbl OT NnogMeHbl IP-agpecoB npuMeHsieTca Tabnuua NnpuMBA30K, NO3BONSAOWAS pa3nnyaTb
CaHKUMOHMPOBAHHbIE N HECaHKUMOHUpoBaHHble DHCP- n ARP-nakeTbl. [pu npmnssske
MCMNONb3YIOTCS cneayowme aTpubyThl:

e MAC-agpec
e VLAN ID

e IP-agpec

e Homep nopTta

Mpn nonyyeHnn KommytaTopoMm naketa DHCP nnn ARP npon3BoAUTCS MOUCK COOTBETCTBYOLLMX
MAC-agpeca, nageHtudukartopa VLAN ID, IP-agpeca u HoMepa nopTa B Tabnuue npuesasok. Mpu
HasIM4yMm NPUBA3KM KOMMYyTaTOp nepecbinaeT nakeT. Ecam npuBaA3ku He HaAeHo, nakeT
KOMMyTaTopoM oTbpacbiBaeTcs.

25.1.1 O yem pacckasbiBaeTCsl B 3TOU rnaBe

e C nomouwbto akpaHa IP Source Guard (pa3a. 25.2 Ha cTp. 218) MOXHO NMOCMOTPETb Ha TeKylune
npuBA3KK ana GyHKunim otcnexmnsanms DHCP n nHcnekumn ARP-nakeTos.

¢ C nomowbio 3kpaHa IP Source Guard Static Binding (paza. 25.3 Ha cTp. 219) MOXHO
ynpaBnsTb CTaTUYECKUMM NpUBSA3KaMN Ans dyHKUMA oTcnexuBanmsa DHCP v nHcnekunmn ARP-
rnakeTos.

e C nomowbto s3kpaHa DHCP Snooping (pa3a. 25.4 Ha cTp. 221) MOXXHO O3HAaKOMUTbLCS C
pa3nNMyHbIMK CTaTUCTUHYECKUMUN AaHHBbIMU U3 6a3bl AaHHbIX oTcnexmBaHns DHCP.

e C nomowbto akpaHa DHCP Snooping Configure (pa3a. 25.5 Ha cTp. 224) MOXHO BK/IOUNTb
otcnexnsaHne DHCP Ha koMMyTaTope (HO He Ans KOHKpeTHbIX ceTert VLAN), ykasaTtb ceTb VLAN,
B KOTOpon pacnonaraetca DHCP-cepBep no yMon4aHuio, a Takxe HacTpouTb 6a3y AaHHbIX
OTCNEeXUBaHUS.

¢ C nomouibto skpaHa DHCP Snooping Port Configure (pasa. 25.5.1 Ha cTp. 226) MOXHO
yKa3aTb, Kakue rnopTbl SABMAAIOTCS AOBEPEHHbIMU, @ Kakmne — HeT Ans otcnexusaHus DHCP.

e C nomouwbto skpaHa DHCP VLAN Configure (pa3a. 25.5.2 Ha cTp. 228) MOXHO BKJ/HOYUTb
otcnexunsaHme DHCP gnsa kaxgon cetn VLAN 1 ykasaTb, LO/TKEH /I KOMMYyTaTop A06aBnsTb
nHdopmMauuio onuum 82 areHTta petpaHcnaumm DHCP B 3anpockl DHCP, koTopble kKoMMyTaTop
peTpaHcnupyeT Ha cepeep DHCP B kaxzaon cetn VLAN.

e C nomouwbto akpaHa DHCP Snooping VLAN Port Configure (pa3a. 25.5.3 Ha cTp. 229) MOXHO
NMPUMEHUTb pasnmyHble Nnpodunun onummn 82 DHCP k onpeaeneHHbiM noptam B ceTn VLAN.
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C nomouwbto akpaHa ARP Inspection Status (pa3a. 25.6 Ha cTp. 230) MOXHO 03HAaKOMUTbLCS C
TeKyLWMM CNMcKkoM punbTpoB No MAC-agpecaMm, Co34aHHbIX B CBSA3U C 0BHapyXeHnem
KOMMYTaTOpPOM HeCaHKLMOHMPOBaHHOro naketa ARP.

e C nomowbio s3kpaHa ARP Inspection VLAN Status (pa3a. 25.7 Ha cTp. 231) MOXHO
O3HaKOMUTbLCH C Pa3/INYHbIMK CTAaTUCTUHECKMMUM AaHHbIMK O nakeTax ARP B kaxzaon cetn VLAN.

e C nomowbto akpaHa ARP Inspection Log Status (pa3a. 25.8 Ha cTp. 232) MOXHO NPOCMOTpPETh
coobLeHns XXypHana, KoTopble 6b1sin creHepmpoBaHbl nakeTamm ARP un ewe He 6b1n oTnpasfieHsbl
Ha cepsep syslog.

¢ C nomouiblo akpaHa ARP Inspection Configure (pa3a. 25.9 Ha cTp. 234) MOXHO BK/IHOYUTb
MHcnekunto naketos ARP Ha koMMyTaTope. KpoMe Toro, MOXXHO HacTpOUTb Nepuos BpeMeHU, B
TeyeHne KOTOPOro KOMMyTaTOp XpaHWT 3anucm o6 oTbpolueHHbIx nakeTax ARP, a Takxe
onpegenuTb rnobanbHble NapaMeTpbl KOHTPOJSIbHOMO XypHania PyHKUMM nHcnekumm ARP-nakeTos.

e C nomowebto s3kpaHa ARP Inspection Port Configure (pa3a. 25.9.1 Ha cTp. 235) MOXHO
yKasaTb, Kakue rnopTbl ABNAAOTCA AOBEPEHHbIMU, @ KakMe — HeT ANa nHcnekummn naketos ARP.

e C nomowbto akpaHa ARP Inspection VLAN Configure (pa3a. 25.9.2 Ha cTp. 237) MOXHO
BK/IIOUMTb MHCNekuuto ARP ansa kaxaon cetn VLAN n ykasaTb, B KaKne MOMEHT KOMMYTaTop
[OJ/KEH reHepupoBaTb CO06LEHNS XXypHaNoB Npu noay4YyeHmnmn naketos ARP 13 Kaxaom cetu
VLAN.

25.1.2 Y10 HeoOXoanmMoO 3HaATb

Tabnuua NpMBSA30K CTPOMTCS KOMMYTAaTOPOM MOCPEACTBOM OTCAEXMBaHMA naketos DHCP
(AMHaMMyeckas NpMBsA3Ka) U Ha OCHoBe MHMOpMaUWK, NPefoCTaBNEHHON aAMUHUCTPATOPOM
BpY4YHYto (CTaTuyeckas npuesaska).

DYHKUMS 3alUnTbl OT NoaMeHbl IP-aapecoB BKJOUaeT B cebsa cneayowme GyHKUMN:

¢ CraTnyeckas npuBsA3Ka. |/|CI'IOJ'Ib3yeTCﬂ ANS1 CO3[4aHMA CTaTUYeCKMX cBasen B Tabnuue NMPpUBA30K.

e OtcnexusaHue DHCP. Ucnonb3yeTca Ana oTduabTpOBbIBaHUA HECAHKLMOHNUPOBAHHbLIX NaKkeToB
DHCP B ceTn n Ansa AMHAMUYECKOro NocTpoeHus Tabnauupbl NpuBSA30K.

e MHcnekumsa ARP-nakeTtoB. Ncnonb3yeTtcs ans oTuibTPOBbIBAHUS HECAHKLUMOHUPOBAHHbIX
naketoB ARP.

YT106bI NCMOB30BaTh ANHAMUYECKYIO NPUBA3KY A1 OTPUIbTPOBbIBAHUSA HECAHKLIMOHNPOBAHHbIX
ARP-nakeToB (TMNM4YHasa cuTyaums), nepes BKIOYeHMEeM nHcnekumn ARP-nakeToB Heob6xoanmo
BKIOUNTL oTcnexunsaHne DHCP.

25.2 3awuTa ot noamMeHb! IP-agpecos

Ha gaHHOM 3KpaHe MOXXHO NPOCMOTPETb CYLLECTBYOLWMeE NPUBA3KU AN PYHKLUMNA OTCeXunBaHuns
DHCP n nHcnekumn ARP-nakeToB. Ha ocHoBe NpuBA30K PyHKUMK oTcnexunsaHna DHCP un
mHcnekunn ARP-nakeToB pa3nnyaloT CaHKUMOHNUPOBAHHbIE N HECAHKLWOHUPOBaHHbIE NaKeThl.
Tabnunua NpuBA30K CTPOUTCSH KOMMYTaTOpPOM MOCPEACTBOM OTCNeXuBaHusa naketos DHCP
(AMHaMmn4yeckasa NpuBsA3Ka) U Ha OCHOBe MHbOPMaLNK, NpefoCTaB/IeHHOW aAMUHUCTPATOPOM
BPYYHYO (CTaTmyeckas npussska). Ytobbl oTo6pasnTb NokasaHHbIN HWXe 3KpaH, Bbibepute
Advanced Application > IP Source Guard.
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PucyHok 146 DkpaH Advanced Application > IP Source Guard
[ @) IP Source Guard ] Static Binding DHCP Snooping  ARP Inspection

Index MAC Address IP Address Lease Tyne VD Port

Mons aKpaHa onucaHbl B crieayioLlein Tabnuue.

Ta6bnuua 89 DkpaH Advanced Application > IP Source Guard

NMOnEe OMNMUCAHMUE

Index B 3TOM none otobpaxaeTcs NopsaAKOBbIA HOMEP KaXA0W MPUBSA3KW.

MAC Address B sToM none otobpaxaetcs MAC-agpec UCTOYHUKA ANS NPUBS3KW.

IP Address B 3ToM none otobpaxaetcsa IP-agpec, HasHauyeHHbI ana MAC-agpeca B npmBsiske.
Lease B 3TOM none otobpaxkaeTcs KONMYECTBO AHEN, YaCOB, MUHYT U CEKYHA, B Te4eHue

KOTOpPOro AelcTByeT npusaska; HanpuMmep, 2d3h4m5s o3HavaeT, 4TO NpmBA3Ka
OEeNCTBYET B TeueHue 2 AHen, 3 4acoB, 4 MUHYT U 5 cekyHA. [ns npueasku,
OEeNCTBUTENbHOM B TEYEHNE HEOrPaHMYEHHOro BpeMeHn (HanpuMep, CTaTUYecKomn
npuBa3KK), B 3TOM nosie oTobpaxaetcs infinity.

Type B s3TOM none otobpaxaeTtcsa cnocob nonyyeHns KOMMyTaToOpoM MHMOPMaunn o0 NpuBsa3Ke.

static: npuBsaska co3naHa Cc UCNONb30BaHMEM UHbOPMaLMK, NPEeAOCTaBNEHHOM
aAMWHUCTPaTOPOM BPYUHYIO.

dhcp-snooping: npuBsizka co3gaHa B pesyJsibTate oTcnexunsaHus naketos DHCP.

VID B sToM none otobpaxaetcs naeHtudukatop VLAN ans npuBssku.

Port B 3ToM none oTo6pa)kaeTcss HOMep nopTa ANs NpuBsi3kU. Ecnn aaHHoe none nycroe,
npuBsa3Ka AeNCTBYET A1 BCEX MOPTOB.

25.3 CrtaTtnyeckasa npuBA3Ka Ans 3awuThbl OT noamMeHsbl IP-
agpecoB

Ha gaHHOM 3KpaHe MOXHO ynpaBnATb CTaTUYECKMMW NPUBA3KaMn AN HYHKLUN OTCNEeXMBaHUA
DHCP 1 nHcnekumn ARP-nakeTtoB. CTtaTnyeckune npuesasku naeHtndunumpyrotcs no MAC-agpecy u
naeHtudumkatopy VLAN ID. [na kaxaon kombuHaumn MAC-agpeca u naeHtundukatopa VLAN ID
MOXHO C034aTb TO/IbKO OAHY CTaTUYECKYI0 NPUBA3KY. [pn NonbiTKe co34aTb CTAaTUYECKYIO NMPUBA3KY
c Temun xe MAC-agpecoM 1 ngeHtugukatopom VLAN ID, 4TO 1 y CcyllecTByOLWEN cTaTUHECKON
NpuBA3KK, HOBas MHMOPMaLMa 3aMeHSeT npeablayLyto. Ytobbl 0TO6pasnTb NOKa3aHHbIN HUXe
3KkpaH, Bblbepute Advanced Application > IP Source Guard > Static Binding.
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PucyHok 147 DkpaH Advanced Application > IP Source Guard > Static Binding

ARP Freeze :

Static Binding :

VLAN

Port

[ ¢ P Source Guard Static Binding IPSG

Condition

MAC Address

IP Address

@ Any

Index MAC Address IP Address Lease Type VLAN Port  Delete

All

Port List ARP Freeze

VLAN List

@ Cancel || Clear

Delete Cancel

Mons sKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 90 SkpaH Advanced Application > IP Source Guard > Static Binding

NONE

OMUCAHME

ARP Freeze

OyHkumsa ARP Freeze no3sonsieT aBToMaTU4YeCKM CO34aBaTh CTaTUHECKUE NMPUBHA3KK
Ha ocHoBe TeKyLwmx 3anmcenn ARP (iInbo nonyyeHHbIX AMHaMmMyecku, nnméo
cTaTU4ecKux) 4o Tex nop, noka Tabnuua NpMBA30K KOMMyTaTopa He 3anoJIHUTCS.

Mpumevanue: Ons ncnone3oBaHns dpyHkumn ARP Freeze Heobxogumo BbiGpaTh B
kayecTtBe pexuma 3anommHaHua ARP onumio ARP-Request Ha akpaHe IP
Application > ARP Setup > ARP Learning.

Condition

All - Ecnu BbibpaTtb 3Ty onuuto 1 HaxaTb kHonky ARP Freeze, kommyTaTop 6yaer
aBTOMaTMyecku Aob6aBnsaTb BCe Tekylwme 3anucm ARP B Tabnuuy cratmyeckmx
NpuBSI30K.

Port List - NMpwu BbIGope 3TOM onumn noTpebyeTcs BBECTM CMIMCOK NOPTOB,
MCrMonb3ys B KayecTBe pasjenuTens 3anatyto. [locne Haxatus kHonkn ARP
Freeze kommyTaTop 6yaet fobasnaTe 3anucn ARP, nony4yeHHble Ha onpeaeneHHOM
nopTy (Mnun noptax) B Tabnuuy cTtaTtMyeckmx nNpuBA30K.

VLAN List - lNpwu Bbi6ope 310N onuum notpebyerca ykasaTb CMMCOK
naeHTudunkaTopos ceteli VLAN, ncnonb3ys B kayecTse pasgenutens 3ansTyio.
Mocne HaxaTtus kHonkn ARP Freeze kommyTtaTtop 6yaet nobasnatb 3anmcun ARP
ANns ykasaHHbix ceten VLAN B Tabnuuy crtaTMyeckmx npuBs3ok.

Static Binding

MAC Address

Beegute MAC-agpec UCTOYHMKA AN NPUBA3KK.

IP Address

Beeaute IP-aapec, HasHayeHHbI ans MAC-agpeca B NpuBs3Ke.

VLAN

Beeaute naeHtudukatop VLAN ID ana npussasku.

PykoBoacTtBo nonb3oBaTtens ansi cepumn GS1920

220




[maBa 25 3awwuTta ot nogmeHsbl IP-agpecos

Ta6nuua 90 SkpaH Advanced Application > IP Source Guard > Static Binding (npogonxeHue)

NMOnE ONMUCAHUE

Port YKaxuTe nopTbl 4N NpmBsa3kK. ECnn npuBsizka OTHOCUTCA K OAHOMY MOPTY,
BblbepuTe NepBbIi NepekaoyaTesb U BBEAUTE HOMEp NOpTa B COOTBETCTBYOLLEE
none cnpasa. Ecnvn AaHHas nNpmBa3Ka OTHOCMTCS KO BCEM nopTam, Bblbepute
nepeknoyaTtens Any.

Add Ha)xxmMuTe Ha AaHHY KHOMKY, 4Tobbl 406aBUTb YKa3aHHY CTaTUYECKYI0 MPUBA3KY
NN 06HOBUTL CYLLECTBYIOLLYIO.

Cancel HaxmuTe Ha AaHHYI0 KHOMKY, 4Tobbl COpOCUTL 3HaYeHNsA U3 nocneaHen BbiIbpaHHON
CTaTUYECKOW NPUBSA3KE WUAN, €CIN HUYero He 6b110 BbIbpaHo, OYNCTUTL
nepevyncneHHble Bbile nons.

Clear HaxxmMuTe Ha AaHHY KHOMKY, 4TOB6bl O4MCTUTL NepeYnc/ieHHble Bbille NONS.

Index B 3TOM none otobpaxaetcs NopsAKOBbIA HOMEP KaXA0W MPUBSA3KW.

MAC Address B sToM none otobpaxaetcs MAC-agpec UCTOYHUKA ANS NPUBS3KW.

IP Address B 3Tom none otobpaxaetcsa IP-aapec, HasHayeHHbIN ana MAC-agpeca B npmuBsisKke.

Lease B sTOM none otobpaxaeTcs nepuos AeNCTBUS NMPUBS3KU.

Type B 3TOoM none otobpaxaetca cnocob nosyyeHnst KOMMyTaTOpOM MHMOpPMaUum o
npuBesa3ke.
static: npuBsaska cosgaHa ¢ ucnonb3oBaHMeM MHPOPMaLUNN, NPesoCTaBIEHHOWN
aAMWUHNCTPATOPOM BPYUHYIO.

VLAN B sToM none otobpaxaetcsa naeHtudukatop VLAN ans npuesasku.

Port B aToM none otobpaxkaeTcs HoMep nopTa Ans NpusBsa3ku. Ecnv gaHHoe none nycroe,
npuBa3Ka AENCTBYET ANa BCEX MOPTOB.

Delete YcTaHoBWTe nepekstoyaTens n HaxmuTe Ha Delete, uTo6bl yaanuTs BoIGpaHHyo
3anuce.

Cancel HaxxmMunTe Ha AaHHY0 KHOMKY, YTOObl CHATL BblaeneHue ¢ nepekntodaTtenen Delete.

25.4 OTtcnexusaHue DHCP

Ha fgaHHOM 3KpaHe MOXHO MPOCMOTPETb pas/inyHble CTAaTUCTUUYECKUE AaHHble No 6a3e AaHHbIX
oTcnexusaHua DHCP. YTtobbl 0To6pa3nTb NokasaHHbIA HUMXe aKpaH, BbibepuTte Advanced
Application > IP Source Guard > DHCP Snooping.
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PucyHok 148 DkpaH Advanced Application > IP Source Guard > DHCP Snooping

Datahase Status

Description
Agert URL

Configure IPSG

Status

‘Write delay timer

jeluli} seconds

Abort timer

300 seconds

Agent running

Mane

Delay timer expiry

Mot Running

Abarttimer expiry

Mot Running

Last succeeded fime

Mone

Lastfailed time

MNaone

Lastfailed reason

Mo failure recorded

Total atternpis

Times

Startup failures

Successful transfers

Failed transfers

Successful reads

Failed reads

Successiulwrites

oooo oo oo

Failed writes

Database detail

Description
First successful access

Status
Mone

Last ignored bindings counters

Binding collisions

Invalid interfaces

Parse failures

Expited leases

Unsuppored vlans

‘Lastighared time

Total ignored bindings counters
Binding collisions

Invalid interfaces

Parse failures

Expited leases

Unsuppored vlans

oioo oo

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 91 SkpaH Advanced Application > IP Source Guard > DHCP Snooping

NOJIE

OMNCAHME

Database Status

B naHHOM pa3gene oTobpa)atoTcs TeKylme HacTporkn 6asbl AaHHbIX
otcnexuBaHna DHCP. x MOXxHO nameHuTb Ha akpaHe DHCP Snooping
Configure.CM. pa3a. 25.5 Ha cTp. 224.

Agent URL

B faHHOM MoJsie oTo6paxaeTcs MecTopacrosnoxeHne 6asbl AaHHbIX OTC/IEXMUBAHUSA
DHCP.

Write delay timer

B naHHOM none oTobpaxaeTcs, Kak Aonro (B cekyHAax) KOMMyTaTop NbiTaeTcs
BbINOJIHUTb KOHKpPeTHOe 06bHoBNeHNe 6a3bl AaHHbIX oTcnexuBaHus DHCP nepen
OTKA30M OT AasibHENLINX MOMbITOK.

Abort timer

B naHHOM none otobpaxaeTcs, Kak fonro (B cekyHAax) KOMMyTaTop BbXuaaeT
nepes o6HoBneHueM 6asbl AaHHbIX oTcnexunBaHns DHCP nocne nameHeHus
TEKYLUMX NPUBA3OK.

B 3TOM pa3gene otobpaxkaeTca MHGOpMaLUMs O TeKyLeM 06HOBNEHUN U CeayoweM
obHoBNEHNM 6a3bl AaHHbIX oTcnexunsaHus DHCP.
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Ta6nuua 91 DkpaH Advanced Application > IP Source Guard > DHCP Snooping (npoaosixeHue)

NONE

OMNMUCAHME

Agent running

B 3TOM none otobpaxaeTcsa cTaTyc TeKylwero o6HOBNEHNS UM foCTyna K 6ase
OaHHbIX oTcnexunsaHus DHCP.

none: KOMMyTaTop He obpallaeTcs k 6a3e AaHHbIX oTcnexuBaHns DHCP.

read: KOMMyTaTOp OCYLLECTBASIET 3arpy3Ky AMHAMUYECKNX NPUBS30K M3 6a3bl
AaHHbIX oTcnexusaHus DHCP.

write: komMmmyTaTop ocywecTtensaeT obHoBneHne 6a3bl AaHHbIX oTcnexusaHms DHCP.

Delay timer expiry

B naHHOM none otobpa)xaeTcs, CKoNbKo ewe (B cekyHaax) komMmyTaTop byaeT
MblITaTbCA BbINOJHUTbL TEKYLLee 06HOBNEHME Mepes 0TKasoM OT AajibHEMLNX
nonbIToK. ECnn KOMMyTaTOp B A@HHbBIA MOMEHT He BbINOJSIHAET 06HOBNEeHMS 6a3bl
AaHHbIX oTcnexunsaHns DHCP, B aToM none otobpaxaetcs Not Running.

Abort timer expiry

B naHHOM none oTobpaxaeTcs, Yepe3 Kakom NpoMeXyToK BpeMeHU (B ceKyHaax)
KOMMYTaTOp BbINOSIHUT o4YepeaHoe 06HOBeHMe 6a3bl AaHHbIX OTCnexunBaHmus DHCP.
Ecnu Tekylwue npmBsS3KM C MOMEHTa nocneaHero o6HOBEHUS HE U3MEHSNIUCL, B
3ToM none otobpaxaerca Not Running.

B naHHOM pa3gene otobpaxaeTca nHdpopmaums o nocnesHem obHoBNeHUN
KOMMyTaToOpoM 6a3bl AaHHbIX oTcnexunsaHns DHCP.

Last succeeded time

B sTOM none otobpaxaeTcs BpeMsi NOCIeAHEro ycnewHoro o6HoBNeHNS
KOMMYTaTopoM 6asbl AaHHbIX oTcnexuBaHus DHCP.

Last failed time

B 3ToM none otobpaxaetcsa BpeMs nocneaHero Heyaaswerocss o6HOBEHNS
KOMMYTaTopoM 6asbl AaHHbIX oTcnexuBaHus DHCP.

Last failed reason

B s3TOM none otobpaxaeTtcsa npuynHa nocneaHero Heyaaslwerocs o6HoBneHNs
KOMMYTaTOpoM 6a3bl AaHHbIX oTcnexunsaHus DHCP.

B naHHOM pa3gene oTobpa)kaeTcs uctopmyeckas MHpopMaumsa 0 KonmyecTee
YCMNELWHbIX N HeYAABLUNXCS MOMbITOK CYUTbIBAHUS UM OOBHOBMEHNS KOMMYTaTOpOM
6a3bl gaHHbIX oTcnexusaHns DHCP.

Total attempts

B s3TOM none otobpaxaeTtcsa obliee KONNYECTBO NOMNbITOK obpaleHns
KOMMYTaTOpOM K 6a3e AgaHHbIx oTcnexusaHnsa DHCP no ntobbiM npuynHam.

Startup failures

B naHHOM none otobpa)iaeTcs KONMYECTBO C/lyyYaeB, KOrga KOMMyTaTopy He
YAANOCb €O3A4aTb AWM cumTaTb 6a3y AaHHbIX oTcnexusBaHmsa DHCP npu 3anycke
KOMMYyTaTopa unu HacTpoirikm HoBoro URL ans 6asbl gaHHbIX oTcnexusaHuns DHCP.

Successful transfers

B naHHOM rone 0T06pa>KaeTcs1 KONMN4ecCTBO Cnly4daeB yCnewHoro C4nTbiBaHuA
NPUBA30K NN obHoBNEHUS NPNBA30K KOMMYTaTOpPOM B 6a3e AaHHbIX OTC/eXMBaHUS
DHCP.

Failed transfers

B naHHOM nosne oTo6paxkaeTcs KOMMYECTBO Clly4YaeB HeyAaBLIEroCs CYUTbIBAHUS
NpUBA30K UM 06HOBNEHNSA NPUBA30K KOMMYTaTOpOM B 6a3e AaHHbIX OTCNeXNBaHNUSA
DHCP.

Successful reads

B s3TOM none otobpaxaeTcs KOIMYECTBO YCMELWHbIX CYMTbIBAHUN NPUBSA30K
KOMMYTaTopoM M3 6asbl AaHHbIX oTciexuBaHus DHCP.

Failed reads

B 3ToM none otobpaxkaeTca KOMYECTBO HEYAABLUMXCSA CYHUTbIBAHUA NPUBSA30K
KOMMYTaTopoM M3 6as3bl AaHHbIX oTciexuBaHus DHCP.

Successful writes

B 3TOM none otobpaxaetcsa KONMYecTBo ycnewwHbiX 06HOBNEHWN NPUBA30K
KOMMyTaTOpoM B 6a3e gaHHbIxX oTcnexusaHus DHCP.

Failed writes

B s3TOM none otobpaxaeTcs KONMYecTBO HeyAaBLUNMXCS 0O6HOBIEHMI NMPUBSA30K
KOMMyTaToOpoM B 6a3e gaHHbIX oTcnexusaHus DHCP.

Database detail

First successful
access

B 3ToM none otobpaxaeTcs BpeMs nepeoro obpatlieHns kKoMmyTaTopa Kk 6ase
AaHHbIX oTcnexunsaHns DHCP no no6oi npuunHe.
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Ta6nuua 91 SDkpaH Advanced Application > IP Source Guard > DHCP Snooping (npoaonxeHue)

NMOnE OMNMUCAHUE
Last ignored bindings B 3TOM pasaene otobpaxaeTcs KONMYEeCTBO C/ly4aeB M MPUYMHBDI, MO KOTOPbIM
counters KOMMYTaTopoM 6blIn MPOMIHOPMPOBAHbI MPUBS3KN NPU MOCNeAHEeN NonbITKe

CUYMTbIBAHUS NPUBSA30K M3 6a3bl AaHHbIX oTcnexuBaHus DHCP. 3Tn c4eTUYMKM MOXKHO
cbpocnTb NOCpPeACTBOM Mepesanycka KoMMyTaTopa.

Binding collisions B s3TOM none otobpaxaeTcs KOIMYeCcTBO NPUBA30K, KOTOpble Bblin
NPOVFHOPUPOBaHbI KOMMYTaTOPOM MO MPUYMHE HAIMYNS B KOMMYyTaToOpe NPpUBSA3KM C
TeM xe cambiM MAC-agpecoMm un naeHtudukatopom VLAN ID.

Invalid interfaces B 3ToM none oTtobpaxkaetcs KOMYECTBO NPUBSI30K, KOTOpbIe Hbiin
NPOMIrHOPMPOBAHbI KOMMYTATOPOM MO MPUYMHE TOrO, YTO HOMEp nopTa
COOTBETCTBYET AOBEPEHHOMY UHTepdelicy nnu 6onblle He CyLecTByeT.

Parse failures B 3TOM none otobpaxaeTcs KONMYeCcTBO NPUBSA30K, KOTOPble 6bian
NPONrHOPMPOBAHbI KOMMYTaTOPOM MO MPUYMHE HEBO3MOXHOCTU AN KOMMYyTatopa
BblAE/INTb AaHHble ANs NpUBS3KM M3 6a3bl AaHHbIX NpuBsiok DHCP.

Expired leases B 3TOM none otobpaxkaetcs KOMMYECTBO NPUBS30K, KOTOpbie Hbiin
NMPOUrHOPMPOBAHbI KOMMYTaTOPOM MO MPUYMHE OKOHYAHUSA CpOKa apeHabl.

Unsupported vlans B 3TOM none oTobpaxaeTcs KONMYeCcTBO NPUBSA30K, KOTOPbIe 6bian
NPONrHOPMPOBAHbI KOMMYTaTOPOM MO MPUYNHE NPEKPALLEHNSA CYLLLECTBOBAHUSA CETU
C ykasaHHbIiM VLAN ID.

Last ignored time B s3TOM none otobpaxaeTcsa BpeMsi NOCNeAHEro MrHOPMpPOBaHMUS KOMMYTaTOpPOM
npuBA30K M3 6a3bl AaHHbIX oTcnexusaHus DHCP no nwoboi npuynHe.
Total ignored bindings B 3ToM pa3pene otobpaxaeTcs KOAMYECTBO ClyyYaes M NPUYNHBI, MO KOTOPbIM
counters KOMMYTaTOpOM 6bI/i MPOUFHOPUPOBAHbI MPUBA3KN MPU CHUTBIBAHUM NPUBA30K U3

6a3bl AaHHbIX oTcnexuBaHms DHCP 3a Bce BpeMsi. DT CYHETUYMKN MOXKHO COpOCUTL
NocpeacTBOM rnepesanycka KoMMyTtaTopa.

Binding collisions B 3TOM none otobpaxaeTcs KOMYecTBO NpUBA30K, KOTOpble 6blnun
NPOMIrHOPMPOBaHbl KOMMYTaTOPOM MO NMPUYMHE HATMYNSA B KOMMYyTaToOpe NPUBA3KN C
TeM xe cambiM MAC-agpecoM un naeHtudukatopom VLAN ID.

Invalid interfaces B s3TOM none otobpaxaeTcs KOIMYeCTBO NPUBA30K, KOTOpble Bblin
NPOVrHOPUPOBaHblI KOMMYTaTOPOM MO MPUYMHE TOro, YTO HOMep nopTta
COOTBETCTBYET AOBEPEHHOMY UHTepdelicy nnu 6onblie He CyLecTByeT.

Parse failures B 3TOM none otobpaxaeTcs KONMYECTBO NPUBSA30K, KOTOPbIe bbian
NPONrHOPUPOBAHbI KOMMYTaTOPOM MO MPUYMHE HEBO3MOXHOCTU ANS KOMMYyTaTtopa
BblAENNTb AaHHble ANSA NpMBSA3KM U3 6a3bl AaHHbIX npmBsa3ok DHCP.

Expired leases B 3TOM nosie oTo6pa)aeTcs KOIMUECTBO NPUBA30K, KOTOPbIE 6biin
NPOMIHOPUPOBaHbI KOMMYTATOPOM MO NMPUYMHE OKOHYAHUSA CPOKa apeHAabl.

Unsupported vlans B 3TOM none oTobpaxaeTcs KONMYeCTBO NPUBSA30K, KOTOPbIe 6bian
NPONrHOPUPOBAHbI KOMMYTaTOPOM MO NPUYNHE NPEKPALLEHNS CYLLLECTBOBAHUSA CETU
C yka3saHHbIM VLAN ID.

25.5 Hactpowuka orcnexuBaHmsa DHCP

C nomMoLWbio AAHHOIO 3KpaHa MOXHO BK/IOUUTL oTcnexusaHne DHCP Ha komMmyTaTtope (HO He Ha
KOHKpeTHbIX VLAN), ykasaTb ceTb VLAN, B KOTOpO# pacnonaraetcad DHCP-cepsep no ymonyaHuio, a
Takxe HacTpouTb 6a3y AaHHbIX oTcnexuBaHmsa DHCP. basa gaHHbix oTcnexuBanmsa DHCP no3sonsier
XPaHUTb TEKYLUNE MPUBS3KM Ha 3alLUULLEHHOM BHewHeM cepBepe TFTP, yTobbl OHM 6blM AOCTYMHbI
rnocse nepesanycka. Ytobbl 0To6pa3nTb NOKasaHHbIN HMXeE 3KpaH, Bbibepute Advanced
Application > IP Source Guard > DHCP Snooping > Configure.

PykoBoacTtBo nonb3oBaTtens ansi cepumn GS1920

224



[maBa 25 3awwuTta ot nogmeHsbl IP-agpecos

PucyHok 149 DkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure

L @) DHCP Snooping Configure Port VLAN DHCP Snooping
.................................... e S
* Disahle

DHCP Vlan r Ii

Datahase

Agent URL |

Write delay interval 500 seconds

Renew DHCP Snooping URL | Renew

Apply | Cancel

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 92 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure

MNOJE

OMNCAHME

Active

YcTaHoBWUTE 3TOT nepekntoyaTenb, YTobbl BKIOUYNTE HA KOMMyTaTope QyHKLUMIO
otcnexusaHus DHCP. MNocne 310ro He06X0AMMO BKIOUYUTb (DYHKLNIO
otcnexuBaHus DHCP B koHkpeTHoi ceTu VLAN 1 ykasaTb LOBEPEHHbIE NOPThI.

Mpumevanue: Ecnv npu BkntodeHHom DHCP oTcyTCTBYIOT AOBEPEHHbIE MOPTHI, TO
3anpocbl DHCP BbInonHATLCS He GyayT.

DHCP Vian

Bbibepute ngeHtudgumkatop VLAN ID, ecnm koMMmyTaTop AOMXKEH NMepecbinaTb
naketbl DHCP k cepsepam DHCP B koHkpeTHOM VLAN.

Mpumevanue: Ons aton VLAN Heobxoammo OyaeT Takke BKIOYUTb OTCIEXMBaHNE
DHCP.

YT106bI NOMOYb cepBepaM DHCP pasnuuath 3anpockl DHCP oT pa3nnyHbix ceTen
VLAN, Ha skpaHe DHCP Snooping VLAN Configure MOXHO BK/IOYUTb
ncnonb3osaHune nonsa Option82 (pasa. 25.5.2 Ha cTp. 228).

Bbi6epuTe Disable, ecnu o1 koMMyTaTopa He TpebyeTtcs nepecbinku naketos DHCP
B KOHKpeTHYyto ceTb VLAN.

Database

Ecnun 3HaveHve Timeout interval npesbiwaeT 3HavyeHne Write delay interval, To
cnepytolee nnaHosoe obHOBMEHWE MOXET MPOM30NTU A0 YCNELHOro 3aBepLlueHns
WNn TaM-ayTa Tekyliero obHoBneHus. B 3ToM cnyyae KOMMyTaTop BbDKUAAET C
HayanoMm cneaytowlero o6HOBNEHNS A0 3aBEPLUEHNS TEKYLLEro.

Agent URL

BeeauTe pacnonoxeHue 6asbl gaHHbIX oTcnexusaHns DHCP. PacnonoxeHue
OOJKHO 6bITb YKazaHo B cneaywowem suge: tftp://{vma pomeHna vau IP-
aapec}/karanor, ecnm Heo6xoauMmo/uma cdanna; Hanpumep, tftp://
192.168.10.1/database.txt.
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Ta6nuua 92 SDkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure

NONE OMNMUCAHME

Timeout interval BeeauTe, kak gonro (ot 10 ao 65535 cekyHA) KOMMyTaTop 6yAeT nbiTaTbCs
BbINOIHUTb KOHKpeTHOoe obHoBneHne 6a3bl AaHHbIX oTcnexuBaHms DHCP nepen
OTKA30M OT AasibHENLINX NOMbITOK.

Write delay interval Beeaute, kak gonro (ot 10 go 65535 cekyHa) koMMyTaTop 6yAeT BbbkMaaTb nepes
obHoBneHneM 6a3sbl AaHHbIX oTcnexunsaHns DHCP nocne nepBoro namMeHeHus
TeKYLUMX NPMBA30K C MOMeHTa obHoBneHus. MNocne onpeaeneHns BpeMeHu
cneaytowero o6HoBNEHNS BCE AOMOMIHUTENbHbBIE U3MEHEHUS B TEKYLLUMX NPUBA3KaX
BKJIOYAOTCS B 3TO OO6HOB/IEHNE aBTOMaTUUYECKMU.

Renew DHCP BeeauTe pacnonoxeHune 6a3bl faHHbIX oTcnexnsaHms DHCP n HaxMmnTe Ha Renew,

Snooping URL uTO6bI KOMMYTATOp 3arpysun ee. Takum 06pa3oM MOXHO 3arpy3uTb AVHaMUYECKMe
NpuBA3KW N3 Apyron 6asbl AaHHbIX oTcnexunBaHns DHCP, yem ykasaHHas B none
Agent URL.

Mpu 3arpy3ke AMHaMUYECKNX NPUBA30K M3 6a3bl AaHHbIX oTcnexuBaHms DHCP
KOMMYyTaTop npeABapuTesibHO He OTOpachiBaeT CyLLECTBYOWME ANHAMUYECKME
npuBs3kKW. B cnyyae KOHPAMKTa KOMMYTaToOp COXPaHAeT ANHAMUYECKNE NPUBA3KN
B SHEpPro3aBUCMMOM NaMATU M U3MeEHseT nokasaHusa cyetymka Binding collisions
Ha skpaHe DHCP Snooping (pa3a. 25.4 Ha cTp. 221).

Apply Haxmunte Apply, 4TO6bI COXpaHUTb U3MEHEHUS B ONEPaTUBHOM NaMsaTn
KOMMyTaTopa. DTW HAacTponku 6yayT yTepsiHbl B C/lydae BbIK/IIOYEHUsS KOMMyTaTopa
unu nepebos B Nnogayve nNuTaHUs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HeobXxoaAnMo
HaXkaTb Ha CCblIKe Save B BepXHel HaBMrauMOHHOW NaHenun Ans COXpaHeHUs
W3MEHEHUW B SHEProHe3aBMCUMOM NaMsTw.

Cancel HaxaTue Ha AaHHY0 KHOMKY c6pacbiBaeT napaMeTpbl Ha AaHHOM 3KpaHe K
NOC/eAHMM COXPAHEHHbIM 3HAUYEHUAM.

25.5.1 HacTtpowmka noprtoB otcnexunBaHua DHCP

Ha naHHOM aKpaHe MOXHO onpeaennTb NopThl KaK AOBEPEHHbIE U HE 3acNyXMBatolwmne aoBepus 414
dyHKUMKN oTcnexuBaHmns DHCP.

MpumeyaHume: Ecnm npun BkAKOYEHHON yHKUMKM oTcnexmnanms DHCP oTcyTcTBYIOT
JoBepeHHble NopTbl, To 3anpocbl DHCP He MoryT nonacTtb Ha cepsep DHCP.

KpomMe Toro, MOXHO onpeaennTb MakcuMmasnbHoe KonnyecTBo naketos DHCP, koTopoe MoxeT
NPUHUMATLCA Yepe3 Kaxablii U3 NOPTOB (AOBEPEHHBIX UM HE 3aCNyXUBAOLWMX AOBEPUS) 3a
ceKkyHAy. YUTobbl 0TO6pa3nTb NOKasaHHbIA HMXe 3KpaH, Bbibepnte Advanced Application > IP
Source Guard > DHCP Snooping > Configure > Port.
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PucyHok 150 2DkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure > Port

@) DHCP Snooping Port Configure Configure
Port Server Trusted state Rate (pps)

* IUntrusted 'I I

Untrusted =

T

Applyl Cancel |

Mons 3KpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 93 >SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure > Port
NONE OMNMUCAHME

Port B 3ToM none oto6paxaeTtcs HoMep rnopTa. MNpu HacTporike nopTa * 3TW HAaCTPOMKU
NPUMEHAIOTCA KO BCEM MOpTaM.

Server Trusted state BbibepuTe, 6yaeT nn AaHHbIN NOPT cumTaTbCs AoBepeHHbIM (Trusted) nnn He
3acnyxwuBatowmnm gosepus (Untrusted).

JloBepeHHble NopTbl Nogknto4vatoTcs K cepsepam DHCP wnn apyrnum KommyTaTopam,
no3ToMy KoMMmyTaTop oTbpackiBaeT nakeTbl DHCP oT AoBEepeHHbIX MOPTOB NNLLIb B
TOM c/ly4ae, €c/ii CKOpPOCTb UX MOCTYMJIEHUSA C/IULLKOM BbICOKa.

He 3acnyxwusatowme AoBEPUS NOPThI NOAKIOYAOTCA K aboHeHTaM, U KOMMyTaTop
oTbpacbiBaeT nakeTbl DHCP OT He 3acnyxuBawoLlmx 4OBEPUS NOPTOB B CeAyoLWwmx
cnydasax:

e [lakeT npeactasnsieT coboiri naket cepsepa DHCP (Hanpumep, OFFER, ACK unun
NACK).

MAC-aapec nctoyHuka n IP-agpec nctouyHuka B NakeTe He COOTBETCTBYHOT HU
OAHOW M3 CYLLEeCTBYIOLWNX MPUBSA30K.

e [lakeT npeacrasnseT cobon naket Tuna RELEASE nnn DECLINE, n MAC-agpec
WCTOYHMKA M MOPT UCTOYHUKA HE COOTBETCTBYIOT HM OAHOMN U3 CYLLECTBYIOLWMX
NpUBA30K.

e CKOpoOCTb noctynneHmsa naketos DHCP cnuwKom BbicOoKa.

Rate (pps) YKaxuTe makcmmanbHoe yncno naketos DHCP (1-2048), koTopoe KOMMyTaTop
MOXET NPUHMMATb Yepes Kaxxabli U3 NoOpTOB 3a cekyHAay. Bce naketsl DHCP cBepx
YKa3aHHOro MMMTa KOMMYTaToOpoM oTbpackiBatoTcs. 3HavyeHne 0 no3sonsier
OTKJ/II0YUTb AAHHbIA IMMUT, YTO PEKOMEHAYETCA cAenaTtb AN AOBEPEHHbIX NMOPTOB.
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Ta6nuua 93 DkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure > Port

NONE

OMNMUCAHME

Apply

Haxmunte Apply, 4UTO6bl COXpPaHUTb U3MEHEHUS B ONepaTUBHON NamaTu
KOMMyTaTopa. 3TW HacTponkn 6yayT yTepsHbl B C/ly4ae BbIK/IIOYEHNS KOMMyTaTopa
nnun nepebos B nogaye NUTaHWs, NO3TOMY NO 3aBEPLUEHNMN HACTPONKN HeObXoaANMO
HaxaTb Ha CCbl/Ike Save B BepXHeW HaBMrauMOHHOW NaHenn Ans CoOXpaHeHus
WU3MEHEeHWI B SHEProHe3aBUCMMOW NaMATH.

Cancel

HaxaTune Ha AaHHYl KHOMKY cbpacbiBaeT napaMeTpbl Ha J@aHHOM 3KpaHe K
nocnegHMM COXpaHEHHbIM 3HAYEHUAM.

25.5.2 Hactpowuka VLAN otcnexusanua DHCP

Ha naHHOM 3KpaHe MOXHO BKNOUUTb oTcnexunBaHne DHCP B kaxaon u3 VLAN n ykasaTb, A0XKeH
nn KoMmyTaTop AobaensaTb MHOpMauuto areHTa petpaHcnsumn DHCP B none option 82 (rn. 35 Ha
ctp. 303) k 3anpocam DHCP, koTopble KOMMyTaTOp peTpaHcinpyet k cepeepy DHCP ans kaxaon ns
VLAN. YT06bl 0TO6pa3nTb NokasaHHbIN HUXe aKkpaH, Bblibepute Advanced Application > IP
Source Guard > DHCP Snooping > Configure > VLAN.

PucyHok 151 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure >

VLAN

nooping VLAN Configure Port Configure

Show VLAN

ViD

Start VID End VID

Apply

Enabled Option 82 Profile
Mo - -

Apply || Cancel

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 94 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure >

VLAN

MNOJE

OMNCAHME

Show VLAN

B naHHOM pa3gene onpeaensitoTcs BUpTyasbHble fiokanbHble ceTu VLAN, KoTopble 6y,qu
HaCTpanBaTbCA B pa3aesie HNxe.

Start VID

BBeauTte naeHtTugmnkaTop Hayana agvanasoHa ans ceten VLAN, koTopble 6yayT
HacTpauBaTbCs B pasfene Huxe.

End VID

BBeante naeHtTUdmKaTop KoHua AnManasoHa ans ceteit VLAN, koTopble 6yayT
HacTpauBaTbCsa B pasfene Huxe.

Apply

HaxMuTe Ha AaHHYI KHOMKY, 4Tob6bl 0TO6pa3nTb BBeAEHHbI Anana3oH cetelt VLAN B
pasgene Huxe.

VID

B naHHOM none otobpaxatotcs naeHtudukatopsl VLAN ID kaxaor us ceteir VLAN um3
Bbl6paHHOro Bbiwe auManasoHa. MNpu HacTpoike VLAN-ceTn * 3Tn HacTponkum
npumeHstoTca Ko sceMm ceTam VLAN.
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Ta6nuua 94 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure > VLAN
(npogomxeHune)

NOnE OMNMUCAHUE

Enabled BbibepuTte Yes, uTo6bl BKNHOUMTE oTCnexmBaHme DHCP B gaHHol cetn VLAN. Takxe
Heo6xoaAnMo BKIOUNTL DYHKUMIO oTcnexnsaHna DHCP Ha komMyTaTope n ykasaTb
N OBEPEHHbIE NOPTHI.

Mpumeyvanne: Ecnu npu BkntoueHHoM DHCP oTcyTCTBYOT AOBEPEHHbBIE MOPThI, TO
3anpocbl DHCP BbInonHATLCA He OyayT.

Option 82 Profile BbibepuTe 3apaHee co3gaHHbIM npodunb onummn 82 DHCP, KoTopblii KOMMYTaTop
NpUMEHSET KO BCEM NOpTaM B yKasaHHoW cetu (unm cetax) VLAN. KommyTtaTtop
AobaBnseT onpeneneHHyo nHdopmaumio (Takyto, Kak HoOMep cnoTa, HoMep nopTa,
naeHTndunkaTop cetn VLAN n/unmn nmsa cuctemsl), yKkasaHHyto B npoduse, B 3anpochl
DHCP, koTopble oH peTpaHcnmpyeT B ceTb VLAN DHCP, ecnu TakoBas ykasaHa, nav B
ceTb VLAN. Bbibpatb ceTb VLAN DHCP MoxHO Ha akpaHe DHCP Snooping Configure
(cM. pasa. 25.5 Ha cTp. 224).

Apply Haxmnte Apply, 4TO6bl COXPaHUTL M3MEHEHMS B ONEepaTUBHON NaMAaTKU KOMMyTaTopa.
3TN HaCTPOWKK ByAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTtopa uiaun nepebos B
nopgaye nUTaHuWs, NO3TOMY MO 3aBEPLUEHUN HACTPONKN HEO6XOAMMO HaXaTb Ha CCblIKe
Save B BepxHeil HaBMrauMOHHOW NaHenu Ans COXpaHeHUs U3MEHEHUW B
SHeproHe3aBMCUMOM NaMATu.

Cancel HaxaTue Ha AaHHY KHOMKY c6pacbiBaeT napamMeTpbl Ha JaHHOM 3KpaHe K MOoCnefHUM
COXPaHEHHbIM 3HAYEHUSIM.

25.5.3 HacTtpowuka noprta cetn VLAN orcnexuBaHusa DHCP

C NOMOLWbIO 3TOr0 3KpaHa MOXHO NPUMEHUTb pasnuyHbie npodwunun onuum 82 DHCP k
onpegeneHHbIM noptam B cetn VLAN. YT0o6bl OTKpbITE 3TOT 3KpaH, neperaute no ccolike Advanced
Application > IP Source Guard > DHCP Snooping > Configure > VLAN > Port.

PucyHok 152 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure >

VLAN > Port
& DHCP Snooping VLAN Configure
WID
Port
Option 82 Profile -
|Add| | Cancel | | Clear |
Index VID Port Profile Name Delete
Delete Cancel
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 95 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure > VLAN

> Port

MOnE ONMUCAHUE

VID Ykaxute nageHtndukatop cetn VLAN, napameTpbl KOTOpoW TpebyeTcsl HaCTPOUTb.
Port BBeanTe CNMCOK MOPTOB, K KOTOPbIM HEO6XOAMMO NPUMEHUTb YKa3aHHbIW npodunb

onuwun 82 DHCP.

B 3ToM nosie MOXHO yka3aTb ABa M 6bonee NopToB, pa3aeneHHbix (6e3 npobenos)
cumBonamm 3anaton (,) wnm geduca (-). Hanpumep, 3anuncek «3-5» 6yaeTt o3HadvaTb
noptbl 3, 4 n 5. YT06bI YKazaTb NopTbl 3, 5 1 7, BBEAMTE B 3TOM NoJie 3Ha4YeHNe
«3,5,7».

Option 82 Profile

BbibepuTe 3apaHee co3aaHHbIn Npoduab onumm 82, KOTOPbI KOMMYTaTop NpUMeEHSeT K
yKaszaHHbIM nopTam B AaHHou ceTu VLAN. komMmyTaTop AobaBnser onpeaeneHHyto
nHdopmMaumo (Takyto, Kak HoMep croTa, HoMep nopTa, naeHtudbukatop cetn VLAN wn/
WM UMS CUCTEMBI), YKa3aHHYo B npodune, B 3anpockl DHCP, koTopbie OH
peTtpaHcnmpyeT B ceTb VLAN DHCP, ecnun TakoBas ykasaHa, unm B cetb VLAN. BbibpaTb
cetb VLAN DHCP MoxHO Ha skpaHe DHCP Snooping Configure (cM. pa3a. 25.5 Ha
CTp. 224).

Mpodunb, BbIGpaHHbIA Ha 3TOM 3KpaHe, UMEET NPUOPUTET MO OTHOLIEHMIO K NMpodusio,
BblbpaHHOMY Ha 3kpaHe DHCP Snooping > Configure > VLAN.

Add Haxmute 3Ty KHOMKY, 4Tobbl CO3A4aTb HOBYIO WU/IM U3MEHUTb CYLLECTBYIOLWYIO 3aMnuchb.
3T0 AeWCTBME MO3BOJISIET COXPAHUTb N3MEHEHNS HACTPOEK B ONepaTUBHOM NamMaTu
KOMMyTaTopa. 3TW HacTPOMKK ByAyT yTepsHbl B Cllyyae BbIK/IIOYEHMS KOMMyTaTopa Uamn
nepebos B nogaye nNUTaHus, NO3STOMY MO 3aBEPLUEHNMN HACTPONKN HEOBXOAMMO HaxaTb
Ha CCbl/ike Save B BEpXHEeN HaBUrauMOHHOM NaHenn ANns COXPaHEeHUs U3MEHEHWI B
3HeproHe3aBMCUMON NamsaTy.

Cancel Haxmute Ha AaHHY KHOMKY, 4Tobbl COPOCUTL 3HaYeHUs U3 nocnegHen BolbpaHHOM
3anncu, UK, ecan HMYero He 6110 BbI6PaHO, OUNCTUTL NepeYncsieHHble Bbille Nons.

Clear Haxmute Clear, 4yTobbl BEpHYTbCSA K 3aBOACKMM HaCTpOMKaM.

Index B 3ToM none otobpaxkaeTcs NOPSAKOBLIN HOMEp KaxAolu 3anucn. Haxmute Ha 3ToT
HOMep, YTO6bl N3MEHUTb HAaCTPOMKM.

VID 370 none nokasbiBaeT naeHTUdmkaTop cetn VLAN, KOTOPOI NpMHAANEXUT AaHHbIA NopT
(nnun nopTsl).

Port 3T0 nose nokasbliBaeT NOopT (MW NOPThl), K KOTOPbIM KOMMYTaTOp NMPUMEHSET AaHHble
HaCTPOWKM.

Profile Name 3710 none otobpaxaet npodunb onumm 82 DHCP, KOTOpbI KOMMYTaTOp NMPUMEHSET K
yKasaHHOMY nopTy (Mau noprtam).

Delete BbibepuTe 3anncuK, KOTopble HYXHO yaanuTb, B ctonbue Delete n HaxmuTe KHOMKY
Delete, 4uT06bI YaanuTe BbibpaHHbIe 3anucm n3 Tabnuusbl.

Cancel Ha)xxmMuTe Ha AaHHYO KHOMKY, 4Tobbl CHATL BblAeneHune ¢ nepeknatovaTenein Delete.

25.6 CoctosiHne uHcnekummn ARP-naketoB

Ha AaHHOM 3KpaHe MOXXHO MOCMOTPEeThb TeKyLWwmin cnmcok dunbtpoB MAC-aapecoB, CO34aHHbIX
KOMMYTaTop B CBSA3M C 06HapyXeHneM HeCaHKLUMOHMPOoBaHHbIX nakeToB ARP. Mpu obHapyxeHuun
KOMMYTaTOpPOM HeCaHKLMOoHMpoBaHHOro ARP-nakeTa nM aBToMaTmM4yeckmn cosgaetcsa punbtp MAC-
aapecos, bnokupytownii Tpadpuk ot MAC-agpeca u cetn VLAN, OT KOTOpbIX NOCTYMNUAN
HeCaHKLUMOHMpoBaHHbIM ARP-nakeT. YTo6bl 0TO6pa3nTb NOKa3aHHbIA HMXe 3KpaH, Bbibepute
Advanced Application > IP Source Guard > ARP Inspection.
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PucyHok 153 DkpaH Advanced Application > IP Source Guard > ARP Inspection

Change Fages

L) ARP Inspection Status RN ELENENTE

Taotal number of filters =10
Index MAC Address VID Port

Previous Page

Log Status Configure IPSG

Expiry (sec) Reason Delete

Delete | Cancel |

Mext Page | ‘

Mons sKpaHa onucaHbl B crieayoLlen Tabnuue.

Tabnuua 96 >SkpaH Advanced Application > IP Source Guard > ARP Inspection

MNOJE

OMNCAHME

Total number of
filters

B aaHHOM nosne otob6paxaeTcs obliee Konnyectso GunbTpos MAC-aapecoB, CO3AaHHbIX
KOMMYTaToOpOM B CBA3WN C 06HapyXeHneM HeCaHKLMOHUPOBaHHbIX naketos ARP.

Index

B sTOM none otobpaxaeTcs nopsakosBbii HoMep dunbTpa MAC-aapecos.

MAC Address

B sToM none otobpaxaetca MAC-agpec ncrouHuka ana dunbstpa MAC-aapecos.

VID

B sToM none otobpaxaetcsa naeHtudukatop VLAN ans dunbtpa MAC-aapecos.

Port

B 3TOM none oTo6paxaeTcs nopT UCTOYHMKA AN oT6polueHHoro naketa ARP.

Expiry (sec)

B 3ToM none otobparkaeTca nepuoa BpeMeHu (B ceKyHaax), B Te4EeHMUEe KOTOporo dunbTp
MAC-aapecoB 6yaeTt agencTBoBaTb Ha KOMMyTaTope. 3annMcb MOXHO yAanUTb BPYYHYIO
(Delete).

Reason

B 3Tom none otobpaxaetcs npuunHa, no Kotopo 6bin oTbpoweH nakeT ARP.
MAC+VLAN: MAC-agpec n ngeHtudukatop VLAN ID He HaliaeHbl B Tabnvue NpmBs30K.

IP: MAC-agpec v ngentugukatop VLAN ID HangeHbl B Tabnuue npmBsasok, HO IP-aapec
HeJeNCTBUTENEH.

Port: MAC-aapec, naentndukatop VLAN ID n IP-agpec HalaeHbl B Tabnuue npuBsa3ok,
HO HOMep rnopTa HeAeNCTBUTENEH.

Delete

YcTaHoBWTE nepekstoyaTesib U HaxMuTe Ha Delete, uTo6bl yaanuTb BbIGpaHHYO 3anuch.

Cancel

HaxxmuTte Ha AdHHYK KHOMKY, yTOObI CHATb BblAENEeHMe C nepeKmoaneneﬁ Delete.

Change Pages

Haxmnte Previous unm Next, utobbl 0To6pa3nTb NpeabiayLwmin/cneayowmin sKpaH,
ecnv UHhopMaLms 0 COCTOSIHUM He NMoMeLlaeTcsl Ha OAHOM 3KpaHe.

25.7 CoctosiHue cetu VLAN ans vHcnekuun ARP-naketoB

Ha faHHOM 3KpaHe MOXHO MPOCMOTPETb PasfiNyHble CTAaTUCTMUYECKME AaHHble No nakeTam ARP B
Kaxkaon 13 cetent VLAN. UTo6bl 0TO6pa3unTb nokasaHHbIN HMXe 3KpaH, Bbibepnte Advanced
Application > IP Source Guard > ARP Inspection > VLAN Status.
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PucyHok 154 DkpaH Advanced Application > IP Source Guard > ARP Inspection > VLAN Status

Show VLAN range

ViD

¢ Status

& Enabled VLAN

O Selected VLAN Start VID | End VID |

Recened Request Rephy Forwarded Dropped

Mons skpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 97 SkpaH Advanced Application > IP Source Guard > ARP Inspection > VLAN Status

NONnE

OMUCAHUE

Show VLAN range

B naHHOM pa3aene onpenensitoTcs BUpTyasbHble nokanbHble ceTn VLAN, KoTopble 6yayT
oTobpa)kaTbCsl B pasaesie HUXe.

Enabled VLAN

BbibepuTe 3TOT nepektodaTesnb, YToObl 0TOOpa3nTb B pasaenie HUXKe BCe BUPTyasibHble
nokanbHble cetn VLAN, Ha KOTOpbIX BK/OYeHa nHcnekumnsa ARP-nakeTos.

Selected VLAN

BbibepuTte gaHHbIN nepekno4vaTens, YTobbl 0TO6pasnTb B pasaene Huxe Bce
BUPTYyasibHble nokanbHble cetn VLAN 13 ykazaHHOro gvanasoHa. [locne 3Toro seeaute
HauMeHbwmnih naeHtudukatop VLAN ID (B none Start VID) n Hanbonbini
naentndukatop VLAN ID (B none End VID) ansa tpebyemoro gnanasoHa.

Apply Ha)xMnTe Ha AaHHYH KHOMKY, 4Tobbl 0TO6pa3nTb BBeAEHHbI Anana3oH ceten VLAN B
pasgene Huxe.

VID B naHHOM none otobpaxatotcs naeHtTudmkaTopbl VLAN ID kaxaoii us ceteir VLAN um3
BblI6paHHOro Bbille AManasoHa.

Received B sTOoM none otobpaxaeTtcs oblee konnyectBo ARP-nakeToB, NOSy4YEHHbIX U3 AaHHOW
VLAN c MOMeHTa nocneaHero nepesanycka KommyTtaTopa.

Request B 3Tom none otobpaxaetcsa obuwee konmyectso ARP-nakeToB Tuna Request,
nony4deHHbIX U3 aaHHoi VLAN ¢ MOMeHTa nocfnefHero nepesanycka KoMmmyTtaTtopa.

Reply B 3ToM none otobpaxaetcsa obuwee konmyectso ARP-nakeToB Tuna Reply, nonyyeHHbIX
13 aaHHoin VLAN c MOMeHTa nocfieaHero nepesanycka KommyTtaTopa.

Forwarded B sTOM none otobpaxaeTtcs obuwee konnyectso ARP-nakeToB, HanpaBieHHbIX
KOMMYTaTopoM B AaHHyt0 VLAN ¢ MOMeHTa nocnegHero nepesarnycka KoMMyTaTopa.

Dropped B 3TOM none otobpaxaetcsa obuwee konmyectso ARP-nakeToB ana aaHHon VLAN,

OTGDOLIJeHHbIX KOMMYTaTOpPOM C MOMEHTa NocneaHero nepesanycka KoMmMyTaTtopa.

25.8 CocTtosiHue xypHana nicnekumm ARP-nakeTtoB

Ha faHHOM 3KpaHe MOXHO MPOCMOTPETb COOBLEHMSI KOHTPOJIBHOMO XYpHana, CreHepupoBaHHble
naketamm ARP, KOTopble elle He 6biin OTNpaBfieHbl Ha cepBep syslog. YTobbl oTobpasnTb
rnokasaHHbIN HMXe 3kpaH, Bbibepnte Advanced Application > IP Source Guard > ARP
Inspection > Log Status.
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PucyHok 155 DkpaH Advanced Application > IP Source Guard > ARP Inspection > Log Status
L Status

Clearing log status table Apply

Total number of logs =10
Index Port viD Sender MAC Sender IP Hum Pkts  HReason Time

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 98 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Log Status

NOnE OMUCAHME

Clearing log status HaxaTtne Ha Apply no3BonseT yaanuTb BCe COOOLEHNS KOHTPOJIbHOIO XypHana,
table creHepupoBaHHbie naketamu ARP, koTopble ewe He 6biin OTNpaBneHbl Ha cepBep
syslog.

Total number of logs | B naHHOM none otobpaxaeTcs KoNM4ecTBO COObLEHMN KOHTPOSIBHOMO XYypHana,
creHepupoBaHHbIX naketammn ARP, koTopeble ewe He 6blIn OTNpaBneHbl Ha cepBep
syslog. B cnyyae ot6pacbiBaHMa OAHOIO MM HECKONIbKMX COOBLLEHNIT KOHTPOJIbHOMO
XypHarna u3-3a HeloCTynHocTh Bydepa COOTBETCTBYIOLME 3aNnUCK NOMEYaloTCs Kak
overflow, c ykaszaHMeM TeKyLlero Kosimyectsa OTOPOLIEHHbIX COOBLLEHWN.

Index B s3TOM none otobpaxaeTcs NopsaKOBbIA HOMEpP COOBLWEHMS KOHTPOIbHOIO XYypHana.
Port B sTOM none otobpaxaeTcs nopT UCTodHnKa nakeTa ARP.

VID B sToM none otobpaxaetcsa naeHtndukatop VLAN ncrouHuka naketa ARP.

Sender MAC B sToM none otobpaxaetca MAC-agpec nctodyHuka naketa ARP.

Sender IP B sToM none otobpaxaetcsa IP-agpec uctoyHmka nakerta ARP.

Num Pkts B 3TOM none otobpaxkaeTca konmyecTso naketoB ARP, KOHCONMANPOBAHHbLIX B AAHHOM

COO6LWEHNN KOHTPOSIbHOMO XypHana. JaHHbli KOMMYTaTOp KOHCONMAMPYET B OAHO
coobLeHne naeHTUYHbIE COObLEHNA KOHTPOIbHOIO XXYpPHana, CreHepMpoBaHHbIe
naketamu ARP, 3a yCTaHOB/IEHHbIN Nepuoa KOHconMaaunun. 3To nepmoa
HacTpauBaeTcs Ha akpaHe ARP Inspection Configure.CMm. pasa. 25.9 Ha cTp. 234.

Reason B 3TOM none otobpaxkaeTca npuynHa, No KOTOpow HbIN0 creHepnpoBaHo cooblueHne B
XypHarne.

dhcp deny: ARP-nakeT 6bi/1 OTOPOLLEH M3-3a@ HapyLUEHUS AUMHAaMUUYECKOWN NPUBA3KMU
MAC-agpeca n ngeHtudukatopa VLAN ID.

static deny: ARP-nakeT 6b11 0T6pOLIEH M3-3a HapyLUeHUs CTaTUYECKON NPUBSA3KHK
MAC-agpeca n ngeHtndgukatopa VLAN ID.

deny: ARP-nakeT 6b1n1 0T6poLIEH M3-3a OTCYTCTBUS CTaTU4ecKkor npmesisku MAC-
agapeca n naeHtndukaTtopa VLAN ID.

dhcp permit: KommyTtaTtop nepecnan ARP-nakeT, Tak Kak 6bi1a HalaeHa
ANHaMuyeckas NpuBsa3Ka.

static permit: KommyTaTop nepecnan ARP-nakeT, Tak Kak 6bina HalgeHa
cTaTM4yeckas npussska.

Ha skpaHe ARP Inspection VLAN Configure MOXXHO HacTpoOUTb KOMMYTaTOp Takum
obpa3oM, 4yTobbl OH FreHepupoBasn COObLLEHMS KOHTPOIbHOIO XypHana npu
oTbpacbiBaHUN UK Nepecblsike naketoB ARP B 3aBMCMMOCTU OT uaeHTUdbMKaTopa
VLAN ID naketa ARP.CM. pa3a. 25.9.2 Ha cTp. 237.

Time B 3ToM nonie oTobpakaeTcs BpeMs, B KOTOpoe 6bi/10 CreHepMpoBaHo cooblueHune
KOHTPOJIbHOMO XXYypHana.
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25.9 Hactpowuka nHcnekumn ARP-naketoB

Ha gaHHOM 3KpaHe NpoM3BOAMTCH HacTpolika PyHKUMU MHCNekuMn ARP-nakeToB Ha KOMMyTaTope.
Kpome TOro, MOXXHO HacTpouTb Nepuos BpEMEHU, B TEeYEeHME KOTOPOro KOMMYTaTOp XPaHUT 3anunucum
06 oT6poweHHbIX nakeTax ARP, a Takxe onpeaenuTb rnobasnbHble NnapameTpbl KOHTPOSIbHOMO
XXypHana dyHKUnM nHenekunm ARP-naketoB. YTobbl 0TO6pasnTb NOKa3aHHbIN HMXKE 3KpaH,
Bblbepute Advanced Application > IP Source Guard > ARP Inspection > Configure.

PucyHok 156 >SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure

L @) ARP Inspection Configure ] Port VLAN ARP Inspection
Active O

Filter Aging Time

Filter aging time 5300 seconds

Log Profile

Log buffer size 22 entries

Log interval 1 seconds

Apply | Cancel

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 99 DkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure

NOnE OMNMUCAHUE

Active YcTaHoBWTE 3TOT nepekntoyaTenb, YTobbl BKAOYNTb HA KOMMyTaTope (PyHKLMIO
nHcnekuun ARP-nakeToB. MNocne 3Toro Heo6xoAMMO BKAOUYUTL (DYHKLMIO MHCMEKLMN
ARP-nakeToB B kKOHKpeTHol ceTn VLAN 1 ykasaTb AOBEpPEHHbIE MOpThl.

Filter Aging Time

Filter aging time [aHHas HacTpolka He BAusieT Ha cyuwecTByowme dunbtpbl MAC-agpecos.

YkaxuTe nepuog spemMeHun (0T 1 o 2147483647 ceKkyHA), B Te4eHWe KOTOPOro punbeTp
no MAC-agpecam 6yaeT AelcTBOBaTb Ha KOMMyTaTope C MOMeHTa ObHapy»XeHus
KOMMYTaTOpOM HeCaHKUMOHMpoBaHHOro naketa ARP. o ncreyeHmn aToro BpeMeHu
¢dunbTp MAC-anpecoB aBToOMaTU4eCcKkn yaansetcs Kommytatopom. Ytobbl dunbetp MAC-
aapeca AencTsoBan NOCTOSAHHO, HE06X0ANMMO BBECTM B 3TO nosie 3Ha4veHue 0.

Log Profile
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Ta6nuua 99 DkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure

NONE OMNMUCAHUE

Log buffer size BBeauTe MakcMManbHOEe KONMYeCTBO COOBLEHNIT KOHTPOIbHOIO XypHana (ot 1 ao
1024), koTopble MOryT 6bITb CreHepupoBaHbl naketamm ARP Ao OoTnpaBkun Ha cepeep
syslog. /laHHOe 3Ha4yeHne A0/MKHO COOTBETCTBOBATb YKa3aHHbIM 3HaYE€HUAM
napameTpoB Syslog rate v Log interval.

Ecnun konn4yectBo coobLieHnA KOHTPOJIbHOIO XXYypHana Ha KOMMyTaTope NpeBbICUT 3TO
3HavyeHne, KOMMYTaTOp OCTAHOBWUT 3anuncb COOBLLEHMN KOHTPOIBHOIO XypHana u byaer
TONbKO MOACYNTLIBATb KOJIMYECTBO 3anucel, Kotopble 6b1in oTOpoLleHbl U3-3a
HexBaTKu MecTa B 6ydepe. [N OUMCTKN KOHTPOSIBHOIO XypHana n cépoca AaHHOro
cyeTunka HaxmuTe Ha Clearing log status table Ha skpaHe ARP Inspection Log
Status.CM. pasa. 25.8 Ha cTp. 232.

Syslog rate BBeauTe MakcMManbHOe KOnMyecTBo cooblueHnin syslog, KoTopble KOMMYTaTtop MOXET
nepepaTb Ha cepsep syslog B oaHoON napTuu. [laHHOe KOIMYECTBO BblpaXaeTcsl B BUAe
CKOpOCTU, TaK KaK NepmoaAnNYHOCTb OTNPaBKW NapTui yCTaHaBNMBAETCS NapamMeTpoM
Log Interval. [lns ucnonb3oBaHus 3TOM PyHKUMN HEOHXOAMMO HAaCTPOUTb CeEpBeEp
syslog (rn. 40 Ha cTp. 354). YTO6bI KOMMYTaATOP HEe OTNpaBAsn coobuweHus
KOHTPOJIbHOIO XYpHana, reHepupyemble naketamm ARP, Ha cepBep syslog, BBeanTe B
AaHHoe none 3HadveHue 0.

B3aumocBs3b Mexay napametpamu Syslog rate n Log interval nnnioctpupytot
cneapytowme npmumepsb:

e 4 HepencTBuTenbHbIX Naketa ARP B cekyHay, Syslog rate paseH 5, Log interval
paBeH 1: kommyTaTop 6yaeT oTnpaensaTb 4 coobLieHns syslog Kaxayto CekyHAy.

e 6 HepelicTBUTENbHBLIX NakeToB ARP B cekyHay, Syslog rate paseH 5, Log interval
paBeH 2: KoMMyTaTop 6yaeT oTnpaBnATb 5 coobeHunii syslog kaxxable 2 CEKyHAbI.

Log interval Beeaute nepnoamyHocTtb (1-86400 cekyHA), C KOTOpOW KOMMyTaTop byAeT oTNpaBnaTb
naptumu coobuieHunii syslog Ha cepsep syslog. YTobbl coobleHns oTnpaBnsannce
KOMMYTaTOpOM Ha cepBep syslog HeMeaneHHO, BBeAUTe B 3TO nosie 3HayeHue 0.
Mpumep B3aMMocBsA3n Mexay napameTpamu Syslog rate n Log interval npusogutcsa B
onuncaHuu napameTtpa Syslog rate.

Apply Haxxmute Apply, 4T06bI COXPaHUTb N3MEHEHUS B ONepaTUBHOWM NaMATW KOMMyTaTopa.
OTK HacTponkun ByayT yTepsiHbl B C/ly4ae BbIK/IIOYEHNA KOMMYyTaTopa nan nepebos B
nogave NUTaHWs, NO3TOMY MO 3aBEPLUEHUN HACTPOMKN HEOBXOAMMO HaXkaTb Ha CCbISIKe
Save B BepxHell HaBUrauMOHHOW NaHeNn A8 COXPAaHEHUS U3MEHEHWI B
3HEeproHe3aBUCMMON NaMATU.

Cancel HaxaTue Ha AaHHylo KHOMKY cbpacbiBaeT napamMeTpbl Ha @aHHOM 3KpaHe K NocneaHuM
COXpPaHEHHbIM 3HAYEHUNAM.

25.9.1 Hactpouka noptoB ana micnekumu ARP-nakeTtoB

Ha naHHOM 3KpaHe MOXHO onpeaennTb NOPThl Kak AJOBEPEHHbIE U He 3ac/ly>XUBatloLwme oBepuUs s
dYyHKUMN nHCnekumMn ARP-nakeToB. [JJONO/THUTENbHO MOXHO YKa3aTb MakCMMasbHYH CKOPOCTb, C
KOTOpOM KOMMyTaTop 6yaeT npuHuUMaTh ARP-NakeTbl Yepe3 KaXAbli U3 He 3aCny>XMBatoLmX
AoBepus noptoB. YTob6bl 0TO6pa3nTb NoKalaHHbIM HMXe aKpaH, BbibepnTe Advanced Application
> IP Source Guard > ARP Inspection > Configure > Port.
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PucyHok 157 DkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure > Port

L @) ARP Inspection Port Configure Configure
Lirmit
Port Trusted State a ;
Rate (pps) Burst interval (seconds)

* IUntrusted 'I | |

Applyl Cancel |

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 100 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure > Port
NONE OMUCAHUE

Port B 3Tom none otobpaxaetca Homep nopTa. Npu HacTporike nopta * 3T HaCTPOWKMU
NPUMEHAIOTCS KO BCEM MOpTaM.

Trusted State BbibepuTe, 6yaeT nn AaHHbIN NOpT cumTaTbcs AgoBepeHHbIM (Trusted) nnn He
3acnyxusatowmum gosepus (Untrusted).

[MakeTbl ARP, npuxoadawme yepes A0BEPEHHbIE NOPTbl, KOMMYTAaTOPOM He
0THpachbIBAOTCA HM MO KaKoWn npuynHe.

OT He 3acnyXuBawLwmMx 4OBEpUS NOPTOB KOMMYyTaTOp OT6paCbIBaeT ARP-nakeTbl B
cneaypuwmnx cny4daax:

¢  UHdopmaumnsa o6 otnpasutene B ARP-nakeTe He coBnagaeT C OAHON U3
CYLLEeCTBYHOLINX NPUBS30K.

e CkopocTb noctynneHus naketoB ARP cnuwkom Bbicoka. MOXHO ykasaTb
MaKCMMaNbHYI0 CKOPOCTb, C KOTOPOM 6yayT npuHuMaTbes ARP-nakeTbl Yyepes He
3acnyxuBalolmne osBepus NopThbl.

Limit [na noBepeHHbIX NMOPTOB AaHHble HAaCTPONKkn 6e3pasnuyHebl

Rate (pps) YKaxuTe MakcuMManbHyt cKopocTb (1-2048 nakeToB B CEKYHAY), C KOTOpPOW
KommyTaTop 6yaet npuHnMaTb ARP-nakeTbl Yepes Kaxabli 3 NopToB. Bce nakeTsl
ARP cBepx yka3aHHOro iMMmMTa KOMMyTaTopoM oTbpackiBatoTcs. 3HaveHune 0
NO3BONSET OTK/IOUUTL AAHHbIA INMUT.
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Ta6nuua 100 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure > Port

MOnE ONMUCAHUE
Burst interval Moa 3TUM 3HaYeHMeM NOHUMAETCS NepPUOA BPEMEHU, B TeYeHMe KOTOpOoro
(seconds) KOHTPO/IMPYETCS CKOPOCTb NOCTynneHns ARP-nakeToB yepes Kaxabl NopT.

Hanpumep, ecnm cKOpoCcTb yCTaHOBNEHa paBHOW 15 nakeTam B ceKyHAy, a AaHHbIN
MHTepBan - 1 cekyHae, To KOMMyTaTop byaeT npuHuUMaTb He 6onee 15 naketos ARP
B TeYeHMe Kaxxaoro U3 MHTEpBasIOB NPOAO/IKUTENbHOCTLIO B O4HY cekyHAay. Ecnu
MHTEepBan yCTaHOBUTb pPaBHbIM 5 cekyHaaM, To koMMyTaTop 6yaeT npuHUMaTb
MakCcuMMyM 75 ARP-nakeToB B TeUeHMe Kaxaoro NATUCEKYHOHOro nHTepeana.

BBeauTe NpoAo/mHKNTENbHOCTbL MHTEpBana oueHkn (1-15 cekyHa).

Apply Haxmnte Apply, 4uTO6bl COXpaHUTb U3MEHEHUS B ONepaTUBHON NamaTu
KOMMyTaTopa. DTU HACTPONKM ByayT yTepsiHbl B C/ly4Yae BbIK/IIOYEHUSI KOMMYyTaTopa
wnn nepebos B nofave nUTaHus, NOSTOMY MO 3aBePLUEHMU HACTPOMKM Heob6xoaMMo
HaxaTb Ha CCblyIke Save B BepXHeW HaBMrauMOHHOW NaHenn Ans cCoOXpaHeHus
W3MEHEHUW B SHEProHe3aBMCUMONM NaMsTw.

Cancel HaxkaTne Ha AaHHYy KHOMKy c6pacbiBaeT napaMeTpbl Ha JaHHOM 3KpaHe K
nocnefHUM COXpaHEHHbIM 3HAaYEHUAM.

25.9.2 Hactpowmka cetu VLAN ana uHcnekuum ARP-nakeTtoB

Ha AaHHOM 3KpaHe MOXXHO BK/IHOUUTb MHCNeKUuMio ARP-NakeToB ANa KaXkaon BUPTyasibHOM
JIOKanbHOM CETU M yKasaTb, AOJIXKEH JIN KOMMYTaTOp reHepupoBaTh COOBLLEHNS KOHTPOIbHOIO
XypHana npu nonyveHnn naketos ARP oT kaxaon ns cetent VLAN. YTobbl 0TO6pasnTb NokasaHHbIN
HuXe aKkpaH, BbibepuTe Advanced Application > IP Source Guard > ARP Inspection >
Configure > VLAN.

PucyHok 158 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure > VLAN
[ @) ARP Ihspection YLAN Configure Configure

VLAN Start VID I End VID I
Apply |

ViD Enabled Log

Apply | Cancel |

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 101 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure >

VLAN
NMOnEe OMNMUCAHUE
VLAN B naHHOM pasgene onpeaensoTcs BUpPTyanbHble okanbHble cetn VLAN, koTopble 6yayT
HacTpanBaTbCs B pasfene Huxe.
Start VID Beeaute ngeHtndukatop Hadana ananasoHa ansa ceten VLAN, koTopble 6yayT
HacTpanBaTbCa B pasfene HUxXe.
End VID BBeaute naeHtndmkaTop KoHua aAvanasoHa ans ceteit VLAN, koTopble 6yayT
HacTpauBaTbCs B pasfene Huxe.
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25.10

25.10.1

25.10.1.1

Ta6nuua 101 DkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure > VLAN
(npogomxeHne) (Npoao/KeHNE)

NOnE OMNMUCAHUE

Apply HaxMuTe Ha AaHHY KHOMKY, 4To6bl 0TO6pa3nTb BBeAEHHbIN Anana3oH cetein VLAN B
pasaene Huxe.

VID B naHHOM none otobpaxatotca naeHtndmkaTopol VLAN ID kaxaon n3 ceten VLAN un3
BblI6paHHOro Bbiwe AnanasoHa. Npu HacTponke VLAN-ceTn * 3Tn HacTponkm
npuMeHsTCcsa Ko BceM ceTsam VLAN.

Enabled BbibepuTe Yes, utob6bl BKIOUMTL nHCNekumio ARP-nakeTos B AaHHOM ceTn VLAN.
Bbibepnte NO, 4TOb6bI OTKNOUYNTL MHCNEeKUMo ARP-nakeToB B AaHHOM ceTu VLAN.

Log YKaxuTe, [O/HKEH NI KOMMYTaTOp reHepMpoBaTb COOOLLEHNS KOHTPOIBHOMO XYypHana npu
nony4yeHun naketoB ARP ot gaHHol VLAN.

None: KOMMYyTaToOp He FreHepupyeT HMKaKuUxX COOBLEHMI KOHTPOSIbHOMO XypHasna npu
nony4yeHun naketoB ARP ot gaHHoli VLAN.

Deny: KOMMyTaTOp reHepupyeT COO6LEHNST KOHTPOJIBHOrO XYypHana npu oTbpacbiBaHUmM
nakeTta ARP ot gaHHon VLAN.

Permit: koMMyTaTOp reHepupyeT coobLEHNS KOHTPOSIbHOMO XXYypHasia nNpu nepecblsike
naketoB ARP oT aaHHon VLAN.

All: KOMMyTaTOp reHepupyeT COO6LLEHNSI KOHTPOJIbLHOIO XXYPHasia Npu KaXaoM rnoslyyeHum
nakeTtoB ARP oT gaHHomn VLAN.

Apply HaxxmuTe Apply, 4TO6bl COXPAHUTb N3MEHEHWSI B ONEPaTUMBHOM NaMsATM KOMMyTaTopa. ITu
HaCTPOMKM ByAyT yTepsiHbl B ClyYae BblK/HOYEHMS KOMMYyTaTopa unv nepebosi B nogave
NUTaHUs, NO3TOMY MO 3aBEPLIEHMN HACTPONKM HEO6X0AMMO HaxaTb Ha CCbliike Save B
BEpXHei HaBMIraLMOHHOM MaHenn Ans COXpaHeHUs U3MEHEHWIA B SHEProHe3aBUCHMMOM
namsaTu.

Cancel HaxaTune Ha AaHHY KHoMKy cbpacbiBaeT napaMeTpbl HA JaHHOM 3KpaHe K NocneaHuM

COXpaHEHHbIM 3HAYEHUAM.

CnpaBo4Hasi TexHu4eckasa uHcpopmauus

3T0 pa3aen CoaepXXnUT AOMNONHUTENbHYIO TEXHUYECKY0 MHdOpMaLKo No BonpocaM, 06CcyxaaemMbiM B
TEKYLEN rnaBe.

O630p orcnexmnBaHma DHCP

OyHKumnsa otcnexunsaHna DHCP no3sonseT oTuabTpOBbIBaTb HECAHKUMOHMPOBaHHble DHCP-nakeTbl
B CETW U AMHAMUYECKU CTpouUTb Tabnuuy npmesa3ok. bnarogaps sToMy MOXHO 3alUTUTb KJIMEHTOB OT
nony4vyeHus IP-agpecos OT HeECAaHKUMOHMPOBaHHbIX cepBepoB DHCP.

HoBepeHHbIe N He 3acnyXuBalLwme A0BepUsA NopThbi

OyHKumnsa otcnexmsaHmsa DHCP genut Bce NopTbl HA AOBEPEHHbIE U HE 3ac/yXXMBawLme JOBEPUS.
[JaHHasa HacTpoMKa He 3aBUCUT OT aHaJIorMYHOM HACTPOMKN AOBEPEHHbIX/HE 3acCy>XXMBaKLWMX
AoBepus NopToB AN PyHKUMKM nHcnekumMn ARP-nakeToB. KpoMe TOro, MOXXHO onpeaenntb
MaKcuMasnbHoe konmndectso naketos DHCP, KOTOpoe MOXeT NPpUHUMaTbCA Yepes KaxXabli U3 NopTos
(BoBepeHHbIX UM He 3aCNyXUBalLWmMX 4OBEPUS) 38 CEKYHAY.

[loBepeHHble NopTbl Noakto4arTcsa K cepeepam DHCP unu apyruMm kommyTtaTtopaM. MNMaketol DHCP,
nocTynawLime yepes goBepeHHble NopPTbl, KOMMyTaTop OT6packiBaeT NULb B TOM Ciiy4vae, ecnum
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25.10.1.2

CKOPOCTb UX MNOCTYMNNEHUNSA C/IULLKOM BbicoKa. 1o MHd)OpMaLI,MM OT AOBEPEHHDbIX MOPTOB KOMMYTATOpP
CTpOUT ANHAMUNYECKYIO Ta6nmu,y NMPpUBA30K.

MpumeuaHune: Ecnu npu BkatodeHHoM DHCP oTCcyTCTBYIOT AOBEPEHHbIE NOPTbI, TO 3aNpocChl
DHCP BbinonHATLCS He 6yayT.

He 3acnyxuBatowme goBepust NopTbl NoAKAOYaOTCA K aboHeHTaM. NakeTbl DHCP oT He
3acnyXuBaKwLWMX 4OBEPUS MOPTOB OTOpachiBaAlOTCS KOMMYTATOPOM B CMeAYHOLWNX ClyYasnx:

e [lakeT npeactasnset cobo naket cepeepa DHCP (Hanpumep, OFFER, ACK nnn NACK).

e MAC-agpec nctodHumka n IP-agpec NCToyHMKa B nNakeTe He COOTBETCTBYIOT HM OAHOMN M3
CYLLECTBYHOLWUX NPUBA3OK.

e [lakeT npeactaenset coboi naket Tuna RELEASE nnn DECLINE, 1 MAC-agpec UCTOYHMKa U NOopT
MCTOYHMKA HE COOTBETCTBYIOT HM O4HOM U3 CYLLECTBYOLWMX NMPUBA30K.

e CKOpOCTb nocTtynneHns naketos DHCP cnmwkom BbiCOKa.

Basa gaHHbIX oTcnexusaHua DHCP

Tabnunua NpUBA30K XPaHUTCA KOMMYTaTOpPOM B 3HEPro3aBMCMMON NamMsaTu. B cnyyae nepesanycka
KOMMYTaTopa OH 3arpyXaeT cTaTu4ecKkune nNpuBsa3KN U3 NOCTOSHHOW NaMaTH, OAHAKO AWHaMUYecKue
NpUBA3KK NPU 3TOM TEPSAIOTCS, T.€. YCTPOMCTBA B CETU AO/KHbI MOBTOPHO HanpaenaTb DHCP-
3anpocbl. B cBA3M ¢ 3TUM pekoMeHayeTca HacTpouTb 6asy AaHHbIX oTcnexuBaHus DHCP.

Bbasa gaHHbix oTcnexumBaHna DHCP no3BonseTr XpaHUTb AMHaMUYECKMe MpUBA3KK 415 QyHKUUA
otcnexunsaHus DHCP n nHcnekumn ARP-nakeToB B ¢aliie Ha BHelwHeM cepBepe TFTP. Ecnu 6a3a
AaHHbIX oTcnexusaHna DHCP 6bi1a HacTpoeHa, KOMMyTaTop 3arpyXaeT AMHaMU4YecKne NpmBsa3Ku 3
6a3bl gaHHbIX oTcnexunsaHns DHCP nocne nepesanycka KoOMMyTaTopa.

MO>HO HacTpoOUTb UMs U pacrnofnioXeHune daiisia Ha BHewHeM cepBepe TFTP. ®ann nmeet
cneaywowmii popmart:

PucyHok 159 ®opmaTt daiina 6a3sbl gaHHbIX oTcnexusaHns DHCP

<HaYaJIbHaA-KOHTPOJIbHaA-CyMMa >
TYPE DHCP-SNOOPING

VERSION 1

BEGIN

<NpMUBA3Ka-1> <KOHTPOJIbHaA-CyMMa-1>
<IPMBA3KAa-2> <KOHTPOJIbHAA-CyMMa-1-2>

<[IPUBA3KA-N> <KOHTPOJIbHasg-cyMMa-1-2-..-n>
END

3HayeHne <HauvanbHas-KOHTPOJIbHAasi-CyMMa> MO3BOJISET pa3finyaTbh NPUBA3KU, COXPAHEHHbIE B
nocnegHeM o6HOBNEHUM, OT MPUBS30K U3 Npeablaywmx 06HoBneHnn. Kaxaas npuBsa3ska BKIOYAET B
cebs 72 6anTa, npoben n ewe ogHY KOHTPOJIbHYIO CYMMY, KOTOpas UCMOAb3yeTCcsa AN NMPOBEPKU
NpUBA3KM B NMpoLecce CYMTbIBaHUA. ECIM BblYMCNEHHAs KOHTPOJIbHAa CyMMa He COBMNajaeT C
KOHTPOJIbHON CyMMoOW B hainne, AaHHas u BCe nocneayowmne NnpmBsaskKn MrHOPUpYOTCS.
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25.10.1.3 Undopmauusa B none Option 82 npu perpaHcnaumm DHCP

[aHHbIl KoMMyTaTOop crnocobeH A06aBnsaTh MHbOPMaLMIo K TeM 3anpocaM DHCP, koTopble UM He
oTbpacbiBatoTcs. bnarogapa atomy cepsep DHCP MoxeT nonyuntb 6onblie nHdopMauum ob
WCTOYHMKE 3anpoca. [aHHbli KoMMyTaTop cnocobeH A06aBNATL CeayoLLyo MH(OPMaLNIO:

e NpeHtudukatop cnota (1 6anT), naeHtndumkartop nopta (1 6anT), n naeHtngukatop VLAN (2
6anTa)

e Nmsa cuctembl (4o 32 6anT)
[JaHHas nHdpopmaumsa nomelwiaetcsa B none nHdbopmaumm areHta nonsa Option 82 3aronoska DHCP B

Kagpax KaneHTckux 3anpocos DHCP. lononHuTtenbHyto nHdopmauuio o nose Option 82 npu
petpaHcnsummn DHCP MoxHO HanTu B rn. 35 Ha cTp. 303.

Mpwu oTBeTe cepeepa DHCP koMMyTaTop yaansieT nHbopMaLumio U3 Nons MHbopMaumm areHTa nepes
NnepechbINIKoi OTBETa K MepBOHaYanibHOMY UCTOUYHUKY 3anpoca.

JaHHble napameTpbl MOryT 6bITb HACTPOEHbI ANns Kaxaon ncxogHon VLAN. OHKM He 3aBUCAT OT
HacTpoek peTtpaHcnsaumm DHCP (rn. 35 Ha cTp. 303).

25.10.1.4 Hactpowka orcnexuBaHusa DHCP

25.10.2

YT106bI HACTpOUTL Ha KoMMyTaTope dyHKUMIo oTcnexusaHus DHCP, BoinonHuTe cnegyrowme
OencTBus.

Bkntouunte pyHKuuio otcnexunsaHms DHCP Ha koMMyTaTope.

Bkntounte dyHkuuto otcnexuBanmsa DHCP ans kaxaoi VLAN, n HacTpoiTe 3HauyeHne ans nons
Option 82 npu petpaHcnaumu DHCP.

HacTpoiiTe foBepeHHbIe U He 3acyXuBatollme A0BEpUs MOPThl, @ TaKXKe YKaXUTe MakCcMMasbHoe
Konuyectso naketos DHCP B cekyHay, MpMHMMaeMoe Yepes Kax/ablil U3 MopTos..

HaCTpOVITe CTaTU4eECKNE NpUBA3KN.

0630p hyHKUMM nHcnekumn ARP-nakeToB

NHcnekuma ARP-nakeToB MCMOSb3yeTcs AN OTUNbTPOBbIBAHUSA HECAHKLUMOHMPOBAHHbIX MaKeToB
ARP. OT0 N03BONSET NpefoTBpaTUTbL MHOMME BMAbI aTak Knacca «man-in-the-middle», Takux kak
onuvcaHHaga B crieAyloLwem npmmepe.

PucyHok 160 [Mpumep: aTaka «Man-in-the-middle»

[ B

>
vy |H|3
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25.10.2.1

25.10.2.2

25.10.2.3

25.10.2.4

B naHHOM npuMepe KoMmnbioTep B MblTaeTcs yCTaHOBUTbL COeMHEHME C KoMMbloTepoM A. KoMnbioTep
X HaxoAWUTCH B TOM Xe LUMPOKOBELLATE/IbHOM JOMEHe, UTO U KoMMbioTep A, U nepexsaTbiBaeT ARP-
3anpoc Ana paspelleHns agpeca komnbioTepa A. Mocne aToro koMnbiotep X:

e BbiaaeT ceba KoMnbloTEpOM A 1 OTBeUaeT KoMnbioTepy B.

e Bbigaet cebsa komnbioTepoM B 1 oTnpaenseT coobuieHne KomnbloTepy A.

B pe3ynbTaTe CBA3b MeXAY KOMMNbIOTEPOM A U KOMNbIOTEPOM B MOSIHOCTBLIO OCYLLECTBISETCA Yepes
koMmnbtoTep X. KomnbioTep X MOXeET CHYUTbIBATb U U3MEHATb MHOPMaLUIo, NepefaBaemyto Mexay
yKa3aHHbIMW ABYMSA KOMMblOTEPAMMU.

MHcnekuna ARP-naketoB n dunstpbl MAC-agpecoB

Mpn 0bHapyXeHMn KOMMYyTaTOpPOM HeCaHKLMOHMPOBaHHOro ARP-nakeTta MM aBTOMaTUYeCKMn
co3gaetcs punbTp MAC-agpecos, 6nokupytowmnn Tpadpuk ot MAC-agpeca u cetn VLAN, OT KOTOpbIX
MOCTYNW/ HECAaHKUMOHUpPOBaHHbIN ARP-nakeT. MNepunoa aktnBHoctn dunbtpa MAC-aapecoB Ha
KOMMYyTaTope MOXHO HacTpauBaTb.

Takne dunbTpbl MAC-aapecoB oTM4arTcs oT 06bluHbIX dunbTpoB MAC-aapecoB (cM. . 12 Ha
cTp. 118).

e OHM COXpaHATCSA TONbKO B SHEPro3aBMCMMON NaMsaTu.
e B naMsaATK OHW HaxoAATCAa B Apyron obnactm, He BMecTe € 06bi4HbIMKU hunbTpamn MAC-agpecos.

* OTK PuNbTPbI BUAHBI TOIbKO Ha akpaHax ARP Inspection v He BuaHbl Ha akpaHax MAC
Address Filter.

HdoBepeHHbIe N He 3acnyXuBallme A0BepUA NopThbl

®OyHKUMSA MHCNeKuun ARP-nNakeToB AenuT BCE MOPTbl HA AOBEPEHHLIE U HE 3ac/yXuBatolme
AoBepus. [laHHas HacTpolika He 3aBUCUT OT aHasIorMYHON HACTPOMKM [AOBEPEHHbIX/HE
3acnyXunBatwoLLMX A0BEPUS MOPTOB AN dhyHKUUKU oTcnexmBaHma DHCP. JononHUTENbHO MOXKHO
yKasaTb MaKCMMasibHY CKOPOCTb, C KOTOPO KOMMYTaTop 6yaeT npuHuMaTb ARP-nakeTbl yepes He
3acnyxusatolme AoBepus NopThbl.

MakeTbl ARP, npuxoasime yepes AOBEPEHHbIE MOPTbl, KOMMYTaTOPOM He O0T6pacbIBalOTCS HM MO
Kakon npuynHe.

OT He 3acnyXuBatLMxX 40BepUst MOPTOB KOMMyTaTop oT6pacbiBaeT ARP-nakeTbl B CleayoLwmnx
cnyyasx:

¢ NHdopmaumsa o6 otnpasutene B ARP-nakeTe He coBnajaeT C OAHOM U3 CYLLECTBYHOLWMX NPUBA3OK.

e CKOpOCTb NocTynneHns naketos ARP CIMLWLKOM BbiCOKa.

CucrtemHbIN XypHan Syslog

Mpwu nepecbinke nnu otbpacbiBaHMn naketos ARP kOMMyTaTOp MOXeT OTnpaBnsATb coobLieHus
CUCTEMHOIO XypHarna syslog Ha ykasaHHbIn cepsep syslog (rn. 40 Ha cTp. 354). B uensax 6onblen
3(pHEKTUBHOCTN KOMMYTATOP MOXET KOHCOMMANPOBaTbL COO6LEHNS KOHTPOSIbHOIO XXYypHana u
OTNpaBnATb UX NapTUAMMU.

Hactpownka nHcnekumn ARP-nakeToB

YT106bI HACTPOUTL Ha KOMMyTaTope MYHKLUUIO MHCNeKunn ARP-nakeToB, BbIMOJIHUTE CneayoLmne
OencTBums.
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naBa 25 3awumTa oT nogmeHsl IP-agpecos

HacTponTe otcnexumBaHne DHCP. CM. pa3a. 25.10.1.4 Ha cTp. 240.

MpnMeyaHne: PekoMeHAYETCHA BKAKOUUTL oTcnexusaHme DHCP kak MMHMMYM 3a OAWH
OEHb A0 BKAOYeHUs nHcnekummn ARP-nakeToB, 4Tobbl Y KOMMyTaTopa 6b110
[OCTaTOYHO BpPEMEHW AJ19 NOCTpoeHns Tabnnubl NpMBSA30K.

BkntounTte dpyHkUU nHcnekumn ARP-naketoB B kaxxaolh cetu VLAN.

HacTpoiiTe oBepeHHbIe 1 He 3acyXuBatollme A0BEpUs MOPThl, @ TaKXKe YKaKMTe MakCcMMasbHoe
KonnyecTso naketos ARP B cekyHay, NMpUHMMAEMOE Yepes Kaxablii U3 NopToB.
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3awmTta oT obpasoBaHuA neTenb

26.1 O630p dyHKUUM 3aWNTbLI OT OOpa3zoBaHUA NneTenb

B AaHHOI rnaBe onvMcaHa HacTpolika Ha KOMMyTaTope MexaHu3Ma 3alnTbl OT 06pa3oBaHus NeTenb
Ha rpaHuLe ceTu.

OyHKUMS 3aWmThl OT 06pa3oBaHMs NeTesNb NO3BOJISIET HACTPOUTb HA KOMMYyTaTOpe OTK/OYEeHUEe
onpeaeneHHoro rnoprta npu obHapyXeHUn cuTyaumun, Korga oTnpaBasSeMble Yepes 3TOT NOPT NaKeTbI
BO3BpaLLalOTCs Ha KOMMyTaTop. NS 3awmnTbl OT 06pa3oBaHMs NeTenb B ONOPHOM CETU MOXHO
MCNOoMb30BaTb NPOTOKOM NOKpbiBatowero agepesa (STP), ogHako STP He obecneynBaeT 3aWmnThbl OT
netefnb, KOTOPbIE MOTYT BO3HUKHYTb Ha rpaHuLe ceTu.

PucyHok 161 3awwuTa oT obpasoBaHus netesb n STP

STP

3awumra oT :
obpasoBaHua i
netenb P
E
i
14

[ep——_

————

PrT

JononHuTenbHyo nHMOPMaLMIO MOXHO HAaNUTK B pa3a. 26.1.2 Ha cTp. 243.

26.1.1 O yem pacckasbiBaeTcsl B 3TOU rnaBe

C nomouwbto 3kpaHa Loop Guard (pa3a. 26.2 Ha cTp. 245) MOXHO BK/OUYUTb (PYHKLUMIO 3alWMThl OT
obpasoBaHus neTesb HA KOMMyTaTOpe M ornpeAesieHHbIX nopTax.

26.1.2 Y710 He0OXOAMMO 3HATb

(DYHKLLVIH 3aWunTbl OT 06pa3OBaHI/IF| neTenb npeaHasHa4veHa cneunanbHO A1 YCTPpaHEHUA npo6neM
Ha rpaHuue ceTtu. Mpobnema MOXeT BO3HUKHYTb MpW MOAKIOYEHUN NOpPTa K KOMMyTaTopy, Ha
KOTOpoM obpa3oBanacb netns. Netns obpasyeTcs B pe3ynbrate yesnoBeyeckon owmnbkn. OHa
BO3HUKAET, Korga ABa Nopta KOMMyTaTopa OKa3blBatoTCA CoeAMHEHHbIMW OAHUM Kabenem. an
paccblyike KOMMYTaTOPOM C NETNEN LNMPOKOBELLATENbHbIX COObLLEHNI OHM BO3BpaLLatoTCa Ha
KOMMYTaTop U MOBTOPHO PETPaHCAUPYIOTCA CHOBA M CHOBA, Bbi3blBas LWMPOKOBELLATENbHbIA LUTOPM.
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naBa 26 3awuTa oT obpasoBaHus neTesnb

Mpy NoaknoUYeHnn KoMMmyTaTopa (6€3 netTnn) K KOMMyTaTopy C NeTnei npobaeMbl NocneaHero
oTpaxatoTcs Ha MepBoM creayowmnM o6pasom:

e OH GYAET NMPpUHUMaTL WNPOKOoBeLWaTeNibHbIE COO6LLI,eHMF|, paccblylaeMble KOMMYTAaTOpoOM C neTnen.

e OH 6ygeT nony4yaTb CO6CTBEHHbIE WIMPOKOBELLaTebHble COOOLEHMS, TaK KaK OHM 6yayT
BO3BpaLlaTbCs NO nNeTne K HeMy. [ocne 3Toro atn coobweHnsa 6yayT peTpaHCIMpoBaTbCs
KOMMYTaTOpOM MOBTOPHO.

Ha pucyHke Huxe nsobpaxeH nopt N koMMyTaTopa A, MNOAK/IOUYEHHbIN K KOMMyTaTopy B.
KoMMyTaTop B HaxoauTcst B COCTOSIHMM NeTnu. Mpu Bbixo[e WMPOKOBELATebHbIX UK
MHOr0aApecHbIX coobLLeHN 13 nopTa N M UX NOCTyNNeHUN Ha KOMMyTaTop B 3TK cooblleHUss BHOBb
HanpasnaTca Ha nopT N KoMMyTaTopa A, NMoc/ie UX peTpaHciAaL MM KOMMYyTaTopoM B.

PucyHok 162 KomMyTaTop C netnen

®DyHKUMS 3anTbl OT 06pa3oBaHUs NeTesb NPOBEPSIET, HE NOAKIOYEH X NOPT C aKTUBUPOBAHHOW
yHKUMEN K KOMMYTaTOPY C neTnei. [ina 3Toro oHa NepmoanYeckn pacchiiiaeT NpobHble NakeTbl U
npoBepsieT, He BO3BPALLAIOTCS 1M 3TU MaKeTbl Yepe3 TOT Xe caMblii NopT. MNpu 06HapyXXeHUN Takoro
COb6bITUS KOMMYTATOP OTKJIKOYAET MOPT, KOTOPbIN NOAKMIOYEH K KOMMYTaTOpy C NeTnen.

Ha pucyHke Huxe nsobpaxeH nopt N KoMMyTaTopa A C BK/IOUYEHHON QYHKLMEN 3aluTbl OT
06pa3oBaHUs NeTesb, KOTOPbI MOCbIIaeT NpobHbI NakeT P Ha koMMyTaTop B. MoCKOsbKy
KOMMyTaTop B HaxoAuTCa B COCTOSIHUM METAN, NpobHbIA nakeT P Bo3spallaercs Ha nopT N
KoMMyTaTopa A. 3aTeM KOMMyTaTop 3akpbiBaeT nopT N, UTo6bl OrpaAnTb OCTaslbHY YacTb CETU OT
B/IMAAHUSI KOMMYTATOpPa, HaxXxoAsLLErocs B COCTOAHUN NETN.

PucyHok 163 3awuTa oT obpa3oBaHus netenb — NpobHbIN nakeT

A B

[aHHbI KOMMyTaTOp Takxke oTktouMT nopT N, ecnm NpobHbIM NakeT BepHETCs Ha KoMMmyTaTop A
yepes nobon gpyron nopt. Apyrnmm cnosamm, GyHKUMS 3aWuTbl OT o6pa3oBaHus nNeTesnb
3almaeT Takxke oT 06blYHbIX NeTesb B ceTU. Ha NnpuBeAeHHOM HMXKE PUCYHKE MOKa3saH npumep C
TpeMs KoMMyTaTopaMu, ob6pasyrowmnMmn NeTao. Ha pucyHke Takxke nokasaH nyTb NPo6HOro naketa,
oTnpaBnsemMoro yHKUMen 3awmTbl OT 06pasoBaHus neTenb. B AaHHOM npuMepe NpobHbI NakeT
otnpasnsietcs n3 N 1 Bo3BpallaeTcs Ha aApyroi nopT. Ecnv Ha nopty N BkIoueHa hyHKUMUS 3aLLmThbl
OT 0bpa3oBaHMs neTenb, KOMMyTaToOp 6yaeT 3akpbiBaTh NOPT N BCSKMIA pa3, koraa npobHbIi naket
BO3BpallaeTcs Ha KOMMyTaTop.
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maBa 26 3awuTa oT 06pasoBaHus neTenb

PucyHok 164 3awwuTa oT obpa3oBaHus neTesib — NeTns B CETU

MpumeyaHue: MNMocne ycTtpaHeHnsa npobnemMbl C NeTnem B CETU OTKAOYEHHbIA NOPT MOXHO
CHOBa aKTMBMpoOBaTb Yepe3 web-koHburypaTop (cMm. pasa. 8.7 Ha cTp. 71).

26.2 HacTtpowuka 3awuThbl OT 0Opa3oBaHUA neTenb

YT0o6bl 0TO6pa3nTb NOKa3aHHbIN HMXE 3KpaH, BbibepuTte B HaBMraumoHHon naHenu Advanced
Application > Loop Guard.

MpuMmedaHme: OyHKUKMS 3aWwmTbl OT 06pa3oBaHns neTesb He MOXeT ObiTb BKJIOYEHA Ha
nopTax, ANs KOTOPbIX BK/IOYEH MPOTOKOA NoKpbiBatowero gepesa (RSTP, MRSTP
nnn MSTP).

PucyHok 165 >SkpaH Advanced Application > Loop Guard
[ @) Loop Guard ]

Active i

=
=]
=18
=
o
E:

I A e e n Fhom Eh i Em e e H

<

Applyl Cancel |
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naBa 26 3awuTa oT obpasoBaHus neTesnb

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 102 SkpaH Advanced Application > Loop Guard

NONE

OMNCAHME

Active

YcTaHOBWTE 3TOT NepekstodaTesnb, YToObl BKIIOUNTL 3aLlUMTy OT 06pa3oBaHusi NeTesb Ha
KOMMyTaTope.

Mpun oTkNOYEHNM NOpTa B pe3ynbTaTte AeNCTBUS PYyHKLUMM 3amTbl OT obpa3oBaHusa neTenb
KOMMYTaTOp reHepupyeT coobuieHuns syslog, coobeHnsi BHYTPEHHEr0 KOHTPOJSIbHOIO
XXypHana, a Takxe «ioBywkn» SNMP.

Port

B 3ToM nose oTobpa)xaercs HoMep rnopTa.

C NoMoLLblo 3TOW CTPOKM MOXHO HAaCTPOUTb OAHOBPEMEHHO BCe NOPTbl. C MOMOLLbIO 3TOM
CTPOKM MOXHO Ha3HauuTb obLiMe A5 BCeX MOPTOB HACTPOWKM, @ 3aTeM BHECTU
Heo6XxoANMble U3MEHEHWSI HA YPOBHE OTAEbHOro nopTa.

MpumedaHne: N3ameHeHnsa B JaHHON CTPOKe cpasy e KOMUPYTCS Ha BCE NOpThI.

Active

YCTaHOBWTE 3TOT NnepekstoyaTesb, YTobbl BKAYMTL 3aLliMTy OT 06pa3oBaHus neTesnb AN
AaHHOro nopTa. JlaHHbli KOMMyTaTop 6yAeT OTnpaBAsTb NPo6Hble NaKeTbl Yepes 3TOT NopT
[ANS NMPOBEPKW, HE NMOAKIIIOYEH /I OH K KOMMYTaTOopy C neTnei. B ciyyae obHapyxeHus
MOAK/OYEHMUS LJAHHOMO MOPTA K KOMMYTaTopy C NET/E AaHHbIA KOMMYTATOp OTK/UUT 3TOT
nopT.

CHMMUTE BblaeneHune C nepeknoyaTens, ecim HeobxoanMMo OTKIKUYUTbL 3TY PYHKUMIO
3aWnTbl OT 06pa3oBaHuns NneTesb.

Apply

HaxmuTte Apply, 4TO6bI COXpaHUTb N3MEHEHUS B ONEpaTMBHON NaMsaTU KOMMyTaTopa. 3Tu
HacTporkun 6yayT yTepsHbl B Cllyvae BblK/IOYEHMS KOMMyTaTopa nin nepebos B nogave
NUTaHWs, NO3TOMY MO 3aBEepLUEHUN HAaCTPOMKM HEOH6XO0ANMMO HaXaTb Ha CCblfike Save B
BepXHeWN HaBMraLUWMOHHOW NaHenun AN COXpaHEeHUs U3MEHEHUI B SHEProHe3aBUCMMOW
namsTu.

Cancel

Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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27

TyHHenMpoBaHue NPOTOKONOB YPOBHSA 2

27.1 O630p TYHHENNPOBAHUSA NMPOTOKONOB YPOBHSA 2

B aTolt rnaBe onucaH NpoLecc HAaCTPONKN TYHHENTMPOBAHMSA MPOTOKOJIOB YPOBHS 2 HA KOMMYyTaTope.

TyHHenupoBaHne NpoTOKO/I0B YPoBHSA 2 (L2PT) ncnonb3yercs Ha rpaHUYHbIX YCTPOMCTBAX
npoBanaepos yCcnyr.

27.1.1 O yeMm pacckasbiBaeTcsl B 3TOU rnaBe

C nomouwbto 3kpaHa Layer 2 Protocol Tunnel (pa3a. 27.2 Ha cTp. 248) MOXHO BKJ/IIOUYUTb Ha
KOMMyTaTope TyYHHeMpoBaHMe NpPOTOKOJI0B YPOBHSA 2 1 ykasaTb MAC-agpec, KOTOpbIi KOMMyTaTop
6yaet ncnonb3oBaTtb A8 UHKAMNCYSUNMM NAKeTOB NPOTOKOJIOB YPOBHSA 2 MOCPeACTBOM 3aMeHbl B HUX
MAC-agpeca Ha3HauyeHwus.

27.1.2 Y10 HEeOOXOAMMO 3HATb

TyHHenupoBaHne NpoTOKO/I0B YpPoBHS 2 (L2PT) ncnonb3yercs Ha rpaHUYHbIX YCTPOMCTBAX
npoBanaepos yCcnyr.

OyHKUmMa L2PT no3BonseT rpaHMYHbIM KOMMyTaTopaM (1 1 2 Ha pUCYHKE HUXKE) TYHHeNMpoBaTb
nakeTbl NPOTOKOIOB ypoBHA 2 STP (Spanning Tree Protocol), CDP (Cisco Discovery Protocol) n VTP
(VLAN Trunking Protocol), umpkynupytowme mexay KoMmmytatopamm knventa (A, B u C Ha pucyHke
HWXe), NOAK/IOYEHHbIMU Yepe3 ceTb npoBangepa ycnyr. [paHnyHbI KOMMYTaTOp MHKancynmpyeTt
nakeTbl MPOTOKO/I0B YPOBHSA 2 C NoMoLlbio onpegeneHHoro MAC-agpeca nepepj TeM, Kak oTnpas/isaTb
MX Yepes ceTb NpoBanaepa ycnyr Ha Apyrue rpaHnyHble KOMMYTaTopbl.

PucyHok 166 CeTeBoOW cueHapwuii TYHHeIMPOBaHUSA NPOTOKOSIOB YPOBHS 2

CeTb npoBaiigepa ycnyr ¢

mm 2T =Y
L —

Ecnn B npuBeaeHHOM HUMXe npuMepe BKIUNTL GyHKumMo L2PT ans npotokona STP, KOMMYTaTopsl
A, B, C n D 6yayT HaxoanTbCa B O4HOM M TOM >Xe MOKpbIBaOLWEM AEPEBE, HECMOTPSA Ha TO, UTO
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maBsa 27 TyHHenupoBaHne NPOTOKOSIOB YPOBHS 2

KOMMyTaTop A He MOAK/IOYEH HamnpaMytlo K koMMmyTatopam B, € n D. MHdopmMauuns o6 nsMmeHeHuu
TOMOJIOrMK MOXET PacrnpoCTPaHATLCS Yepes ceTb npoBaidepa ycayr.

YT06bI 3MYNIMPOBaTb TOMOJOMMIO TUMA «TOYKa-TOYKa» Mexay ABYMS KOMMyTaTopaMu KJMEHTa,
HaxoAsILWMMUCS Ha pasfiIyHbIX niowaakax, Hanpumep, A n B, MOXHO BKIOUYNTb DYHKLUMIO
TYHHEIMPOBaHUA NPOTOKO/IOB Ha MPaHUYHbIX KOMMyTaTopax 1 n 2 ans npoTtokonos PAgP (Port
Aggregation Protocol), LACP nnn UDLD (UniDirectional Link Detection).

PucyHok 167 [lpumep ceTn ¢ ucnonb3osaHuem L2PT

N s —

CeTb npoBangepa ycnyr I C

27.1.2.1 Pexum TYHHenMpoBaHUS NPOTOKOSIOB YPOBHSA 2

Kaxxablii MOPT MOXET UCMO/b30BaTh ABa peXunMa TYHHENMpPOBaHMS NPOTOKO/IOB YPOBHS 2, Access
(Ooctyn) v Tunnel (TyHHenNb).

e [opT AocTyna Access — 3T0 BXOASLWMI NOPT Ha rpaHMYHOM YCTPOMCTBE npoBanaepa ycnyr (1 nnm
2 Ha puc. 167 Ha cTp. 248), KOTOPbIA NOAKAOYEH K KOMMyTaTopy kaveHTa (A nau B).
KoMMyTaTop MHKancympyeT nakeTbl NPOTOKO/Ia YPOBHSA 2, NPMHMMaeMble Yepes nopT A40CTyna, u
rnepecblnaeT UX Ha TYHHESIbHble NOPThI.

e TyHHenbHbI NopT Tunnel — 3T0 ncxoAsAWMN NOPT HA FPAaHUYHOM YCTPONCTBE CETM NpoBanaepa
YyCNyr, KOTOpbI/ NOAKIOYEH K APYrOMY KOMMYyTaTopy npoBalaepa ycnyr. Bxoaswume
MHKanNCy/MpoBaHHble NakeTbl MPOTOKONAA YPOBHSA 2, NPUHMMaeMble Yepe3 TyYHHEe bHbIA NopT,
AeKancynpyroTcs 1 nepecbinatoTcs Ha NopT AocTyna.

27.2 HacTtpouka TYHHenMpoBaHUSA NMPOTOKOSIOB YPOBHSA 2

BbibepuTe B HaBuraumoHHor naHenn Advanced Application > Layer 2 Protocol Tunneling,
4YTO6bl OTKPbITb 3KpaH, N306paKeHHbIN Ha PUCYHKE HUXKE.
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maBa 27 TyHHenMpoBaHne NPOTOKOMNOB YPOBHS 2

PucyHok 168 DkpaH Advanced Application > Layer 2 Protocol Tunneling
| @) Layer 2 Protocol Tunnel J

............................... Rotie o D
Destination MAC Address oo joo oo foo 0o
Port cDpP STP VTP ROSI{ Roint Mode
PAGP LACP UDLD
* - r - - r - Access x|

Access 'I
IAccess 'I
IAccess 'I
Access 'I
Access 'I
IAccess vI
IAccess 'I
IAccess 'I
Access 'I
Access 'I
IAccess vI
IAccess 'I

Applyl Cancel |

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 103 SkpaH Advanced Application > Layer 2 Protocol Tunneling

MOnE OMUCAHUE

Active BbibepuTte 3Ty onumio, ecnu TpebyeTcs BKIOUYNTb TYHHENMPOBaHWE NMPOTOKOIOB YPOBHA 2 Ha
KOMMyTaTope.

Destination Ykaxute MAC-aapec, KoTopbli KOMMyTaTop 6yAeT MCnofib30BaTb 418 MHKaNCcynsuum

MAC Address

nakeToB YPOBHS 2 nyTeM 3aMeHbl B HUX MAC-agpeca Ha3HayeHus.

MpumeyaHne: B 3TomM none MoOXHO yka3aTb Kak ogHoagpecHbln, Tak 1 MAC-agpec
MHoroagpecHow paccbinku. MNpu ncnonb3osaHnn MAC-agpeca ogHoaapecHOM
pacchbInkv yooCcToBepbTeCh, YTO OH OTCYTCTBYET B Tabnuvue agpecoB kKommyTaTopa B
CceTu npoBanaepa ycnyr.

MpumeyaHne: Bce rpaHnyHblie kKOMMYyTaTOpbl B CETU NpoBanaepa ycnyr AOMKHbI
MCMoNb30BaTh AN MHKaNCynsauum oguH 1 1ot xxe MAC-agpec.

Port

B 5TOM nosie oto6pa)aeTcs HoMep nopra.

C nomoubio 3TOM CTPOKWM MOXHO HacTpoOuTb O4HOBpPeMeHHO Bce nopThl. C NOMOLLbIO 3TON
CTPOKM MOXXHO Ha3Ha4UTb obwue ans Bcex nopTtos HaCTpOVIKVI, a 3aTeM BHECTU
HeobxoAnMble N3MeHeHnsa Ha YpPOBHE OTAENBbHOINO NopTa.

MpumeyaHune: IameHeHMs1 B JaHHOW CTPOKe Cpasy Xe KoOnnpyrTcd Ha BCe NOPThI.

CbhP

Mpwn BbIGOPE 3TOM ONUMKM KOMMyTaTop 6yaeT TyHHennposaTb nakeTbl CDP (Cisco Discovery
Protocol) c TeM, 4yT06bI 06€CneunTb 06HapyxeHne apyrux yctponcts Cisco B ceTu
npoeanaepa ycnyr.
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maBsa 27 TyHHenupoBaHne NPOTOKOSIOB YPOBHS 2

Ta6nuua 103 DkpaH Advanced Application > Layer 2 Protocol Tunneling (npoaomxeHue)

MOnE OMNMUCAHME

STP Mpwn BbIGOpE 3TONM OoNuun KoMMmyTaTop 6yaeT TyHHennposaTtb nakeTol STP (Spanning Tree
Protocol) c Tem, 4To6bl 06ecneunTbL HopManbHoe BYHKUNMOHMPOBaHME NpoTokona STP B ceTn
nposanaepa ycayr u BO3MOXHOCTb CO3A4aHUSA NOKPbIBAKOLWNX AepPEBbEB HA OCHOBE
MHMOPMaUMKN 0 MOCTax M30 BCEX CETEN, IOKANbHbIX N yAANEHHbIX.

VTP Mpwu BbIGOPE ONUMKM KOMMYyTaTOp 6yaeT TyHHenmpoBaTb nakeTbl VTP (VLAN Trunking

Protocol) c Tem, 4To6bI BCE KNEHTCKME KOMMYTaTOPbl MOMN UCMOJIb30BaTb OAMHAKOBYIO
KoHdurypauuto VLAN Bo Bcel ceTn nposaligepa ycnyr.

Point to Point

KOMMYTaTOp NoaAep>XXunBaeT TYHHennpoBaHue npotokonos PAgP (Port Aggregation Protocol),
LACP (Link Aggregation Control Protocol) n UDLD (UniDirectional Link Detection) ans
TOMOJIOTMK TUMA «TOYKa-TOUKa».

N PAgP, n UDLD sBnstoTCca BHYTPUMUPMEHHBIMM NPOTOKOMAMN KaHanbHOro yposHs Cisco.
PAgP aHanornyeH LACP 1 ncnonb3yeTcs A5 opraHmsaumm aBToOMaTMUYEeCKOM JIOrM4Yeckon
arperaumu noptos Ethernet. UDLD cnyxuTt ansa onpeaeneHns dusmMyeckoro cratyca
coeANHeHNS N 0bHapyXeHWst O4HOHAMNPaB/IEHHbIX KaHaMoB.

PAGP

Mpw BbIGOpE 3TON Oonuun KoMMmyTaTop 6yaeT nepeckisiaTth NakeTbl PAGP napTHepckuM
YCTPOMCTBaM AN aBTOMATM4YeCKON YCTAHOBKM COEAUHEHUSI U CO34aHUs JIOrM4YeCcKom
arperaumun nopToBs.

LACP

Mpwn BbIGOpe 3TOM onuun KoMmyTaTop 6yaeT nepecbinatb nakeTol LACP napTHepCckum
yCTPOWCTBaM AN AMHAMWYECKOro CO34aHuns rpynmn nopToB W ynpas/ieHUs UMK,

uDLD

Mpwn BbIGOpE 3TONM onuum KoMMmyTaTop 6yaeT nepecbinatb naketsl UDLD Ha nopTt
NapTHEPCKOro YCTPONCTBA, K KOTOPOMY OH MOAKIIIOYEH, ANA OTCAEXMBaHUS HU3NYECKOro
cTaTyca CoefuHEHUS.

Mode

Mpwn BbI6Ope onumn Access KoMMyTaTop ByAeT MHKaNCyIMpoBaTh BXOASLLME NaKeTbl
NPOTOKOJIOB YPOBHS 2 U NMepecbiiaTb UX Ha TYHHeENbHbIA NopT (unu nopTtel). Onuunto Access
cneayeT BbIbMpaThb AN15 BXOAALWMX NOPTOB Ha rpaHuLe CeTM nposangepa ycnyr.

Mpumeyanne: Bkniountb TyHHENMpoBaHWe Anst npoTtokonos ypoBHsA 2 STP, LACP, VTP, CDP,
UDLD 1 PAGP MOXHO TONbKO Ha nopTtax gocTyna.

Onuvio Tunnel cneayeT BbIGUpaTh TONLKO ANSi FPaHUUYHbBIX YCTPOWCTB CETU NpoBaiaepa
ycnyr. B aTM cnyyae komMmyTaTop byaeT AeKancyMpoBaTb UHKAMNCyIMpoOBaHHbIE NMaKeTbl
NMPOTOKOJI0B YPOBHS 2, MOJSTyYEHHblE Yepe3 TyHHEesbHbI/ NOopPT, NyTeM MOAMEHb! TEKYLLEro
MAC-agpeca HasHaueHUs Ha UCXOAHBIN 1 Noc/eayloLLeil X NepecbisikM Ha NopT AocTyna.
Ecnu gaHHas @yHKUMS He BK/IOYEHA Ha MOpTYy AOCTyna, TO NakeTbl ANs 3TUX NPOTOKONO0B
6yayT oTbpacbiBaTbCS.

Apply

Haxxmute Apply, UTO6blI COXPaHUTb U3MEHEHUSI B ONepaTUBHOMN NaMsTM KOMMyTaTopa. 3Tu
HaCTpoWKKN 6yayT yTepsiHbl B Clly4Yae BbIK/IIOUEHMS KOMMyTaTopa unu nepe6osi B nogave
NUTaHUsi, NO3TOMY MO 3aBepLUEHUN HACTPONKM HEOBX0AMMO HaxaTb Ha ccbinke Save B
BEpXHEN HaBUIrauMOHHOM NaHenn Ans COXpaHeHUs U3MEHEHWIA B SHEPrOHE3aBMUCMMON
naMsiTu.

Cancel

Haxmute Cancel, uTo6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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PPPOE

28.1 O630p npomexyTouHbix areHToB PPPOE

B oToM rnaeBe pacckasbiBaeTcs 0 TOM, KakuM ob6pa3oM KOMMYTaTop NpeaocTaBnasieT cepBepy
TepMmnHaummn PPPOE nononHMTENbHYO MHGOPMaLmMio, KOTOPYIO TOT MOXET UCMNOb30BaTh 414
naeHTudmnKaummn n ayteHtTndukaumm knnenta PPPOE.

MpomexyTouHbin areHT PPPoOE (PPPOE Intermediate Agent, PPPoOE IA) ncnonb3yeTcs B npouecce
B3aMMOAENCTBMSA MexAay cepBepoM U kaneHtamm PPPoOE. OH nomoraet cepsepy PPPoE
MAEHTUONLMPOBaTb M ayTEeHTMMULMPOBaTb KIIMEHTOB NyTeM AobaBneHus nHdopmaumm o6
aboHEeHTCKOM NMMHUM B NakeTbl 06HapyxeHus PPPOE, nocTynatowue oT KIMEHTOB, B paspese
OTAEesNbHbIX MOPTOB M coveTaHui «nopT-ceTb VLAN», nepej TeM, Kak nepecnaTb UX Ha cepsep
PPPOE.

PucyHok 169 0630p npoMexyTo4yHbix areHToB PPPoE (PPPoE IA)

Knuewt PPPoE MpomexyTouHbIn areHT PPPoE Cepaep PPPoE
[ T
[ i U i

28.1.1 O yeMm paccka3biBaeTCA B 3TOMU rnaee

e JkpaH PPPOE (pa3a. 28.2 Ha cTp. 254) cnyXuT Ans HaCTPOMKKM OCHOBHbIX napameTtpos PPPoE.
e C nomowbio 3kpaHa Intermediate Agent (pasa. 28.3 Ha cTp. 254) MOXHO BKAOUYUTL Ha
KOMMYyTaTope NpoMexXyTouHbln areHT PPPOE.

e C nomowbto akpaHa PPPoOE IA Per-Port (pa3a. 28.3.1 Ha cTp. 255) MOXHO 3aaaTb COCTOsIHME
OTAesbHbIX MOPTOB M HAaCTPOUTb AN HUX Cybonuum NpoMexyTo4uHbIX areHToB PPPOE.

e C nomowebto s3kpaHa PPPoOE IA Per-Port Per-VLAN (pa3g. 28.3.2 Ha cTp. 257) MOXHO
HacTpOUTb NapaMeTpbl MPOMEXYTOYHbIX areHToB PPPOE, KOTOpble NPUMEHSIOTCS K onpeaeneHHon
cetn VLAN Ha onpeaeneHHoOM nopry.

e C nomouwbto akpaHa PPPoOE IA for VLAN(pa3a. 28.3.3 Ha cTp. 258) MOXHO BK/IHOUYNTb
NMpoMexXyTo4dHbIn areHT PPPoE ansa onpenenenHon cetn VLAN.

28.1.2 Yto HeoOXOOAUMO 3HaATb

O3HaKkoMbTechb € MHdopMaLneit o NpoTokosie ARP, KoTopas NOMOXeT npu paboTe c aKpaHaMmu,
onmncaHHbIMK B 3TOM rnase.
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28.1.2.1 ®opmaTt TeroB npomMexyToyHbix areHToB PPPoOE

Mpwn BKAOYEHHOM NMpPOMeXyTO4YHOM areHTe PPPOE kommyTaTop nobasnseT Ter ¢ uHdbopmaumen ot
npoussoanTens B naketbl PADI (PPPoE Active Discovery Initialization) n PADR (PPPoE Active
Discovery Request), npuxoasiwme oT knmeHToB PPPOE. 3ToT Ter onucan B RFC 2516 v ans aaHHoOM
dYHKUMN UMeeT cneayowmn dopmar.

Ta6bnuua 104 ®opmaT Tera ¢ nHbopMaumen oT NPonU3BOANTENSA ANS NPOMEXYTOYHOro areHTa PPPOE
Tag_Type Tag_Len Value i1 i2
(0x0105)

3HaveHune nong Tag_Type ans Teros ¢ MHGoOpMaumen oT nponssogutens pasHo 0x0105, kak
ykaszaHo B RFC 2516. 3HauyeHne nonsa Tag_Len ykasbiBaeT Ha AnuHy nonen Value, il u i2.
3HauveHunemM nonga Value sBnserca 32-pa3spsgHoe uncno 0x00000DE9, koTopoe cooTBeTCTBYET
3anucu IANA «ADSL Forum». Mons il u i2 npeacrasnsoT cobon cybonummnm NpoMexyToyHOro areHTa
PPPOE, koTopble coaepaT AOMOMHUTENbHY MHdOpMaumio 0 knmeHTe PPPOE.

28.1.2.2 ®opmat cybonuun

CywecTByeT aBa Tvna cybonumin: «Agent Circuit ID Sub-option» n «Agent Remote ID Sub-option».
OHun nMetoT cnepytowme cpopmaTbl.

Tabnuua 105 ®dopmat cybonumm PPPOE IA Circuit ID: Ctpoka, BBoAgMMasi rnosb3oBatenem
Cybonuuns OnvHa 3HaueHune

0x01 N Crtpoka

(1 6anT) (1 6awnT) | (63 6anta)

Ta6bnuua 106 ®dopmat cybonumm PPPoE IA Remote ID
Cybonuus OnvHa 3HaueHune

0x02 N MAC-agpec nnu cTpoka
(1 6awnT) (1 6anT) | (63 banTa)

3HauveHne 1 B nepBoM nosne naeHtTuduumupyet cybonumio Agent Circuit ID, a 3HaueHune 2 -
cyb6onuunio Agent Remote ID. Cnegytoulee none onpeaenseTt AnMHy nons. JaHHblA KOMMyTaTop
BocrnipuHumaeT cTtpoky Circuit ID, BBeAeHHY0 Bpy4Hyto ansa cetn VLAN Ha AaHHOM nopTy, Kak
3Ha4YeHue nepsBoro npuoputeTa, a cTpoky Circuit ID, ykasaHHY0 AN nopTa — KaK 3Ha4YeHue BTOpOro
npuopuTteTa. Ecnm He ykasaTb HW O4HOW CTPOKW, ONpeaensieMomn nosb3oBatesieM, TO KOMMyTaTop
6ynet nomewaTb B cybonumio Agent Remote ID MAC-agpec knmueHTa PPPOE.

M'mbkun cuHtakcuc Circuit ID 3a cyeT CNONb30BaHUA CTPOK-MAEHTUNKATOPOB
M NepeMeHHbIX

Ecnu He yka3saTb cTpoky Circuit ID gnsa onpegeneHHon cetn VLAN Ha onpeneneHHoOM NopTy uauv Ans
onpegeneHHoro nopta, kommytatop byaet nob6aBnsaTb 3a4aHHbIE NOfib30BaTENEM CTPOKY-
naeHTndukaTop n nepemMeHHole B cybonumio Agent Circuit ID. B kauecTBe nepeMeHHbIX MOXHO
MCMoNb30BaTh naeHTudUKaTop crota kameHTta PPPoE, Homep nopTa knmeHTa PPPOE n/vnu
naeHTugpukaTtop cetn VLAN B nakete PPPoE.

B kauecTBe pasgenuntens Ansa CTpok-naeHTUPUKaTopos, MAEHTUPUNKATOPOB CNOTOB, HOMEPOB
nopToB 1 naeHTugumnkaTopos cet VLAN ID MOXHO MCMOAb30BaTb CUMBOS «peLlueTkn» (#),
asoeTtoume (;), Touky (.), 3anatyto (,), npsMyto kocyto 4epTy (/) n npoben. Cybonunsa Agent Circuit
ID MoxeT BbIrNsaeTb, Hanpumep, Tak «kommyTtaTop/07/0123». 2TO 03Ha4vaeT, yYTo NakeTbl PPPOE
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npuxoaaT oT knmeHTa PPPOE, kKOToOpbIi NOAKAKOYEH K NOPTY 7 KOMMyTaTopa v BxoauT B ceTb VLAN
123.

Ta6nuua 107 ®opmat cybonuum PPPOE IA Circuit ID: Nicnonb3oBaHue CTpOK-UAEHTUHUKATOPOB U
nepeMeHHbIX

Cy6onuus  [OnvHa 3HauyeHune

0x01 N Crtpoka- pa3spenu- WpeHTun- | paspenu- Homep pasgenun- | VLAN ID
WAEHTU- Tenb dukartop | Tenb nopta Tenb
dukaTop cnoTta

(1 6anT) (1 6anT) | (53 6awTa) | (1 6anT) (1 6awut) | (1 6anT) (2 6arita) | (1 6awT) (4 6avita)

CunTtakcuc Circuit ID no ymonyanuto (WT-101)

Ecnn He ykasaTtb cTpoky Circuit ID ang onpegeneHHon cetn VLAN Ha onpeaeneHHOM NOpTy v Ans
onpeaeneHHoro nopta u OTK/YUTL onumto rMbkoro cmHTakcuca Circuit ID Ha akpaHe PPPoOE >
Intermediate Agent, To kommyTaTop 6yaeT aBTOMaTUYeCKkn reHepupoBaTb cTpoky Circuit ID B
COOTBETCTBUM C npaBmnamu cuHtakcuca Circuit ID no ymon4aHuio, onmcaHHbIM1 B OKyMeHTe DSL
Forum Working Text (WT)-101. WaeHTudumnkaTopoM y3na A0CTyna no yMOSYaHUIO ABASETCS UMS
XOCTa NpoMeXxyTo4Horo areHta PPPoE, noactpoka «eth» o6o3HauaeT «Ethernet».

Ta6bnuua 108 ®opmat cybonumm PPPoE IA Circuit ID: OnucaH B gokymeHTe WT-101

Cy6onums  OnuHa 3HayeHune

0x01 N NpeHTndun- | Tun eth Tvn Naentun- |/ Homep VLAN ID
KaTop y3/1@ | aHTEeHHbI aHTeHHbI | uKaTop nopta
[ocryna cnota

(1 6anT) (1 6anT) | (20 6awnT) (1 6anT) | (3 6anTa) | (1 6anT) | (1 6anT) | (1 6anT) | (2 6anTa) | (1 6anT) | (4 6anta)

28.1.2.3 CocTtosiHue noprta

MpomMexyTouHbln areHT PPPOE aenuTt BCe NOPThl HA AOBEPEHHbIE U HE 3acNyXnBawLwme OBEpUS.
JaHHas HacTporka He 3aBMCUT OT aHaJIorMYHOM HACTPOMKN AOBEPEHHbIX/HE 3acy>XMBaKLWMX
nosepus noptoB Ans dyHkumn otcnexmsaHnsa DHCP nnu nHcnekummn ARP-naketoB. CyuwecTByeT
BO3MOXHOCTb YKa3aTb cybonuumn arenta (circuit ID n remote ID), koTopble kKOMMyTaTOp 6yaeT
pobaenatb B naketbl PADI n PADR, npuxoaswme ot knneHtos PPPoE.

JloBepeHHble MopTbl NoAKoYaloTca K cepsepamM PPPOE.

e Ecnu cepsep PPPoE nockinaet naketr PADO (PPPoE Active Discovery Offer), PADS (PPPoE Active
Discovery Session-confirmation) nnn PADT (PPPoE Active Discovery Terminate), n oH npuxoaut
Ha AOBEpPEHHbI NOPT, TO KOMMYTAaTOP MepechIsiIaeT ero Ha BCe ocCTalibHble NOopThl.

e Ecnn naket PADI nnn PADR npuxoauTt oT knneHTta PPPOE Ha AoBEepEeHHbIN NOPT, TO KOMMyTaTop
rnepecblIaeT ero Ha Apyrne AoBEpeHHble NopThl.

MpumMmeyaHue: ECNm BKAKYNTb NPOMEXYTOYHbI areHT PPPOE n He onpeaennTb HM 04HOro
[OBepeHHOro nopta, koMmmyTtatop 6yaet otbpacbiBaTb BCe NaKeTbl 06HapyXeHus
PPPOE.

He 3acnyxuBatowume noBepus nopTbl NOAKIOHAKOTCA K abOHEHTaM.
e Ecnu naket PADI, PADR wnn PADT npuxoauT oT knineHTa PPPOE Ha He 3acnyxuBalowmin goBepus

NnopT, TO KOMMyTaTop A06aBNAET K HeMy Ter C MHdopMaLnelt oT NPoON3BOANTENS, a 3aTeM
nepecbinaeT NakeT Ha AOBEPEHHbIE MOpPThI.
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e KOMMyTaTop oTbpacbkiBaeT naketbl PADO u PADS, npuweawmne ot cepeepa PPPOE Ha He
3acnyxuBalowWwnii gosepus nopr.

28.2 JkpaH PPPoE

C NoMolLLbio 3TOr0 3KpaHa MOXHO HACTPOUTb NapaMeTpbl MPOMEXYTOUYHOro areHTa PPPoE Ha
KOMMyTaTope.

Bbibepute B HaBuraunoHHol naHenn Advanced Application > PPPoOE, 4Tto6bl OTKpbITb 3KpaH,
M306paxeHHbI Ha pucyHke Huxe. MepenaguTte no ccoinke Click Here, 4To6bl OTKPbLITL 3KpaH
Intermediate Agent.

PucyHok 170 SkpaH Advanced Application > PPPoE Intermediate Agent

Intermediate Agent Click here

28.3 JkpaH PPPoE Intermediate Agent

C NoMolLLbO 3TOr0 3KpaHa MOXHO HACTPOUTb MEXAHM3M NPeAoCTaBIEHUS KOMMYTaTOPOM
AononHuTeNnbHoM MHdopMaumm 06 aboHeHTax cepBepy TepMuHauun PPoE, koTopyto nocnefnHuii
MOXET MCNOSb30BaTb AN UAEHTUDUKALUUN U ayTeHTUdMKAUMM KineHToB PPPOE.

BbibepuTe B HaBuraumoHHo naHenn Advanced Application > PPPoE > Intermediate Agent,
4YTO6bl OTKPbITb 3KpaH, N306paxeHHbIN Ha PUCYHKE HUXeE.

PucyHok 171 SkpaH Advanced Application > PPPoE > Intermediate Agent
| @) Intermediate Agent Port VLAN EPPoE

Active

access-node-identifier

circuit-id

Active
identifier-string
option spuEl
delimiter ! El

| Apply | | Cancel |
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 109 >SkpaH Advanced Application > PPPoE > Intermediate Agent

NONE

OMNCAHME

Active

BbibepuTe 3Ty onuuto, YTobbl BKIOUYNTL NPOMEXYTOUHbIA areHT PPPOE Ha komMMyTaTOp B
Lenom.

access-node-
identifier

BBeauTe cTpoky, coctosuyto He 6onee yem ns 20 ASCII-cMMBONOB, AN MAeHTUdUKaUnmn
npoMexyTo4yHoro areHTa PPPoE. CTpoka Takxe MOXeT coaep)xaTtb aeducskl (-) n npobensi.
Mo ymonuaHuio B KayecTBe naeHTudmkKaTopa Bbibnpaerca MMsa xocta KOMMyTaTopa.

circuit-id

B aTOM pasgene MoXHO ykasaTtb cogepxumoe nons Circuit ID B naketax PADI un PADR.

3Ha4yeHwue Circuit ID, ykazaHHOe A/1s1 KOHKPETHOro nopta uan ans KoHkpeTHol cetn VLAN Ha
onpeneneHHoM NopTy, UMeeT NMpUOpUTET Nepes 3TUM 3HAYEHUEM.

3HaueHue Circuit ID, ykaszaHHOe A5 KOHKpeTHoro rnopta (Ha skpaHe Advanced
Application > PPPoE > Intermediate Agent > Port) unn ana koHkpetHoli cetn VLAN Ha
onpeaeneHHoMm nopty (Ha akpaHe Advanced Application > PPPoE > Intermediate
Agent > Port > VLAN) nimMeeT npuopuTeT nepea 3TuM 3HavyeHmeM. Takum obpasom, ecnm
npegnosaraeTcs HACTpouTb napameTpbl PPPOE IA Per-Port unun Per-Port Per-VLAN, 3Tn nons
HY>XHO OCTaBMTb NYCTbIMW W 3a4aTb HAaCTPOWMKM circuit-id n remote-id Ha akpaHe Per-Port nnu
Per-Port Per-VLAN.

Active

Mpw BbIGOPE 3TON OnuuM KoMMyTaTop 6yaeT Aob6aBNATb CTPOKY-UAEHTUdUKATOP,
3ajaBaeMylo NMosb30BaTeNeM, U NepeMeHHble (yYKa3aHHble B none option) B nakeTbl PADI
mnnu PADR, npuxoasiwme oT kineHTos PPPOE.

Ecnu He BbI6MpaTh 3Ty onumio, KOMMyTaTop 6yAeT UCMNO/b30BaTh CTPOKY, YKa3aHHYlo B nosne
access-node-identifier.

identifier-
string

YKaxuTe CTPOKy, KOTopyto KommyTaTop 6yaet gobaensatb B cybonuumio Agent Circuit ID.
MpuMeyaHue MoxeT cogepxaTtb A0 53 ASCII-cnmBOi0B. B 3TOM nosie MOXHO MCNOb30BaTb
npobensl.

option

BbibepuTe nepemMeHHble, KOTOpble KOMMyTaTop 6yaeT reHepupoBaTb U A06aBNATb B
cyb6onuwnio Agent Circuit ID. insa Bbibopa AOCTYNHbI cneayowme BapuaHTbl NEpeEMEHHbIX: SP,
SV, PV 1 SPV, KOTOPbI€ OMUCLIBAIOT COYETAHNSA «CNIOT-NOPT», «cnoT-ceTb VLAN», «nopT-ceTb
VLAN» n «cnot-nopt-cetb VLAN>» COOTBETCTBEHHO. B KayecTBe 3Ha4YeHUs c/ioTa KOMMyTaTop
nobasnsieT Honb B nakeTbl PADI 1 PADR.

delimiter

BbibepuTe pasgenutenb, KOTOpbI 6yAeT OTAENATb CTPOKY-NAEHTUPUKATOP, naeHTUduKaTop
cnoTta, HoMep nopTta u/wnun naeHtngukatop cetn VLAN apyr ot gpyra. B kauectse
pasgenuTens MOXHO UCMOb30BaTb CUMBON «pelueTka» (#), TouKy ¢ 3anaton (;), Touky (.),
3anaTyto (,), NpsiMyto Kocyto YepTy (/) nnu npoben.

Apply

Haxxmute Apply, UTO6bI COXPaHUTbL U3MEHEHUSI B OMepaTUBHON NaMsTM KOMMyTaTopa. 3Tu
HaCTpOWKKN 6yayT yTepsiHbl B C/lly4Yae BbIK/IlOUEHMS KOMMyTaTopa unu nepe6osi B nogave
NUTaHusi, NO3TOMY MO 3aBepLUEHUN HACTPONKM HEOBX0AMMO HaxaTb Ha ccbike Save B
BEpXHEN HaBUIrauMOHHOM NaHenn Ans COXpaHeHUs U3MEHEHWI B SHEPrOHe3aBUCHMMON
naMsitu.

Cancel

Haxmute Cancel, uTo6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

28.3.1 AkpaH PPPoE IA Per-Port

C noMoLLb 3TOro 3KpaHa MOXHO BblbpaTbh AOBEPEHHbIE N HE 3acyXMBaloLwme A0BEpUs NOpThl U
yKasaTb, YTO KOMMYTaTOp A0/MKEH A06aBNSATb AONOAHUTENBHYO MHMOPMaLNIO B NaKeThl
obHapyxeHusa PPPoE, noctynatowume oT knneHToB PPPOE Ha onpeaeneHHbie NopThl.

MpumevaHue: kommyTaTop 6yaet otbpacbiBaTh BCe nakeTbl PPPOE, ecnu oTknounTb
NPOMEXYTOYHbIA areHT PPPOE Ha koMMyTaTtope 1 He onpeaennTb HXU O4HOrO
[OBEepeHHOoro nopra.
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MNepenguTe no ccoisike Port Ha skpaHe Intermediate Agent, 4TO6bI OTKPbLITH 3KpaH,
M306paxXeHHbI Ha pUCYHKE HUXe.

PucyHok 172 DkpaH Advanced Application > PPPoE > Intermediate Agent > Port

L ¢ VLAN Intermediate Agent
Port Server Trusted State Circuit-id Remote-id
* Untrusted -
1 Untrusted -
2 Untrusted -

\S/\UW-/\/\/\/\/\/\/

47 Untrusted -
48 Untrusted -
49 Untrusted -
50 Untrusted -

Apply || Cancel

Mons akpaHa onucaHbl B criegyrowen Tabnuue.

Ta6bnuua 110 SkpaH Advanced Application > PPPoE > Intermediate Agent > Port

NONE OMNMUCAHUE

Port B aToM none otobpaxaeTcs HoMep nopTa.

* C nomoubio 3TOM CTPOKWN MOXXHO HAaCTpouTb OAHOBPEMEHHO BCE MOPThI. C nomoubio 3TOM

CTPOKM MOXHO Ha3HauuTb obLiMe A5 BCeX MOPTOB HACTPOWKU, @ 3aTeEM BHECTU
Heo6XxoANMble U3MEHEHWSI HA YPOBHE OTAENbHOMo nopTa.

M3MeHeHMs B AaHHOW CTPOKE Cpasy e KOMUPYHTCs Ha BCE MopThl.

Server Trusted | BoibepuTte, 6yaeT v AaHHbINM NOPT cumTaTbCcs AoBepeHHbIM (Trusted) vnn He
State 3acnyxusawwum gosepus (Untrusted).

KOMMYTATOp nepecbliNnaeT ero Ha gpyrme A4oBepeHHbIE NOPThI.

3aTeEM nepechbllaeT NakeT Ha AOBEPEHHbIE MOPThI.

3acnyXuBaKLWnii JoBepusl NopT.

[loBepeHHbIMU ABASKOTCA NOPTbl KAaCKaaMpoBaHUS, NOAK/IOYEHHbIe K cepBepaM PPPoE.

Ecnu cepsep PPPoE nockinaet naket PADO (PPPoE Active Discovery Offer), PADS (PPPoE
Active Discovery Session-confirmation) nnn PADT (PPPoE Active Discovery Terminate), 1 oH
NPUXOAUT Ha LOBEPEHHbIN NOPT, TO KOMMYyTaTOp NepecblSlaeT ero Ha BCe OCTasibHble NOPThI.

Ecnu naket PADI nnu PADR npuxoauT oT knneHTa PPPoE Ha noBepeHHbIN NopT, TO
He 3acnyxuBalowmmMm 4OBEPUS ABNSIOTCS NCXOASLWME NOPThl, NOAKIOYEHHbIE K abOHEeHTaM.
Ecnn naket PADI, PADR unu PADT npuxoauT oT knneHTa PPPOE Ha He 3acnyxuBamoowwmmn

[l0BEpMA MOPT, TO KOMMyTaTop A06aBASET K HEMY Ter C MHbOopMaLMeil OT NPoM3BOANUTENS, @

KoMMyTaTop oTbpackiBaeT nakeTel PADO n PADS, npuweplme ot cepsepa PPPOE Ha He

Circuit-id BBeauTe cTpoky, coctoswyto He 6onee yem u3 63 ASCII-cMMBOI0B, KOTOPbIE KOMMYTaTop

3TOM MNopTy. B 3TOM none MoOXHO ncnonb3oBaTb Npobenbl.

HauBbICLUMIN NpUoOpUTET.

nobasnset B cybonuwmio Agent Circuit ID ans naketos o6HapyxeHus PPPOE, nonyyeHHbIX Ha

Ctpoka Circuit, 3agaHHas ans onpeaeneHHon cet VLAN Ha onpeaeneHHoM nopTy (Ha
skpaHe Advanced Application > PPPoE > Intermediate Agent > Port > VLAN), nmeet

PykoBoacTtBo nonb3oBaTtens ansi cepumn GS1920

256



maea 28 PPPoE

Ta6nuua 110 DkpaH Advanced Application > PPPoE > Intermediate Agent > Port (npogosxeHune)

NONE

OMNMUCAHUE

Remote-id

BBeauTe cTpoKy, cocToswyto He 6onee yeM u3 63 ASCII-cMMBOI0B, KOTOPbIE KOMMYyTaTop
nobasnset B cybonumio Agent Remote ID ana naketoB o6HapyxeHus PPPOE, nony4eHHbIX
Ha 3TOM NopTy. B 3TOM none MoOXHO ncnonb3oBaTb Npobensbl.

Ecnu He ykasaTb CTpOKy 3aeck unn B none Remote-id ana onpeaenenHon cetn VLAN Ha
onpeneneHHoOM NopTy, To KoMMyTaTop byaeT aBToMaTuyeckm ncrnonb3osatbe MAC-agpec
knneHta PPPoE.

Ctpoka Remote ID, 3apaHHas ans onpeaeneHHol cetn VLAN Ha onpeaeneHHoM nopTy (Ha
skpaHe Advanced Application > PPPoE > Intermediate Agent > Port > VLAN), nmeet
HauBbICLUININ NPUOPUTET.

Apply

Haxxmute Apply, UTO6blI COXPaHUTbL M3MEHEHUSI B OMepaTUBHOM NaMsaTM KOMMyTaTopa. 3Tu
HaCTpOWKW 6yaAyT yTepsiHbl B C/lly4Yae BbIKJIIOUEHMS KOMMyTaTopa unu nepe6osi B nogave
NMUTaHUs, NO3TOMY MO 3aBEPLUEHUN HACTPONKM HEOBX0AMMO HaxaTb Ha CCbike Save B
BEpXHei HaBMrauMOHHOM NaHenn Ans COXpaHeHUs U3MEHEHWI B SHEProHe3aBUCMMOM
namsTu.

Cancel

Haxmute Cancel, uTo6bl HauaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

28.3.2 JkpaH PPPoOE IA Per-Port Per-VLAN

C MoMoLLbIO 3TOro 3KpaHa MOXHO 3aZaTb HACTPOMKM NpOMeXyTo4Horo areHta PPPoOE, koTopbie
6yayT npumeHaTbCa K onpeaeneHHon cetn VLAN Ha onpepeneHHOM NopTy.

MNepengute no ccoiike VLAN Ha skpaHe Intermediate Agent > Port, 4to6bl OTKpbITE 3KpaH,
M306paxKeHHbIN Ha PUCYHKE HUXeE.

PucyHok 173 DkpaH Advanced Application > PPPoE > Intermediate Agent > Port > VLAN

Port: 0

VID

L @ VLAN ___J Port
Show Port Port
Show VLAN Start VID End VID

Apply

Circuit-id Remote-id

Apply || Cancel

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 111 SkpaH Advanced Application > PPPoE > Intermediate Agent > Port > VLAN

MOnE OMNMUCAHME

Show Port BBeanTe HoMep nopTa, YTobbl BbIBECTU Ha dKpaH HAaCTPOMKK NPOMEXYTOYHOro areHTa PPPoE
05t yKkasaHHbIx ceTert VLAN Ha AaHHOM MnopTy.

Show VLAN B paHHOM paspene MoOxHO BbibpaTb cetn VLAN, Ansa HacTpoOrKM napaMeTpoB KOTOPbIX
CNYXWT pasfen HUxXe.

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

257




maBa 28 PPPoE

Ta6nuua 111 DkpaH Advanced Application > PPPoE > Intermediate Agent > Port > VLAN

NONE

OMNMUCAHUE

Start VID

YKaxuTe HauMeHblnn N3 gnanasoHa naeHtudukatopos cetelr VLAN, HacTporiKy KOTOpbIX
Heo6XxoANMO NPOM3BECTU B pa3fene Huxe.

End VID

Ykaxute Hanbonblmini N3 agnanasoHa naeHTugunkaTopos ceteit VLAN, HaCTponKy KOTOpbIX
Heo6XxoANMO NPOM3BECTM B pa3aene Huxe.

Apply

Haxxmnte Apply, 4To6bl 0TO6pasnTb cetn VLAN 13 ykasaHHOro gManasoHa B pa3gesie HUXe.

Port

370 nosie oTobpa)kaeT HOMEp NMopTa, YKasaHHbIN Bbile.

VID

B naHHOM none otobpaxatotca naeHtngukatopol VLAN ID kaxaon ns cetein VLAN un3
Bbl6paHHOro Bbiwe Anana3oHa. Mpu HacTponke VLAN-ceTu * 3TM HAacTpOKM NPUMEHAIOTCS
Ko BceM ceTaM VLAN.

C NOMOLLbIO 3TOM CTPOKM MOXHO NMPUMEHNTb HAaCTPONKN OAHOBPEMEHHO KO BCceM ceTsiM VLAN.
MpumeHnTe 0bwme ans Bcex cetert VLAN HacTpolKM C MOMOLLbIO 3TOW CTPOKU, @ 3aTeM
BHECMTe HeobxoaMMble KOPPEKTUPOBKM Ha YPOBHE OTAeNbHbIX ceTe VLAN.

M3MeHeHMs1 B AaHHOW CTpOKe cpa3y Xe Konupytotcs Bo Bce cetu VLAN.

Circuit-id

BBeauTe cTpoKy, cocroswyto He 6onee yem u3 63 ASCII-cMMBONIOB, KOTOPbIE KOMMYTaTop
nobasnsiet B cybonumio Agent Circuit ID ansa naHHow cetn VLAN Ha yka3aHHOM nopTy. B
3TOM MnoJie MOXHO UCnosb3oBaTb npobensl.

3Hauenue Circuit ID, ykaszaHHOe B 9TOM MoJfie, MMEET HauBbICLUUIA NPUOPUTET.

Remote-id

BBeauTe cTpoky, coctosuyto He 6onee yem n3s 63 ASCII-cMMBONIOB, KOTOpble KOMMYTaTOpP
nobasnsiet B cybonumio Agent Remote ID ana naHHon cetn VLAN Ha ykasaHHOM nopTy. B
3TOM M0Jle MOXHO MCMofb30BaTb Npobensl.

Ecnu He ykasaTtb CTpOKy 3aecb wim B nosie Remote-id ana onpegenenHoro nopra, 10
KoMMyTaTop 6yaeT aBTOMaTM4eckn ucnonb3oBatb MAC-agpec knmeHTa PPPOE.

3HayeHne Remote ID, ykasaHHOE B 3TOM MoOJSie, UMEET HaMBbICLIWIA MPUOPUTET.

Apply

Haxmnte Apply, 4TO6bl COXPaHUTL U3MEHEHMS B ONepaTUBHON NaMAaTKU KOMMyTaTopa. 3Tu
HaCTPOMKKN ByAyT yTepsiHbl B C/lydae BbIK/IOYEHWS KOMMyTaTopa uian nepebos B nogade
NUTaHMs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HeoH6XoANMMO HaxaTb Ha CCbifike Save B
BEPXHEW HaBMrauMOHHOW NMaHesnu Ans COXpaHEeHUS U3MEHEHU B SHeproHe3aBMCUMONn
namaTu.

Cancel

Haxmnte Cancel, ytobbl Ha4yaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

28.3.3 lMpomexyTtouHbin areHT PPPoE ansa cetu VLAN

C NoMoLLbio 3TOro a3KpaHa MOXHO BKJIIOYMTb MPOMEXYTO4YHOro areHTa PPPOE ans onpeaeneHHon
cetn VLAN, a TakXxe yKasaTb, AOJIXKEH JIM KOMMYyTaTop npucoeanHatb ctpoky Circuit ID n/nnm
cTpoky Remote ID k nakeTaM o6Hapy»xeHus PPPoE, npuxoasiwmnm us onpeaeneHHon cetn VLAN.

Mepenante no ccoinke VLAN Ha skpaHe Intermediate Agent, uto6bl OTKpPbITL 3KpaH,
M306paxXeHHbI Ha PUCYHKE HUXe.
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PucyHok 174 DkpaH Advanced Application > PPPoE > Intermediate Agent > VLAN

[ @) VLAN ] Intermediate Agent
Show VLAN Start VID End VID

VID

Apply

Enabled Circuit-id Remote-id
No -

Apply | | Cancel

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 112 SkpaH Advanced Application > PPPoE > Intermediate Agent > VLAN

MNOJNE

OMNCAHUE

Show VLAN

B naHHOM pa3zene MoXHo BbibpaTb ceTn VLAN, Ans HacTpoMKK napaMeTpoB KOTOPbIX
CNYXXWUT pasaes Huxe.

Start VID

YKaxuTe HauMeHblNn 3 amanasoHa naeHtudunkatopos cetelr VLAN, HacTpoliky KOTOpbIX
Heob6Xx0ANMO MPOM3BECTM B pasfene HUXe.

End VID

YkaxuTte Hanbonbwnii n3 ananasoHa naeHtudunkatopos cetelr VLAN, HacTpoliky KOTOpbIX
Heob6X0ANMO NPOM3BECTU B pa3aesne HUXe.

Apply

Haxmnte Apply, uTobbl 0TO6pasnTb cetn VLAN 13 ykasaHHOro gMana3soHa B pa3jesie HUXe.

VID

B naHHOM none otobpaxatotca naeHtndukatopbl VLAN ID kaxaon ns cetein VLAN un3
Bbl6paHHOro Bbiwe AnanasoHa. Mpu HacTpovke VLAN-ceTu * 3Tn HacTpOMKM NPUMEHSAIOTCA
Ko BceM cetam VLAN.

C NOMOLLbIO 3TOM CTPOKM MOXHO NPUMEHUTb HAaCTPOWMKKM OAHOBPEMEHHO KO BceM ceTsaMm VLAN.
MpumeHnTe 0bwme ang Bcex cetert VLAN HacTpolKM C MOMOLLbIO 3TOW CTPOKU, @ 3aTeM
BHECMTE HeobxoaMMble KOPPEKTUPOBKM Ha YPOBHE OTAeNbHbIX ceTen VLAN.

M3MeHeHMs1 B AaHHOW CTpOKe cpa3y Xe Konupytotcs Bo Bce ceTu VLAN.

Enabled

BbibepuTte 3Ty onuuto, 4Tobbl BKIOUNTL NPOMEXYTOUYHOro areHta PPPOE B onpeneneHHomn
ceTtu VLAN.

Circuit-id

BbibepuTte 3Ty onumio, 4To NpuMeHnTb HacTponku Circuit ID k onpeneneHHon cetn VLAN.

Remote-id

BbibepuTe 3Ty onumto, 4YTO NpMMEHUTb HacTpoikn Remote ID k onpeaeneHHoi cetn VLAN.

Apply

Haxxmute Apply, UTO6bI COXPaHUTbL U3MEHEHUSI B ONepaTUBHOM NaMsaTM KOMMyTaTopa. 3Tu
HacTpoWku 6yayT yTepsiHbl B C/llydae BblK/IlOYEHMS KOMMYyTaTopa unu nepebosi B nogave
NUTaHUsi, NO3TOMY MO 3aBepLUEHUN HACTPONKM HEOBX0AMMO HaxaTb Ha ccbinke Save B
BEpXHEeN HaBUIrauMOHHOM NaHenn Ans COXpaHeHUs U3MEHEHWI B SHEPrOHe3aBUCUMOM
namsitu.

Cancel

Haxmute Cancel, uto6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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OTKN4YeHue oWwnboK

29.1 O630p hyHKUUM OTKNOYEeHUs ownbok Errdisable

B sTOM rnaeBe pacckasbiBaeTcs O TOM, KaK HAaCTpOUTb OrpaHMYeHne CKOPOCTU ANs yrnpaBneHus
rnakeTamu Ha onpeaesieHHOM MOopTy M ONpeAenuTb AENCTBUSA, KOTOPble KOMMYTaTOp AOJ/IKEH
BbINOJIHATb Ha onpeaesieHHOM NMopTy Npu o6HapyXeHWW 3apaHee onncaHHoM ownbku (Hanpumep,
OTKJ/TIOUYUTb MOPT MM OCTAHOBUTbL OTNpaBKy nakeTos). Kpome Toro, 3a4eCb NokasaHo, Kak HaCTpouTb
aBTOMATMUYeCKUI OTKAT AENCTBMSA Ha KOMMYTaTope Noc/ie NCHE3HOBEHUS OWnOKN.

29.2 O630p 3KpaHOB ANA yNpaBreHNUs OTKMNIOYeHnemM
owunb60oK

e C nomouwbto 3kpaHa Errdisable Status (pa3a. 29.3 Ha cTp. 261) MOXHO yBMAETb, bl NN
obHapyeHbl KOMMYTaTOPOM KOHTPOJIbHbIE MAKEeTbl, NMPEBbICUBLLME OrPaHNYEHNE CKOPOCTH,
YyCTaHOBNEHHOE AN AaHHOro NopTa, a TakXXe 03HAaKOMUTLCSA C COMYTCTBYHOLEN MHPOPpMaLMeN.

e C nomowbio 3kpaHa CPU Protection (pa3a. 29.4 Ha cTp. 262) MOXHO YCTaHOBUTb MakCMMasbHO
[OMNYyCTUMOE YMCNO KOHTpOoNbHbIX naketoB (ARP, BPDU n/unn IGMP), KOoTOpble KOMMYTaTOp MOXET
NMPUHATb UNK NepeaaTb Yepe3 onpeaeneHHbl nopr.

e C nomowebto 3kpaHa Errdisable Detect (pa3a. 29.5 Ha cTp. 263) MOXHO BKIOUYNTL PEXUM
obHapy>eHns KOMMYTaTOPOM KOHTpOsibHbIX nakeToB (Errdisable Detect), npeBbiwatowmx
OrpaHuYeHne CKOPOCTH, YCTaHOBIEHHOE A8 AaHHOro NopTa, U BbibpaTb AeNCTBUE, KOTOpoe
HeobxoANMO BbINOMHUTL B C/llydae NpeBbllWeHns AOMYyCTUMOM CKOPOCTH.

e C nomouwpbto akpaHa Errdisable Recovery (pa3a. 29.6 Ha cTp. 264) MOXHO yCTaHOBUTb Ha
KOMMYTaTope pexxnM aBTOMaTU4eCcKoro oTkaTa AeNncTBMSA npu ncyesHoseHun owmnbkun (Errdisable
Recovery).

C NoMoLLbto 3TOr0 3KpaHa MOXHO M3MEHUTb HAaCTPOMKMW, CBS3aHHbIE C OTK/IIOYEHNEM OLINBOK.
Bbibepute B HaBuraumoHHon naHenn Advanced Application > Errdisable, uto6bl 0TKpbITb 3KpaH,
M306paxeHHbI HUXe.

PucyHok 175 DkpaH Advanced Application > Errdisable
L@ Errdisable ]

Errdisable Status Click here
CPU protection Click here
Errdisable Detect Click here
Errdisable Recovery Click here
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29.3 3kpaH Error-Disable Status

C NoMOLWbIO 3TOr0 3KpaHa MOXHO onpeaenntb, 6bi1M N 06Hapy>XXeHbl KOMMYTaTOPOM KOHTPOJIbHbIE
MakeTbl, NPeBbICMBLUME OrPaHUYEHME CKOPOCTU, YCTaHOBNEHHOE AN AaHHOro nopTa, a Takxe
03HAKOMUTbLCA C CONYTCTBYHOLWEN nHpopmaumen. Mepenagnte no ccoiike Click here psgom ¢
Haanucbelo Errdisable Status Ha skpaHe Advanced Application > Errdisable, 4To6bl OTKpbITH
3KpaH, N306paKeHHbI Ha PUCYHKE HUXeE.

PucyHok 176 >SkpaH Advanced Application > Errdisable > Errdisable Status
@) Ctrrdisable Status Errdisable

Inactive-reason mode reset :

Port List Cause ARP E| Reset

Errdisable Status :

) Recovery
Port Cause Active Mode Rate Status Time Left [291:9] Total Dropped
ARP MO inactive-port ] Forwarding - -
BFDU MO inactive-port 0 Forwarding - -
IGMP MO inactive-port ] Forwarding - -
Loop Guard MO inactive-port - Forwarding - -
ARP MO inactive-port 0 Forwarding - -
BFDL MO inactive-port ] Forwarding - -
IGMP MO inactive-port 0 Forwarding - -
Loop Guard MO inactive-port - Forwarding - -
ARP MO inactive-port ] Forwarding - -
BFDU MO inactive-port 0 Forwarding - -
IGMP MO inactive-port ] Forwarding - -
Loop Guard MO inactive-port - Forwarding - -
ARP MO inactive-port 0 Forwarding - -
BFDL MO inactive-port ] Forwarding - -
IGMP MO inactive-port 0 Forwarding - -
Loop Guard MO inactive-port - Forwarding - -

L e S e e e
\/\/\/\/\/\/\/\/\/

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 113 Skpan Advanced Application > Errdisable > Errdisable Status

NMOnE OMNMUCAHME
Inactive-reason
mode reset
Port List YKaxuTte nopTbl (pa3aeneHHble 3anaToi), AN KOTopbliX HeobxoaMMo cbpocuTb cTaTyc
Inactive Reason.
Cause BbibepuTte npuumnHy pexmma Inactive Reason, KOTOpbIn He06x0AMMO COpOCUTD.
Reset Haxxmnte kHonky Reset, 4Tobbl BKNOUYUTL pexunM obpaboTkm naketos ARP, BPDU nnun IGMP
BMECTO UX UFTHOPUPOBAHWS, eCin NopT (MM NopTbl) HaxoauTcsa B pexume Inactive Reason.
Errdisable
Status
Port 34ecb ykasbiBaeTcs HoMep nopTa, ANs KOToporo HeobxoamMmo 3aaaTh ctaTyc Errdisable.
Cause 3pecb ykasbiBaeTcsl NpuymHa pexunma Errdisable Detect nnu Errdisable Recovery Ha

KOMMyTaTope.
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Ta6bnuua 113 DkpaH Advanced Application > Errdisable > Errdisable Status (npogonxeHune)

NONE OMNMUCAHUE

Active 370 none ykasbiBaeT Ha To, o6bHapyxuBaeT M komMmyTaTop naketbl ARP, BPDU, IGMP 1 LOOP
GUARD B AaHHbI MOMEHT Ha yKa3aHHOM MopTy.

Mode DTO Mosie yKasbiBaeT pPexunM npuUmnHbI.

e inactive-port — KOMMyTaTOp OTK/IOYAET MOPT, YEPE3 KOTOPbIN MPUXOASAT KOHTPOJIbHbIE
nakeTbl.

¢ inactive-reason - KoMMyTaTop oT6pacbiBaeT BCe YKa3aHHbIE KOHTPO/IbHbIE NaKeTbl
(Takme, kak BPDU), npuxoasaime yepes 3TOT NOpT.

e rate-limitation - koMmmyTaTop oT6pacbiBaeT AONO/IHUTESbHbIE KOHTPOJIbHbIE MaKEeThI,
KOTOpbl€ yKa3aHHbI NopT (MW NopTbl) A0MXeH 06paboTaTb 3a OAHY CEKYHAY.

Rate DTOT NOPT NOKa3blBAET, CKO/IbKO KOHTPOJIbHbLIX NaKeTOB MOXET MPUHATL UK nepesaTb
YKa3aHHbIl NOPT 3@ OAHY CEKYHAY. DTO 3HAYEHNE MOXHO M3MEHUTb C nomoLbio nons CPU
Protection. 0 o3Ha4aeT OTCYTCTBME OrpaHMYEHMI MO CKOPOCTH.

Status 370 none nokasbiBaeT cTaTyc Errdisable

e Forwarding: [laHHbIi KOMMYTaTOP OCYLUECTB/ISET NEPECHISIKY NakeToB. Pexumy
OrpaHuMyeHns CKOpOCTU BCeraa cooTBeTcTByeT ctaTyc Forwarding.

e Err-disable: koMmyTaTOp OTK/IOYAET MOPT, YEPE3 KOTOPbIV NPUXOAAT KOHTPOJIbHbIE
nakeTsl (inactive-port) nnm otbpaceiBaeT ykasaHHble KOHTPOJSibHble NakeThl (inactive-

reason)
Recovery 3T0 nosie NOKas3blBaeT MHTEPBan BPeMeHU (B CEKYHAAxX), MO UCTEYEHUWN KOTOPOro nopT (Mnm
Time NopTbl) CHOBA CTAHET aKTUBHbIM NO 3aBepweHun pexmnma Errdisable Recovery.
Total 370 nosie NokasbiBaeT obLuee KOIMYECTBO NaKeToB, OTOPOLLEHHbIX MOPTOM, HA KOTOPOM
Dropped CKOpOCTb MaKeToB NpeBblllaeT YCTaHOBMEHHbIE A8 AaHHOM0 pexuMa orpaHuyeHns
CKOpOCTMU.

29.4 3OkpaH CPU Protection Configuration

KOMMYTaTOpr obmMeHunBarTCA KOHTPOJIbHbIMN NakKeTaMn NMpPOTOKOJZI0B AN1d Nosly4YeHus cBexemn
VIHd)OpMaLLVIVI 0 COCTOSAHUM ceTu. Ecnun KOMMYTaTOp MoJly4aeT B 60/bLIOM KONMYECTBE KOHTPOJIbHbIE
naketbl, Takne, kak ARP, BPDU mnnn IGMP, koTopble nognexart ob6paboTke npoueccopom, TO 3TO
MOXeT yrpoXaTb NpoLeccopy neperpy3kon u BO3HUKHOBEHWEM YCNIOBUI, NPU KOTOPbIX OH HEe
CMOXXET HOPMaJibHO BbIMOJIHATb peryndpHble 3a4a4u.

OyHKUMS 3aWmMTbl NpoLeccopa no3BoseT orpaHMynTb CKopocTb naketos ARP, BPDU n IGMP,
noctynarowmx Ans o6paboTkm NpoLeccopoM Yepes onpeaesieHHbll NopT. 3TO NO3BONSET
obecneunTb 3ddekTUBHYO paboTy npoueccopa v 3alMLLaeT OT NoTeHUManbHbIX aTak,
HanpaBneHHbIX Ha oTka3 B ob6cnyxunsaHum (DoS-atak) unm owmnbok n3 Apyrmux cetei. 31a GyHKUNSA
no3sonseT oTbpacbiBaTb KOHTPOJIbHbIE NAaKeTbl MW HaNpPaBAATb UX B 06X04, CHU3UTb NPUOPUTET
KOHTPOJIbHbIX MaKeTOB, NPeBbILWALWNX YCTAHOB/IEHHOE OrpaHUYeHne CKOpPOCTH, As npoueccopa,
W OTKJTIOUYUTL NOPT, YEpPe3 KOTOPbIA MPUXOAAT AAHHbIE MaKeThbl.

C NoMoLWbio 3TOr0 3KpaHa MOXHO OFPaHUYNTb MaKCUMasibHOE KOJIMYECTBO KOHTPOJIbHbIX MaKeToB
(ARP, BPDU n/unu IGMP), KOTOpble KOMMYTaTOp MOXEeT MPUHATb UK nepefaTb yepes
onpegeneHHbln nopt. MNepenante no ccoinke Click Here psgom ¢ Hagnuceto CPU protection Ha
skpaHe Advanced Application > Errdisable, 4To6bl OTKpbITb 3KpaH, N306paxxeHHbIA Ha PUCYHKE
HUXe.

MpumeyaHme: Mo 3aBepLUEHNN HACTPOEK Ha 3TOM dKpaHe He 3abyabTe BKAOUNTb PEXNUM
obHapyxeHnsa ownboK ANna MHTEpPeCcyrLWMX KOHTPOIbHbIX MAaKEeTOB Ha aKpaHe
Advanced Application > Errdisable > Errdisable Detect.
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PucyHok 177 DkpaH Advanced Application > Errdisable > CPU protection

Reason: ARP

Port

L@ CPU protection ] Errdisable

-

Rate Limit {pkt/s)

[ R e i e

Apply || Cancel

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 114 Skpan Advanced Application > Errdisable > CPU protection

MOnE OMUCAHUE
Reason BbibepuTe TMN KOHTPOJSILHOIO NakeTa, AN KOTOporo 6yAyT BbINOSIHEHbI HACTPONKW.
Port B sTOoM none otobpaxaeTca HoMep nopra.

*x

C noMoLLbo 3TOM CTPOKM MOXHO HacTpOUTb OAHOBPEMEHHO BCe NMopTbl. C MOMOLLbIO 3TOM
CTPOKM MOXHO Ha3HauyuTb obLiMe AnsA BCEX MOPTOB HACTPOMKK, a 3aTeM, ecnun noTpebyeTcs,
BHECTM HEO6X0AMMbIE N3MEHEHWNS HA YPOBHE OTAENbHOIrO NnopTa.

MN3MeHeHMs B AaHHOW CTPOKe Cpasy Xe KOMUPYITCS Ha BCE MOpPThI.

Rate Limit (pkt/
s)

YKaxuTe yncno 13 gmanasoHa ot 0 ao 256, KoTopoe onpefensieT, CKONbKO KOHTPObHbIX
NakeToB MOXET MPUHATb AN NepefaTb yYKa3aHHbIM NOPT 3@ O4HY CEKYHAY.

0 03Ha4aEeT OTCYTCTBME OrPaHMYEHMI MO CKOPOCTH.

HeobxoanMo ykasaTb AeicTBUE, KOTOpoe KOMMyTaTop 6yAeT BbINOMHATL NPU NPEBbILLEHUN
OorpaHuMyeHuns CKOpoCTU. JONOAHUTENbHYO MHDOPMALMIO MOXHO HaliTK B pa3a. 29.5 Ha
cTp. 263.

Apply

Haxxmute Apply, UTO6bl COXPaHUTbL M3MEHEHUSI B OMepaTUBHOM NaMsaTM KOMMyTaTopa. 3Tu
HaCTpOWKW 6yayT yTepsiHbl B C/llyYae BbIK/IlOUEHMS KOMMyTaTopa unu nepebosi B nogave
NMUTaHUs, NO3TOMY MO 3aBEPLUEHUN HACTPOMKM HEO6X0AMMO HaxaTb Ha CCbiike Save B
BepXHei HaBMIrauMOHHOM MaHenn Ansi COXpaHeHUs U3MEHEHWI B SHEProHe3aBUCMMOM
namsTu.

Cancel

Haxmute Cancel, uTo6bl HauaTb HAacCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

29.5 Hactpowuku pexuma Error-Disable Detect

C NoMoLbo 3TOr0 3KpaHa MOXHO BK/IIOUMTb Ha KOMMYTaToOpe peXuM O0bHapyXeHUs NpeBbIWEHMUS
OrpaHUYEHMs CKOPOCTU, YCTAHOB/IEHHOIO A1 KOHTPOJ/IbHbIX NaKeToB Ha AaHHOM MOPTY, U yKasaTb
AencTBue, KOTopoe Heo6X0AMMO BbIMNOHUTL B C/ly4Yae NpeBbILEHUs 40MYCTUMOM CKOPOCTHU.
Mepenante no cceinke Click Here psaom co cceinkon Errdisable Detect Ha skpaHe Advanced
Application > Errdisable, uTo6bl OTKpbITb 3KpaH, M306paxeHHbIN Ha PUCYHKE HUXeE.
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PucyHok 178 DkpaH Advanced Application > Errdisable > Errdisable Detect

Cause
*
ARP
BFDLU
IGMP

« Errdisable

Active Mode
inactive-port -
inactive-port -
inactive-part -

inactive-port -

|AppW|| Cancel

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6bnuua 115 SkpaH Advanced Application > Errdisable > Errdisable Detect

NONE

OMNMUCAHUE

Cause

OTO nosie NoKasbIBaET TUMbl KOHTPO/IbHbIX MAKeTOB, KOTOPbIE MOTYT Bbi3BaTb NeperpysKky
npovueccopa.

C nomoubio 3TOM CTPOKWU MOXHO NMPUMEHUTb HaCTpOﬁKM OAQHOBpPEMEHHO KO BCEM TUMaM
KOHTPOJIbHbIX NAKETOB. C nomMoubto 3TOM CTPOKN MOXXHO Ha3Ha4yuUTb obwue ans Bcex TUNOB
KOHTPOJIbHbIX NaKeToB HaCTpOﬁKM, a 3aTeMm, ecnu I'IOTDEGYETCFI, BHECTU HeobxoamnMble
N3MEHEHNA Ha YPOBHE OTAENBHOIO ThNa.

M3MeHeHns B AaHHOM CTpOKe Cpa3y Xe KOonunpyrTca AJid BCeX TUMNOB KOHTPOJIbHbIX MaKeToB.

Active

Mpun BbIGOpe 3TON onuMn KOMMyTaTop ByAeT OTCneXxusaTb NpeBbIEeHNE OrpaHNYeHNs
CKOpPOCTU, YCT@HOBNEHHOIO AJ151 KOHTPOJIbHbIX MaKeToB onpeAeneHHOro Tmna, u BbiMOSHATb
YKa3aHHOEe HWXe AeNCTBUEe, ecnun Takoe npesblilieHne obHapyxeHo.

Mode

BbibepuTe aenctene, KOTOpoe KOMMYTaTop AO/KEH BbINOAHUTL, €C/IU KONNYeCcTBO
KOHTPOJIbHbIX MAaKETOB MPEBbILAET OrpaHNYEHNE CKOPOCTH, YCTaHOBJIEHHOE AN AAHHOIo
nopta Ha skpaHe Advanced Application > Errdisable > CPU protection.

inactive-port - KOMMyTaToOp OTK/IIOYAET MOPT, Yepe3 KOTOPbIN NPUXOASAT KOHTPO/IbHbIE
nakeThbl.

inactive-reason - koMmMyTaTOp OT6pacbiBaeT BCe YKa3aHHblE KOHTPOJIbHbIE NaKeThl (Takue,
kak BPDU), npuxoaswme yepes 3TOT NoprT.

rate-limitation - kommyTaTop oTbpacbiBaeT AONOHUTESNbHbIE KOHTPOJIbHbIE MaKEeThI,
KOTOpbl€ yKa3aHHbI NopT (MAn NopTbl) AoNXeH 06paboTaTh 3a 0AHY CEKYHAY.

Apply

HaxmuTte Apply, 4TO6bl COXpaHUTb N3MEHEHUS B ONEpPaTMBHON NaMsaTU KOMMyTaTopa. OTu
HaCTPOMKKN ByAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa unaun nepebos B nogade
NUTaHWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEe0H6XO0ANMMO HaXaTb Ha CCblsike Save B
BEepXHeW HaBUrauMOHHOW MaHesnu Ans CoOXpaHeHUs U3MEHEHU B SHeproHe3aBMCUMOM
namaTu.

Cancel

Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

29.6 HacTtpouku pexmma BOoCCTaHOBIEHUS Nnocre owunbok
Error-Disable Recovery

HekoTopble yHKUUKN, TaKMe, KaK 3alimMTa OoT o6pa3oBaHue NneTesb UM 3aluTa npoueccopa,
NO3BONSIOT KOMMYTATOPY OTK/IKOUYATb MOPT UM OTOpacbiBaTb ONpeaesieHHble NakeTbl, NpUxoasLmne
Ha 3TOT NopT, Npy obHapyXeHUn oWMBKN Ha AaHHOM MopTy. Hanpumep, ecnu KoMMyTaTop
obHapyXuBaeT, YTO NakeTbl, OTNPaB/iEHHbIE Yepe3 3TOT NOPT, BO3BpALLAOTCA Ha KOMMyTaTop,
obpasys neTni, ToO KOMMYTaTOp MOXET aBTOMaTUYECKU OTKITIOUUTb AaHHbIA nopT. Mocne atoro
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HY>HO ByAeT BK/IOUMTb 3TOT MOPT UM BPYUHYIO paspellnTb 06paboTKy NakeToB Ha 3TOMY MOpPTY C
nomolbio web-koHdurypatopa. Mcnonb3ysa dyHKLMIO BOCCTAHOBEHMSA NOCE OLWUB0K, MOXHO
BEPHYTb OTKJ/IOUEHHbIN NOPT (MK NOPThI) B aKTUBHOE COCTOSIHUE MM CHOBA BKJIOUUTL MpUeMm
MakeToB Ha 3TOM MOPTY MO UCTEUYEHMM 3alaHHOr0 BPEMEHHOro MHTepBana.

C nNoMoLbo 3TOr0 3KpaHa MOXHO YCTaHOBUTb Ha KOMMYTaToOpe peXuM aBTOMaTUYeCcKOoro oTkaTta
AencTBms Npu ncuyeaHoseHum ownbkun. Mepengnte no ccoinke Click Here psigoM co ccbikoi
Errdisable Recovery Ha skpaHe Advanced Application > Errdisable, uto6bl OTKpbITE 3KpaH,
M306paxeHHbI Ha pUCYHKE HUXe.

PucyHok 179 DkpaH Advanced Application > Errdisable > Errdisable Recovery

& Errdisable
Active
Reason Timer Status Interval
loopguard 300
ARP 300
BFDLU 300
IGMP 300
Apply | | Cancel

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 116 Skpan Advanced Application > Errdisable > Errdisable Recovery

NMOnE OMNMUCAHME

Active Bbi6epute 3Ty onumio, YTo6bl BKAOUMTL PYHKLMIO BOCCTAHOBNEHMUS Moc/e oWwnboK Ha
KOMMyTaTope.

Reason T0 none oTobpa)kaeT CNMCoK NoAAep)KMBaAEMbIX DYHKLMOHASIbHbLIX BO3MOXHOCTEN, KOTOPbIe

MO3BONSAIT KOMMYTATOpy OTK/ItOYaTb OnpeaeNieHHbIn NopT Unu oTépackiBaTb NpuxoasimMe Ha
Hero nakeTbl B COOTBETCTBUM C DYHKLNOHANbHbIMKM TpeboBaHUSAMN U HAacTponKamMm
nEeNCTBUN.

C nomoubio 3TOM CTPOKWU MOXHO NMPUMEHUTb HaCTpOﬁKM OAQHOBpPEMEHHO KO BCEM TUMaM
KOHTPOJIbHbIX NAKETOB. C nomoLbio 3TOM CTPOKN MOXXHO Ha3Ha4yuTb obwme ans Bcex TUNoB
KOHTPOJIbHbIX NaKeToB HaCTpOlZKM, a 3aTeMm, ecnu I'IOTDEGYETCFI, BHECTU HeobxoaunMble
N3MEHEHNA Ha YPOBHE OTAENBHOIO ThUNa.

M3MeHeHns B AaHHOM CTpOKe Cpa3y Xe KOonupyrlTca AJid BCeEX TUNOB KOHTPOJIbHbIX MaKeToB.

Timer Status

Mpu BbIGOPE 3TOM ONUUM KOMMYTaTOp 6YAET OXMuAaTb 3alaHHOE KO/IMYECTBO BPEMEHN Mnepes
TeM, KaK aKkTMBMPOBaTb MOPT WM PaspeLllnTb NPOXOXAEHME Yepes3 HEro onpeaesieHHbIX
NMakeToB MOC/e BO3SHUKHOBEHMNS OWMOKM. CHUMUTE BblAENEHNE C NepekoyaTens, Ytobbl
OTKJIOYMTL 3TO MpPaBuo.

Interval

YKaxuTe AnUTeNbHOCTb BPEMEHHOIO MHTEpBana B cekyHaax (M3 ananasoHa ot 30 Ao
2592000).

Apply

Haxxmute Apply, UTO6bI COXPaHUTbL U3MEHEHUSI B OMepaTUBHON NaMsTM KOMMyTaTopa. 3Tu
HaCTpoWKW 6yayT yTepsiHbl B C/llydae BbIKJIlOUEHMS KOMMyTaTopa unu nepebosi B nogave
NUTaHusi, NO3TOMY MO 3aBepLUEHUN HACTPONKM HEOBX0AMMO HaxaTb Ha CCbiike Save B
BEpXHEeN HaBUIrauMOHHOM NaHenn Ans COXpaHeHUs U3MEHEHWI B SHEPrOHE3aBUCUMMON
naMsitu.

Cancel

Haxmute Cancel, uTo6bl HauaTb HAacCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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YacTtHble cetn VLAN

B aTol rnaBe paccka3blBaeTCsi 0 HACTPOMKaX KOMMyTaTopa, NO3BONSOWMX 3anpeTuTb
CBSA3b MeXay nopTaMu B onpeaeneHHon cetn VLAN.

30.1 O630p 4yacTHbIX ceten VLAN

@dyHKUMS YacTHbIX ceTert VLAN npeanaraet NpocTon BapuaHT M305UumM NOPTOB B npeaenax
onpeaeneHHon cetn VLAN. MopTbl, KOTOpble HE HYXXHO M30/1IMpOBaTb B AaHHOM ceTu VLAN,
Heobxoanmo fo6aBUTbL B CNMCOK CBOBOAHbIX NOpTOB. OcTasnbHble NOpThl B AaHHOW ceTn VLAN
KOMMYTaTop aBTOMaTu4deckn Ao6aBnsieT B CNMCOK M30/MPOBaHHbIX NOPTOB M 610KMpyeT Tpaduk
Mexay M30/MpoBaHHbIMKW NopTamu. CBO6OAHbLIN MOPT MOXET NOALAEPXMNBATb CBA3b C IIO6bIM NOPTOM

B TOM Xxe ceTtn VLAN. V|3OJ'|Mp0BaHHbI171 NnopT MOXET Nogaep>XXmnBaTb CBA3b TO/IbLKO CO cBo60aHbIMU
nopTamu.

MpumeuaHmne: B kaxgon cetn VLAN gonyckaeTcs Hann4yme TONbKO OAHOM YacTHOW CeTw
VLAN.

PucyHok 180 [Mpwumep yvacTtHol cetn VLAN

‘ - ‘ - VLAN 123
s <= M3onup. noptbl: 2 ~ 6 i
\ — —  CB060AHbIN NOPT: 10 N )

MpumeyaHme: B cetn VLAN, BHYTpM KOTOpOW co3daHa 4acTtHas ceTb VLAN, HeobxoamMmo

I
KaK MMHUMYM OAWH MOPT BK/OUYUTb B CMIMCOK CBOGOAHbLIX MOPTOB. B NpoTMBHOM
cny4yae pgaHHasa cetb VLAN 6yaeTt oTpesaHa OT OCTa/ibHOM CETW.

30.2 Co3paHue n HacTpouka 4yactHoum cetn VLAN

Bbibepute B HaBuraunoHHol naHenn Advanced Application > Private VLAN, uTto6bl OTKpbITb
3KpaH, N306paxeHHbI Ha PUCYHKE HUXKeE.
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maea 30 YacTtHble cetu VLAN

PucyHok 181 DkpaH Advanced Application > Private VLAN

@ Frivate VLAN

et B

Hame

VLAN ID

Promiscuous Ports

Index Active Hame VLAN Promiscuous Ports

Delete

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 117 DkpaH Advanced Application > Private VLAN

MOnE OMNMUCAHUE

Active YcTaHoBUTE 3TOT NepektoyaTesnb, YTobbl akTMBMPOBaTb YacTHyw ceTb VLAN
BHYTpu ceTn VLAN.

Name BeeauTte nMsi-onucaHme (4o 32 otobpaxaembix ASCII-cMMBOIOB), MO KOTOPOMY
MOXHO MAEHTUDOULMPOBATb 3TOT MapLUpPYT.

VLAN ID Ykaxute ngeHtudukatop cetn VLAN u3 ananasona ot 1 go 4094. HactpamBaemoe

npaswuio 6yaet npuMeHeHo k cetn VLAN ¢ yka3aHHbIM MAEHTU(UKATOPOM.

Promiscuous
Ports

YKaxuTe HoMepa NopToB, KOTOPble MOTyT NOAAEPXKMBATL CBSA3b C IIOObIMU
noptamu B Ton xe cetn VLAN. Bce octanbHblie nopTtel B 3Tol ceTn VLAN 6yayT
[o6aBneHbl B CMMCOK M30/IMPOBaHHbIX MOPTOB U CMOryT 06MeHMBaTbCs TpadmKoM
TOMbKO C NOPTaMu, yKasaHHbIMW B 3TOM MoJie.

Add Haxxmunte Add, 4yTO6bI 406ABUTL 3aNMUCb B UTOrOBYIO Tabnuuy HUXE N COXPaHUTb
M3MEHEHMS B OMepaTMBHON NaMsATM KOMMyTaTopa. DTU HacTpoWku 6yayT yTepsiHbl
B C/ly4ae BbIK/II0YEHWNS KOMMYTaTopa Unun nepebos B nogayve NUTaHWs, NO3TOMY Mo
3aBepLleHMN HAaCTPOMKN HEOH6XO0AMMO HaXkaTb Ha CCbl/IKe Save B BEpXHeW
HaBWrAUWMOHHOW NaHenn Ans COXpaHeHUst U3MEHEHUI B SHEProHe3aBUCMMOW
namsTu.

Cancel Haxmunte Cancel, 4yTo6bl C6pOCUTL MOMS K NPeAbIAYLLMM 3HAYEHUAM.

Clear Haxmunte Clear, 4Tobbl BEpHYTbCS K 3aBOACKMM HacTponKaM.

Index 3T0 NOPSIAKOBLIN HOMeEp npasuna.

Active 370 nosne ykasblBaeT Ha TO, aKTUBMPOBAHO 1N J@HHOE NpaBuo.

Name 3T0 noJfie COAEPXUT UMSI-ONMCcaHMe AaHHOro npasuna.

VLAN 370 none ykasbiBaeT Ha ceTb VLAN, K KOTOPOI NpUMEHSIETCS AaHHOE NpaBuo.

Promiscuous
Ports

3710 none otobpaxaeT CNNCOK MOPTOB, KOTOPbIE MOTyT NOAAEPXMNBATb CBA3b C
nobeiMm noptammn B nNpegenax ogHon cetn VLAN.

Delete B cTtonbue Delete ycTtaHoBMTe nepeknoyaTenn Npasws, KOTOPblE HYXHO yAanuTb,
3aTeM HaxxmuTe kHonky Delete.
Cancel Haxmnte Cancel, 4yTobbl CHATL BblAeneHne ¢ nepekntovaTenein Delete.
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31

Green Ethernet («3eneHbin» Ethernet)

B oTOM rnaee paccka3biBaeTCcs O TOM, C MOMOLLbIO KaKUX HaCTPOeK KOMMYyTaTopa MOXHO YMEHbLUUTb
3HepronoTpebneHne ero NopToB.

31.1 0630p hbyHKuun Green Ethernet («3eneHbiny
Ethernet)

®dyHkumMs Green Ethernet cokpalaeT sHepronoTpebsieHMe NOPTOB C MOMOLbIO C/eAYyoLWMX OnLUuUiA.
IEEE 802.3az Energy Efficient Ethernet (EEE)

Ecnn Ha kommyTaTope BkAtoyeHa onuuns EEE, oba kKoHua kaHana nogaepxusatoT EEE, n B kaHane
OTCYTCTBYET TpaduK, NopT nepexoaunt B pexum Low Power Idle (LPI). B pexume LPI oTknao4varoTCs
HeKOTOpble PYHKLUUM PU3NYECKOro YPOBHS (B KaHasle HacTynaeT «TUWMHa») A1 3KOHOMUK
3Hepruun. Nepuognyeckn nopt TpaHcanpyet curHan REFRESH c teMm, 4tobbl o6ecneunTtb coxpaHeHue
CBSI3X C NApTHEPOM Mo KaHany. Npu nossaeHun Tpaduka NopT NOCbINAET NapTHeEpPY MO KaHany
curHan WAKE, ytobbl BEpHYTb KaHasl B aKTUBHbIA PEXUM.

Auto Power Down (ABTOMaTUyeCKmne CHUXEHNE MOLLHOCTM)

Onuua Auto Power Down OTK/OHaET NpakTUYecKn Bce PYyHKUNM PU3MYECKOro YPOBHSA NnopTa,
€C/NM Ha NOopTy OTCYTCTBYET COeAMHEHUE, MNOSTOMY MOPT NOTPebnseT S3HEPru0 NCKIHUYUTENBHO AN
nepruoaAnYeCcKOol NpoBepKN cTaTyca coeanHeHuns. MNMpn o6bHapyXeHUn NOAKNIOYEHMS K NOPTY nopT
BbIXOAMT U3 pexvMa Auto Power Down v nepexoauT B 06bIYHbIA PEXUM.

Short Reach (KopoTkue coegmHeHuns)

B TpaauumoHHon cetn Ethernet npu nepepaye AaHHbIX 3aaeNCTBYETCA 06bEM MOLLIHOCTMH,
[OCTaTOYHbIM ANS NoAAEPXKN Kabenel MakCMManbHOW ANUHLI. B kabensax MeHblLen ANNHbI
paccemBaeTCcs MeHblle MOLWHOCTM, NoaToMy dyHKkumMs Short Reach no3sonsieT CHU3UTL
3HepronoTpebneHne 3a CYET perysiMpoBKN MOLLHOCTU, BblAENSIEMON Ha Ka)ablid NOPT, B
3aBUCUMOCTM OT ANUHbI Kabens, NoAKIOYEHHOrO K 3TOMY MOpTY.

31.2 Hactpouka ¢pyHkuum Green Ethernet

Bbibepute B HaBuraunoHHor naHenn Advanced Application > Green Ethernet, uto6bl OTKpPbITb
3KpaH, N306paxKeHHbI Ha PUCYHKE HUXKeE.

MpumeyaHme: Onumm EEE, Auto Power Down mn Short Reach He nogaepxusatTcs Ans
NOpPTOB KacKaaAnpoBaHuA.
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naBa 31 Green Ethernet («3eneHbii» Ethernet)

PucyHok 182 DkpaH Advanced Application > Green Ethernet

46
47
43
49
50

[ @) Green Cthernet _J

Auto Power Down
Short Reach

EEE Auto Power Down Short Reach

Apply | | Cancel

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6bnuua 118

OkpaH Advanced Application > Green Ethernet

MNOJE

OMNCAHUE

EEE YcTaHOBUTE 3TOT NepekstoyaTesnb, YTobbl BkAoUnTb onuuto Energy Efficient Ethernet Ha
YPOBHE BCEro KoMmyTaTopa.

Auto Power YcTaHoBUTe 3TOT NepekstoyaTesnb, YTobbl BkAOUNTL onuuto Auto Power Down Ha ypoBHe

Down BCEro KOMMyTaTopa.

Short Reach

YcTaHoBWTe 3TOT nepektoyaTenb, 4Tobbl BKAOUYNTE onumio Short Reach Ha ypoBHe Bcero
KOMMyTaTopa.

Port

B 3TOM nosie oTto6pa)kaeTcs HoMep nopra.

*

C MOMOLLbI 3TON CTPOKU MOXKHO HAaCTPOUTb OA4HOBPEMEHHO BCE MopTbl. C MOMOLLbIO 3TOW
CTPOKM MOXHO Ha3sHauMTb 06LMe A1 BCEX MOPTOB HAaCTPOMKM, @ 3aTeM, ecnu noTpebyercs,
BHECTM HEO6XOAMMbIE U3MEHEHUS HA YPOBHE OTAEbHOro MopTa.

M3MeHeHns1 B AaHHOW CTPOKE Cpasy e KOMUPYHTCs Ha BCE MopThl.

EEE

YcTtaHoBuTe 3TOT nepektyaTtenb, 4Tobbl BKAOUMNTE onuuto Energy Efficient Ethernet ans
AaHHOro nopra.

Auto Power
Down

YCTaHOBWTE 3TOT NepeksoyaTesib, YTobbl BKAYMTL onumio Auto Power Down Anst AaHHOMO
nopra.

Short Reach

YcTaHoBUTE 3TOT nepexkn4artenb, yTOobbI BKOUMTE onumio Short Reach ana gaHHoro nopta.

Apply

HaxmuTte Apply, 4TO6bl COXpPaHUTb N3MEHEHUS B ONEPaTMBHON NaMsaTU KOMMyTaTopa. OTu
HaCTPOMKKN ByAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa uian nepebos B nogade
NUTaHMs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM Heob6XoANMMO HaxaTb Ha CCbifike Save B
BEPXHEW HaBMrauMOHHOW NMaHesnu Ans COXpaHEHUS U3MEHEHU B SHeproHe3aBMCMOmn
namaTu.

Cancel

Haxmunte Cancel, yTo6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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32

[MpoTtokon Link Layer Discovery Protocol
(LLDP)

32.1 O630p npoTtokona LLDP

MpoTokon obHapyxeHus kaHanbHoro ypoBHst LLDP (Link Layer Discovery Protocol) — 3To npoTokon
ypoBHs 2. OH NO3BONSET CETEBLIM YCTPONCTBAM CcoobLIaTb O CBOEM MPUCYTCTBUM U BO3MOXKHOCTAX
OPYrMM yCTPOMCTBaM B JIOKaNbHOW ceTu. Kpome TOoro, OH no3BOMSIET COXPaHATb U 06HOBNATb
nHdopMaumio 06 ycTponcreax, HenocpeaCcTBEHHO MNOAK/IOYEHHbIX K JAaHHOMY YCTPOUCTBY. 3TO
rnoMoraeT aAMUHUCTPaTOpPYy CeAnTb 38 U3SMEHEHUSIMW B CETU U CBOEBPEMEHHO BbIMOJHATb
COOTBETCTBYOLWME NpoLeaypbl N0 N3MEHEHUIO KOHMUIYypaumMn 1 ynpasneHuio ceTbio. MHpopmaums
06 ycTporicTBe uHkancynupyetca B 6n1okn gaHHeix LLDP (LLDPDU) B dpopmaTte nonen TLV (Type,
Length, Value - Tun, anvHa, 3HavyeHne). MHdopmMauns o6 yCcTponcTBax, coaepxallascs B NPUHATbIX
6nokax gaHHbIX LLDP, coxpaHsieTcs B cTaHAapTHoM 6a3e ynpasnstowen nHdopmaunm MIB.

[aHHbIl KOMMyTaTOp MOAAEPXUBAET crieaytolme 6asoBble ynpasnatoLime nons TLV.

e KoHel 6noka LLDPDU (o6s13aTenbHoE)
e NpeHTudurkatop waccu (obasatensHoe)
e MaeHTudunkaTtop nopta (obszatenbHoe)
e Cpok xKn3Hu (0bsi3aTenbHoE)

e OnwucaHue nopTta (onuMoHanbHoe)

e HasBaHue cucTtembl (ONuUMOHasnbHoe)

e OnucaHune cnctembl (onuuoHanbHoe)

e B0O3MOXHOCTU cucTeMbl (ONUMOHaNbHOE)
e Apapec ynpasneHus (OnuMoHanbHOE)

JaHHbI KOMMYyTaToOp Takxe nogaepxusaeT nons TLV ctaHpapTa IEEE 802.1 n IEEE 802.3 ¢
OpraHmM3aunoHHON cneundgukon.

Cneundunyeckume nons TLV ctrangapta IEEE 802.1:

e [lone TLV ans naentudmkaTtopa cetu VLAN Ha ocHOBe nopToB (OMnuMoHasabHOE)

e [lone TLV ana naeHtngukatopa cetm VLAN Ha ocHOBe NOpPTOB M NMPOTOKOJ0B (ONUMOHanbHoe)

Cneundunyeckume nons TLV ctangapta IEEE 802.3:

Mone TLV ans koHdurypauun/ctatyca MAC/PHY

Mone TLV ansa nutaHmsa dyepe3 MDI (onunoHanbHOe, TONbLKO AN MOAENen C noaaepx ko PoE)

Mone TLV ans arperauum KaHanos (ONuMoHanbHoe)

Mone TLV ans MakcuMasnbHOro pasMepa kaapa (onunmoHanbHoe)
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maBa 32 MpoTtokon Link Layer Discovery Protocol (LLDP)

OnumoHanbHble nons TLV BctaBnatoTcsa mexay TLV Time To Live («Cpok xu3Hn») un TLV End of
LLDPDU («KoHeu 6noka LLDPDU»).

Ha cnepytoweM pvcyHke nokasaHo, KakK CeTeBble YCTPOMCTBa, KOMMYTaTOpbl M MapLllpyTmM3aTopbl (S
1 R), obMeHunBatoTcs nHdpopMaumen o cebe nocpeacrtsom 6nokos LLDPDU, a agMnHucTpaTop ceTu
MOXeT 3anpalwuBaTb 3Ty MH@opMaumto no npotokony SNMP (Simple Network Management
Protocol).

PucyHok 183 0O630p npotokona LLDP

R
' LLDPDU / <
LLDPDU / ' -

32.2 O630p LLDP-MED

MpoTokon o6HapyXeHUs KaHaNbHOro YPOBHS AN MyNbTUMEAUNHbIX KOHEYHbIX YCTponcTs LLDP-MED
(Link Layer Discovery Protocol for Media Endpoint Devices) — 370 paclwmpeHue cTaHAapTHOro
npoTtokona LLDP, paspabortaHHoe nogkommteToM TR-41.4 Accouvaumm TeNEKOMMYHMKALNOHHOWN
otpacnu (Telecommunications Industry Association, TIA). 3To pacwupeHne onucbiBaeT

OOMONHUTE bHblEe BO3MOXHOCTU 0b6Hapy>XeHus, HanpuMep, 4ns npunoxeHun VolP, pacnonaras
KOTOPbIMM aAMUHUCTPATOPLI ceTen MOryT 6onee apdekTUBHO yNpasasaTb TONOMOrMen cetn. B
oTAn4YmMe oT TPaANLUMOHHOIO npoTtokona LLDP, KoTOpbIi MMeeT HEKOTOpbIE OrpaHnyeHus npu pabore
C HECKOJIbKMMU NpuKNagHbiMu yctponctesamm, LLDP-MED no3sonseT nonyynTb TOYHOE
npeacrasneHne o ceteBor Tononormu. LLDP-MED nopaepXvBaeT KOHeYHbie YCTPOMCTBa Tpex
K1aCCoB:

Knacc I: KoHTponnepbl IP-KOMMyHUKaUni nam apyrme cepeepbl, CBA3aHHbIE C KOMMYHUKaLUAMMU
Knacc II: F'onocosble W03bl, MOCTbI A8 KOH(MEPEHL-CBA3U UAN MY/IbTUMEANIHbIE CEPBEPSI

Knacc III: IP-tenedoHbl, NporpaMMHbie TenedoHbl Ana MK, KOMMyHMKaUNOHHbIE YCTPOMUCTBa ANS
KOHEYHbIX Mosb30BaTenen, nogaepXxusatowmne MynbTMMeaniiHble BO3MOXHOCTH IP

Ha cneaytolleM pucyHke nokasaHo, Kak, ncnonb3ys npotokon LLDP-MED, ycTpoiicTBa obecne4yeHus
ceTeBoro Bsanmogenctamna (network connectivity devices, NCD), KOMMyTaTopbl U MapLpyTnsaTopsl,
nepeaatoT TLV LLDP koHeuHbIM ycTpoiicTBaM (endpoint device, ED), TakuM, kak nepBblit IP-TenedoH
(1), uTtobbl NOAYYNTb MHGOPMALMIO O TUME YCTPOMCTBA M ero BO3MOXHOCTAX, 3aTEM MOy4atloT 3Ty
MHdopMauuto B popmaTte TLV LLDP-MED oT KoHe4uHbIX yCTpoMUcTB (2), nocne 4yero nepeaatT TLV
LLDP-MED (3) ans KOHpUrypmMpoBaH1Us KOHEYHOIO YCTPOMCTBA, B YAaCTHOCTU, A4S 0OHOBNEHUS
ceTeBbIX MOAUTUK U MHOPMaLKMM O MecToHaxoxXxaeHnn. Takme 6aokm LLDPDU nepuoanyecku
0bOHOBASAIOT CBEAEHMS O CTaTyCe N KOHdUrypaumm, nostomy ¢ nomoubto LLDP-MED agMuHucTpaTopbl
CeTM MOryT NpPOBEPUTb pe3ybTaTbl KOHDUIYPMPOBAHMS C MOMOLLbIO AUCTAHLMOHHOIO cTaTyca.
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AKTyanumsauusa AUCTaHUMOHHOIo cTtaTtyca npomcxoamt npu nonydeHmm TLV LLDP-MED OT KOHEeYHbIX
YCTPOWCTB.

PucyHok 184 0O630p LLDP-MED
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32.3 JKpaHbl ansa HacTtpoukun LLDP

BbibepuTe B HaBuraumoHHor naHenn Advanced Application > LLDP, yTo6bl OTKPbITb 3KpaH,
n306paxKeHHbIN Ha PUCYHKE HUXeE.

PucyHok 185 SkpaH Advanced Application > LLDP

[ @O LLDP ]
LLDP Local Status Click here
LLDP LLDP Remote Status Click here
LLDP Configuration Click here
LLDP-MED Configuration Click here
LLDP-MED LLDP-MED Network Policy Click here
LLDP-MED Location Click here

Mons akpaHa onucaHbl B crieaytowen Tabnuue.

Ta6nuua 119 DkpaH Advanced Application > LLDP

NMOnE OMUCAHME

LLDP
LLDP Local C NoMoLLbIo 3TOM CCbIIKM MOXHO OTKPbITb 3KpaH, coaepXalunii MHpopMauuio o
Status HacTpolikax LLDP ans koMmyTaTopa.
LLDP Remote C NOMOLLbIO 3TOM CCbUIKM MOXHO OTKPbITb 3KpaH, coaepxalwmi nHdopmaunio LLDP,
Status MOMYUYEHHYIO OT COCeIHMX YCTPOMICTB.
LLDP C noMoLLbio 3TOM CCbIIKM MOXHO OTKPbITb 3KpaH ANsi HacTpolku napameTpos LLDP.
Configuration

LLDP-MED
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Ta6nuua 119 DkpaH Advanced Application > LLDP (npogomxkeHue)

NOJIE

OMNCAHME

LLDP-MED
Configuration

C NOMOLLbIO 3TOM CCbIKM MOXHO OTKPbITb 3KPaH ANs HacTpoikn napameTtpos LLDP-MED
(Link Layer Discovery Protocol for Media Endpoint Devices).

LLDP-MED
Network Policy

C NOMOLLbIO 3TOM CCbIJIKM MOXHO OTKPbITb 3KpaH A1 HAaCTPONKM NapaMeTpoB CeTeBbIX
nonutuk LLDP-MED (Link Layer Discovery Protocol for Media Endpoint Devices).

LLDP-MED
Location

C NOMOLLbIO 3TOM CCbIJIKU MOXHO OTKPbITb 3KpaH ANS HAaCTPONKM NapamMeTpoB
MecTtoHaxoxaeHua LLDP-MED (Link Layer Discovery Protocol for Media Endpoint
Devices).

32.4 3kpaH LLDP Local Status

OTOT 3KpaH oTobpaxaeT CBOAHY nHdopMaunto o ctatyce LLDP Ha gaHHOM KOMMyTaToOpe.
MepenanTe no ccoiike Advanced Application > LLDP > LLDP Local Status (Click Here), uto6ubl
OTKPbITb 3KpaH, N306paeHHbIi Ha PUCYHKE HUXKE.

PucyHok 186 >SkpaH Advanced Application > LLDP > LLDP Local Status

LLDP System Information

Basic TLV

Chassis ID TLV

System Name TLV

System Description TLV

System Capabilities TLV

(@ LLDP Local Status ___J LLDP

Chassis ID Subtype mac-address
Chassis ID 00:19:cb:00:00:01
System Name G51920
System Description V4. 10(AADAD) | 111512013

System Capabilities Supported Bridge

System Capabilities Enabled Bridge

Management Address Subtype ipvd [ all-802

Interface Number Subtype unknown
Management Address TLV
Interface Number 0
Object Identifier 0
LLDP Port Information
Local Port Port ID Subtype Port ID Port Description
1 local-assigned 1 portt
2 local-assigned 2
3 local-assigned 3
4 local-assigned 4
5 local-assigned 5
g local-assigned 5]
T local-assigned 7
a local-assigned 8
g local-assigned g
10 local-assigned 10
ki local-assigned Al
12 local-assigned 12
13 local-assigned 13
14 local-assigned 14
15 local-assigned 15
A6 local-assigned 16
a7 local-assigned 17
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 120 SkpaH Advanced Application > LLDP > LLDP Local Status

NONE OMUCAHME

Basic TLV

ChassisIDTLV | 3To none nokasbiBaeT MAEHTUPMKATOP LWACCK N1OKaNbHOro KOMMyTaTopa, TO eCTb
KOMMyTaTopa, napaMeTpbl KOTOPOro HacTpausalTcs. MaeHTudukaTop waccm
onpeaenseTcs CBOMM NOATUMOM.

Chassis ID Subtype - 3T0 none ykasblBaeT Ha TO, KakMM 06pa3oM OCyLLecTBAsSeTCA
naeHTUduKaLumMa Waccu yaaneHHoro Kommyraropa.

Chassis ID - 3To none oTobpa)aeT MaAeHTUMOUKATOP LWACCU IOKaNbHOro KOMMyTaTopa.
NaeHTudmKaTop Waccu onpeaensercs CBOMM NOATUMOM.

System Name | 3To none nokasblBaeT UMS XOCTa KOMMyTaTopa.
TLV

System DTO noJie NokasbiBAeT ONMCAaHWE CUCTEMbI, TO ECTb BEPCUIO BCTPOEHHOIO MPOrpaMMHOro
Description TLV | o6ecneyenns kommyTtaTopa.
System 370 nose oTo6paxaeT CUCTEMHbIE BO3MOXHOCTU, KOTOPbIE MOAAEPXKMBAET JIOKAJSIbHbIN
_?E\I;’ab'“t'es KOMMYTaTop U KOTOpPble Ha HEM aKTUBMPOBAHbI.
e System Capabilities Supported - Bridge (IMoaaep>xvBaeMblie CUCTEMHbIE BO3MOXHOCTH
- MocT)
e System Capabilities Enabled - Bridge (AKTMBMpPOBaHHbIE CUCTEMHbIE BO3MOXHOCTU —
MocT)
Management Mone Management Address TLV yka3biBaeT Ha agpec, acCoLMMPOBAHHBIN C SlIOKaNbHbIM
Address TLV areHToM LLDP, KOTOpBbIit MOXHO MCMOAb30BaTh ANS CBA3M C CYLIHOCTAMM 60/ee BbICOKMX

ypOBHel npu o6Hapy>XXeHUN YCTPOMCTB C UCMOJIb30BaHMEM CPEACTB YNpaB/iEHUS CETbIO.
[aHHoe none TLV MOXeT Takxe BK/YaTb B cebd HOMep cUCTEMHOro nHTepderica un
naeHTudmkatop obbvekrta (OID), KOTOpble aCCOLUMNPOBAHbI C AAHHbLIM aApecoM
ynpasneHus

[aHHoe none oTobpaxaeT HaCTPOMKK aapeca ynpasieHus AN yKasaHHoro nopta (uam
nopToB).

. I\/Iliaréaogz?ment Address Subtype - ipv4 / all-802 [MoaTtnn agpeca ynpasneHus — ipv4 /
a -

e Interface Number Subtype - unknown [[MoaTun HoMepa MHTepdenca — HeM3BeCTeH]

e Interface Number - 0 (not supported) [Homep nHtepderica - 0 (He
noaaepxusaercs)]

e Object Number - 0 (not supported) [Homep o6bekTa - 0 (He nogaepxusaeTcs)]

LLDP Port DTOT pasaen coaepXuT MHDOPMaLUIO O NIOKaNbHbIX NOPTax.
Information

Local Port DTO nosie rnokasbiBaeT HOMEep JIOKasibHOro nopTa, KoTopbin nony4yaet 6noku LLDPDU ot
yAaneHHoro ycrpoicTtea. LLlenkHnTe no HoMepy nopTa, 4Tobbl NPOCMOTPETb NOAPOOHYIO
nHdopmaumio o ctatyce LLDP gaHHoro nopta Ha akpaHe LLDP Local Port Status

Detail.
Port ID 3TOo nose ykasblBaeT Ha cnocob naeHtTudurkaunm nons Port ID.
Subtype
Port ID 3T0 none coaepXuT cneunduyieckmn naeHTudukaTop Ana noprta, C KOToporo 6bin
nepeaaH AaHHbi 6nok LLDPDU, B hopmaTe CTpoku u3 andaBUTHO-LUGDPOBbLIX CUMBOJSIOB.
Port 3710 none otobpa)kaeT onMcaHue nopta, KOTopoe KOMMyTaTop 6yaeT aHOHCMpPOBaTb C
Description [laHHOro rnopTa.

32.4.1 Noappo6bHasa nHdpopmaumua o cratyce LLDP ana nokanbHbIX NOPTOB

Ha aToM akpaHe oTobpaxkaetcs noapobHas MHgopMaumsa o ctatyce LLDP gnsa kaxxaoro nopTa
kKoMmMmyTaTopa. Mepengnte no ccoiike Advanced Application > LLDP > LLDP Local Status, a
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3aTeM, LWenKHUTe No HoMepy nopTa, Hanpumep, 1 (Port) B ctonbue Local port, 4Tobbl OTKPbITbL

3KpaH, N306paKeHHbI Ha PUCYHKE HUXKE.

PucyHok 187 3SkpaH Advanced Application > LLDP > LLDP Local Status > LLDP Local Port Status

Detail (Basic TLV)

‘ ) DP Local Port Status Detal
Local Port: 1

Basic TLV

LLDP Local Status

Port ID Subtype

local-assigned

Port ID TLV
Port ID

1

Port Description TLV Port Description

1234567388012345678901234567890123456
788012345678901234567390abcd

Dot1 TLV
Port VLAN ID TLV Port VLAN ID 100
Port-Protocol VLAN ID TLV Port-Protocol VLAN 1D 10
Dot3 TLV
AN Supported Yes
AN Enabled Yes

MAC PHY Configuration & Status TLV
AN Advertised Capability

10baseT 10baseTFD 100baseTX
100baseTXFD 1000baseTFD

Oper MAU Type 30
Aggregation Capability Yes
Link Aggregation TLV Aggregation Status No
Aggregated Port ID 0
Max Frame Size TLV Max Frame Size 1518
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PucyHok 188 3SkpaH Advanced Application > LLDP > LLDP Local Status > LLDP Local Port Status

Detail (MED TLV)

MED TLV
Network Policy Yes
Location Yes
Extend Power via MDI PSE  No
Capabilities TLV
Extend Power via MDI PD MNo
Inventory Management No
Device Type TLV Device Type Metwork Connectivity
Voice VLAN 1D 10, tagged, L2-priority 7, DSCP 63

Voice-Signaling

VLAN 1D 100, tagged, L2-priority 2, DSCP 10

Guest-Voice

WVLAN 1D 20, tagged, L2-priority 3, DSCP 12

Guest-Voice-Signaling

Network Policy TLV

VLAN 1D 0, untagged, L2-priority 0, DSCF 0

Softphone-Voice

VLAN ID 200, tagged, L2-priority 1, DSCP 1

Video-Conferencing

VLAN 1D 0, untagged, L2-priority 0, DSCF 0

Streaming-Video

WVLAN 1D 300, tagged, L2-priority 4, DSCP 20

Video-Signaling

VLAN 1D 400, tagged, L2-priority & DSCP 55

Coordinate-base LCI

latitute north 24.0 longitute east 120.0 altitute
meter 13.0 datum WGS84

Location ldentification TLV

Civic LCI

country TW city HSINCHU building ZYXEL

ELIN

1234567390
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 121 2SkpaH Advanced Application > LLDP > LLDP Local Status > LLDP Local Port Status
Detail

NMOnEe ONMUCAHUE
Basic TLV 3To none coaepxut dnarm Basic TLV
Port ID TLV 3T0 none yKasblBaeT Ha KOHKPETHbIN NOPT, KOTOPbIN Nepefan AaHHbIN kaap LLDP.
e Port ID Subtype: 3To none ykasbiBaeT Ha TO, KakuM 06pa3oM OCyLLeCcTBNSETCS
naeHTMdmKaumnsa nopra.
e Port ID: OT0O none coaepXxuT naeHTndukaTop nopra.
Port 3710 nose oTo6paxkaeT onncaHue NoKaabLHOro nopra.
Description TLV
Dotl TLV
Port VLAN ID 370 none noka3sbiBaeT naeHtndukatop cetn VLAN, otnpasnsiembin B TLV IEEE 802.1 Port
T VLAN ID.
Port-Protocol 3710 none otobpaxaet TLV IEEE 802.1 Port Protocol VLAN ID, koTOpble yKa3biBaloT Ha
VLAN ID TLV cTaTyc (aKTMBHA, HeaKTMBHA) U noanepxky cetv VLAN,
Dot3 TLV
MAC PHY TLV MAC/PHY Configuration/Status aHOHCKMpyeT noaaep>XMBaeMyo CKOpPOCTb B 6uTax u
g?ntﬂgu'ltﬁ\tllon& BO3MOXHOCTb MOALEPXKM AYNIEKCHOrO pexuMma oTnpasnasowmnm ysnom 802.3. Kpome
atus TOro, AaHHoe nose TLV aHOHCMPYET TeKyLUME pexunM AynaeKca U CKopocTb B butax
oTnpasnsatowero ysna. HakoHeul, gaHHoe none TLV yka3sbiBaeT, ABNAeTCS M Bbl6paHHbI
napameTp pe3y/bTaTOM aBTOCOM1acoOBaHUA NPWU YCTAHOBNEHUUN COEANHEHUNS U PYYHOWN
HaCTPOWKMU.
e AN Supported - MNoka3sbiBaeT, NoaaepPXNBAET NN AaHHbIN NOPT MYHKUMIO
aBTOCOrn1acoBaHuA.
e AN Enabled - Tekywuii ctaTyc aBTOCOr/1acoBaHms nopra.
e AN Advertised Capability — Yka3biBaeT Ha BO3MOXHOCTU NOpTa B 4acTu
aBTOCOrnacoBaHus.
e Oper MAU Type - Tekywuin Tun MAU (Medium Attachment Unit) nopta
Link ) Mone Link Aggregation TLV nokasbiBaeT, NOAAEPXNBAET N AaHHbIA KaHan BO3MOXHOCTb
%@_]\9”393“0” arperaumu, y4acTByeT /M KaHan B arperaumun B AaHHbIN MOMEHT, W, eCnu Aa, yKa3biBaeT
arperaumoHHbIN naeHTUdMKaTop nopra.
e Aggregation Capability — Tekywiune BoO3MOXHOCTK NopTa Mo y4yacTuo B arperauuu.
e Aggregation Status - Tekywunii cTaTycC arperayum nopTa.
e Aggregation Port ID — ArperaunoHHbIA MAEHTUhUKATOP AaHHOro NopTa.
Max Frame 370 nose nokasbiBaeT MakCUMasbHbIA NOAAEPXMBAEMbI pa3Mep Kaapa B OKTeTax.
Size TLV
MED TLV LLDP Media Endpoint Discovery (MED) - 3To pacwupeHune npoTtokona LLDP, koTopoe
noaaepXunBaeT AOMNONHUTENbHbIE BO3MOXHOCTM NO B3aMMOAENCTBUIO C
My/bTUMEANIMHBIMU KOHEYHbIMW yCcTporicTBamu. MED noaaep>xvBaeT aHOHC/0bHapyxeHune
ceTeBbIX NOMUTUK N 0BHapyXXeHne MeCcTOHaxX0oXAeHUS YCTPOMCTB, NO3BONSAS CO34aBaTb
6a3bl AaHHbIX, coAepXallune CBeAeHUs O MeCTOHax0XAeHWM YCTPONCTB, U NpeaoCcTaBnsas
nHdopMauuto, Heo6XoAMMYIO ANa NOUCKA U YCTpaHeHus npobnem.
Capabilities DTo nose nokasblBaeT, kKakne ns nonen TLV, oTHocswmxcs K pacwmpennio LLDP-MED,
TLV MOXeT nepegaBaTb KOMMYTaTop.
e Network Policy (CeTteBas nonutuka)
e Location (MecTtononoxeHue)
Device Type 3710 none otobpaxaeT knacc ycrtporicrea LLDP-MED. Tun yctpoictea «KommyTaTop
v Zyxel»:
e Network Connectivity (YcTpoiicTBo obecneveHns ceTeBOro B3aMMoaencTemns)
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Ta6nuua 121 SkpaH Advanced Application > LLDP > LLDP Local Status > LLDP Local Port Status

Detail
NMOnEe ONMUCAHUE
Network Policy | 3To none noka3biBaeT ceTEBYIO NONTUKY ANS YKA3AHHOIO NMpPUIOXKEHMUS.
TLV
e Voice (CeTb ronocoBon CBs3M)
e Voice-Signaling (CMrHanusaumsi CETM rosioCoBOl CBSA3K)
e Guest-Voice (locTteBasi ceTb r0/10COBON CBA3M)
e Guest-Voice-Signaling (CurHanusauusi B rocTEBOM CETU FOJI0COBOV CBA3MU)
e Softphone-Voice (F'onocosas cBs3b AN NporpaMMHOro tenedoHa)
e Video-Conferencing (BuaeokoHdepeHLCBA3b)
e Streaming-Video ([MoTokoBas nepenaya BMAeO)
e Video-Signaling (CurHanusauus npu nepegadve Buaeo)
Location 3T0 none coaepXuT MHDOopMaLUIo 0O MECTOHAXOXAeHN aboHeHTa, coBepLuatoLwero

_Il_v.il_t\e/ntification BbI30B, KOTOPOE OrpeaensieTcs No Takum napameTpaM, kak ELIN (Emergency Location
Identifier Number) nnun IETF Geopriv Civic Address based Location Configuration
Information (Civic Address LCI).

e Civic LCI - IETF Geopriv Civic Address based Location Configuration Information
(MHdopMaumst 0 KOHpUrypaumm MECTOMOJIOXEHUS Ha OCHOBE ropoackoro agpeca IETF
Geopriv Civic Address)

e ELIN - (Emergency Location Identifier Number, naeHTndmkaTop MeCTononoxeHus
ONS OKCTPEHHbIX CNyX6)

e Coordinate-based LCI - KoopAMHaTbI WMPOTbI, AONATOThl U BbICOTbI, COAEpXallmecs B
nHdopmaummn o KoHdurypaumm mecrtononoxenms (LCI)

32.5 YpaneHHbIn cTtaTtyc LLDP

DTOT 3KpaH COAEPXMUT CBOAHYHO MHpopMaumio o ctatyce LLDP ansa kaxaoro coegnHenms LLDP ¢
coceaHMMU kKoMMyTaTtopamu. MNMepengute no cceinke Advanced Application > LLDP > LLDP
Remote Status (Click Here), uto6bl OTKPbITb 3KpaH, N306pa)KeHHbIN Ha PUCYHKE HUXE.

PucyHok 189 >SkpaH Advanced Application > LLDP > LLDP Remote Status

[ @ LLDP Remote Status ___________J LLDP
Index Local Port Chassis ID Port ID Port Description System Name Management Address
1 10 00:19:cb:00:00:ab 7 port? GS2210 192.168.1.5
2 12 00:19:cb:00:00:01 1 office_user 51920 192 168.1.251
3 14 00:19:cb:00-00:02 23 LAB_23 GS2210 192 168 1.1

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6bnuua 122 SkpaH Advanced Application > LLDP > LLDP Remote Status

NOnE OMNMUCAHME

Index 3T0 nosie NoKasbiBAET KOMIMYECTBO YAANEHHbIX YCTPONCTB, NOAKIIOYEHHbIX K
KoMMyTaTopy. LLlenkHUTe Ha NoOpsaAKOBOM HOMepe, YTO6bl MPOCMOTPETb NOAPO6HbIN
ctatyc LLDP gns gaHHoOro yganeHHoro ycrpolictea Ha akpaHe LLDP Remote Port
Status Detail.

Local Port 3T0 nosie coaepXuT HOMEep nopTa SIoKasbHOro KOMMyTaTopa, KOTOpbIi noay4ymnn 610k
LLDPDU oT yaaneHHoOro ycTponcraa.
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Ta6bnuua 122 SkpaH Advanced Application > LLDP > LLDP Remote Status

MOnE ONMUCAHUE

Chassis ID 3T0 none nokasbiBaeT MAeHTUHOUKATOP LWaccu yaaneHHoro yCTpomcTea,
accounmMpoBaHHOIO € nepeaatowmm areHTom LLDP. aeHTudgurkaTop waccu onpeaensercs
CBOWM NOATUMMNOM. Hanpumep, B 3TOW ponn MoxeT BbicTynaTe MAC-aapec yaaneHHoro
yCTpoOIiCTBa.

Port ID 3T0 nose coaepXuT cneunduyeckmin naeHTuduKkaTop ana noprta, C KOTOporo 6bin

nepeaaH gaHHbii 6nok LLDPDU, B popmaTte CTpoku U3 andaBUTHO-LUMGDPOBbLIX CUMBOJIOB.
NaeHTudmnkaTop nopTa onpeaensieTcss CBOUM NOATUMOM.

Port Description

DTO nosie CoAepXuUT onucaHne nopTa, € KoToporo 6bl1 nepeaaH AaHHbINM 6nok LLDPDU.

System Name

3T0 nosie NoKasbiBAET UMS CUCTEMbI YAANEHHOI0 YCTPOMICTBA.

Management
Address

370 noJie Noka3blBaeT aApec ynpasieHUs yAaneHHOro ycTpoincraa. B aTom kavectse
MoxeT BblcTynaTb MAC-aapec wnu IP-agpec. lNMonb3oBaTenb MOXET HENOCPEACTBEHHO
nepenTtn no runepccoinke IP-agpeca.

32.5.1 MNMopapo6bHas uHcpopmaums o crtatyce yaaneHHbix noptos LLDP

OTOT aKkpaH oTobpaxkaeT NoapobHyo MHPpopMaumio o ctatyce LLDP, nonydeHHyo OT yaaneHHoro
ycTporictea. MNepengute no ccoiike Advanced Application > LLDP > LLDP Remote Status
(Click Here), a 3aTeM WenkKHMUTE NO NOPSIAKOBOMY HOMepy, Hanpumep, 1, B ctonbue Index Ha
skpaHe LLDP Remote Status, 4uTo6bl OTKpbITb 3KpaH, N306pa>KeHHbIN Ha PUCYHKE HUXE.
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PucyHok 190 DkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (Basic TLV)

[ @LLDP Remote Port Status Detai LLDP Remote Status
Local Port: 1

Basic TLV

Chassis ID Subtype mac-address
Chassis ID TLV
Chassis ID 00:19:ch:00:00:02
Port ID Subtype local-assigned
Port ID TLV
Port ID 1
Time To Live TLV Time To Live 120

1234567880123456789012345678901234567

Port Description TLV Port Description 20012345678901234567390ahcd
System Name TLV System Name GS3700
System Description TLV System Description V4 10(AAFZ.2) | D5M16/2013

System Capabilities

bridge
Supported g

System Capabilities TLV

System Capabilities Enabled bridge

Management Address ALL_802
Subtype
Management Address 00:19:cb:00:00:02

Management Address TLV
Interface Number Subtype unknown

Interface Number 0

Object Identifier 0

B Tabnuue, npnBeaeHHOM HUXeE, onMcaHbl Nons n3 pasgena Basic TLV ans gaHHOro akpaHa.

Ta6bnuua 123 2SkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (Basic TLV)

NOJIE ONMNCAHME

Basic TLV

Chassis ID TLV | e Chassis ID Subtype - 310 nose ykasbiBaeT Ha MeToA MAEHTUdMKaLMKN Waccu
yAaneHHOro ycTpoicTBa.

e Chassis ID — 370 none nokasbiBaeT NAeHTUMMUKATOP LWACCK yAaNeHHOro yCTPOMUCTBa.
NpeHTndwmkaTop waccm onpeaenseTcs CBOMM NOATUMNOM

Port ID TLV e Port ID Subtype - 370 none ykasbiBaeT Ha MeTOA UAEHTUdMKALMM NopTa yaasIEHHOIO
yCTpOWCTBa.

e Port ID - 370 Nosie NokasbiBaeT MAEeHTUDUKATOP NopTa yAaNeHHOro yCTpOMCTBa.
NpeHTndukatop nopta onpeaensercs CBOMM NOATUMOM.

Time To Live DTO noJsie nokasbiBaeT MHOXUTENb BpeMeHU xun3Hn (TTL) kagpos LLDP. Mpu ncrteueHunm
v CooTBeTCTBYHOLWEro BpeMeHu TTL nHdopmMmaumsa o cocegHnx yCTporcTBax Ha AaHHOM
YyCTPOWCTBe yCTapeBaeT u otbpacbiBaeTca. s pacyeTa 3HadyeHus TTL Heobxoanmo
YMHOXWUTb MHOXWUTeNb TTL Ha nHTepsan nepegauun kagpos LLDP.

Port 3OTO none coaepXuT onNucaHne yaaneHHoro nopra.
Description TLV
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Ta6bnuua 123 2SkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (Basic TLV)

NOJIE

ONMNCAHME

System Name
TLV

370 nose NokasbiBaeT UMS CUCTEMbI YAANEHHOI0 YCTPOMCTBA.

System
Description TLV

DTO MoJsie COAEPXKUT OMMCaAHNE CUCTEMbI AN1S1 YAANIEHHOMO YCTPOMCTBa.

System
Capabilities
TLV

370 none oTobpaxaeT CUCTEMHbIE BO3MOXHOCTM, KOTOpble MNOAAEPXMBAET yAaNleHHOe
YCTPOMCTBO U KOTOPble Ha HEM aKTUBUPOBaHbI.

e System Capabilities Supported (lMoaaepxvBaeMbie CUCTEMHbIE BO3MOXHOCTH)
e System Capabilities Enabled (AKTMBMpPOBaHHbIE CUCTEMHbIE BO3MOXHOCTW)

Management
Address TLV

DTO Mnose NokasbiBaeT napaMeTpbl aApeca yrnpasfieHUs yaaneHHoro yCcTpoicTea.

e Management Address Subtype (MoaTun aagpeca ynpasneHus)
e Management Address (Aapec ynpasneHus)

e Interface Number Subtype (Moatnn Homepa uHTepdelica)

e Interface Number (Homep nHTepdelica)

e Object Identifier (MaeHTUdMKaTOp 06bEKTA)

PucyHok 191 DkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail> (Dot 1 u Dot3 TLV)

Dot1 TLV

Port VLAN ID TLV

Port VLAN ID 100

Port-Protocol VLAN ID TLV Supported

Port-Protocol VLAN ID 200

Port-Protocol VLAN ID

Port-Protocol VLAN ID

Enabled
VLAN ID 1
Vian Name TLV
VLAN Name client 1
Protocol Identity TLV Protocol ID 1
Dot3 TLV
AN Supported Yes
AN Enabled Yes

MAC PHY Configuration & Status TLV

10baseT 10baseTFD 100baseTX

AN Advertised Capability o0, - eTXFD 1000baseTFD

Oper MAU type 30

Aggregation Capability Yes

Link Aggregation TLV Aggregation Status Yes
Aggregated Port ID 1
Port Class PSE
MDI Supported Yes
MDI Enabled Yes
Power Via MDI TLV
Pair Controlable MNo
PSE Power Pairs 1
Power Class 1
Max Frame Size TLV Max Frame Size 1518
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B Tabnuue, npneBeaeHHoOM HMXe, onncaHbl nons n3 pasaenos Dotl n Dot3 gns aaHHoro akpaHa.

Tabnuua 124 >SkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (Dotl and Dot3 TLV)

MOnE ONMUCAHUE
Dotl TLV
Port VLAN ID 370 none nokasbiBaeT naeHTndukatop cetn VLAN gaHHOro noprta Ha yAaseHHOM
TLv ycTpoiicTee.,
Port-Protocol 2710 none copepxut TLV IEEE 802.1 Port Protocol VLAN ID, KOTOpbIV yKa3biBaeT, MMeeTcs
VLAN ID TLV NV 4Ns AaHHOTO NopTa uaeHTUdukaTop ceth VLAN, akTVBMpOBaHa 1 OHa, W

noAaAep>X1BAETCS /M OHa ANS NnopTa yAalleHHOro KOMMyTaTopa, KOTopblid oTrpaBu
naHHbIn 6nok LLDPDU.

e Port-Protocol VLAN ID
e Port-Protocol VLAN ID Supported
e Port-Protocol VLAN ID Enabled

Vlan Name TLV | 310 none otobpaxaet naeHtndukatop cetm VLAN n nmsa noprta yaaneHHoOro yCTpomcTaa.

e VLANID
e VLAN Name

Protocol Hanunuune nons Protocol Identity TLV no3sonsieT KOMMyTaTopy aHOHCMpOBaTb
Identity TLV onpe/ieneHHbIe MPOTOKONbI, AOCTYMHbIE Yepes AaHHbIM NopT.

Dot3 TLV

MAC PHY TLV MAC/PHY Configuration/Status aHoHcupyeT noaaepXuBaemMyto CKOPOCTb B 6uTax u
Configuration & | goamosxHOCTb noAAEPXKM AYNSEKCHOro pexunma otnpasnsiowmm ysnom 802.3. Kpome
Status TLV TOro, AaHHoe none TLV aHOHCMPYET TeKyLUMe pexunM Aynaekca U CKopocTb B butax
oTnpasnstouero ysna. HakoHeu, gaHHoe none TLV yka3sbiBaeT, SBNsSeTCs i1 BbibpaHHbIN
napameTp pe3y/ibTaTOM aBTOCOM1acoOBaHUA NPU YCTAaHOBNEHNUUN COEANHEHUS WU PYYHOWN
HaCTPOWKMU.

e AN Supported - MNoka3sbiBaeT, NnoaAepXMBaAET NN AAHHbIN NOPT PYHKLMIO
aBTOCOrnacoBaHus.

e AN Enabled - Tekywuii ctaTyc aBTOCOr/1acoBaHms nopra.

e AN Advertised Capability — Yka3biBaeT Ha BO3MOXHOCTWU NopTa B 4YacTu
aBTOCOr/lacoBaHmS.

e Oper MAU Type - Tekywuin Tun MAU (Medium Attachment Unit) nopta

Link ) Mone Link Aggregation TLV nokasbiBaeT, NOAAEPXKMBAET NIM AaHHbIN KaHaN BO3MOXHOCTb
?E\?regatlon arperaumu, y4yacTByeT Sin KaHan B arperaunm B AaHHbIX MOMEHT, W, €CIN Aa, YKa3blBaeT
arperaumoHHbIN naeHTudrKaTop nopra.

e Aggregation Capability — Tekywune BO3MOXHOCTK NoOpTa Mo y4acTUIO B arperauuu.
e Aggregation Status - Tekywuii cTaTyc arperauum nopTa.

e Aggregation Port ID — ArperauuoHHbIli MAeHTUhUKATOP AaHHOrO nopTa.

Power Via MDI | NMone Power Via MDI TLV no3BonseT aHOHCMpOBaTb M 06HapyXunBaTb NOAAEPKKY
v NUTaHust MDI CO CTOPOHbI NOPTa yAaNeHHOro yCTPONCTBa, OTNPaBUBLLErO AaHHOE
CO06lLEeHME, C MOMOLLBLIO CPEeAICTB YNpaB/eHUs CeTbio.

e Port Class (Knacc nopta)

e MDI Supported (®yHkums MDI nogaepxusaeTtcs)
e MDI Enabled (®yHkumsa MDI akTuBnpoBaHa)

e Pair Controlable (MapHbIi KOHTPOSb)

e PSE Power Pairs (Mapbl nutaHua PSE)

e Power Class (Knacc nutanus)

Max Frame 3T0 none nokasbiBaeT MakCUMasbHbIA NOAAEPXVBAEMbIN pa3Mep Kaapa B OKTeTax.
Size TLV
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PucyHok 192 DkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port

Status Detail (MED TLV)

MED TLV
Network Policy Yes
Location Yes
Extend Power via MDI PSE  No
Capabilities TLV
Extend Power via MDIPD  No
Inventory Management No
Device Type TLV Device Type Metworl Connectivity
VLAN 1D 10, tagged, known, L2-priority 7,
e 09 . L2-priority 7,

DSCP 63

Voice-Signaling

VLAN ID 100, tagged, known, L2-priority 2,
DSCF 10

Guest-Voice

VLAN ID 20, tagged, known, L2-priority 3,
DSCF 12

Guest-Voice-Signaling

VLAN ID 0, untagged, known, L2-priority 0,
DSCF 0

Network Policy TLV

Softphone-Voice

VLAN ID 200, tagged, known, L2-priority 1,
DSCP 1

Video-Conferencing

VLAN 1D 0, untagged, known, L2-priority 0,
DSCP O

Streaming-Video

VLAN ID 300, tagged. known, L2-priority 4,
DSCP 20

Video-Signaling

VLAN |D 400, tagged, known, L2-priority &,
DSCF 55

Coordinate-base LCI

latitude north 0.0 longitude east 0.9995 altitude
meters 0.0 datum NADS3-MLLW

Location ldentification TLV

Civic LCI

country TW city HSINCHU building ZYXEL

ELIN

1234567290

Hardware Revision

V20131114 | 11/14/2013

Software Revision

VAAMAACAD) | 111152013

Firmware Revision

VA 1MAACAD) | 111152013

Inventory TLV Model Name

GS53700-HP

Manufacturer

123456789
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B Tabnuue, npnBeaeHHoOM HMXeE, onucaHbl Nonsa n3 pasgena MED TLV ans gaHHOro akpaHa.

Tabnuua 125 SkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (MED TLV)

MNOJE OMNCAHME

MED TLV LLDP Media Endpoint Discovery (MED) - 3To pacwupeHune npoTtokona LLDP, koTopoe
noaaepXuBaeT AOMNOSHUTENbHbIE BO3MOXHOCTM MO B3aMMOAENCTBUIO C
MYNbTUMEANNHBIMU KOHEYHbIMKU yCTponcTBaMn. MED noanepxunBaeT aHOHC/06HapyXeHne
CETEBbIX MOMIUTUK U O6HapYy>XXeHME MEeCTOHAXOXAEHNS YCTPOMCTB, NO3BOJISIA CO3a4aBaTb
6a3bl 4aHHbIX, coAepXallune CBeAeHUS O MECTOHaxX0XAEeHMM YCTPONCTB, U NpeaoCcTaBnss
NMHdopMaLmto, HeO6X0ANMYIO A4S MOMCKA U YCTPaHEHMUS NPo6neM.

Capabilities 3T0 none onucbiBaeT BO3MOXHOCTU MED, KoTOpble noaaep>XvBaeT yAaneHHbl NopT.
TLV

e Network Policy (CeTteBas nonutuka)
e Location (MecTtononoxeHnue)

e Extend Power via MDI PSE (PacwmpeHHbie BO3MOXHOCTU NoAayvm NUTaHus C
ncnonb3oBaHnem MDI PSE)

e Extend Power via MDI PSE (PaclumnpeHHble BO3MOXHOCTU NoAayn NuTaHms
ncnonb3oBaHmem MDI PD)

¢ Inventory Management (YnpaBneHve nHBEHTapHOM nHGopMaLmen)

Device Type Knaccbl KoHeYHbIX ycTponcts LLDP-MED:
T

e Endpoint Class I (Knacc koHeuyHoro yctpouncrea I)

e Endpoint Class II (Knacc koHe4yHoro yctpowncTtea II)

e Endpoint Class III (Knacc koHeuyHoro ycrponcrtea III)

e Network Connectivity (YcTporictBo obecneuyeHns ceTeBoro B3aMMOAencTBuUS)

Network Policy | 9To mosie nokasbiBaeT CETEBYIO MOUTUKY AJSIA YKA3aHHOMO MPUIOXEHMUS.
TLV

e Voice (CeTb ronocoBown CBs3M)

e Voice-Signaling (CurHanmsaumsa CeTn rosocoBoi CBA3N)

e Guest-Voice (locTeBas ceTb r0ON10COBON CBSA3M)

e Guest-Voice-Signaling (CurHanumsaumnsa B rocTeBOW CETU rosI0COBOM CBSA3M)
e Softphone-Voice (FlonocoBas cBs3b A5 NporpaMMHOro tenedoHa)

e Video-Conferencing (BuaeokoHdepeHLCBSA3b)

e Streaming-Video ([MoTokoBas nepepaya BUAEO)

e Video-Signaling (CurHanusauusa npu nepenaye BmMaeo)

Location 3T0 none nokasbiBaeT MHGOPMaLMIO 0 MECTOHAXOXAEHUN abOHEHTa, COBEPLUAIOLLErO
_Ir?_slnt'flcat'on Bbl30B, Ha OCHOBaHWW CreayoWwmnx napaMeTposB:

e Coordinate-based LCI - koopAnHaTbl WNPOTbI, AOArOThl U BbICOTbI, COAepXallmecs B
MHdopMaunm o KoHpurypaumm mectonosnoxeHus (LCI)

e Civic LCI - IETF Geopriv Civic Address based Location Configuration Information
(MHbopMaLmsa 0 KOHPUIrypaL MK MeCTOMNOMOXKEHMS HA OCHOBE FOPOACKOro aapeca
IETF Geopriv Civic Address)

e ELIN - (Emergency Location Identifier Number, naeHTudnkaTop MecTononoxeHus
ONS OKCTPEHHbIX CNyX6)
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Ta6bnuua 125 SkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (MED TLV)

NOnE OMNMUCAHME

Inventory TLV BonblwnHcTBO Moaenen IP-TenedOHOB He NOAAEPXKMBAIOT NPOTOKObI YNpaBiaeHuns,
Takue, kak SNMP, nosToMy Ana NpefoCTaB/eHUst UHBEHTAPHOW MHGOopMaumm
ycTponcTBam obecrneyeHns ceTeBOro B3aMMoOAENCTBUS, Hanpumep, KOMMyTaTopy,
MCNonb3yloTcs UHBEeHTapHble TLV LLDP-MED. Mone Inventory TLV MoxeT coaepxaTtb
cneayoLwyo MHpopMauuio.

e Hardware Revision (Homep peBu3nun yctporicTtsa)

e Software Revision (Homep peBu3nm nporpaMMHoro obecrneyeHus)

e Firmware Revision (Homep peBM3nmn BCTPOEHHOIO NPOrpaMMHOro obecnevyeHus)
e Model Name (HanmeHoBaHue mopenu)

e Manufacturer (MponssoauTens)

e Serial Number (CepuiiHbln HOMep)

e Asset ID (MpeHTudunkatop pecypca)

Extended Mone Extended Power Via MDI Discovery no3BOASET MyNbTUMEANAHBIM KOHEYHbIM
Power via MDI | toykam, Hanpumep, IP-TenecoHaM, U yCTpoiicTBaM o6ecreyeHnst CETEBOro

T B3aMMOAENCTBUS, TakKNMM, KaKk KOMMyTaTop, aHOHCMpOBaTb NoAPO6HYI0 MHbOpMaunio o
noaaepxke A0MNONHUTENbHbIX METOAOB NOAAYN MUTaAHMUS.

e Power Type — ncnonb3yeT 1M YCTPONCTBO B A@HHbIA MOMEHT OCHOBHOM Win
pe3epBHbIN UCTOYHUK NUTaHUSA (MCMONb30BaHME Pe3epBHOIr0 MCTOYHMKA MOXET
COO6LWMTb KOHEYHOMY YCTPONCTBY O HEOOXOAMMOCTM Nepexosa B PEXUM 3KOHOMUMU
nuTaHus).

e Power Source — paboTaeT I KOHEYHOE YCTPOMCTBO B AAHHbIA MOMEHT OT BHELLUHEro
WCTOYHMKA NMUTaHUS.

e Power Priority — npuopuTeTbl KOHEYHOrO YCTPOMCTBA B MONYYEHUN NMUTAHUS OT
pPa3NnyHbIX NCTOYHMKOB (YCTPOMCTBO obecneyeHns CeTeBoro B3aMMoAenCTBUS MOXeT
NCrosnb30BaTh 3Ty ONUMIO MPW BbICTPANBAHNN NPUOPUTETOB, ONpeaensaoWmx, Kakme
YCTPOMCTBa A0/KHbI NPOoAoNXaTe paboTaTe Npu npobnemMax ¢ 3NeKTpU4eCcTBOM)

e Power Value - Tpe6oBaHWs K NMUTaHUIO B €AMHULAX BaTT B TeKyLLen KoHduUrypaumm

32.6 Hactpouku npotokona LLDP

C noMoLbio 3TOro 3KpaHa MOXHO HACTpPouTb rnobanbHble napaMeTpbl LLDP Ha koMMyTaTOope.
MNepenaunte no ccoinke Advanced Application > LLDP > LLDP Configuration (Click Here),
4YTO6bl OTKPbITb 3KpaH, N306paKeHHbIN Ha PUCYHKE HUXKE.
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PucyHok 193 DkpaH Advanced Application > LLDP > LLDP Configuration

[ @ LLDP Configuration ] Basic TLV Setting Org-specific TLV Setting LLDP
Active bd
Transmit Interval 30 seconds
Transmit Hold 4 times
Transmit Delay 2 seconds
Reinitialize Delay 2 seconds

Apply | | Cancel

Port Admin Status Notification

: Disable [ ]

1 Tx-Rx
Tx-Rx
Tx-Rx
Tx-Rx
Tx-Rx
Tx-Rx

[ B F A

[= RS [ S U 1

Apply || Cancel

Mons aKpaHa onucaHbl B criegytowen Tabnuue.

Tabnuua 126 DkpaH Advanced Application > LLDP > LLDP Configuration

NONE OMUCAHME

Active BbibepuTe 3Ty onumto, 4Tobbl akTMBMpPOBaTb NOAAEPXKKY nNpoTokona LLDP Ha
KoMMyTaTope. 10 yMOon4aHuio 3TOT nepeksovaTeslb YCTaHOBJEH.

Transmit Interval YKaxuTe NnepnoanyHOCTb OTNpaBkn nakeTos LLDP komMyTaToOpoM (B ceKyHAax).

Transmit Hold YKaxXuTe MHOXUTeNb cpoka xu3Hu (TTL) ana kagpos LLDP. Mpu ncteuyeHum
COOTBETCTBYIOLWEro BpeMeHn TTL nHgopmaums o cocefHnX yCTPOMNCTBaX Ha AaHHOM
YyCTpOMCTBE ycTapeBaeT U oTbpackiBaetcs. [Ans pacyeTa 3HavyeHms TTL Heobxoammo
YMHOXWUTb MHOXWUTeNb TTL Ha nHTepsan nepegayun nakertos LLDP.

Transmit Delay YKaxuTe 3a4epXKy (B ceKyHAax) Mexay nocnenosaTesibHbiMu coobuweHnnsmm LLDPDU,
WHULUMMPOBAHHbIMUK B pe3yfibTaTe M3MEeHEeHUM 3HayeHus n ctatyca B 6ase aaHHbix MIB
KOMMyTaTopa.

Reinitialize Delay YKaxuTte nepuoa oxumaaHus B ceKyHAax, no ncredyeHnun kotoporo LLDP BbinonHseT
MHULMANN3aumio Ha onpeaesieHHOM NopTy.

Apply Haxmunte Apply, 4TO6bl COXPaHUTL M3MEHEHWS B ONEPATUBHOM NaMATN KOMMyTaTopa. 3Tu1
HaCTpoOMKKn 6yayT yTepsHbl B Cly4ae BbIK/IOYEHUS KOMMyTaTopa unun nepebos B nogadve
NUTaHWs, NO3TOMY MO 3aBepLUEHMN HAaCTPOMKM HeoH6X0ANMMO HaxaTb Ha CCbiike Save B
BEpXHEW HaBUraLuMOHHOW NaHenu Ans COXpaHEHUS U3MEHEHUI B SHEProHe3aBUCMMON

namaTw.
Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.
Port 3T0 nosie NokasbiBaeT HOMep nopTa, Al KOTOPOro AeNcTByeT AaHHas KOHdUrypauus

LLDP. * o3HauaeT «BCe MOpThbi».
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Ta6nuua 126 SkpaH Advanced Application > LLDP > LLDP Configuration

NONE

OMNMUCAHUE

Admin Status

YKaxuTe, pa3spelleHa nu nepegaya n/vnm npmem coobuieHmnin LLDP yepes gaHHbI NopT.

e Disable - 3anpeweHa

e Tx-Only - pa3pelleHa ToNbKO nepegavya

e Rx-Only — pa3spelueH ToIbKO Nnpuem

e Tx-Rx — pa3pelueHbl n nepesaya, n npuem

Notification YKaxuTe, BKOYEHa N1 ANA AaHHOro nopTa noaaepxka yseaomneHuii LLDP.
Apply Haxxmute Apply, 4To6bI COXPaHUTb U3MEHEHWS B ONEPaTUBHON NaMaTh KOMMyTaTopa. 3Tu
HacTpoWku ByayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa uam nepebos B nogave
NUTaHWs, NO3TOMY MO 3aBEepPLUEHUN HAaCTPOMKM Heo6X0ANMO HaxaTb Ha CCbisike Save B
BEPXHeW HaBMIALMOHHOW NaHenu AN COXpaHEeHUS U3MEHEHUI B SHEProHe3aBNMCUMOM
namsTw.
Cancel Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

32.6.1 HacTtpowmku Basic TLV gnsa koHcdpurypauun LLDP

C NoMoLWbio 3TOr0 3KpaHa MOXHO HAaCTpouTb NapameTpbl Basic TLV. MNepenguTte No ccbisike
Advanced Application > LLDP > LLDP Configuration (Click Here) > Basic TLV Setting,
4YTO6bl OTKPbITb 3KpaH, N306paxKeHHbIN Ha PUCYHKE HUXE.

PucyHok 194 SkpaH Advanced Application > LLDP > LLDP Configuration> Basic TLV Setting

*

[E R SRR X

=1

[ @ Basic ILV Setting ___J LLDP Configuration

Port Management Address Port Description System Capabilities System Description System Name

CYHCYHC VYV
LYHCYHCYHLYHLY
CYHCYHC VLYY
CYHCYHC VLYY
LYHCYHCYHYHLY

L L

25 L L L L L

26 L L L L L

27 L L L L L

28 L L L L L
Apply | | Cancel

Mons sKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 127 SkpaH Advanced Application > LLDP > LLDP Configuration > Basic TLV Setting

MOnE ONMUCAHUE

Port 370 nosne otobpaxaeT HoMep NopTa, A5 KOTOPOro BbIMOMHAETCS HACTPOlMKa napaMeTpos
LLDP. YT06bl NPUMEHNTbL U3MEHSIEMbIE NapaMeTpbl A/l BCEX MOPTOB O4HOBPEMEHHO,
yCTaHOBUTE NepekovaTenu B cTpoke *. Mo yMOnYaHuUio BCe nepeksoyaTenm B CTpoke *
YyCTaHOB/EHbI.

Management YcTaHOBWTE AaHHbIV NepeksoyaTesnb UM CHUMUTE C HEro BblaeneHne, YtTobbl paspewwnTb

Address (Aapec Wnun 3anpeTuTb oTnpasky TLV-coobuweHnunii Management Address yepes AaHHbI NOPT

ynpasneHus) (nnn nopThl).

Port Description YcTaHOBWTE AaHHbIV NepeksoyaTesnb UM CHUMUTE C HEro BblaeneHme, YtTobbl paspewnTb
Wnu 3anpeTuTb oTnpasBky TLV-coobuweHnunii Port Description yepe3 aaHHbIW NopT (UK
nopThbl).
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Ta6nuua 127 SkpaH Advanced Application > LLDP > LLDP Configuration > Basic TLV Setting

MOnE ONMUCAHUE

System YcTaHOBWTE AaHHbIV NepekstyaTesnb UIn CHUMUTE C HEro BblaeneHne, YTobbl paspewnTb

Capabilities Wnun 3anpeTuTb oTrnpasBky TLV-coobuweHnnii System Capabilities yepes aaHHbIn nopTt (Mam
nopThbl).

System YCcTaHOBWTE AaHHbIV NepeksyaTesnb UIn CHUMUTE C Hero BblaeneHue, 4tobbl paspewnTb

Description W1 3anpeTuTb oTnpasBky TLV-coobuweHunii System Description yepe3 gaHHbIW NopT (Mn

nopThbl).

System Name

YcTaHOBUTE AaHHbIV NepektoYaTesnb Ui CHUMUTE C Hero BblaeneHue, 4tobbl paspewnTb
Wn 3anpeTuTb oTnpaBky TLV-coobweHunii System Name yepes aaHHbIV NopT (Man
nopTbl).

Apply

HaxmuTte Apply, uTo6bl COXpaHWUTL N3MEHEHUSI B ONEpPaTUBHOW NaMsATM KOMMyTaTopa.
3Tu HacTpolikn 6yayT yTepsiHbl B C/lydae BbIK/IOUYEHUSI KOMMyTaTopa uan nepe6os B
nogaye nNUTaHWsl, MO3TOMY MO 3aBEPLUEHUN HACTPONKM HEOBXOAMMO HaxaTb Ha CCblIKe
Save B BepxHel HaBUraLUMOHHOW NaHenn ANnsi COXpaHEeHUsS U3MEHEHWI B
SHeproHe3aBMCMMOl NaMaTH.

Cancel

Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

32.6.2 HacTtpowmka cneunduyHbIX Ana opraHnsauum nonen TLV B

koHdpurypauuu LLDP

C NoMoLWbio 3TOr0 3KpaHa MOXHO HAaCTpPOUTb NapameTpbl nonen TLV, cneunduydHbix ans
opraHmsauwnii. Neperaute no ccoiike Advanced Application > LLDP > LLDP Configuration
(Click Here) > Org-specific TLV Setting, 4To6bl OTKpbITb 3KpaH, N306pa>KeHHbIN Ha PUCYHKE

HUXe.

PucyHok 195 DkpaH Advanced Application > LLDP > LLDP Configuration> Org-specific TLV Setting

25
26
27
23

[ @) Org-specific TLV Setting ] LLDP Configuration

Port Dot1 TLV Dot3 TLV
Port-Protocol VLAN ID Port VLAN ID Link Aggregation MACI/PHY Max Frame Size
1 L L
2 L L
3 L L
4 L L
5 L L
g i

LYHCYHLYHCY
LYHLYHLYHCY

Apply | | Cancel
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 128 >SkpaH Advanced Application > LLDP > LLDP Configuration > Org-specific TLV Setting

MOnE ONMUCAHUE

Port 370 nose otobpaxaeT HOMep NopTa, A1 KOTOPOro BbINOHAETCSH HacTpoika napaMeTpos
LLDP. YT06bl NpUMEHUTb M3MEHsAEeMble NapaMeTpbl 4515 BCEX NOPTOB OAHOBPEMEHHO,
yCTaHOBUTE Nepek/toyaTenn B CTpoke *,

Dotl TLV

Port-Protocol

YcTaHOBUTE AaHHbIN nepeknw4yartenb nan CHUMUTE C HeEro BblaeneHune, 4TO6bI pa3pewnTb

VLAN ID WAW 3anpeTuTb oTnpaBky TLV-coobieHunit IEEE 802.1 Port and Protocol VLAN ID uepes
AaHHbIN NopT (MK NopThl).
Port VLAN ID YCcTaHOBWUTE AaHHbIN NepekntoyaTeslb NN CHUMUTE C HEro BblaeNneHne, YTobbl pa3pewnTb
WUnn 3anpeTuTb oTnpaBky TLV-coobuweHunii IEEE 802.1 Port VLAN ID yepes aaHHbIN NopT
(vnv nopThl). Mo yMonyaHWio BCe nepekovaTenn B 3TOM CTPOKE YCTaHOB/EHbI.
Dot3 TLV

Power Via MDI
TLV

MpumMeuaHune: TonbKo ANa Moaenen C NoAAEPXKOW NMUTaHUSA YCTPOMCTB MO BUTOW Nape
(PoE). Mone Power Via MDI TLV no3BosisieT aHOHCMPOBaTb M 06Hapy»XuBaTb NOAAEPXKKY
nuTaHus MDI co CTOpOHbI NOpTa yAaNEeHHOro yCTPOMCTBaA, OTNPaBUBLLEro AaHHOe
coobleHne, C NOMOLLbIO CPEACTB YNpaBieHNS CETbIO.

e Port Class (Knacc nopra)

e MDI Supported (®yHkumna MDI nogaepxxunsaeTcs)
e MDI Enabled (®yHkunss MDI akTMBMpoBaHa)

e Pair Controlable (MapHbI KOHTPOSb)

e PSE Power Pairs (Mapbl nutaHunsa PSE)

e Power Class (Knacc nutaHus)

Link
Aggregation

YcTaHOBWTE AaHHbIW NepekiovaTesib UM CHUMUTE C HEro BblAeneHne, 4Tobbl paspewnTb
WUNu 3anpeTuTb oTnpasky TLV-coobuwenunii IEEE 802.3 Link Aggregation yepes gaHHbIN
nopT (Wnn NopThl).

MAC/PHY

YcTaHOBWTE AaHHbIW NepeksiovaTesib UM CHUMUTE C HEro BblAeneHue, 4Tobbl paspewnTb
Wnun 3anpeTuTb oTnpasky TLV-coobwennii IEEE 802.3 MAC/PHY Configuration/Status
yepes JaHHbIN NopT (Mam nNopThl). M0 yMONYaHUIO BCe NepektoyaTenn B 3TON CTpoke
yCTaHOB/EHBI.

Max Frame
Size

YcTaHOBUTE AaHHbIM NepeksyaTe/lb UM CHUMUTE C HEro BblaesieHne, YTobbl paspewnTb
WK 3anpeTtuTb oTnpaBky TLV-coobuweHunii IEEE 802.3 Max Frame Size yepes3 aaHHbIN
nopT (Wnn NopThl).

Apply

Haxxmute Apply, 4TO6bl COXPaHUTb U3MEHEHUS B ONEPaTMBHON NamMaTn KOMMyTaTopa. OTu
HaCTpoOMKun 6yayT yTepsHbl B Cly4ae BbIK/IOYEHUS KOMMyTaTopa unun nepebos B nogade
NUTaHWS, NO3TOMY MO 3aBepPLUEHUN HAaCTPOMKM Heob6X0ANMO HaxaTb Ha CCbisike Save B
BepXHeN HaBUrauMOHHOW NaHenu Ansl COXpaHeHUS U3MEHEHUI B SHEProHe3aBUCUMOM
namaTw.

Cancel

Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

32.7 Hactpouku LLDP-MED

MNepengute no ccolike Advanced Application > LLDP > LLDP-MED Configuration (Click
Here), 4T06bl OTKPbLITb 3KpaH, M306paK€HHbIN Ha PUCYHKE HUXE.
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PucyHok 196 DkpaH Advanced Application > LLDP > LLDP-MED Configuration

=R I L R SN VI (- ey

[ @ LLDP-MED Configuration ___J LLDP
Notification MED TLV Setting
Port
Topology Change Location Network Policy

Apply || Cancel

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 129 DkpaH Advanced Application > LLDP > LLDP-MED Configuration

NMOnEe ONMUCAHUE
Port 370 none otobpaxaeT HOMep nopTa, AN KOTOPOro BbIMOHAETCS HaCTpoMKa napamMeTpoB
LLDP-MED. YcTaHOBUTE nepekatoyaTenn B CTpoke *, yTobbl MPUMEHUTb UX KO BCEM
noptamM oAHOBPEMEHHO.
Notification
Topology BbibepuTe 3Ty onumio, YTO6bl BKIOUYNTE NOAAEPXKKY SOBYLUEK U3MEHEHMSA TONOIOrUN
Change LLDP-MED ans AaHHOro nopra.

MED TLV Setting

Location

BbibepuTe 3Ty onumio, 4Tobbl paspewnTb nepepady TLV-coobuweHnin Location LLDP-MED
yepes AaHHbI NopT.

Network Policy

Bbi6epuTte 3Ty onumto, 4Tobbl paspewnTb nepegady TLV-coobuweHunin Network Policy
LLDP-MED 4epes aaHHbI NopT.

Apply

HaxmuTe Apply, 4To6bl COXpaHUTb U3MEHEHMS B ONEpPaTMBHOM NaMATM KOMMyTaTopa. OTu
HacTpoliku 6yayT yTepsiHbl B Cllydae BbIK/IlOYEHMS KOMMyTaTtopa unv nepebosi B nogave
NMUTaHUs, NO3TOMY MO 3aBepLIEHUMN HACTPONKM HEOBX0AMMO HaxaTb Ha CCblike Save B
BEpXHeil HaBUrauMoHHOM NaHenn ANs COXpaHeHUst U3MEHEHWIA B SHEProHe3aBMCMMON
namsTu.

Cancel

HaxmuTte Cancel, yTo6bl HauaTb HACTPOMKY Ha 3TOM 3KpaHe 3aHOoBO.

32.8 Hactpouku ceteBbix nonutuk LLDP-MED

MNepengute no ccoiike Advanced Application > LLDP > LLDP-MED Network Policy (Click
Here), 4uTob6bl OTKPbITh 3KpaH, N306paxeHHbIN Ha PUCYHKE HUXeE.
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PucyHok 197 DkpaH Advanced Application > LLDP > LLDP-MED Network Policy

[ @) LLDP-MED Network Policy LLDP
Port 2
Application Type voice -
Tag tagged
VLAN 144
DSCP 56
Priority 4 -
Add| | Cancel
Index Port Application Type Tag VLAN Priority DSCP Delete
1 2 voice tagged 144 4 56

Mons aKpaHa onucaHbl B crieaytoLen Tabnuue.

Ta6nuua 130 SkpaH Advanced Application > LLDP > LLDP-MED Network Policy

MNOJE

OMNCAHME

Port

YKaxuTe HoMep nopTa, A/ KOTOPOro BbIMOJIHAETCS HaCcTpoMka ceTeBblX MNoAnTUK LLDP-
MED.

Application Type

BbibepuTe TMN NpUIOXEHUS, NCMOMb3YEMOro A/ AaHHOW CETEBOW MOSIMTUKM.

e voice (CeTb ronocoBomn CBSI3u)

e voice-signaling (CMrHanusaums ceTu ronocoBON CBS3W)

e guest-voice (locTeBas ceTb rOJI0COBOV CBA3MU)

e guest-voice-signaling (CurHanusaums B rocTeEBON CETU rOJIOCOBOM CBSA3U)
e softphone-voice (FonocoBas cBsi3b ANs nporpaMMHoro tenedoHa)

e video-conferencing (BuaeokoHdepeHUCBSA3b)

e streaming-video (MNoTokoBas nepenaya BUAEO)

e video-signaling (CurHanusaums npu nepegade Buaeo)

Tag YKaxuTe, HY>XHO N1 fo6aBnsaTe nan ybupaTtb Term B paMkax AaHHOW CETEBOW MOSUTUKMU.
e tagged (c Teramu)
e untagged (6e3 Teros)
VLAN YkaxuTte naeHtudunkaunoHHbii Homep cetn VLAN. OH BbibupaeTtcs n3 gnanasoHa ot 1 4o
4094. 1na KaapoB C TEroM NpuopuTeTa HY>XXHO BBECTU 3HauyeHne «0».
DSCP YkaxuTe 3HaueHne DSCP ana naHHom ceTeBor nonntukm. OHO BbibMpaeTcsa U3 AnanasoH
ot 0 go 63, npu aToM 0 03Ha4aeT Mcnosb3oBaHne 3HayeHnss DSCP no ymonyaHuio.
Priority YKaxuTe 3HavyeHne npuoputeTa AN AaHHOW CeTEBOW NMOMUTUKMU.
Add Mocne 3aBeplueHnss BBoAa MHGOpPMaLMK O ceTeBbIX NonUTUKax Haxmute Add. B cBoaHom
Tabnuue nosBATCA BCe CcO34aHHble A9 KOMMyTaTopa CeTeBble MOSIUTUKM.
Cancel Haxmute Cancel, ecnu TpebyeTcs n3MeHUTb TOIbKO YTO BBEAEHHYIO MHpOpMaumio.
Index 370 nosie otobpaxkaeT NOPSAAKOBbLIA HOMEP CETEBOM MOAUTUKU. HaxxMuTe Ha 3TOT HoMep,
yTOb6bI OTPEAAKTMPOBATb NPaBUIO.
Port 370 none otobpa)kaeT HOMep NopTa A CETEBON MOINTUKM.

Application Type

3T0 none 0T06pa>|<aeT TUN NPUNOXEHNA ANA CeTeBOW MONUTUKM.

Tag 370 none otobpaxkaeT ctaTyc AobaBneHus/ynaneHns Teros Ans CETEBOM NOSUTUKMU.
VLAN 3710 none otobpaxaeT naeHtndukatop cetn VLAN ansa ceTeBon NOAUTUKW.

Priority 3710 none otobpa)kaeT 3HavYeHne NpMopuTeTa ANt CETEBOM MONUTUKMU.

DSCP 3710 none otobpaxaet 3HayeHMe DSCP ans ceTeBol NOANTUKMN.
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Ta6bnuua 130 DkpaH Advanced Application > LLDP > LLDP-MED Network Policy

NMOnE ONMUCAHUE
Delete BbibepuTe nNpaBuia, KOTopble HYXHO yAanuTb, B cTtonbue Delete n HaXxMuTe KHOMKY
Delete.
Cancel Haxmute Cancel, yTobbl CHSAATL BblAeNEHNE C NepektoyaTenen B ctonbue Delete.

32.9 UHdopmauma o mectononoxeHuu LLDP-MED

Mepenante no ccoinke Advanced Application > LLDP > LLDP-MED Location (Click Here),
yTO6bl OTKPbITb 3KpaH, N306PaXKEHHbIN Ha PUCYHKE HUXE.

PucyHok 198 >SkpaH Advanced Application > LLDP > LLDP-MED Location

(@ LLDP-MED Location ] LLDP
Port 20
Latitude 24.7500] [north [ =]
Location  Longitude 121.0 east El
Coordinates ;1 q¢ 12.5000 metersEl
Datum WGSB4 (=]
Country W State
County City
Division Neighbor
Street Lz.aadw?g-Street-
Direction
Street-Suffix Trailing-Street-Suffix
House-Number House-Number-Suffix
Civic Address
Landmark Additional-Location
Name Zip-Code
Building Y XEL Unit
Floor 4F Room-Number 421
Postal-Community-
Place-Ty
ace-type Name
Post-Office-Box Additional-Code
ELIN Number [1234567891111111
Add
Index Port Location Coordinates Civic Address ELIN Number Delete
1 20 latitude north 24.7500 longi... country TW building ZYXEL1I... 1234567891111111 [}

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

292




maBa 32 MpoTtokon Link Layer Discovery Protocol (LLDP)

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 131 SkpaH Advanced Application > LLDP > LLDP-MED Location

MOnE ONMUCAHUE

Port YKaxuTe Homep nopTa, A8 KOTOporo TpebyeTcs HacTpouTb NapaMeTpbl MECTOMOIOXEHUS
B ceTn LLDP-MED.

Location MpoTtokon LLDP-MED ucnonb3yeT reorpaduyeckme KOOpAMHaThI U FOPOACKON aapec

Coordinates

(Civic Address) ans onpeneneHns MecTornosIoXeHUs yAaneHHOro yCTpoicTaa.
lFeorpacdunyeckne KoopanMHaTbl BKAOYAKOT B cebsl WMPOTY, AOSTOTY, BbICOTY M TOYKY
oTcyeTa. FopoAcKoit aapec BKOYAET B cebsa CTpaHy, WTaT, OKPYr, ropod, yavuy v
APYTYH COMYTCTBYHOLWYO MHbOpMaUuio.

Latitude

Beseaute nHdopmaumio o wnpoTe. 3HavyeHne BbibupaeTcs B AnanasoHe ot 0° go 90°.
OTpuuaTenbHoe 3HaYeHe COOTBETCTBYET (Ory.

e north (ceBepHoit)
e south (toxHoWn)

Longitude

BeeauTte nHdopmaumio o gonrote. 3HavyeHne BblbMpaeTcs B aManasoHe ot 0° go 1800°.
OTpuuaTenbHOe 3Ha4YeHMe COOTBETCTBYET 3anaay.

e west (3anagHon)
e east (BocTouHOWM)

Altitude

BeeanTe nHdopmMaumto o BbicoTe. 3HayeHne BbibupaeTcs B AnanasoHe ot -2097151 ao
2097151 yka3blBaeTcsl B METpax UM B Taxkax.

e meters (MeTpsbl)
o floor (aTaxwu)

Datum

YKaxuTe COOTBETCTBYIOLLYIO re0fe3MUecKyto TOUKY oTcueTa, ucrnosb3yemyio GPS.

e WGS84
e NAD83-NAVD88
¢ NAD83-MLLW
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Ta6bnuua 131 2DkpaH Advanced Application > LLDP > LLDP-MED Location

NONE

OMNMUCAHUE

Civic Address

YkaxuTe ropoackon agpec (Civic Address), Bkntoyawwmnin B cebsa Takne ceBefeHmns, Kak
CTpaHa, WwTaT, OKpyr, ropoA, yavua, HoMep A40Ma, NOYTOBbIA MHAEKC, U APYTYHO AOMONHU-
TenbHY0 MHGOpMaumMo. FOpoACKOW aApec AOKEH BKOYATh B cebsl Kak MUHMMYM ABa
nossi, OAHUM U3 KOTOPbIX A0/KHa 6bITb cTpaHa. JjonyctuMas anuHa nonst «Country»
(CtpaHna) coctaBnsieT 2 cMMBOa, AIMHA BCEX OCTaJIbHbIX MOJEN He AO/DKHA NpeBbIWaTth
32 cumBona.

e Country (CtpaHa)

e State (WTaT, obnactb)

e County (Okpyr)

e City (Fopoa)

e Division (PaioH)

e Neighbor (MukpopaioH)

e Street (Ynuua)

e Leading-Street-Direction (HanpaBneHue rnaBHOM ynuubl)
e Street-Suffix (Cyddwnkc ynumubl)

e Trailing-Street-Suffix (BTopon cyddunkc ynmubl)

e House-Number (Homep goma)

e House-Number-Suffix (Cydhdunkc Homepa goma)

e Landmark (Ob6wen3BecTHoe Ha3BaHME)

e Additional-Location (JonosnHuTenbHbie CBEAEHNS O MECTOMOIOXKEHNN)
e Name (HasBaHue)

e Zip-Code (MouTOBbIN KOA)

e Building (3paHwne)

e Unit (Kopnyc)

e Floor (3T1ax)

e Room-Number (Homep kKoMHaThbl)

e Place-Type (Tun kBapTupbl)

e Postal-Community-Name (Ha3sBaHne no4dtoBoro coobuiecrtsa)
e Post-Office-Box (MouToBbIN AWMKK)

e Additional-Code (JononHUTENbHbIN KOA)

ELIN Number

BBeauTte CTpoKy m3 undp, cooTBeTCTBYIOLWYO naeHTndukartopy ELIN, koTopele nepepa-
eTCs BO BPEMS 3KCTPEHHbIX BbI3OBOB B TPaAMLUMOHHbIE cnctembl CAMA nnu PSAP ISDN Ha
OCHOBE MNOopTOoB. [1IMHa 3Ha4YeHUs B 3TOM NoJie A0XKHA NexaTb B AnanasoHe oT 10 go 25.

Add Mocne 3aBepweHns Beoga MHMDOPMaLNM O MECTOMOIOXKEHNN HaxxMuTe Add.
Cancel Haxxmute Cancel, ecnu TpebyeTcs N3MEHUTb TONLKO YTO BBEAEHHYO MHMOPMaLNIO O
MeCTOMOJIOXKEHUN.
Index 370 nose otobpaxkaeT MOPAAKOBbLIA HOMEP KOH(MUIrypaumm MecTtononoxenus. LenkHure
no NopsiAKOBOMY HOMepy, YTo6bl MPOCMOTPETbL WU U3MEHUTb MHGPOPMaLMIO O
MeCTOMOJIOXKEHNN.
Port B 3ToM none oTobpaxaeTcs HoMep nopTa AN AaHHOW KOHPUIrypaLmm MECTOMOOXEHNS.
Location 3T0 none nokasbiBaeT MHMOPMaLMIO O KOH(PUrypaLumMm MeCTOMNOSIOXKEHNS, B OCHOBE

Coordinates

KOTOPOI fiexat reorpaduyeckne KoopanHaThl, BKOYaowWwme B cebs A0roTy, WMpoTy,
BbICOTY M TOUKY OTCYeTa.

Civic Address

3710 none otobpaxaeT ropoackon agpec (Civic Address), Bkatovatowmin B cebs Takme
CcBefleHus, Kak CTpaHa, WTaT, OKpyr, ropoA, ynuua, HoMep AoMa, NOYTOBbIA MHAEKC, U
APYTYO AOMOSHUTENbHYI0 MHGOpMaLUmio.

ELIN Number

3710 none otobpaxaeT naeHtndunkatop ELIN (Emergency Location Identification
Number), koTopbI# UCNoONb3yeTCa AN MASHTUPUKALNN KOHEYHbIX YCTPOICTB,
YYacCTBYOLWMX B COBEPLUEHNN 3KCTPEHHbIX BbI30OBOB. [l/IMHA 3HAa4YeHMs B 3TOM none
AOJDKHa nexaTtb B AnanasoHe oT 10 o 25 cMMBoSIOB.

Delete BbibepuTe MecTonosIoXeHUs, KOTOpble HYXHO yaanuTb, B cTonbue Delete n HaxmuTte
KHonky Delete.
Cancel Haxmute Cancel, 4tobbl CHATL BblaesieHne ¢ nepekntovartenen B ctonbue Delete.
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33

CtaTnyeckmne mapLipyTbl

33.1 O630p cTaTU4YECKUX MapLUPYTOB

B paHHOM rnaee onncaHa HacTpoKrKa CTaTU4YeCcKMX MapLUpyToB.

JaHHbIN KOMMYTaTOp B3auMMOAENCTBYET C YNPaB/sAloWNUMM KOMNbIOTEPAaMN C UCNOJIb30BaHUEM
NpoTOKON0B U3 cTeka IP, Hanpumep, nocpeacTsoM NpoTokonos HTTP nan SNMP. C noMoLbo
cratuyeckmx IP-mMaplpyToB KOMMYTaTOp MOXET OTBEYaTb yAasIeHHbIM CTaHUMAM ynpasBneHus,
HEAOCTYMHbIM Yepes W3 Mo yMonyaHuo. Kpome Toro, ctaTMyeckme MapLlpyTbl MOryT
MCMNOMb30BaTbC KOMMYTaTOPOM A1 OTMPaBKM AAHHbIX HA CEPBEpP WU YCTPONCTBO, HEAOCTYMHbIE
yepes W3 Mo YMONYaHWIo, HanpuMep, ana nepegaydm «nosyuwek» SNMP uim ncnonb3oBaHus
KOMaHAbl ping npu nposepke IP-noaknoyeHuns.

33.1.1 O yem pacckasbiBaeTcsi B 3TOU rnaBe

e C nomowibto akpaHa Static Routing (pas3a. 33.2 Ha cTp. 296) MOXHO NPOBEPUTbL, aKTUBUPOBAH
N onpeAeneHHbIn CTaTUYECKNIA MapLlupyT IPv4.

e C nomowebto 3kpaHa IPv4 Static Route (pa3a. 33.3 Ha cTp. 296) MOXHO aKTMBMpPOBaTb UK
AeaKTUBMpPOBaTb OonpeaesieHHbI CTaTUYeCKMn MapLupyT.

33.2 3kpaH Static Routing

YT06bl aKTUBMpPOBATL CTaTU4Yecknii MmapwpyT IPv4, Heob6xoanMMO 3a4aTb €ro napaMeTpbl Ha 3KpaHe
IP Application > Static Routing > IPv4 Static Route.

BbibepuTte B HaBuraumoHHor naHenn IP Application > Static Routing, 4uTo6bl OTKpbITb 3KpaH,
n306paxKeHHbIN Ha PUCYHKE HUXeE.

PucyHok 199 DkpaH IP Application > Static Routing
L @) Static Routing

IPv4 Static Route Click Here

33.3 Hactpouka cTaTu4yeCKux MapLipyToB

Beibepute B HaBuraunoHHor naHenu IP Application > Static Routing > IPv4 Static Route,
yTO6bl OTKPbITb 3KPaH, N306PaXKEHHbIN Ha PUCYHKE HUXE.
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PucyHok 200 DkpaH IP Application > Static Routing > IPv4 Static Route

Index Active

[ @) |Pv4d Static Route ] Static Routing
Active [
Name
Destination IP Address 0.0.00
IP Subnet Mask 0.0.00
Gateway IP Address 0000
Metric

(A [ Gancel ] (Gl

Name Destination Address Subnet Mask Gateway Address Metric Delete

Delete Cancel

Mons aKpaHa, UCMob3yeMble AN CO34aHUS CTaTUUYECKOro MapLlpyTa, ONUCaHbl B creayoLlei

Tabnuue.

Ta6bnuua 132 DkpaH IP Application > Static Routing > IPv4 Static Route

MNOJIE ONMUCAHUE
Active B 3TOM none MOXHO aKTMBMPOBaTb/AeaKTUBUPOBATb AAHHbIN CTaTUYECKNIA MapLupyT.
Name BeeauTte umsa-onucanme (Ao 10 otobpaxkaembix ASCII-cMMBOOB), MO KOTOPOMY MOXHO

NMAEHTUDULUMPOBATb STOT MapLUpyT.

Destination IP

CeTteBoli IP-agpec KOHEYHOrO NyHKTa Ha3Ha4eHus.

Address

IP Subnet BBeanTe Macky noaceTu ANna AaHHOrO HanpasneHus. MaplwpyTmnsaumsa Bcerga OCHOBbIBAETCHA

Mask Ha HoMepe ceTu. Ecnmn Hy>XHO yKasaTb MapLlIpyT K KOHKPETHOMY XOCTY, B MoJie BBOAA Macku
noaceTn Heobxoammo BBecTn Macky 255.255.255.255, n Torga B kayectBe HoMepa ceTu
MOXHO MCMONb30BaTb MAaeHTUdMKaTOp TpebyeMoro xocra.

Gateway IP BeeauTte IP-agpec wntosa. LWno3 - 310 6Amxaniwnii cocea KOMMyTaTopa, KOTOpbI

Address HanpasnseT nakeT K MYHKTY ero Ha3HayeHus. LWnto3 gonxeH 6biTb MapwpyTn3aTtopoM B TOM
e CermMeHTe, 4YTo U KOMMyTaTop.

Metric MeTpuka oTpaxaeT «CTOMMOCTb» Nnepeaayun Ans uenen mapwpytmsaumm. B IP-
MapLlpyTu3auumn B Ka4ecTBe Mepbl CTOMMOCTUN UCMO/b3YEeTCSH CHETUNK NPONAEHHBIX Y3/10B, C
MWHUMaNbHbIM 3HaYeHneM 1 Ans ceTel, COeAMHEHHbIX HanpsiMyo. BeeanTe 4ncno, NnpMMepHo
oTpaxatoliee CTOMMOCTb AAHHOI0 KaHasna. 3TO YMCno He 06a3aTenbHO A0/IKHO 6bITb TOUYHBIM,
HO OHO AO0JIXXHO HaxoAMTbCsA B AnanasoHe oT 1 Ao 15. Ha npakTmke 06bl4HO NOAXOANUT 2 Unun
3.

Add Haxmunte Add, 4To6bI COXPaHNTL HOBbIN CTaTUYECKUIA MapLUPYT B ONepaTMBHON NamaTu
KOMMyTaTopa. 3TW HacTponkn B6yayT yTepsiHbl B C/ly4Yae BbIK/IIOYEHUS KOMMyTaTopa uUamu
nepebos B nogaye nMTaHUs, NO3TOMY MO 3aBEPLUEHNN HACTPONKN HEOOXOANMO HaxaTb Ha
CCbl/IKe Save B BEpXHEN HaBUIraLUMOHHOW NaHenn A1 COXPaHEeHUS U3MEHEHWN B
3HEeproHe3aBMCUMON NaMATH.

Cancel Haxmnte Cancel, 4To6bl C6POCKTbL NONSA K MPEeAbIAYLUNM 3HAYEHUAM.

Clear Haxmute Clear, yTobbl BEpHYTbCSA K 3aBOACKMM HacTpoMKaM.

Index B aTOM none otobpaxaeTcs NoOpsAKOBbIA HOMEP MapuwpyTa. HaxmuTte Ha Hero, 4Tobbl
peaakTMpoBaTb 3anucb CTaTUYECKOro MapLupyTa.

Active B 3ToM none ctout Yes, ecnun cTaTMyecknin MapLpyT aktusnposaH, u No, ecnm OH OTK/TH0YEH.
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Ta6nuua 132 DkpaH IP Application > Static Routing > IPv4 Static Route (npogonxeHune)

NONE OMNMUCAHUE

Name B aTOoM none 0T06pa>|<aeTc9| MMs-onucaHue mapuwpyta. OHO Gyp,eT MCNO0J1Ib30BaTbCA TOJZIbKO
ana VI,D,eHTVIqJVIKaLI.VIVI.

Destination B 3TOM none otobpaxaeTcsa ceTeBol IP-aapec KOHEYHOro NMyHKTa HasHayeHus.
Address

Subnet Mask B aTOM none otobpaxaeTcs Macka NoaceTV ANs AaHHOro HanpaBieHus.

Gateway B aTom none otobpaxaetcsa IP-agpec wnto3a. LWnw3 - 310 6amvkanwunii coceq KOMMyTaTopa,
Address KOTOPbIV HanpaBAseT NakeT K MyHKTY ero HasHa4yeHus.

Metric B aTOM none otobpaxaeTcs «CTOMMOCTb>» nepeaayvv Ansa uenen maplipyTmsaunu.

Delete Haxmunte Delete, uTo6bl yaanuTb BblIOpaHHy 3anncb U3 UTOroBOM Tabnuupbl.

Cancel Haxxmnte Cancel, 4Tobbl CHATHL BblaeNneHne ¢ nepeknoyatenen Delete.
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34

OudhepeHumnpoBaHHOEe 0OCnyXnBaHue

34.1 O630p anddepeHunpoBaHHOro ob6CNyXMBaHUA

B naHHOM rnaBe onucaHa HacTpolKa Ha KOMMyTaTope MexaHu3MoB AnddepeHuMpoBaHHOro
obcnyxusaHus (DiffServ).

MexaHun3Mbl ynpaBieHns ka4ectBoM obcnyxuBanua (QoS) Nno3BoNnsAT YCTaHOBUTb MPUOPUTETLI AN
NOTOKOB Tpadurka 13 UCTOUYHMKA B MYHKT Ha3HayeHuns. Bce nakeTbl B NOTOKE NONyYaroT OAUHAKOBbIN
npuoputeT. YTo6bl YCTAHOBUTbL pPa3fiMyHble NPUOPUTETLI AN Pa3IMYHbIX TUMOB NAKETOB, MOXHO
MCnonb30BaTb Knacchl ob6cnyxmeanums (CoS).

DiffServ npeacraBnset coboit Mogens Ha 6ase knaccoB ob6cnyxumBaHms (CoS), B KOTOPOM NaKeThl
MapKMpYyoTCs TaknMm o6pa3oM, YTobbl Ha NyTU CNnefoBaHUS MapLipyTa Ha CETEBbIX YCTPOMCTBAX C
noaaepxkon DiffServ oHn noaBepranmcb ocobor 06paboTke Ha KaXXA0M KOHKPETHOM nepexoae B
3aBMCUMOCTW OT TUMa NPUNIOXEHNUS U NAOTHOCTM Tpaduka. MNakeTbl MapKUPYOTCS KOAOBbIMU
mapkepamu DiffServ (DiffServ Code Points, DSCP), KOoTopble yKa3blBalOT Ha XXeNaeMbll YPOBEHb
06CNyXMBaHMS. DTO NO3BOJISIET NPOMEXYTOUYHbIM CETEBbLIM YCTPOCTBaM C noaaepxkoin DiffServ
obpabaTbiBaTb NakeTbl pa3MyHbIM 06pa3oM B 3aBUCMMOCTM OT Mapkepa, 6e3 Heob6XxoaAnMocTm
CornacoBaHusa NyTel UAM 3aNOMUHAHMS MHGMOPMaLMKN O COCTOSIHMM ANa Kaxaoro notoka. Kpome
TOro, NPUIOXeHMSM He TpebyeTcs 3anpalimBaTb KOHKPETHOE 06CNyXnBaHMe UAKN BblAaBaTb
npeaBapuTenibHOe yBeAOMIEHNE O TOM, KyAa HanpasnsieTcs Tpaduk.

34.1.1 O yem paccka3biBaeTCA B 3TOMU rnaee

e C nomouwbto akpaHa DiffServ (pa3a. 34.2 Ha cTp. 300) MOXHO aKTUBMPOBaTb PYHKLNIO
anddepeHumpoBaHHoro obcnyxumeanus (DiffServ) aons npMMmeHeHUs NpaBua MapKUpPOBaHUS Un
oTtobpaxeHus npmnoputetoB IEEE 802.1p Ha KkoMMyTaTOpe.

¢ C nomowbio 3kpaHa DSCP (pa3a. 34.3.1 Ha cTp. 302) MOXHO U3MEHUTb Npasusia COOTBETCTBUSA
DSCP-IEEE 802.1p.

34.1.2 Y10 HeOOXoAMMO 3HATb

O3HaKoMbTeCb C NpMBEAEHHON HUXe nHdopmaumen o agnddepeHUnpoBaHHOM 06CNyXnBaHUK,
KOTOpas NOMOXeT B paboTe € aKpaHaMu, ONMMCaHHbIMX B 3TOW rnaBe.

Mapkep DSCP n o6paboTka Ha KaXkAOM KOHKPeTHOM nepexoae

Mpu ncnonb3oBaHum DiffServ B 3aronosok IP-nakeTtoB go6asnsetcs Hoeoe none DS (Differentiated
Services), KOTOpoe 3aMeHsaeT nosne Tuna obcnyxmnsaHmsa ToS (Type of Service). NMone DS coaepxut
6-6uTHOE None Mapkepa DSCP, KOTOpoe N03BONSET ONpefennTb A0 64 ypoBHeln 06CnyXunBaHus, a
ocTaBlmMecs 2 6uta Ha AaHHbIN MOMEHT He ucnonb3ytTcsa (currently unused, CU). Mone DS
n3o6paxkeHo Ha cneayoLleM pUcyHkKe.
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PucyHok 201 DiffServ: none Differentiated Service

DSCP (6 6uT) CU (2 buta)

Mapkep DSCP o6paTHO coBMecTuM C TpeMsi butamum npmoputeTa B okTteTe ToS, bnarogaps yemy
ceTeBOE YCTPOMCTBO C noaaepxkomn ToS, Ho 6e3 noaaepxku DiffServ He 6yaeT KOHMAMKTOBATbL C
oTtobpaxxeHnem mapkepa DSCP.

3HaueHne DSCP onpegenseT Tak Ha3biBaeMyto 06paboTKy Ha KaxaoM KOHKpeTHOM nepexoae (PHB,
Per-Hop Behavior), koTopas oCyLecTBASEeTCA HaA KaXAblM NakeToOM Npu nepecblsike no cetn ¢
noagepxkon DiffServ. B 3aBMCMMOCTM OT npaBuia MapknMpoBaHUs pasnivyHble TUMNbl Tpaduka MOryT
nony4yaTtb pas/iMyHble NPUOPUTETLI Nepechbisikn. Pecypcbl MoryT 6biTb pacnpeneneHsi
COOTBETCTBEHHO 3HayeHnaMm DSCP 1 HaCcTpOEeHHbIM NOSINTUKAM.

Mpumep cetn ¢ nopaepxkoun DiffServ

Mpumep npocToin ceTu ¢ noagaepxxkon DiffServ, cocTosiwen M3 HECKONbKMX NOAK/THOYEHHbIX
HanpsIMylo ceTeBbIX YCTPONCTB € noaaepxxkon DiffServ, nokasaH Ha cneaytoweM puUcyHkKe.
paHnuHbIn y3en (A Ha puc. 202) B ceTtun DiffServ knaccuduuympyet (nomevaet mapkepom DSCP)
BXOASILLME MaKeTbl, pa3gensas ux Ha passmyHole notokn Tpaduka (Platinum, Gold, Silver,
Bronze) Ha 0CHOBe HacTpPOEHHbIX NpaBui MapkupoBaHus. locne 3Toro ceTesBo agMUHUCTPAToOp
MOXEeT NPUMEHATb K NOTOKaM Tpaduka pasnnyHblie NoNMTnkn. OauMH U3 NpMMepoB TakoW NONTUKMY —
Ha3Ha4yeHue 6osee BbICOKOro npuoputeTa otbpacbiBaHNA OAHOMY M3 NOTOKOB Tpaduka no
CpaBHEHMIO C ApyrnMun. B Hawem npuMepe y NakeToB rnoToka Tpaduka Bronze BeposTHOCTb
oTbpacbiBaHMS NMpu Neperpyskax B npouecce asmxeHus no cetun DiffServ 6onblwe, yem y naketos
notoka Tpaduka Platinum.

PucyHok 202 CeTb c nogaepxkon DiffServ

00000 ,_ S &r"*‘?’;> .\ EGP
= —_ paa

A

P — Platinum
G - Gold B]

S — Silver B
B — Bronze

34.2 AktnBaumsa mexaHusma DiffServ

AKkTUBMpYIHTEe dMyHKUMIO anddepeHunpoBaHHoro obcnyxmeaHusa (DiffServ), utobbl 06ecneunTb
npuMeHeHne npasua MapKnposaHunsa unamn otobpaxeHnuns npmoputetos IEEE 802.1p Ha komMyTaTope.
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YT06bI 0OTO6Pa3nTL NOKa3aHHbIA HMXe 3KpaH, BbibepuTe B HaBMraunoHHon naHenn IP Application
> DiffServ.

PucyHok 203 DkpaH IP Application > DiffServ

L DSCP Setting
Active
Port Active

Apply || Cancel

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6nuua 133 DkpaH IP Application > DiffServ

MOnE OMNMUCAHUE

Active YcTaHOBUTE 3TOT NepektoyaTesNb, YTobbl BKAOUNTL noaaepxky DiffServ Ha komMyTaTope.
Port B aTOM none otobpaxaeTcs NopsiAKOBbIA HOMEp NopTa KOMMyTaTopa.

* HacTpoliku B 3TOl CTpOKe NMPUMEHSAIOTCS KO BCEM MOpPTaM.

STy CTPOKY HEO6X0AMMO MCMOMIb30BaTh JIMiLb B TOM C/lydae, ec/iv HacTPOMKM BCEX MOPTOB
[O/KHBI 6bITb 0ANHAKOBbLIMU. C MOMOLLbLIO 3TON CTPOKM MOXHO CHauasna HasHauuTb obLuine ans
BCEX MOPTOB HACTPOWNKM, @ 3aTEM BHECTU HEOHXOAMMbIE U3MEHEHMS HA YPOBHE OTAENIbHOro
nopra.

M3MeHeHWs1 B AaHHOW CTPOKE Cpasy e KOMUPYITCs Ha BCE MopThl.

Active BbibepuTte onuuio Active, utobbl BkntounTe GyHkumio Diffserv ans gaHHoro noprta.

Apply Haxxmmute Apply, UTO6bI COXPaHWUTbL M3MEHEHUS! B OMepaTUBHON NaMsATM KOMMyTaTopa. 3Tu
HaCTpOMKKN ByAyT yTepsiHbl B C/lyYae BbIK/IHOYEHMS KOMMyTaTopa uav nepebosi B nogave
NMUTaHUsA, NO3TOMY MO 3aBEPLUEHUN HACTPONKM HEOBX0AMMO HaxaTb Ha CCbiike Save B
BEpPXHEeN HaBUrauMOHHOM NaHenn ANs COXpPaHeHUs U3MEHEHMWI B SHEProHe3aBMCUMO NaMsATy.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

34.3 HacTtpouka otob6paxeHusa mapkepoB DSCP Ha
npuoputetobl IEEE 802.1p

HacTpoiika oTobpaxeHus mapkepos DSCP Ha npuoputeTsl IEEE 802.1p no3BonseT KoMMmyTaTtopy
onpeaenaTb NPUOpUTETLI BCEro Tpaduka rno 3HadeHuo sxoasawmx mapkepos DSCP, cornacHo
Tabnuue otobpaxeHua mapkepos DiffServ Ha npuopuTeTsl IEEE 802.1p.
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OTobpaxkeHne MmapkepoB DSCP Ha npuoputeTbl IEEE802.1P no yMON4YaHUIO NOKa3aHo B C/IeAYHOLLEN
Tabnuue.

Ta6nuua 134 Otob6paxeHne mapkepos DSCP Ha npuopuTteTbl IEEE 802.1p no ymonyaHuio
3HAYEHME DSCP (0 - 7 8-15 16 -23 |24-31 |32-39 |40-47 |48-55 |56-63

IEEE 802.1p 0 1 2 3 4 5 6 7

34.3.1 Hactpouka DSCP

YT0o6bl N3MeHUTb 0TObpakeHMe MapkepoB DSCP Ha npuopuTteTbl IEEE 802.1p, BbibepuTe DSCP
Setting Ha akpaHe DiffServ. MosBUTCA akpaH, NOKa3aHHbIN HMUXeE.

PucyHok 204 SkpaH IP Application > DiffServ > DSCP Setting

L@ DSCP setting ] Diffserv
DSCP to 802.1p Mapping

00~ 1 0 - 2 0~ 30~ 4 0~ 5 0~ 5 0 - 7T 0~
g 1~ 91~ W1+ 111+ 121~ 131~ 141~ 15 1~
16 2= 17 2~ 18 2+ 19 2+ 20 2~ 21 2+ 22 2~ 23 2«
24 3 - 25 3+ 26 3~ 27 3~ 28 3~ 29 3+ 30 3+ 313~
32 4~ 33 4> 34 4~ 35 4~ 36 4~ 37 4+ 38 4- 39 4~
40 5~ 41 5~ 42 5+ 43 5~ 44 5~ 45 5+ 456 5~ 47 5 -
48 6~ 49 6~ 5 6~ &5 6~ 52 6~ 53 6~ 54 6w 55 6w
56 7~ &5 7~ 5 7~ 59 7~ 60 7~ 61 7+ 62 7~ 63 7~

Apply || Cancel

Mons sKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 135 DkpaH IP Application > DiffServ > DSCP Setting

NONE OMNMUCAHUE

0..63 NaeHTudunkaumnmoHHble HoMepa knaccudukaumm DSCP.

YT06bI ONpeaenuTb oTobpaxkeHne Ha npuoputeT IEEE 802.1p, BbibepuTte ypoBeHb NpuopuTteTa B
HUCNajatoLWweM Cruncke.

Apply Haxxmute Apply, UTOObI COXPaHUTbL U3MEHEHUS B OMEPaTUBHOM NaMATM KOMMyTaTopa. 3Tu
HaCTPOWKKM ByayT yTepsiHbl B C/lly4Yae BbIK/OUYEHMUS KOMMyTaTopa uau nepebost B nogave nutaHus,
MO3TOMY MO 3aBEPLUEHUM HACTPONKM HEOBXOAMMO HaXaTb Ha CCbiike Save B BepXHel
HaBUraUMOHHOM NaHeNn Ansi COXpaHeHUs U3MEHEHUIA B SHEProHe3aBMCMMONM NaMaTy.

Cancel Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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DHCP

35.1 O630p DHCP

B paHHOM rnaee onucaHa HacTponka dyHkummn DHCP.

MpoToKoN AMHaMmyeckon KoHpurypaumm xocta DHCP (Dynamic Host Configuration Protocol,
nokyMeHTbl RFC 2131 1 RFC 2132) no3BoASET OTAE/bHbIM KOMMbIOTEPAM NOAy4vaTb HAacTponku TCP/
IP ¢ cepBepa npu 3arpyske. ECnm HacTpouTb KOMMYTaTOp B KayecTBe areHTa petpaHcnauum DHCP,
OH 6yzeT nepecbinatb 3anpocbl DHCP Ha cepep DHCP, Haxoaswmiics B AaHHOW ceTu. Ecnu He
HacTpanmBaTb KOMMYTaTOp B Ka4yecTBe areHTa petpaHcnsaumm DHCP, noTtpebyetcsa cepsep DHCP B
LIMpoKoBeLlaTeNbHOM AOMEHE KTMEHTCKMX KOMMbIOTEPOB, B MPOTUBHOM Clly4ae KJIMeHTCKue
KOMMbIOTEPbLI NPUAETCA HAaCTpaMBaTb BPYUHYIO.

35.1.1 O yem pacckasbiBaeTcsli B 3TOU rnaBe

e C nomoubto akpaHa DHCPv4 Status (pa3a. 35.3 Ha cTtp. 305) MoXxHO oTo6pasnTtb nHdopMaunto
0 pexuMe peTpaHcasiumu.

e C nomowbto skpaHa DHCPv4 Relay (pa3a. 35.4 Ha cTp. 305) MOXHO BKIHOUUTb PEXUM
petpaHcnaunm DHCP n HacTpouTb ero rnobanbHble napaMeTpbl.

e C nomowbto skpaHa VLAN Setting (pa3a. 35.5 Ha cTp. 311) MOXHO HacTpouTb napamMeTpbl DHCP
ncxoas m3s gomeHa VLAN, B KOTOpPOM HaxoaaTcs kaneHTol DHCP.

e C nomouwbto skpaHa DHCPv6 Relay (pa3a. 35.6 Ha cTp. 315) MOXHO BK/TIOUUTb PEXUM
petpaHcnsaummn DHCPv6 n HacTpouTb ero napameTpsl.

35.1.2 Y10 HeOOXoaAMMO 3HATb

O3HaKoMbTeCb C NpuBeAeHHOM HMXe nHpopmaumen o DHCP, koTopas NoMoXeT B paboTe ¢
3KpaHaMmn, ONMMUCaHHbIMW B 3TOW FNaBe.

Pexunmbl DHCP

Ecnu B cetn yxxe umeetcsa cepsep DHCP, To KOMMyTaTop MOXHO HacTpoUTb AN paboTbl B KayecTee
areHTa petpaHcnsaumm DHCP. Mpu nonyyeHnn 3anpoca OT KOMMbIOTEPa B CETU KOMMYTATOP
cBsi3biBaeTCcsa ¢ cepsepoM DHCP ans nonyyeHns Heob6xoanMon MHdopMaLnmM o HacTponkax
npoTtokona IP, a 3aTeM nepeaaeT NofiydeHHbIE HAaCTPOKN 06paTHO Ha KOMMbIOTEP.

BapuaHTtbl HacTponku DHCP
HacTtponkn DHCP Ha KOMMyTaTope OCyLecTBAsSOTCA Ha akpaHax Global n VLAN. Beibop skpaHa
L1 HAaCTPOMKM 3aBUCUT OT Tex cnyx6 DHCP, koTopblie A0/KHbI 6bITb NpeaoCcTaBNeHbl KIMEHTaM

DHCP B ceTu. lNpun BbIBOpE pyKOBOACTBYNTECH CEeAYHOWMMN KPUTEPUSMN:

e Global - komMyTaTOp nepecoinaet Bce 3anpocbl DHCP Ha oauH u TOT Xe cepsep DHCP.
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e VLAN - HacTtpoitka KOMMyTaTopa OCYLLUECTB/SETCSA Ha ypoBHe oTtaenbHoli cetu VLAN. Ha
KOMMYTaTOpe MOXHO HAaCTpoUTb peTpaHcasuuto 3anpocos DHCP Ha pa3nnyHble cepsepbl DHCP B
3aBUCMMOCTM OT TOro, K kakon cetn VLAN OTHOCATCS K/IMEHTHI.

PetpaHcnauua DHCP

Ecnu knnentol DHCP n cepeep DHCP HaxoaaTcs B pa3fiMyHbIX LWMPOKOBELWaTeIbHbIX JOMEHax, Ha
KOMMyTaTope Heob6xoaMMo HacTpouTb peTpaHcnsaumio DHCP. Npu nepBoHavanbHOM BblaeneHun IP-
aZpeca KOMMyTaToOp NMoMoraeT nepegasaTb MHPOpPMaLMo 0 ceTu (Takyto, kak IP-agpec n macka
noacetn) ot knneHta DHCP k cepsepy DHCP. MNocne nonydeHmnsa knmentom DHCP IP-agpeca v ero
NOAKIIOYEHUS K ceTn obMeH akTyanusmpyrowen nHpopmauunen mexay kaneHtom DHCP n cepsepom
DHCP npounsBoantcs 6e3 yyactus KommyTtartopa.

KoMMyTaTOp MOXHO HacTpouTb ansa paboTbl B kayecTse rnobanbHOro areHTa petpaHcnsaumm DHCP.
OT0 03Ha4aeT, 4YTo KoMMyTaTop byaeT nepenasaTb Bce 3anpocbkl DHCP, nocTynatowme nso Bcex
OOMEHOB, Ha oAnH U ToT Xe cepsep DHCP. KpoMme Toro, Ha peTpaHcisTope MOXHO HacTpouTb
peTpaHcnsumio nHpopmaumm DHCP B 3aBucumoctn oT cet VLAN, K KOTOPON OTHOCUTCS KITUEHT.

UHcopmauumsa areHta petpaHcnsauum DHCP

KomMyTaTop nossonseT Aob6aBnaTb MHpopMaLmo 06 UCTOUHMKE knueHTckoro DHCP-3anpoca,
KOTOpbIN peTpaHcnmpyeTcs um Ha cepeep DHCP, nocpeacteom gobasneHns nHpopMaLmMm areHTa
peTpaHcasayMm. 3TO NOMOraeT ayTeHTUMUUNPOBATbL UCTOUYHMK 3anpoca. Mocne 3toro cepsep DHCP
MOXET BblAennTb IP-aapec ¢ UCNonb30BaHUEM 3TOW MHDOPMaUnK. JONOAHUTENbHYIO MHGOPMaLMIO
MOXHO HanTu B RFC 3046.

OyHKUMS nHdopMaumm areHTa petpaHcnaumm DHCP pobasnset none nHdbopMmaumm areHTa K
nonto Option 82. None Option 82 pacnonaraetcs B 3arosoBke knmeHTckux DHCP-3anpocos,
peTpaHCNnpyeMbiX KOMMyTaToOpoM Ha cepBep DHCP.

UHdopmMauma areHTa peTpaHCAsALMM MOXET BK/IOYaTb B Ce6s1 UMA CUCTEMBI, eCnu BbiIbpaTh AN
KOMMyTaTopa AaHHbI pexunM. NMs cuctembl System Name MOXHO M3MeHUTb Ha 3kpaHe Basic
Settings > General Setup.

NHdopMauuns areHTa petpaHcnsaumm DHCP, nepegaBaeMas kKommyTaTtopoM Ha cepsep DHCP, onucaHa

HUXe:
Ta6nuua 136 Relay Agent Information
MOnE OMNMUCAHUE
Slot ID (1 6anT) JaHHoe 3HauyeHune Bceraa paBHo 0 AN aBTOHOMHbIX KOMMYTaTOpPOB.
Port ID (1 6anT) HoMep nopTa, kK KOTOpPOMY noAaktoYeH knmeHT DHCP.
VLAN ID (2 6anTa) UpoeHTndukaTtop VLAN, KOTOpOI NpuHaanNexuT nopT.
Information (no 64 6anT) OnuMoHanbHoe nosne ToNbKO AN YTEHUS, KOTOpOe yCTaHaB/IMBaeTcsa B
COOTBETCTBMU C UMEHEM CUCTEMbI, HACTPOEHHbIM Ha 3KpaHe Basic Settings >
General Setup.

35.2 Hactpouka DHCP

Bbibepute B HaBuraunoHHor naHenu IP Application > DHCP, 4yTo6bl OTKPbITb 3KpaH,
M306paxeHHbI Ha pUCyHKe Huxe. MepenanTte No ccbiike psgom ¢ Hagnucbto DHCPv4, yTo6bl
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OTKPbITb 3KpaHbl, MNO3BOJISIOLME HAacTpansaTb onunm petpaHcnaumm DHCPv4 M co3pgaBaTb npoduam
onuun 82. MNMepenante No ccolike psaoM ¢ Haanmcbto DHCPV6, 4To6bl OTKPbITb 3KpaH HACTPOMKM
napameTpoB peTpaHcnsunn DHCPv6.

PucyHok 205 DkpaH IP Application > DHCP
[ @) DHCP ]

DHCPv4 Click Here
DHCPvE Click Here

35.3 Ctatryc DHCPv4

Bbibepute B HaBuraumoHHon naHenun IP Application > DHCP > DHCPv4. OTtkpoeTtcs skpaH DHCP
Status.
PucyHok 206 SkpaH IP Application > DHCP > DHCPv4

[ @) DHCP Status = ] DHCP QOption 82 Profile Global VLAN

Relay Status

Relay Mode Global

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6nuua 137 SkpaH IP Application > DHCP > DHCPv4

NONE OMNMUCAHUE

Relay B naHHOM pasaene oTobpa)kaloTCs HAaCTPOMKM, OTHOCSALIMECS K peXxuMy peTpaHcnsaumm DHCP
Status KOMMYTaTOpPOM.

Relay B 3TOM none otobpaxaeTcs 04HO U3 CeAyLWMX COCTOSAHUN:

Mode

None - ecnu KOMMyTaTop He HAacCTPOEH B KayecTBe areHTa petpaHcnaunm DHCP.
Global - ecnn KoMMyTaTOp HacTpoeH TONbKO KakK areHT petpaHcnsauum DHCP.

VLAN - 3a KOTOpbIM CNeayT OANH WU HEeCKONbKO naeHtTudmkatopos ceten VLAN, ecnu oH
HacTpPOEH B Ka4yeCcTBe areHTa peTpaHCcasiuMmn ans KOHKpeTHbIx ceTert VLAN.

35.4 PetpaHcnatop DHCPv4

Ecnn knnernTtol DHCP n cepsep DHCP HaxoasTcsa B pa3fiMyHbIX LUMPOKOBELWATEbHbIX JOMEHaX, Ha
KOMMyTaTope HeobxoanMo HacTpouTb peTpaHcnsumto DHCP. MNpun nepBoHavyanbHOM BbiaeneHun IP-
aZpeca KOMMyTaTOp NMoMoraeT nepegasaTb MHpOpMaumMo 0 cetu (Takyto Kak IP-agpec n macky
noacetn) ot knneHta DHCP k cepsepy DHCP. MNocne nonydyeHunsa knmentom DHCP IP-agpeca v ero
NoAK/IOYEHUNS K CeETU 06HOBNEHNE uHgopMauum Mexay knmeHtom DHCP u cepsepom DHCP
npomnssoanTca 6e3 yyactna KoMmmyTtaTopa.

JaHHbI KOMMYTaTOp MOXHO HacTpouTb B KayecTBe rnobanbHoro areHta petpaHcnaunm DHCP. B
3TOM Ccnydae KoMMmyTaTop 6yaeT nepeaasaTh Bce 3anpockl DHCP oT Bcex AOMEHOB Ha OAMH M TOT Xe
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cepsep DHCP. Kpome Toro, Ha KOMMyTaTOpe MOXHO HaCTpOUTb peTpaHcnsunto nHgpopmauum DHCP B
3aBMcMMocTn oT cetn VLAN, K KOTOPOW OTHOCUTCSI KJ/TUEHT.

35.4.1 UHdopmauyusa areHTa petpaHcnsauum DHCPv4

JaHHbIn KOMMyTaTop no3sonseT AobaenaTbe MHPOpMaumo 06 NCTOUYHMKe knmeHTckoro DHCP-
3anpoca, KoTopbin peTpaHcimnpyeTca um Ha cepsep DHCP, nocpeactsom gobasneHns nHgpopmaumm
areHTa peTpaHCASALUMMU. DTO NOMOraeT ayTeHTMduuUnpoBaTb NCTOYHKUK 3anpoca. Mocne 3Toro
cepeep DHCP moxeT Bbigenutb IP-agpec ¢ ncnonb3oBaHmem 3Tom nHdbopmaunm. JONOAHUTENBHYO
MHdOopMaunto MoXHO HanTn B RFC 3046.

dyHKUMs nHdopMmaumm areHta perpaHcnaumm DHCP po6aenset none nHdopmaumm areHta
(Agent Information), nssectHoe Takxe, kak Option 82, B 3anpockl DHCP. NMone Option 82
pacnonaraeTcs B 3arosioBke knmeHTcknx DHCP-3anpocoB, peTpaHC/InpyeMbIX KOMMYTaToOpOM Ha
cepsep DHCP.

35.4.1.1 ®opmaT nHdopmaumm areHta petpaHcnsaummn DHCPv4

Onuwa nHdopmMaunmn areHTa petpaHcnsaumm DHCP nmeeT cnegyowmn popmar.

Ta6nuua 138 ®opmaT onunun nHdbopmaunm areHTa perpaHcnaumm DHCP
Koa OnvHa il i2 iN

(82) (N)

il, i2 niN - ato cy6onumn areHTta petpaHcnsaumn DHCP, koTopblie coaep>xaT AOMNONHUTENbHYIO
MH@opMauuto o knneHTe DHCP. Heo6xoamMo ykasaTb Kak MUHMMYM OAHY cy6onuuto.

35.4.1.2 ®opmart cybonuumn

CywecTByeT aBa TMna cybonuuiin: «Agent Circuit ID Sub-option» n «Agent Remote ID Sub-option».
OHun nmetoT cnepytowme copmaTbl.

Ta6nuua 139 ®opmat cybonumm DHCP Relay Agent Circuit ID

Koa OnvHa 3HaueHne
cy6onumm

1 N NaoeHTudukatop cnota, naeHTUdUKaTop nopra, MaeHTUMOUKATOp ceTH
. . VLAN, umMs cuctembl nnam cTpoka
(1 6anT) (1 6anT)

Tabnuua 140 dopmaTt cybonunu DHCP Relay Agent Remote ID

Koa OnnHa 3HayeHune
cybonuumn
2 N MAC-agpec nnm cTpoka
(1 6anT) (1 6anT)

3HauveHne 1 B nepBoM nosne naeHtTuduumupyet cybonumio Agent Circuit ID, a 3HaueHune 2 -
cybonuumio Agent Remote ID. Cnegytowiee none onpeaenseT 4AvHy nons.

35.4.2 Mpodunb onuun 82 DHCPv4

C noMoLLbIo 3TOro 3KpaHa MOXHo co3aaTtb npodunun onunm 82 DHCPv4. BbibepuTte B HaBMraumMoHHOM
naHenn IP Application > DHCP > DHCPv4 un nepeiiguTte no ccoiike Option 82 Profile, uytobubl
OTKpPbITb 3KpaH, N306pa)KeHHbIN Ha PUCYHKE HUXE.
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PucyHok 207 3SkpaH IP Application > DHCP > DHCPv4 > Option 82 Profile

L @ DHCE Option 82 Profile DHCP Setting
Profile Setup
MName
[] Enable
Circuit-ID slot-port vlan hostname
string
[] Enable
Remaote-1D mac
string
Circuit-1D Remote-1D
Profile Hame ) ) Delete
Enable Field Enable Field
defaultt Yes slot-port, vlan Mo - |
- slot-port, vian,
default? Yes hostname Mo |

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6bnuua 141 2SkpaH IP Application > DHCP > DHCPv4 > Option 82 Profile

NMOnEe OMNMUCAHUE
Name BeBeauTte nMsa-onncaHme npodunas, C NOMOLLbI KOTOPOro ero MOXHO MaeHTMdunumMpoBaThb.
JaHHoe none mMoxeT cogepxaTtb A0 32 ASCII-cumB0oOB. B 3TOM nose MOXHO UCMNONb30BaTb
npobensl.
Circuit-ID B sTOM pa3sgene MoxHo HacTpouTb cybonuuto Circuit ID, BKAOUMB B Hee MHGOpMaLMIO O
KOHKPETHOM areHTe peTpaHcisummn (4aHHOM KOMMyTaTope).
Enable Mpu BbI6Ope 3TON onuun KommyTaTop 6yaet gobasnate cybonumio Circuit ID B KNMeHTCKMe
3anpocbl DHCP, koTopble OH nepecbinaeTt Ha cepsep DHCP.
slot-port Mpu BbIGOpe 3TOM onuun KommyTaTop 6yaeTt nobasnaTb HOMEp NopTa, K KOTOPOMY
noakntoyeH knmeHt DHCP.
vlan Mpw BbIGOpE 3TON onunn KoMMyTaTop byaet nobasnsATb naeHTUdukaTop cetn VLAN,
KOTOPOW NPUHAANEXUT AAHHBIA NOPT.
hostname 3TO UMS CMCTeMbl, KOTOpoe 3aAaeTcst Ha akpaHe Basic Setting > General Setup.
Mpu BbIGOpE 3TOM oNuMM KoMMyTaTop H6yaeT 406aBNATE MMSA CUCTEMbI B KIIMEHTCKME 3anpochl
DHCP, koTtopble OH nepegaetT Ha cepeep DHCP.
string BBeauTe cTpoky, coaepxaulyto He 6onee 64 ASCII-cMMBOIOB, KOTOPYO KOMMyTaTop byaeT
[ob6aBnaTb B kKNMeHTckMe 3anpocbl DHCP. B 3TOM nosie MOXHO UCnonb30oBaTb Npobesb.
Remote-ID B sTOM pa3aene MoOXHO HacTpouTb cybonuuto Remote ID, BkAtOUMB B Hee UHGOpMaLmIo,
KOTOopas MaAeHTUMOUUNPYET AaHHbIN areHT peTpaHcasummn (KoMmyTaTop).
Enable Mpu BbIGOpe 3TOM onuun KomMmyTaTop 6yaeT npucoeamHATb cybonunio Remote ID k nonto
Option 82 B 3anpocax DHCP.
mac Mpu BbIGOpe 3TOM onuun KommyTaTop 6yaet nobasnaTb cobcTBeHHbIN MAC-aapec B

knueHTckue 3anpocbl DHCP, koTopble oH nepepaeTt Ha cepsep DHCP.
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Ta6nuua 141 SkpaH IP Application > DHCP > DHCPv4 > Option 82 Profile (npoaonxeHune)

NONE

OMNMUCAHME

string

BBeauTe cTpoky, coaepxaulyto He 6onee 64 ASCII-cnmBonoB, koTopas byaer
MCMNOJIb30BaTbCs B KayecTBe cybonummn Remote ID. B 3TOM nose MOXHO MCMONb30BaTb
npobensbl.

Add

HaxxmuTe 3Ty KHOMKY, yTObbI CO3aaTh HOBYI U U3MEHUTb CYLLECTBYHOLLYH 3anuchk.

OTO AelicTBME NO3BOJISET COXPAaHUTb M3MEHEHUS HACTPOEK B ONepaTUBHON NaMaTu
KOMMYyTaTopa. DTU HaCTPOWMKM ByayT yTepsiHbl B C/ly4yae BbIK/IKOYEHUS KOMMYyTaTopa unu
nepebosi B nogave nutaHus, NO3TOMY MO 3aBEPLUEHMN HACTPONKM HEOBXOANMMO HaxaTb Ha
CCblIIKE Save B BEpXHel HaBUIrauMOHHOW NMaHenu Ans COXpaHeHUst U3MEHEHUN B
3HEeproHe3aBUCMMON NaMaTU.

Cancel

Haxmute Cancel, 4To6bl BEPHYTbLCS K COXPAHEHHbIM 3HAYEHUSAM MOJeNn.

Profile Name

B 3ToM none otobpaxaetca numMa-onmcaHme npoduns. LLlenkHute no uMeHn, 4Tobbl USMEHUTL
HaCTpOWKMU.

Circuit-ID
Enable 3TOo none ykasbliBaeT Ha To, Aobasnsetcs nm cybonums Circuit ID B KnMeHTCKMeE 3anpochl
DHCP.
Field 3710 none otobpaxaeT MHpopMauuto, KoTopas nonagaet B cybonuuto Circuit ID.
Remote-ID
Enable OT0 none ykasbiBaeT Ha To, AobasnseTcs nu cybonuua Remote ID B KNMeHTCKMeE 3anpochl
DHCP.
Field 3To none otobpaxaeT MHdOpMauuto, KoTopas nonagaeTt B cybonuuto Remote ID.
Delete B cton6bue Delete Bbibepute 3anncm, KOTOpbIE HYXHO yAanUTb, 3aTEM HaXMUTE KHOMKY
Delete.
Cancel Haxmute Cancel, 4Tobbl CHSATb BblAeNeHMe C nepekntoyaTenel B ctonbue Delete.

35.4.3 HacTtpouka rnobanbHbIX napameTpoB petpaHcnsauum DHCPv4

C NoMOLLbI 3TOr0 3KpaHa MOXHO HacTpouTb rnobanbHble NapamMeTpbl peTpaHcnsaumm DHCPv4.
BbibepuTte B HaBuraumoHHor naHenu IP Application > DHCP > DHCPv4 » nepengute no ccbiike
Global, 4Tobbl OTKpbITb 3KpaH, N306paKeHHbIA Ha PUCYHKE HUXKE.

PucyHok 208 DkpaH IP Application > DHCP > DHCPv4 > Global

[ @ DHCP Relay ] Port Status
Active
Remote DHCP Server 1 192.168.2.2
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.0.0
Option 82 Profile default? |»
[Apply“ Cancel I
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 142 >SkpaH IP Application > DHCP > DHCPv4 > Global

MOnE OMUCAHUE

Active YcTaHoBUTE 3TOT NepektoyaTtesnb, YTobbl BKAOYNTL peTpaHcnsuuio DHCPv4.,

Remote DHCP Beeaute IP-agpec cepsepa DHCPv4 B Buae AeCATUYHbBIX YMCeN, pa3ae/ieHHbIX TOYKaMu.

Server1l..3

Option 82 BbibepuTe 3apaHee co3aaHHbIn npodunb onunn 82 DHCPv4, KOTOpbI KOMMYyTaTop

Profile NpYMEHSET KO BCeM nopTtaM. [laHHbii koMMyTaTop Aobasnset cybonuuio Circuit ID n/vnn
Remote ID, yka3aHHble B faHHOM npodwune, B 3anpocbl DHCP, koTopble OH nepeaaeT Ha
cepsep DHCP.

Apply Haxxmute Apply, 4T06bl COXpPaHUTb M3MEHEHUS B ONepaTUBHOM NaMAaTK KOMMyTaTopa. OTu
HaCcTpOMKK ByAyT yTepsiHbl B C/lydae BbIK/OYEHUS KOMMyTaTopa unm nepebos B nogaye
NUTaHWs, NO3TOMY MO 3aBEPLUEHUN HAaCTPOMKM HEO6X0AMMO HaxaTb Ha CCbisike Save B
BEepPXHeW HaBMrauMOHHOW NaHenn Ans CoOXpaHeHUss U3MEHEHUW B SHEProHe3aBMCUMON
namsTu.

Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

35.4.4 TnobanbHble HACTPOMKKU NopToB peTpaHcnaumun DHCPv4

C noMoLbio 3TOro 3KpaHa MOXHO MPUMEHUTb pasfinyHbie npodwunan onuum 82 DHCP k
onpegeneHHbIM nopTaMm KoMMyTaTopa. YTobbl OTKPbITb 3TOT 3KpaH, NepenanTte No ccoiike IP
Application > DHCP > DHCPv4 > Global > Port.

PucyHok 209 SkpaH IP Application > DHCP > DHCPv4 > Global > Port

Opti

Index
1

DHCP relay
Port
on 82 Profile v
Port Profile Name Delete
3,5-8 default .
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 143 SkpaH IP Application > DHCP > DHCPv4 > Global > Port

NONE

OMNCAHME

Port

BBeauTe CNMCOK MOPTOB, K KOTOPbIM HEO6X0ANMMO NPUMEHUTL YKa3aHHbIA Npoduib onuun 82
DHCP.

B 3TOM none MOXHO yKkasaTb ABa u 6onee NnopTos, pa3aeneHHbix (6e3 npobenos) cumsonamm
3anatoi (,) nnun geduca (-). Hanpumep, 3anmceb «3-5» 6yaet o3HayaTtb nopThbl 3, 4 1 5.
YT106bI YKasaTb NopTbl 3, 5 n 7, BBeaMTe B 3TOM NoJsie 3HadyeHne «3,5,7».

Option 82
Profile

BbibepuTe 3apaHee co3aaHHbIN npodunib onunn 82 DHCP, KOTOPbIN KOMMYTaTOp NPUMEHseT
K YKa3aHHoMYy nopTy (unn noptam). JaHHbIi kKoMMyTaTop AobasnsieT cybonumto Circuit ID n/
nnn Remote ID, ykasaHHble B sgaHHOM npodwune, B 3anpocbl DHCP, koTOpblie OH NepeaaeT Ha
cepsep DHCP.

Mpocdunb, BbIGpaHHbIA Ha 3TOM 3KpaHe, MMEET NPUOPUTET MO OTHOLLEHWUIO K Npoduto,
BblbpaHHOMY Ha 3kpaHe DHCP > DHCPv4 > Global.

Add

HaxmuTe 3Ty KHOMKY, yTObbI CO3aaTh HOBYI U U3MEHUTb CYLLECTBYHOLLYH 3anuchk.

OT0 AelCTBME NO3BOJISIET COXPAHUTb U3MEHEHUSI HACTPOEK B ONMEpPaTUBHOM NamMsTh
KOMMYyTaTopa. DTU HaCTPOMKK ByayT yTepsiHbl B C/ly4ae BbIK/IKOYEHUS KOMMYyTaTopa unu
nepebos B nojave nuTaHus, NO3TOMY MO 3aBEPLUEHMN HACTPONKM HEOBXOAMMO HaxaTb Ha
CCbl/Ike Save B BepxXHel HaBUrauMOHHOM NaHenn Ansk COXpaHeHUs N3MEHEHUI B
3HEeproHe3aBUCMMON NaMaTU.

Cancel

HaxMunTe Ha AaHHYI0 KHOMKY, 4To6bl COPOCUTL 3HAUYEHUSA M3 NocnefHeln BbIbpaHHOM 3anucuy,
WKW, €CnN HMYyero He 6b110 BbIBPaHO, OYNCTUTL NEPeYUC/IEHHbIE BblLLE MONS.

Clear

HaxmuTte Clear, 4Tobbl BEpHYTbCSA K 3aBOACKMM HaCTPOMKaM.

Index

B 3ToM none otobpaxkaetcs NopsAKOBbIA HOMEp KaXAoW 3anucu. Haxmurte Ha 3TOT HoMep,
YTO6blI U3MEHUTb HACTPOMKMW.

Port

DT0 noJie nokasbiBaeT NOpT (MKW NOPTbI), K KOTOPbIM KOMMYTaToOp MPUMEHSIET AAHHbIE
HacTpoOWKN.

Profile Name

3710 none otobpaxaeT npodwunb onumm 82 DHCP, KOTOpbIi KOMMYTaTOp NMPUMEHSET K
yKasaHHOMY nopTy (Mau noptam).

Delete

BbibepunTe 3anmncun, KOTopble HYXXHO yaanuTe, B ctonbue Delete n HaxmuTe kHonky Delete,
4yTO6bl YAQNUTb BbiOpaHHbIe 3anucK 13 Tabauubl.

Cancel

HaxxmuTte Ha AdHHYKO KHOMKY, yTOObI CHSATb BblAeNeHne C nepeKmoaneneVl Delete.

35.4.5 lMpumep HacTpounku rnmobanbHomn petpaHcnauum DHCP

Ha npvBeAeHHOM HMXe pUCYHKE NoKa3aH NMpUMep CeTu, B KOTOPOM KOMMYTaTop MCMofb3yeTcsa Ans
peTpaHcnsumm 3anpocos DHCP B sgomeHax VLAN1 n VLAN2. B ceTn UMeeTCs TONbKO OAUH CepBep
DHCP, koTopblihi ob6cnyxunsaeT knmeHToB DHCP B 060ux AoMeHax.
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PucyHok 210 [Mpumep cetun c rnobanbHoi peTpaHcnaumen DHCP

-
CepBep DHCP: i
192.168.1.100 il

\-_.J\-._-)

\ ;( Internet

..........................

Ha skpaHe DHCP Relay BbINnosHAKTCS cneaytowme HacTporikm. Heobxoammo ob6a3aTtenibHO BbiIGpaThb
npogwunb onuun 82 DHCP (B aaHHOM npumepe - defaultl), utobbl KOMMyTaTOp Havan nepeaasaTtb
OOMONAHUTENbHY nHdopMauuio (Hanpumep, naeHtTudpunkaTop cetn VLAN) BmecTe ¢ 3anpocamm DHCP
Ha cepsep DHCP. B 3TtoM cny4dae cepsep DHCP cMmoxeT HasHaudaTb HyXHble IP-agpeca B
3aBUCUMOCTU OT naeHtndukatopa VLAN ID.

PucyHok 211 [Mpumep HacTpoiku rnobanbHon petpaHcnaumm DHCP

L @) DHCP Relay ] Port Status
Active
Remote DHCP Server 1 192.168.1.100
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.0.0
Option 82 Profile default1 |+ |

35.5 Hactpouka DHCPv4 onsa ceten VLAN

Ha gaHHOM 3KpaHe MOXHO HacTpouTb napameTpbl DHCP Ans KOHKPETHbIX BUPTYasibHbIX TOKaNbHbIX
cetent VLAN, K KOTOpbIM OTHOCATCSA knmneHTbl DHCP. BbibepuTte B HaBuraumoHHon naHenu IP
Application > DHCP > DHCPv4, 3atem nepenante no ccbisike VLAN Ha OTKpbIBLLEMCS 3KpaHe
DHCP Status.

Mpumevanue: Ona kaxaon cetn VLAN, ansa Kkotopon TpebyeTtcsa BBecTn HacTpolrikn DHCP
Ha KOMMyTaTope, HeobXxoAMMO HacTpouTb COH6CTBEHHbIN IP-aapec ynpaBneHus.
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PucyHok 212 DkpaH IP Application > DHCP > DHCPv4 > VLAN

VID

@) VLAN Setting Port Status
VD 1234
Remote DHCP Server 1 |192_1EB_1_E
Remote DHCP Server 2 |U_U_U_U
Remote DHCP Server 3 |U_U_U_U
Option 82 Profile default? |»

IAdd] I Cancel I I Clear]

Type DHCP Status Delete
Relay 182.168.1.6 O

I Delete I I Cancel I

Option 82 Profile default? |»

IAdd] I Cancel I I Clear]

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6bnuua 144 SkpaH IP Application > DHCP > DHCPv4 > VLAN

MOnE OMNMUCAHUE

VID Beeaute naeHtndurkaTop VLAN, K KOTOPON OTHOCATCS AaHHble HacTporiku DHCP.

Remote DHCP Beeaute IP-agpec cepsepa DHCP B BUAe AeCATUYHbIX YMCesl, pa3aesieHHbIX TOYKaMU.

Server1..3

Option 82 BbibepuTe 3apaHee co3gaHHbIN Npoduib onumMn 82, KOTOPbIN KOMMYTaTOp NMPUMEHSIET KO

Profile BCeM noptaM B AaHHon cetn VLAN. JaHHbii kommyTaTop gobasnset cybonumto Circuit ID n/
nnun Remote ID, ykazaHHble B AaHHOM npodwune, B 3anpockl DHCP, koTopble OH nepeaaeT Ha
cepsep DHCP.

Add Haxmute 3Ty KHOMKY, 4Tobbl CO34aTb HOBYIO WU/ U3MEHUTb CYLLECTBYHOLYIO 3aMuchb.
3TO0 AelCTBME NO3BOMSET COXPAHUTL U3MEHEHUS HAacTPOeK B ONEPaTUBHON NamMsaTu
KOMMyTaTopa. OTW HacCTPONKn ByayT yTepsiHbl B C/lydYae BbIK/IIOYEHUS KOMMyTaTopa WUamn
nepeb6os B nogaye nuTaHWs, NO3TOMY MO 3aBepLUIEHMM HAaCTPOMKM HEO6X0AMMO HaxaTb Ha
CCbI/IKE Save B BEpXHel HaBUrauMOHHOWM NMaHenu Ans COXpaHeHUs U3MEHEHUN B
dHeproHe3aBMCMMOW NaMsTw.

Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

Clear HaxxmuTte Clear, yTo6bl BEpHYTbLCS K 3aBOACKMM HacTpoOMKaM.

VID B naHHoM none otobpaxaetcsa naeHtndukatop VLAN, K KOTOPON OTHOCSATCS HACTPONKM
DHCP.

Type B naHHOM none oTobpaxaetcs Relay B kauectBe pexuma DHCP.
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Ta6bnuua 144 SkpaH IP Application > DHCP > DHCPv4 > VLAN (npoaosixeHue)

NONE

OMNMUCAHME

DHCP Status

Onsa koHdurypauum cepsepa DHCP B 3TOoM none otobpaxkaeTca HavyanbHbIN IP-agpec n
pa3smep nyna IP-agpecos.

Mpu HacTpoiike B KayecTBe areHTa peTpaHcnsunn DHCP B agaHHOM none otobpaxaetcs IP-
aapec nepBoro yaasneHHoro cepsepa DHCP.

Delete BbibepuTe 3anmcu HacTpoKrKK, KOTOpble HE0H6X0AMMO YyAaNInTb, N HAXMUTE Ha KHOMKY
Delete ans ynanexus.
Cancel Haxmute Cancel, uTobbl CHATb BblAeneHue ¢ nepeknoyatenel Delete.

35.5.1 Hacrtpowuka napametpoB DHCPv4 ansa noptoB cetn VLAN

C NoMoLLbio 3TOro aKpaHa MOXHO NMPUMEHUTb pasnuyHblie npodwunu onuum 82 DHCP k
onpeaeneHHbiM noptaM B cetn VLAN. YTob6bl OTKPLITb 3TOT 3KpaH, nepenaute no ccoinke IP
Application > DHCP > DHCPv4 > VLAN > Port.

PucyHok 213 DkpaH IP Application > DHCP > DHCPv4 > VLAN > Port

[ @) Port ] VLAHN Setting
VID
Fort
Option 82 Profile hd
Index VID Port Profile Name Delete

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6bnuua 145 SkpaH IP Application > DHCP > DHCPv4 > VLAN > Port

NONE

OMNMUCAHME

VID

Ykaxute naeHtndukatop cetn VLAN, napamMeTpbl KOTOpon TpebyeTcs HacTpouUTb.

Port

BBeauTe CNUCOK MOPTOB, K KOTOPbIM HEO6X0AMMO NPUMEHUTL YKa3aHHbIN Npoduib onumm
82 DHCP.

B 3TOM none MOXHO ykasaTb ABa 1 60onee NnopToB, pa3aeneHHbix (6e3 npobenos) cmmeonamm
3anaTon (,) naun aeduca (-). Hanpumep, 3anuce «3-5» 6yaeTt o3HadaTb nopThl 3, 4 n 5.
YT106bI YKa3aTb nopTbl 3, 5 n 7, BBeaMTe B 3TOM nosie 3HayeHne «3,5,7».

Option 82
Profile

BbibepuTe 3apaHee co34aHHbIM Npoduib onuumn 82, KOTOPbIA KOMMYTaTOp MPUMEHSET K
yKasaHHbIM nopTaM B gaHHol cetn VLAN. [laHHblli KOMMyTaTop Aobasnset cybonuunto Circuit
ID n/vnn Remote ID, ykasaHHble B AaHHOM npodwune, B 3anpocbl DHCP, koTopble oH
nepepaet Ha cepsep DHCP.

Mpodwunb, BbIGPaHHbLIA Ha 3TOM 3KpaHe, MMEET NPUOPUTET MO OTHOLLEHWUIO K Npoduto,
Bbl6bpaHHOMY Ha skpaHe DHCP > DHCPv4 > VLAN.
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Ta6bnuua 145 SkpaH IP Application > DHCP > DHCPv4 > VLAN > Port (npoaonxeHue)

NONE OMNMUCAHME

Add HaxkMuTe 3Ty KHOMKY, 4TO6bl CO34aTb HOBYIO WSV M3MEHUTL CYLLECTBYHOLLYIO 3anuchb.

OTO AelcTBUE NO3BOJISET COXPAHUTb M3MEHEHUS HACTPOEK B ONepaTUBHOWN NaMaTu
KOMMyTaTopa. OTW HaCTPONKKN ByayT yTepsiHbl B C/ly4Yae BbIK/IIOYEHUSI KOMMYyTaTopa Uamn
nepebosi B nogaye nuTtaHus, NO3TOMY MO 3aBEpPLUEHUN HACTPONKM HEOBXOAMMO HaxaTb Ha
CCblIKE Save B BEpXHel HaBUrauMOHHOW NaHenu Ans COXpaHeHUs U3MEHEHUN B
SHeproHe3aBMCMMOW NaMsTw.

Cancel Ha>kMuTe Ha AaHHYH KHOMKY, YTO6bl COPOCUTbL 3HAUYEHMNS U3 NoceaHeln BbibpaHHOM 3anucu,
WIN, ecin HM4Yero He 6b110 BbIBpaHO, OYNCTUTL NEPEUYNCTIEHHbIE BbIllE NOS.

Clear HaxxmuTte Clear, yTo6bl BEpHYTbLCS K 3aBOACKMM HacTpOMKaM.

Index B 3TOM none otobpaxaeTcsa NOpsaAKOBbLIA HOMEP KaXAoWn 3anucu. HaxmuTe Ha 3TOT HOoMep,
4TO6bl U3MEHUTb HAaCTPOMKMU.

VID 370 none nokasbiBaeT naeHTndunkatop cetn VLAN, KOTOpPOM NPUHAANEXUT AaHHbIA NOpT
(vnn nopTol).

Port 370 nosie nokasbiBaeT NOPT (MU NOPTbI), K KOTOPbIM KOMMYTaTOpP MPUMEHSIET AaHHbIE
HaCTpOMKM.

Profile Name 3710 none otobpaxaet npocdunb onunm 82 DHCP, KoTopbIi KOMMYTaToOp NPUMEHSIET K

yKa3aHHOMY nopTy (unu nopTtam) B AaHHoN ceTn VLAN.

Delete BbibepuTe 3anmcu, KoTopble HYXXHO yaanuTb, B ctonbue Delete n HaxmnTe kHonky Delete,
yTO6bI YAANUTb BbibpaHHble 3anucn ns tTabnuupl.

Cancel HaxMunTe Ha AaHHYK KHOMKY, YTOObl CHATb BblaeneHue c nepekntoyatener Delete.

35.5.2 Mpumep: PetpaHcnauua DHCP ana aByx VLAN

B cnepytoweM npumepe nokasaHa CeTb rpynnbl 34aHUI C ABYMS BUPTYasibHbIMU JIOKaNbHbIMU CETSMU
VLAN (VID 1 v 2). Ans obcnyxunsaHus kaxaoh ns ceten VLAN ycTtaHoBneHo aBa cepsepa DHCP. B
CUCTEME HacTpoeHa peTpaHcnaumns 3anpocos DHCP n3 komHat obwexutus (VLAN 1) Ha cepsep
DHCP c IP-agpecom 192.168.1.100. 3anpochkl u3 y4yebHbix 3aaHnii (VLAN 2) HanpaBnsoTCsa Ha
apyron cepsep DHCP c IP-agpecom 172.16.10.100.

PucyHok 214 PetpaHcnsauma DHCP ana asyx VLAN

"

) =|DHCP:192.168.1.100

= DHCP:172.16.10.100

........... —

[ns nokaszaHHOro npuMepa HacTpolkn Ha akpaHe VLAN Setting no/mxHbl 6bITb Cieayrowmnmm.
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PucyHok 215 [Mpumep HacTponkn petpaHcnsummn DHCP ansa asyx VLAN

[ @ VLAN Setting Port Status
VID 2
Remote DHCF Server 1 1172.16.10.100
Remote DHCP Server 2 |U_U_U_U
Remote DHCP Server 3 |U_U_U_U
Option 82 Profile w

IAdd] I Cancel I I Clear]

(222222 )

VID Type DHCP Status Delete
1 Relay 182.168.1.100 O

I Delete I I Cancel I

35.6 PerpaHcnatop DHCPv6

AreHT peTtpaHcnaumn DHCPv6 HaxoamTcsa B ogHOM ceTu ¢ knneHtamm DHCPv6 1 nomoraer
nepecbinaTb coobuieHna mexay ceppepoM DHCPv6 n knneHtamm DHCPv6. ECin KNneHT He MOoXeT
Mcnonb3oBaTb cobcTBeHHbIN agpec link-local n xopowo M3BeCTHbI agpec MHOroaapeCcHoOM pacchbisikm
Ansa noucka cepeepa DHCPv6 B cBoeli ceTu, TO eMy HyXeH areHT petpaHcnsaumum DHCPv6 ans
oTnpaekun coobuweHnsa ceppepy DHCPv6, HaxoasLweMycs B ApYron ceTu.

AreHT peTpaHcnsaumn DHCPv6 MoxeT fo6aBnsTh onumio yaaneHHon naeHtndumkauum (remote-ID) m
onuwmio naeHTudukaummn nHtepdeica (interface-ID) B coobweHuns Relay-Forward npotokona
DHCPv6. Onuusa remote-ID coaepXuT CTPOKY, 3aA4aHHY0 Nofb30BaTeNieM, HanpmMMep, UM CUCTEMBI.
Onuwus interface-ID nepepaet cepsepy DHCPv6 cBeaeHMs 0 HOMepe cnoTa, MHdopMauns o nopTax u
naeHtudumkatop VLAN. Onums remote-ID (ecnu oHa ecTb) yaansercs us coobuieHnin Relay-Reply ao
MOMEHTa OTMpaBKM NAKETOB areHToM peTpaHcnsaunm knneHtam. Cepsep DHCPv6 konupyeT onuuto
interface-ID n3 coobweHnsa Relay-Forward B coobuweHune Relay-Reply n oTnpaBnseT ero areHTty
peTpaHcnaunmn. 3HadyeHue interface-ID He [OMKHO MEHATLCS Aaxke Nocse rnepesanycka areHTa
peTpaHcnsaummn.

C NOMOLLbIO 3TOro 3KpaHa MOXHO HAaCTpOUTb NapaMeTpbl peTpaHcnsaummn DHCPv6 ansa onpegeneHHon
cetn VLAN Ha kommyTaTope. Boibepute B naHenu Hasurauuun IP Application > DHCP > DHCPvV6,
4YTO6bl OTKPbITb 3KpaH, N306paKeHHbIN Ha PUCYHKE HUXE.
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PucyHok 216 DkpaH IP Application > DHCP > DHCPv6

[ @ DHCPv6 Relay ] DHCP
VID
Helper Address
) Interface 1D
Options
Remaote 1D
|Add| | Cancel | | Clear |

VID Helper Address Interface ID Remote ID Delete

1 fed0:745a,1200.dbaz; 1401 dizable dizable
Delete Cancel

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 146 DkpaH IP Application > DHCP > DHCPv6

NOnE

OMNMUCAHME

VID

Ykaxute naeHtndukatop cetn VLAN, napamMeTpbl KOTOpon TpebyeTcs HaCcTpouUTb.

Helper Address

YkaxuTe agpec yaaneHHoro cepsepa DHCPv6 ans ykasaHHou cetn VLAN.

Options

Interface ID

Mpwn BbIGOpE 3TON onumMn KoMMyTaTop 6yaet gobasnsaTeb onuuto interface-ID B 3anpochi
DHCPv6, npuxoasiume oT KNMEHTOB B ykaszaHHon ceTn VLAN, npexae 4yeM nepecnaTtb UX Ha
cepsep DHCPv6.

Remote ID

BeeanTe cTpoky, coaepxallyto He 6onee 64 neyaTHbIX CMMBOJIOB, KOTopas 6yaeT
Mcrnonb30BaTbCs B kKadecTtBe remote-ID. komMmyTaTop AobaenseTt onuuto remote-ID B
3anpocbl DHCPv6, npuxoasiwme oT KIMEHTOB B yKasaHHoM cetn VLAN, npexzae yem
nepecnaTtb ux Ha cepsep DHCPv6.

Add

HaxxmuTe 3Ty KHOMKY, 4yTObbI CO3aaTh HOBYI U U3MEHUTb CYLLECTBYHOLLYH 3anuchk.

OT0 AelCTBME NO3BOJISIET COXPAHUTb U3MEHEHUSI HACTPOEK B ONMEpPaTUBHOM NamMsaTh
KOMMYyTaTopa. DTU HaCTPOWMKM ByayT yTepsiHbl B C/lyYyae BbIK/IKOYEHUS KOMMyTaTopa unu
nepebos B nojave nuTaHus, NO3TOMY MO 3aBEPLUEHMN HACTPONKM HEOBXOAMMO HaxaTb Ha
CCbl/Ike Save B BepxXHel HaBUrauMoOHHOM NaHenn ANns COXPaHeHUs U3MEHEHUN B
3HEeproHe3aBUCMMON NaMATU.

Cancel

Haxmunte Cancel, 4To6bl BEpHYTbLCA K COXPaHEHHbIM 3HAUYEHUAM MOoseN.

Clear

HaxmuTe Clear, uTo6bl BEpHYTbCS K 3aBOACKMM HaCTpOMKaM.

VID

3710 none otobpaxaeT naeHtudunkatop cetn VLAN (VLAN ID). WenkHuTe no
naeHTudukaTopy cetm VLAN, 4yTo6bl MU3MEHUTL HAaCTPOWKMW.

Helper Address

2710 none otobpaxaet aapec IPv6 yaaneHHoro cepsepa DHCPv6 ans naHHon cetu VLAN.

Interface ID

3To none ykasblBaeT Ha To, Aobasnsercs nu onuus interface-ID B 3anpocki DHCPvV6,
npuxoasiime oT KJIMEHTOB B AaHHoW ceTn VLAN.

Remote ID OTo none ykasbiBaeT Ha To, AobasnsieTcs nn onuusa remote-ID B 3anpockl DHCPv6,
npuxoasiime oT KJIMEHTOB B AaHHoM ceTn VLAN.

Delete B cton6ue Delete Bbibepute 3anncm, KOTOpbIE HYXHO yAaNUTb, 3aTEM HAaXMUTE KHOMKY
Delete.

Cancel Haxmute Cancel, 4Tobbl CHSATb BblAeNeHMe C nepeknatoyaTenel B ctonbue Delete.
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36

HacTtponka ARP

36.1 O630p npoTtokona ARP

MpoTokon paspeweHus agpecos (ARP) — 3T0 NpoTOKON, NpeAHa3sHaYeHHbIn ANsa onpeaeneHus
cooTBeTCcTBUA Mexay IP-agpecom n pusmyecknm agpecoMm MalluHbl, TaKXe M3BECTHbIM KaK aapec
ynpaeneHuns AocTynoM K cpege, unn MAC-agpec, B 10KasnbHON ceTu.

OnvHa IP-agpeca (Bepcuu 4) coctaBnseTt 32 6uta. B nokanbHol cetn Ethernet gnuHa MAC-agpeca
coctaBnset 48 6uT. Tabnuua npotokona ARP onpeaensieT COOTBETCTBUE MexAy KaxabiM MAC-
ajpecoMm n cooTBeTCTBYIOWMM eMy IP-agpecoM.

36.1.1 O yem pacckasbiBaeTcsl B 3TOU rnaBe

C nomouwbto a3kpaHa ARP Learning (pa3a. 36.2.1 Ha cTp. 319) MOXHO HaCTPOUTb PEXUM
3arnoMuHaHma ARP ansg kaxaoro otaesibHOro nopra.

36.1.2 Y10 He0OXOAMMO 3HATb

O3HakoMbTeCh ¢ nHbopMaumein o npotokone ARP, koTopasi NOMOXeET nNpu paboTe C aKpaHamy,
OMNMCaHHbLIMK B 3TOW rnase.

36.1.2.1 Kak pa6otaeT npotokon ARP

Korpa Bxoaswmi nakeT, npeaHa3HayeHHbI AN XOCT-YCTPONCTBA B JIOKaNIbHOM CeTu, NpmbbiBaeT Ha
KOMMYTaTOp, KOMMyTaTop uweT ero B Tabnunue ARP, n, ecnun agpec yaaetcs HanMTu, oTnpasnset
nakeT Ha yKa3aHHOEe yCTPOMCTBO.

Ecnu ansa IP-agpeca He HanaeHo 3anucu, npotokost ARP HanpaBAseT WWMPOKOBELWATENbHbIN 3anpoc
BCEM YCTPOWCTBaM B JIOKaNbHON ceTu. [laHHbIi KOMMYTaTOP 3anosiHAeT nosis ero cobcrBeHHbix MAC-
agpeca n IP-agpeca B agpece oTnpaBuTens, a 3aTeM BHOCUT U3BECTHbIN IP-aagpec nonydaTtens B
COOTBETCTBYOLWEM none. KpoMe Toro, KOMMyTaTop 3anofHgaeT egmHmuammn none MAC-agpeca nyHKTa
Ha3HaudeHus (FF.FF.FF.FF.FF.FF — agpec ans wupoKoBelaTenbHbiX coobuieHnn B ceTn Ethernet).
OTBeuvatoLlee ycTpoicTeo (YCTPOMCTBO C MCKOMbIM IP-agpecom nnu mappyTtusatop, KOTOPOMy
M3BECTEeH NyTb K HEMY) 3aMeHseT LWMpoKoBeLlaTebHbIN agpec Ha ceBo MAC-agpec, MeHsieT
MecTaMu napbl OTNpaBuTeNb-NoslydaTesb U OTNpaBaseT 0AHOAAPECHbI OTBET HENOCPEACTBEHHO
MalunHe, npucnaswen 3anpoc. MNpotokon ARP obHoBnsieT Tabnmuy ARP ans aanbHenwmx
obpallueHunii 1 3aTeM OTNpaB/sieT NakeT Ha oTBeTMBLWMIN MAC-agpec.

36.1.2.2 Pexum 3anomuHaHuna ARP

KOMMYTaTop noanepXuBaeT Tpu pexmnma 3anommHaHus ARP: ARP-Reply, Gratuitous-ARP n ARP-
Request.
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ARP-Reply

Mo ymonuyaHutio KoMMyTaTop paboTaeT B pexunme 3anoMmHaHusa ARP-Reply n obHoBnsieT
nHdopmaumio B Tabnuue ARP Tonbko npu nonydeHuun otsetoB ARP Ha 3anpockl ARP, oTnpaBneHHble
CaMMM KOMMYTaTOpOM. DTO NnpefoTBpaLlaeT BO3MOXHOCTb NogMeHbl nHdopMmaunmn ARP.

B npuBeaeHHOM HUXe NpMMepe KOMMYTAToOp He pacrnonaraeTt nHdopmaumen o cootseTcTeum IP-
agpeca n MAC-agpeca gns xoctos A 1 B B Tabnuue ARP, n xoct A xo4yeT oTnpaBuTb ping-3anpochl
Ha xocT B. XocT A oTnpasnsaeTt 3anpoc ARP Ha KoMMyTaTop, a 3aTeM, nocne nosiydyeHnsa oreeta ARP
OT KOMMYyTaTopa, oTnpasBnseT 3anpoc ICMP. koMMyTaTop He HaxoauT B Tabnuue ARP 3anucu gns
xocTa B 1 HanpaBnseT WnpokoBelaTenbHbi 3anpoc ARP BceM yCTpoiCTBaM B JIOKaNbHOW CETU.
Mpwn nonyuyeHnn otBeta ARP oT xocta B koMMyTaTop 06HOBNsAeT nHdbopmauuto B Tabnunue ARP un
nepecbinaet 3anpoc ICMP xocta A xocTty B. lNocne nonyvyeHuns oteeta ICMP ot xocta B KOMMyTaTop
nocbinaet 3anpoc ARP ansa nonydyenns MAC-agpeca xocTta A, a nocne nony4veHus orseta ARP ot
XxocTa A BHOCUT COOTBETCTBYIOLWNE N3MeHeHnsa B Tabnmuy ARP. [Tocne 3Toro KOMMyTaTop MOXeT

nepecnatb 3anpoc ICMP xocTta B xocTy A.
o

S = \ N =
A B
3anpoc ARP
-
OTBeTr ARP

A

3anpoc ICMP

v

3anpoc ARP
OTBeTr ARP

y

A

3anpoc ICMP

v

OtBetr ICMP

A

3anpoc ARP
OTBeTt ARP
OrBetr ICMP

A

v

A

Gratuitous-ARP

CamoobpalleHHbil (gratuitous) 3anpoc ARP — 310 3anpoc, B koTopoM u IP-agpec ncroyHuka, u IP-
aZpec Ha3sHayeHus paBHbl IP-agpecy ycTpoicTBa, KOTOpOe nocblaeT AaHHbIN 3anpoc, a MAC-agpec

HasHaueHMsa paBeH LUMpoKOoBeLLaTeNbLHOMY agpecy. Ha caMoobpalleHHblit 3anpoc ARP He 6biBaeT
OTBETOB.

YCTpoOWCTBO MOXET OTNpaBAsTb caMoobpalleHHble nakeTbl ARP ans BbisBnenus IP-konnunsnii. Mpu
nepesarpyske uam cmeHe MAC-agpeca yCTPOMCTBO TakXXe MOXeT noc/iiaTb caMoobpalleHHbIi 3anpoc
ARP, yTo6bI COO6BLWNTL APYIMM YCTPOMCTBAM B TOM Xe CeTU 0 HeobXoAMMOCTM BHECTM B Tabnuuy ARP
MHdOpMaLUO 0 HOBOM COOTBETCTBUM.

B pexumMe 3anommnHaHmsa Gratuitous-ARP komMmyTaTop o6HoBnsieT Tabnnuy ARP nnbo B pesynbtaTe
nonyyeHus oreeta ARP, nnb6o B pesynbTaTe camoobpalleHHoro 3anpoca ARP.
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ARP-Request

KOMMyTaTop, paboTatowmii B pexnme 3anommHaHms ARP-Request, o6HoBnsieT Tabnuuy ARP B
pe3ynbTaTe oTBeToB ARP, camoobpalyeHHbIXx 3anpocoB ARP 1 06bi4HbIX 3anpocoB ARP.

CoOTBETCTBEHHO, B NpMMepe, KOTOPbI MoKa3aH HUXe, KOMMyTaTop MoXeT BbiacHUTb MAC-agpec
Xxocta A n3 3anpoca ARP, oTnpasfieHHOro XxoctoM A. 3aTeM KOMMyTaTop nepecbinaet orset ICMP
xocta B xocty A - cpa3y nocne nonydyeHma MAC-agpeca xocta B u otBeta ICMP oT Hero.

—= \ —_—
A B
3anpoc ARP
-
OTBet ARP

A

3anpoc ICMP

v

3anpoc ARP

y

OTBeT ARP

A

3anpoc ICMP

v

OrBetr ICMP

A

OrBer ICMP

A

36.2 Hactpouka npotokona ARP

BbibepuTe B HaBuraumoHHor naHenn IP Application > ARP Setup, 4uTo6bl OTKPbITH 3KpaH,
M306paxeHHbIN Ha pUCyHKe Huxe. MNMepenaunTte No ccolike psaoM ¢ Haanmcbio ARP Learning, 4Tto6bl
OTKPbITb 3KPaH, Ha KOTOPOM MOXHO yKa3aTb pexuM 3anoMuHaHus ARP ansa kaxaoro nopra.

PucyHok 217 DkpaH IP Application > ARP Setup

ARP Learning Click Here

36.2.1 3kpaH ARP Learning

C NoMoLLbI0 3TOr0 3KpaHa MOXHO yKasaTb pexuM 3anoMmHaHusa ARP ans Kaxagoro nopra.
MNepenauTe no ccoliike psaom ¢ Haanuceio ARP Learning Ha skpaHe IP Application > ARP Setup,
4YTO6bl OTKPbITb 3KpaH, U306paKeHHbIA Ha PUCYHKE HUXKE.
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PucyHok 218 DkpaH IP Application > ARP Setup > ARP Learning

[ @) ARP Learning
Port ARP Learning Mode
* ARP-Reply -
1 ARP-Reply -
2 ARP-Reply -

A B S e e
\/\/\/\/\/M

45 ARP-Reply -
45 ARP-Reply -
47 ARP-Reply -
43 ARP-Reply -
49 ARP-Reply -
50 ARP-Reply -

Apply | | Cancel

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 147 SkpaH IP Application > ARP Setup > ARP Learning

MNOJE

OMNCAHME

Port

B 5ToM nosie oTo6pa)aeTcs HoMep nopTa.

*

HacTpoliku B 3TOM CTpOKe MPUMEHSIOTCA KO BCEM MOpTaM.

3Ty CTPOKYy Heo6X0AMMO MCMOMb30BaTh SINLWb B TOM CllyYae, eC/i HaCTPOMKM BCeX MOPTOB
[OMKHBI 6bITb 0AMHaKOBbIMU. C NMOMOLLbIO 3TOW CTPOKM MOXHO CHavasa HasHauuTb oblme
[N BCEX NMOPTOB HACTPOMKM, a 3aTEM BHECTU HEOHXOAMMbIE U3MEHEHMWS HA YPOBHE
oTAeNbHOro nopTa.

M3MeHeHUs1 B AaHHOWM CTPOKE Cpa3sy e KOMUPYITCA Ha BCE MOpThl.

ARP Learning
Mode

BbibepuTe pexum 3anoMmHaHna ARP, KOTOpbIn KOMMyTaTop ByAeT ncnonb3osaTb ANA
AaHHOro nopra.

Mpwn Bbi6ope onumn ARP-Reply komMmyTaTop 6yaet obHoBnATb Tabnnuy ARP Tonbko npu
rnony4vyeHun oteetos ARP Ha 3anpocbl ARP, oTripaBneHHble caMMM KOMMYTaTOpPOM.

Mpu Bbi6ope onuun Gratuitous-ARP kommyTaTop 6yaeT o6HoBNATL Tabnunuy ARP nnbo B
pe3synbTaTe oTBeTa ARP, nnbo B pesynbTtate camoobpalleHHoro 3anpoca ARP.

Mpwn Bbi6ope onumn ARP-Request koMMyTaTop 6yaeTt o6HoBnSTL Tabnuuy ARP B
pe3synbTaTte oTBeToB ARP, caMmoobpalueHHbix 3anpocoB ARP 1 06bl4Hbix 3anpocos ARP.

Apply

Haxxmute Apply, 4T06bl COXpaHUTb U3MEHEHUS B ONepaTUBHOM NaMAaTK KOMMyTaTopa. OTu
HaCcTPOMKK ByAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa unm nepebos B nogaye
nUTaHWs, NO3TOMY MO 3aBEpLUEHUN HAaCTPOMKM HEO6X0ANMMO HaxaTb Ha CCblsike Save B
BEepPXHeW HaBMUrauMOHHOW NaHenn Ans CoOXpaHeHUs U3MEHEHUW B SHEepProHe3aBUCUMON
namsTu.

Cancel

Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.
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37

Ob6cnyxunBaHue

37.1 O630p

B paHHOWM rnaBe onucaHbl HACTPOMKM Ha 3KpaHax, No3Bonsowmx pabortaTts ¢ paniamMm BCTPOEHHOrO
nporpaMMHoro obecneyeHns n KoHdbUrypaumm.

37.1.1 O yem pacckasbiBaeTCsl B 3TOU rnaBe

e C nomouwbio skpaHa Maintenance (pa3a. 37.2 Ha cTp. 321) MOXHO 3arpy3uTb CBEXYIO BEPCUIO
BCTPOEHHOro nNporpaMmMHoro obecneveHus.

e C nomouwbto akpaHa Firmware Upgrade (pa3a. 37.3 Ha cTp. 324) MOXHO 3arpy3nTb CBEXYIO
BEPCUIO BCTPOEHHOIO NporpamMMHoro obecneyeHusl.

¢ C nomoublo 3kpaHa Restore Configuration (pasa. 37.4 Ha cTp. 325) MOXHO 3arpy3uTb
COXpaHeHHbI daiin KoHbUrypaumm ycTpomcTaa.

e C nomouwbto akpaHa Backup Configuration (pa3a. 37.5 Ha cTp. 326) MOXHO COXpPaHUTb
KOHMUrypauuto ans Ucnosib30BaHns B fasibHENLLEM.

37.2 3kpaH Maintenance

Ha 3TOM 3KkpaHe oCyLecTBASeTCs ynpasieHne BCTPOEHHbIM NporpaMMHbiM obecneyeHmnem um
darinamm KoHdurypaummn. Ytobbl oTo6pasnTb NOKasaHHbIA HUXE 3KpaH, BbibepuTte B
HaBuraunoHHor naHenn Management > Maintenance.

PucyHok 219 3SkpaH Management > Maintenance
-

Current: Configuration 1

Firmware Upgrade Click Here
Restore Configuration Click Here
Backup Configuration Click Here
Load Factory Default Click Here
Save Configuration Caonfig 1 Config 2
Reboot System Caonfig 1 Config 2
Tech-Support Click here
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 148

OkpaH Management > Maintenance

NONE

OMNCAHME

Current B 3TOM none otobpaxkaetcs, Kakas KOHPUrypauma UCNob3yeTcs KOMMYTaTOPOM B AaHHbIN
momeHT (Configuration 1 nnn Configuration 2).

Firmware Haxmute Click Here ansa nepexoaa K akpaHy 06HOBIEHUS BCTPOEHHOMO MPOrpaMMHOro

Upgrade obecneyeHnst Firmware Upgrade.

Restore Haxmute Click Here ansa nepexoa K 3KpaHy BOCCTaHOBNEHUS KOHpurypaumm Restore

Configuration

Configuration.

Backup
Configuration

Haxmute Click Here ansa nepexoa K 3KpaHy pe3epBHOr0 KOMMPOBaHWUSA KOHMUrypaumm
Backup Configuration.

Load Factory
Default

Haxmunte Click Here ans cbpoca KOH@urypaumm K 3aBOACKUM HACTPOMKaM MO YMOYaHUIO.

Save
Configuration

Haxxmnte Config 1 ans coxpaHeHus Tekyulen koHdurypauum B kayectse Configuration 1
KOMMyTaTopa.

Haxmnte Config 2 ansa coxpaHeHus Tekyluen KoHdurypaumm B kadectse Configuration 2
KOMMyTaTopa.

Reboot System

Haxmute Config 1 ansa nepesarpysku CUCTEMbl C UCMO/Ib30BAHMEM Ha KOMMyTaTope
KoHdurypaumm Configuration 1.

HaxmunTe Config 2 ona nepesarpysku CUCTEMbI C UCMONb30BAaHWEM HA KOMMyTaTope
KoHpurypauum Configuration 2.

MprumMeyaHve: He 3abbiBaliTe HaXXMMaTb Ha KHOMKY Save Ha aKpaHax HaCTPOWMKN Npu
N3MEeHeHUN TeKyLLen KoHUrypaumm KomMmyTaTopa.

Tech Support

Mepenante no ccoinike Click Here, 4yTo6bl OTKpbLITE 3KpaH Tech-Support. C noMowbio 3TOro
3KpaHa MOXHO YCTaHOBUTb MOPOroBbie 3Ha4YeHUs yTUamM3aummn npoLeccopa 1 ornepaTtmBHoOm
namsaT ANs XXypHasbHbIX OTYETOB WM 3arpy3nTb COOTBETCTBYIOLUMNE XXYpPHasibHble OTYETbI AN
aHanusa npobnem. XypHasnbHble OTYETbI coaepkaT MHDOopPMaLKno 06 UCTOPUK U TEKYLLEN
yTUAM3auMm NpoLLEeCCOPHbIX PeCypCcoB U NMaMsATU, @ TaKXKe O BO3HUKLINX COosaX.

37.2.1 3arpy3Ka 3aBOACKUX HaCTPOEK NO YMOS4YaHUIO

YT106bI BEPHYTbCA HA KOMMYTATOp€E K 3aBOACKUM HaCTpOVIKaM no yMoOJZ14aHWIO, BbINOMHUTE

cneayoulee,

YT106bI CHPOCUTL BCIO BBEAEHHYO MHMOPMaLUIO O HACTPOMNKaX KOMMyTaTopa U BEPHYTbCS K
3aBOACKMM HacTporKaM no ymon4daHuioo, Haxmute kHonky Click Here psgom ¢ Haanuceo Load
Factory Defaults Ha skpaHe Maintenance.

YT06bI BEPHYTb BCE HACTPOMKU KOMMYTATOpa K 3aBOACKUM HACTPOMKaM MO YMOYaHUIO, HAaXMUTe

OK
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PucyHok 220 3arpy3ka 3aBOACKMX HacTpoek: 3anyck

Message from webpage &J

Iel Are you sure you want to load factory default?

O l | Cancel

3 HaxmwuTe KHonky Save B web-koHdUrypaTope B BEpXHein 4acTu sKpaHa, 4Tobbl n3ameHeHus
BCTYNWAKM B cuny. ns nosTopHoro xoaa B Web-koHdurypatop KoMMyTaTopa, BO3MOXHO, NpuaeTcs
n3MmeHnTb IP-agpec koMmnbtoTepa, 4TO6bl OH HAaXOAWICSA B TOM Xe noaceTn, 4to un IP-agpec
KOMMyTaTopa no ymon4yanuio (192.168.1.1).

37.2.2 CoxpaHeHue KOHcurypaumum

HaxxmuTte Config 1 ana coxpaHeHus Tekywen koHdurypaumm B kadyectse Configuration 1
KOMMyTaTopa.

Haxxmunte Config 2 aonsa coxpaHeHus Tekylwen KoHdurypaumm B kadectse Configuration 2
KOMMyTaTopa.

Kpome TOro, Ans COXpaHeHs U3MEHEHUIN B TeKyLlen KOHPUrypaumm MOXKHO BOCMNO/1b30BaTbCA
KHOMKOW Save B NpaBOM BepxHeM yriy Ha ntoboM sKkpaHe.

MpumevaHune: HaxaTtne Ha kHonkn Apply n Add HE coxpaHseT namMeHeHus B MOCTOSAHHOM
namsatn. Bce HecoxpaHeHHble n3MeHeHns 6yayT yTepsiHbl MoC/e nepesarpysku
KOMMYyTaToOpa.

37.2.3 lMNepe3arpys3ka cucTeMbl

Onuusa Reboot System no3BonseT nepesarpy3nTb KOMMYTaTOp, HE OTK/IOYas NMTaHMe duUsndecku.
Kpome TOoro, npu nepesarpyske MOXHO BblbpaTb kKoHbUrypauuto ogmH (Config 1) nnu
KoHpurypaumio aea (Config 2). UTobbl Nnepesarpy3nTtb KOMMYTaTop, BbIMOHUTE CleaytoLlee.

1 YT06bl NepesarpysnTb KOMMyTaToOp C UCMOSIb30BaHMEM NEPBOMN KOHMUIypaLumm, HaXXMUTE Ha KHOMKY
Config 1 B none Reboot System skpaHa Maintenance. lNMosBUTCA cneayowmnin aKpaH.

PucyHok 221 [lepe3arpy3ka CUCTEMbI: NOATBEPXAEHME

Message from webpage

Iel Are you sure you want to reboot system?

0] 4 l | Cancel
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2 Haxmute OK elle pas 1M AOXKAUTECH, MOKa KOMMYTATOp nepesarpy3uTcs. DTOT NpoLecc 3aHUMaeT a0
ABYX MUHYT. OH He BAUSET Ha HacTPOMKN KOMMyTaTopa.

YT06bI Nepe3arpy3nTb KOMMYTATOpP C UCMOSIb30BaHMEM BTOPOI KOHdUrypaumm, Haxmute Config 2 n
BbINONHUTE Aencteua 1 u 2.

37.3 OOGHoOBNEeHWe BCTPOEHHOro NporpaMmmMHoOro
obecne4vyeHusn

C nomoLbio cneayowero sKkpaHa MOXHO 3arpy3nTb Ha KOMMYTaTop CBEXYH BEPCUIO BCTPOEHHOro
nporpamMMHoro obecneyenus. JaHHbIl KOMMyTaTop nogaepxusBaeT ABa ob6pa3a BCTPOEHHOIO
nporpamMmHoro obecnedenus, Firmware 1 n Firmware 2. C NnOMOLWbIO 3TOr0 3KpaHa MOXHO
yKasaTb, Kakol 06pa3 Hy>XHO 06HOBUTb NpuK Nepegadye BCTPOEHHOro NporpaMMHoOro obecneyeHms
ncnosnb3oBaHnem web-koHdurypaTopa, n Kakon obpas cneayeT 3arpy3uTb Npu 3anycke
KOMMyTaTopa.

Mpexae yem NpUCTynaTb K 3arpy3ke BCTPOEHHOr0 NporpaMMHoOro obecneyeHus B yCTpPOMCTBO,
ybeamnTechb, 4To Ha KOMMbIOTEP 3arpy>eHo (M pacnakoBaHO) BCTPOEHHOE MporpaMMHoe
obecneyeHne Hy>KHON MOAEeNn U BEPCUMN.

Y6eputechb, 4YTO 3arpyxaemoe BCTPOEHHOe NporpaMmMHoe ob6ecne4vyeHune
nogxoauT ANA COOTBETCTBYHOLWEN MoAesnun, Tak Kak nporpaMmMHoe
oGecnevyeHue ona Apyron moaesnun MoxeT NOBpeAUTb YCTPOUCTBO.

UT06bI OTKPbITb NPUBEAEHHBIN HUXE 3KpaH, HaxMuTe Management > Maintenance > Firmware

Upgrade.
PucyHok 222 DkpaH Management > Maintenance > Firmware Upgrade
(@ [Firmware Upgrade ____J Maintenance
Name Version
Running V4 10(AANZ 0)b2 | 12/05/2013
G51920-48 Firmware 1 V4 10(AANZ 0)b2 | 12/05/2013
Firmware 2 V4 10(AANZ 0)b1_20131126 | 11/26/2013
Current Boot Image Firmware 1
Config Boot Image Firmware 1 ¥
Apply | | Cancel
To upgrade the internal switch firmware, browse the location of the binary (.BIN) file and click Upgrade button.
Firmware 1> File Path Browse...
Upgrade
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 149

OkpaH Management > Maintenance

NONE

OMNCAHME

Name

3TO nosie nokasbiBaeT Ha3BaHWE HacCTpanBaeMoro KoOMMyTaTopa.

Version

KOMMyTaTop uMmeeT ABa Habopa BCTPOEHHOro rnporpamMMHoro obecneveHus, Firmware 1 n
Firmware 2, KoTopblie 3arpyxeHbl BO ¢i3Ww-namsThb.

e [lone Running nokasbiBaeT HOMep Bepcun (U KO4 MoAenu) u aaTy cosnaHus (B
dopmate MM/OA/ITTT) BCTPOEHHOro NporpaMMHOro obecrnevyeHusi, KOTopoe
KOMMYTaTOp MCMNOoNb3yeT B HacToswmin momeHT (Firmware 1 unn Firmware 2).
MHdbopMaunsa o BCTpPOEHHOM nporpaMMHOM obecneyeHnn Takxe oTobpaxaeTcs Ha
3KkpaHe System Information, noctynHom u3 mMeHto Basic Settings.

e [lone Firmware 1 noka3sbiBaeT HOMEp BEPCUUN, KOA MOAENN N AAaTy CO3AAaHUSA B
dopmate MM/OA/TTTT nepeoro obpasa nporpaMMHOro obecneveHums.

e [lone Firmware 2 nokasbiBaeT HOMEp BEPCUU, KOA MOAENN N AaTy CO3AaHUS B
dopmaTe MM/OA4/ITTT BTOporo obpasa nporpaMMHOro obecneyeHums.

Current Boot
Image

DT0 NoJie yKasblBaeT Ha TO, Kakoe BCTPOEHHOE NMporpaMMHoe obecrneyeHne KOMMyTaTop
mcnonb3yeT B HacTosiwmnii momeHT (Firmware 1 nnn Firmware 2).

Config Boot
Image

BbibepuTe, kakoe BCTpoeHHoe nporpaMmMHoe obecrnieyeHuve (Firmware 1 nam Firmware 2)
HeobxoAnMO 3arpyxatb, HaxmuTe Apply 1 nepesarpy3ute KOMMyTaTop, YTO6bl U3MEHEHUNS
BCTYNUAu B cuny. MiamMeHeHns Takxe nossatca B none Current boot image,
pacrosioXXeHHOM BblLLe.

Apply

Haxxmute Apply, UTO6bl COXPaHUTb U3MEHEHUS B ONepaTUBHOM NaMsATM KOMMyTaTopa. 3Tu
HaCTpoWKKM 6yayT yTepsiHbl B Clly4Yae BbIK/IlOUEHWUS KOMMyTaTopa unu nepebosi B nogave
NMUTaHUs, NO3TOMY MO 3aBEPLUIEHMN HACTPONKM HEO6X0AMMO HaxaTb Ha CCbiike Save B
BEpXHeiN HaBMIraLuMOHHOM MaHenn Ans COXpaHeHUs U3MEHEHWIA B SHEProHe3aBUCMMON
namsaTu.

Cancel

Haxmute Cancel, uto6bl HauaTb HAaCTPOMKY Ha 3TOM 3KpaHE 3aHOBO.

Firmware

BbibepuTte ueneson obpas ansa 3arpy3kn HOBOro BCTPOEHHOrO NpOrpaMMHOro obecneveHums
(Firmware) 1 unn (Firmware) 2.

File Path

BeseauTe nyTb U UM daina BCTPOEHHONO NPOrpaMMHOro obecrneyeHunsi, KOTopbIn
Heob6xoanMo 3arpy3nTb B KOMMyTaTop, B TekctoBoM nose File Path, nan Haxmute
Browse, 4yTo6bl HaliTK €ro Bpy4Hy!o.

Upgrade

Haxmnte Upgrade, 4uTo6bl 3arpy3ntb HOBOe BCTPOEHHOE nporpamMMHoe obecneveHue.
BcTpoeHHoe nporpaMMHoe obecneyeHne BCTynaeT B CU1y TOJIbKO MOC/e nepesarpysKku.
YT106bI BEINOMHUTL Nepe3arpy3ky, Bbibepute B MeHio Management > Maintenance >
Reboot System u nepenante no cceinke Config 1 nnu Config 2 (Config 1 cooteBeTcTBYET
Firmware 1, a Config 2 cootBetctByeT Firmware 2).

37.4 BocctaHoBneHue panna koHcurypaumm

C NOMOLLbIO 3TOrO 3KpaHa MOXHO BOCCTAHOBUTb paHee COXPaHEHHYI KOH(UIypaumio ¢ KOMMNbloTepa
Ha KOMMyTaTope, ucnonb3ys skpaH Restore Configuration.
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PucyHok 223 DkpaH Management > Maintenance > Restore Configuration
@) Restore Configuration ] Maintenance

To restore the device's configuration form a file, browse to the lacation of the canfiguration file and click
Restore button.

File Path Browse... |

Festore l

BBeante nMsa 1 nyTb K panny KOHPUrypaumm, KotTopblii HE06X0ANMO BOCCTAHOBUTbL, B TEKCTOBOE
none File Path, nnn Haxxmute Browse, 4tobbl HainTK ero Bpyu4Hyto. locne BBoda NyTu K ganny
HaxxmuTe Restore. ®ain KoHpUrypaumm B KommyTaTope nmeet nmsa «config», nosatomy dann
pe3epBHOM KONMUW KOHMUIypauum npu BoCCTaHOBAEeHUN ByaeT aBTOMaTUYECKN NepenMeHOBaH.

37.5 Pe3sepBHOe KonupoBaHue channa KoHurypaumm

C MoMoLLbHO 3TOro 3KpaHa MOXXHO COXPaHUTb TEKYLLUNE HAaCTPONKM yCTPOMNCTBA.

DYHKUNS pe3epBHOr0 KOMMPOBaHUS KOHMUIypauun KOMMyTaTopa No3BOJISIET CO34aBaTb pasfinyHbIe
«CHUMKWU» KOHMUIrypaLumm yCTpONCTBa, KOTOPblE MOTOM MOXHO 3arpy3uThb.

Pe3epBHOE KOMMpoOBaHWE KOHGUIypaLumMm KOMMyTaTopa Ha KOMMbIOTEP OCYLLECTBASETCS C
ncnosnb3oBaHueM akpaHa Backup Configuration.

PucyHok 224 DkpaH Management > Maintenance > Backup Configuration
[ @) Dackup Configuration ] Maintenance

This page allows you to back up the device's current configuration to your warkstation. Mow click the
Backup buttan.

Backup |

YTobbl CO3AaTb PE3EPBHYIO KOMUIO TEKYLIEN KOHMUIypaLUM KOMMyTaTopa Ha KOMMblOTeEpe,
BbINOJIHATE Ha JAHHOM 3KpaHe creayloliee.

1 Haxmunte Backup.
2 HaxmuTe Save, 4Tobbl OTKpbITb 3KpaH Save As.
3 Bbibepute pacnonoxeHue dalina Ha KOMMbOTEpPEe B HUCNAAALWeEM cnncke Save in 1 BBeauTe ums-

onucaHue ans Hero B nosne cnucka File name. Haxmnte Save, 4Tobbl COXpPaHUTbL KOH@UIypaLmio
Ha KoOMMbloTepe.

37.6 ®dyHKumnAa Tech-Support

OyHKumna Tech-Support = 3T0O MIHCTPYMEHT pacClMPEHHOro BeAEeHWUS XXYpPHaNoB, KOTOPbIA NO3BONSET
COXPaHATb B XypHasie TaKyt None3Hy MHpopMaumio, Kak NCTOpus yTuansauum npoueccopa,
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cBeneHus ob

MCNoJIb30BaHMKN onepaTMBHOM NamMaTn n 6ydepa Mbuf (Memory Buffer) n

MHGOopMaLUuo 0 cbosax Ansa aHanusa nNpobnem cnyx60M TEXHUYECKON NOAAEPXKKU MpU
BO3HMKHOBEHMM HEMOMAA0K C KOMMYyTaTopoM. MepenanTe no ccoiike Menu > Management >
Maintenance > Tech-Support, 4To6bl OTKPbITb 3KpaH, N306paXKEHHbIN HA PUCYHKE HUXE.

PucyHok 225

CPU
Mbuf

All Download
Crash Download
CPU history Download
Memory section Download
Mbuf Download
ROM Download

dkpaH Management > Maintenance > Tech-Support

threshold keep seconds
threshold%

[ns npocMOoTpa XypHasna B KOppeKTHOM opmaTe MoxeT notpeboaTtbcst WordPad nnum aHanormyHoe

NpUNOXEHMKE.

Ta6bnuua 150

Monsa skpaHa, N306paxxeHHOro Ha pUCYHKe Bbllle, ONucaHbl B crieaytolen Tabnuvue.

OkpaH Management > Maintenance > Tech-Support

CPU

BbibepuTe umncno u3 gnanasoHa ot 50 ao 100 1 BBeaumTe ero B nose CPU
threshold, 3aTem BBeauTe uncno M3 gnanasoHa ot 5 go 60 B none Seconds,
nocne yero Haxumute Apply.

Hanpumep, 3HaueHue 80 B none CPU threshold n 3HaveHne 5 B none Seconds
6yayT 03HayaTb, YTO B XypHasne NnosiBUTCA cooblieHne B TOM Cilyyae, ecnum
ypOBeHb yTunusaumm npoueccopa npesbicut 80% u npobyaeTt B TakoM
COCTOSAHUM B TEYEHNE HE MeHee 5 CeKyHA.

XKypHanbHbIN 0TYET XpaHUT AaHHble U3 XypHana 06 MCnonb30BaHMM npoleccopa
B TEYEHUE 7 AHEN M 3arpyXeH B 3HeprosaBmncumMyto namsatb (O3Y). 3Tu gaHHble
6yAyT NOTepsiHbl NPU OTK/IOYEHUM NMUTAHMSA KOMMyTaTopa, 6yab-To WTaTHOE
OTK/II0YEHME nNK pe3ynbTaTt nepeboeB C 3n1ekTpruyecTBoM. Mo ncreyeHun 7 aHemn
NPOMCXOAUT poTaumsa XypHana, U HOBble 3anncu 3aMeHstloT Hanbonee ctapble.

Yem Bbiwe 3Ha4veHue B none CPU threshold, TeMm MeHble coobuieHunii byaet
Cco3/aBaTbCs B XYypHane, U TEM MeHblUe AaHHbIX 6yaeT y cnyxbbl TEXHUYECKOM
noaAepXKn Ansi aHanmsa, 1 HaobopoT.

Mbuf

BbibepuTe uncno 3 gnanasoHa ot 50 go 100 n BBeaumTe ero B none Mbuf
(Memory Buffer) threshold. XXypHanbHbili oTyeT Mbuf xpaHuTcs Bo dnaw-namMatn
(To ecTb B MOCTOSIHHOWM NaMaTK).

Hanpumep, 3HadeHune 50 B none Mbuf threshold 6yaeT o3HavaTh, 4TO COObLIEHME
NosABUTCA B XYypHasne, ec/iv ypoBeHb yTunmnsauum 6ydepa namstm npeBbICUT
50%.

YeM Bbilwe 3HayeHne B none Mbuf threshold, TeM MeHble coobuieHnin byaet
CO3/aBaTbCs B XYpHane, U TEM MeHblUe AaHHbIX 6yaeT y cnyxbbl TEXHUYECKOM
noaAepXKn Ans aHanmsa, 1 HaobopoT.

Apply

Haxmunte Apply, 4TObbl COXpaHUTb U3MEHEHUSA B ONepaTUBHOW NaMaTu
KOMMyTaTopa. 3TN HacTpPonKn ByayT yTepsiHbl B C/lyYae BbIK/TIOYEHUS
KoOMMyTaTopa unu nepebos B nogade nutaHus, NO3TOMY MO 3aBepLUeHUU
HacTpOlMKM HeobX0AMMO HaxaTb Ha CCblike Save B BepXHeW HaBMUrauMOHHOWN
naHenu ans COXpaHeHUs U3MEHEHW B SHEProHe3aBMCMMOM NaMsATw.
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Ta6nuua 150 DkpaH Management > Maintenance > Tech-Support

Cancel HaxmuTte Cancel, 4TO6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

All MNepenpunte no ccoinke Download, 4To6bI NPOCMOTPETL BCE XYypHasibHblE OTHEThI
1N 03HAaKOMWUTLCS CO CTAaTyCOM CUCTeMbI. [laHHbIl XYPHanbHbIA OTYET XPaHUTCS BO
dnaw-namaTn. Ecnm xypHanbHbii otyeT All okaxkeTcs cnnwkom 60ablWnM, TO
XYPHa/lbHble OTYETblI MOXHO 3arpy3uTb NO OTAE/IbHOCTM HUXeE.

Crash MepengunTte no ccolnke Download, 4To6bl NPOCMOTPETbL XYpPHaNbHbIA OTYET O
cbosix B cucteme. [laHHbIN XXypHan BKYaeT B cebs nHdopMaumio 0 NoCnesHeEM
cboe n xpaHuUTCs BO (al-namMsaTu.

CPU history MNepengunTte no ccoinke Download, 4To6bI NPOCMOTPETbL XYpPHaNbHbIA OTYET C
MCTOPMEN UCMONb30BaHUS npoueccopa. ITOT XypHan ¢ nHdopmaumen 3a
nocnegHue 7 aHen xpaHutcs B O3Y. CoxpaHUTE ero, ecnm OH HYXEH, B
MPOTMBHOM C/ly4ae OH MOXET NOTEPSTbCS MPU BbIK/IIOYEHUM KOMMYyTaTopa Un
nepebosx ¢ aneKTpocHabxxeHneM.

Memory Section MepengunTte no ccolike Download, 4To6bl NPOCMOTPETbL XYpPHaNbHbIA OTYET O
pa3saenax namaTu. JaHHbll XXyYpPHanbHbIA OTYET XpPaHUTCA BO (A3W-NaMATH.

Mbuf MepengunTte no ccoinke Download, 4To6bl MPOCMOTPETbL XYpPHanbHbIA OTYET 06
Mcnosb3oBaHuM 6ydepa naMaTn. JaHHbIM XypHan COAEpXUT MHdopMaLmto o
C/ly4Yanx MpeBbILEHNS YCTaHOBIEHHOrO NOPOroBOro 3HauyeHus ans 6ydepa
namsatn (Mbuf). JaHHbIN XXypHanbHbIA OTYET XPaHUTCS BO (iaW-namMsaTn.

ROM MNepenaunte no ccoinke Download, 4To6bl NPOCMOTPETL XYpPHabHbIN O0TYET 06
ncnonb3oBaHuu M3Y (Read Only Memory, ROM). 3TOT oT4yeT XpaHuTcs Bo dnsLw-
namsaTu.

37.7 CnpaBo4yHaa TexHu4yeckass nHcpopmaums

3TOo pasaen cCoaepXXUT AOMNONHUTENbHYI TEXHUYECKY0 MHDOPMaLIMIO NO BoNpocaM, 06CyxaaemMbiM B
TeKYLEN rnaBse.

37.7.1 KomaHgHas ctpoka FTP

B naHHOM pasgene onncaHbl HEKOTOPbIE MPUMEPLI 3arpy3Kn UK BbIFPY3KKN C KOMMyTaTopa ¢annios C
nomoubio komaHa FTP. MNpexae Bcero Heo6xoaMMO YSACHUTL cornaweHns o6 nMeHosaHun dannos.

37.7.2 CornaweHusa 06 umeHoBaHun dannos

dann KoHpurypaumm (Takxe HasbiBaeMblii parinom ROM) coaepXmT 3aBoACKME HACTPOMKKU NO
YMOAYaHMIO ANS TakKuUX 3KpaHoB, Kak kommyTaTop setup, IP Setup un T.4. Nocne BHeceHus
M3MEHEeHMN B HACTPOMKM KOMMYTaTopa MX MOXHO COXPaHUTb Ha KOMMbloTepe nog Ao6bbiM
BblOpaHHbIM MMEHEM.
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OnepaumoHHasa cuctema ZyNOS (ZyXEL Network Operating System, yacTto Ha3biBaeTcs «ras» -
¢dalinioM) — 3TO BCTPOEHHOE CUCTEMHOE NporpaMMHoe obecneyeHne, oHa UMeEeT paclumpeHne danna
«bin».

Ta6bnuua 151 CornaweHuns 06 MMeHOBaHWKN (anios

TMN GANNA Dy PEHHEE BHELLHEE UM OMUCAHVE
Configuration File | config *.cfg darin HacTpoek KoMMyTaTopa. MNpwu
3arpyske daiina config gaHHbIM daiin
KOHPUrypaumm 3aMeHseTcs, B TOM yncne
3aMeHsI0TCSA HACTPOMKNM KOMMYTaTopa,
cuctemMHas nHgopmaums (B ToM uncne
napoJsib N0 YMOSYAHUIO), XXypHanbl
ownboK 1 OTCNexXnBaHuS.
Firmware ras-0 (Firmware 1) | *.bin Obuee nMa ans BCTPOEHHOTO
_ nporpamMMHoro obecnevexHmns ZyNOS Ha
ras-1 (Firmware 2) KOMMyTaTope.

37.7.2.1 Npumepbl komaHa FTP

ftp> put firmware.bin ras-0

Mpumep FTP-ceccumn, B KOTOPOW NpoucxoauT nepegava damnna «firmware.bin» ¢ komnbloTepa Ha
KOMMYyTaTop.

ftp> get config config.cfg

Mpumep FTP-ceccumn, B KOTOPOM NPONCXOAUT COXPaHeHMe Tekylero danna KoHpurypaumm B dann c
umeHeM «config.cfg»Ha KoMnbloTepe.

Ecnu ucnonbsyemblii (T)FTP-KAWEHT He NO3BOMISET yKa3biBaTb MMSI KOHEYHOrO (aina, OTAMYHOE OT
NCXoAHOro, dhalnbl MpUMAETCA NepeMMeHoBaThb, Tak Kak KOMMYyTaTOppacno3HaeT To/IbKOo MMeHa

«config»n «ras». O6s3aTe/IbHO COXpPaAHNTE HEN3MEHEHHbIE KoMK 06oux darnos Ans AasibHENLEro
MCIMOSIb30BaHUS.

Y6eautechb, UTO 3arpyxaemoe BCTPOEHHOe NporpamMHoe obecneyeHue
noAxoAuT ANsi COOTBETCTBYHOLWEN MOAENU, TaK Kak NporpaMmMHoe
obecneyeHue onsa gpyrom Mmogenu MoXxeT NoBpeaAUTb YCTPOMUCTBO.

37.7.3 Pabota ¢ komaHgHou cTpokou FTP

1 3anyctuTte Ha KoMnbloTepe FTP-kNneHT.

2 BBeguTe KOMaHAy open, NoToM npoben n IP-agpec kommyTaTopa.

3 Haxmute [ENTER], nony4uB 3anpoc uMeHU nosib3oBaTens.

4 T[locne nony4veHus npuraaweHns BBeanTe naposib (Mo yMonyaHuto «1234»).

5 BeeauTe bin, UTO6bl YCTAHOBUTb ABOMYHbINA PEXUM Nepeaayn.
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6 Wcnonb3yiiTe KOMaHAY put ANS nepegaydn ¢ansioB C KOMNbOTEPA Ha KOMMyTaTop, HanpuMep,
KOMaHAa put firmware.bin ras-0 3arpy»aeT BCTPOEHHOE NporpamMMHoe obecrneyeHune,
XpaHsueecs Ha koMnbloTepe (firmware.bin), Ha KOMMyTaTOp M NEPEMMEHOBbLIBAET ero B «ras-0».
AHanornyHbiM o6pa3oM, KoMaHaa put config.cfg config 3arpyxaeT dann KoHdUrypaumm c
KoMmnbtoTepa (config.cfg) Ha KOMMyTaTOp M NepenMeHoBbIBaEeT ero B «config». HakoHel, koMaHAaa
get config config.cfg nepenaeTt darn KOHGUrypaummn, XpaHSaWKWNCS Ha KOMMyTaTope, Ha
KOMMbIOTEP N NepenMeHoBbIBaeT ero B «config.cfg». [JononHUTeNbHYO MHGOPMaumnio o
COrnaweHnsX B OTHOLIEHUN MMeHOBaHUS (aliioB MOXHO HalTK B Tabn. 151 Ha cTp. 329.

7 YT06bI NOKMHYTbL CTPOKY ftp-KOMaHA, BBEAUTE quit.

37.7.4 FTP-knueHTbI ¢ rpachnvecKkum nosib3oBaTeNbCKUM nHTepdencom

OnncaHnsa HeEKOTOPbIX KOMaHA, KOoTopble BCTpeyvarTcs B FTP-knneHTax ¢ rpaduyeckmm
Nnonb30BaTeNbCKNUM MHTEPHENCOM, MOXHO HalTK B cneaytowen Tabnuue.

O6wwue komanabl Anst FTP-kNneHToB ¢ rpadhnyecknmM nonb3oBaTenibCkuM MHTEPdENcoM

KOMAHOA ONMUCAHUE

Host Address (Aapec BBeauTe agpec xocT-cepeepa.

XxocTa)

Login Type (Tun Bxoaa | AHOHMMHBIA (Anonymous).

B CUCTEMY)
[na Tex cnyyaes, Korga uaeHTMdukaTop nonb3oBaTens M naposb BBOAATCH Ha
cepBepe aBTOMATUYECKN AN aHOHWMMHOIO A0CTyna. AHOHUMHbIE MOAKIIOYEHUS
paboTaloT TONbKO B TOM Cny4vae, ecnvm MIHTepHeT-npoBanaep WM agMMHUCTpaTop
CNyX6bl BKAOYWI 3TY OMUMIO.
Normal (O6blYHbIN).
Ans noaknoyeHns K cepeepy TpebyloTcs YHUKabHbIE UMS NOSb30BaTENS U Naposib.

Transfer Type (Tun darinbl nepegatotca nmbo B popmate ASCII (npocToli TekcToBbIn dopmaT), 1mbo B

nepepayn) ABOMYHOM opMaTe. dalifibl HACTPOEK U BCTPOEHHOIO NPorpaMMHOro obecnedeHus
AOMXKHbI NepeaaBaTbCa B ABOMYHOM cdopMaTe.

Initial Remote YKaxuTe yaaneHHbli Katanor no ymonyanuo (nyTb).

Directory (HauyanbHbi
yAaneHHbI KaTanor)

Initial Local Directory | YkaxuTe sloKanbHbIA KaTaaor no ymonyaHuio (nyTb).
(HavyanbHbI%
NOKanbHbIA KaTasnor)

37.7.5 OrpaHunyeHus FTP

MpoTtokon FTP He 6yneT paboTaTb, ecnu:

e Cnyxba FTP oTkntoyeHa Ha akpaHe Service Access Control.

e IP-agpec (IP-agpeca), BBeaeHHble Ha akpaHe Remote Management, He cooTBeTCcTBYIOT IP-
agpecy knueHTta. Ecnu agpec He coBnagaeT, KOMMyTaTop HeMeA/ieHHO pa3pbiBaeT FTP-ceccuio.
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38

KoHTponb AocTtyna

38.1 O630p KOHTpONA AocTyna

B naHHON rnaBe onmMcaH KOHTPOJIb I0CTYNa K KOMMYyTaTopy.

Mpu paboTe c KOMMyTaTOpOM pa3pellaetca ogHa FTP--ceccus, He 6onee nstn Beb-ceccuii (Bce nog
pa3HbIMW MMEeHaMU Mosb3oBaTesnen n NaponsiMm) u/Mnmu HeorpaHMYEeHHoe KOJIMYECTBO CeCCUi
ynpaeneHusa goctynom SNMP.

Tabnuua 152 0630p KOHTpOSA AOCTyNna

FTP Web SNMP
OaHa ceccuns [0 NATU yYeTHbIX bBe3s
3anucen OrpaHuyeHuni

38.1.1 O yem pacckasbiBaeTcsli B 3TOMU rnaBe

dkpaH Access Control (pa3a. 38.2 Ha cTp. 331) npeacrtaBnsieT coboM rnaBHbIA 3KpaH Ans
HaCTPOIKM yrnpaBfieHnst 4OCTYMNOM.

C nomouwbto akpaHa SNMP (pa3a. 38.3 Ha cTp. 332) MOXHO HacTpouTb napameTpbl SNMP.

C nomoubto 3kpaHa Trap Group (pa3a. 38.3.1 Ha cTp. 333) MOXHO Bbi6paTb TUMbI NOBYLUEK
SNMP, koTopble He06X0AMMO OTNPABASATb KaXAoMy U3 MeHeaxepos SNMP.

C nomouwbto 3kpaHa User Information (pa3a. 38.3.3 Ha cTp. 336) MOXHO co3agaBaTb
nonb3oBartenen SNMP ana ayteHTUduUKaumMm ¢ MeHeaXepamun ¢ ucrosibzosaHmem SNMP v3 n
accoummpoBaTb nx ¢ rpynnamm SNMP.

C nomoubto akpaHos Logins (pa3a. 38.4 Ha cTp. 337) MOXHO yKasaTb NoJsib30BaTeNen, KOTopbiM
pa3speLleH AO0CTyNn K KOMMyTaTopy vyepe3 web-koHdurypaTtop B /1060l i MOMEHT BPEMEHMU.

C nomMoubto 3kpaHa Service Access Control (pa3a. 38.5 Ha cTp. 339) MOXHO Bbi6paTb Ciyx6bl,
C NMOMOLLbI KOTOPbIX pa3spelwaeTcs obpalaTbCs K KOMMYTaTopy.

C nomouwbto 3kpaHa Remote Management (pa3a. 38.6 Ha cTp. 340) MOXHO yKasaTtb rpynny,
BKJ/TIOYAIOLLYI0 B Ce651 OAUH MM HECKOJIbKO «0BEPEHHbIX KOMMbITEPOB», C KOTOPbIX
aAMWHUCTPATOP MOXET yNpaB/isiTb KOMMYTaTOPOM NMOCPEACTBOM OrpefeneHHON CyXObl.

38.2 maBHbIN 3KpPaH KOHTPOSA AocTyna

MepenanTe Ha rnaBHbIA 3KpaH.

Y106l 0TO6pa3nTb NOKasaHHbIA HUXE 3KpaH, BbibepuTe B HaBMraunMoHHoOM naHenn Management >
Access Control.

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

331



Mmasa 38 KoHTponb goctyna

PucyHok 226 SkpaH Management > Access Control
[ @) Access Control ]

SNMP Click Here

Logins _Click Here
Service Access Control Click Here
Remote Management Click Here

38.3 Hactpouka SNMP

HacTtpoinka SNMP ocyLwiecTBnseTcs Ha 3TOM 3KpaHe.
YT06bI OTKPBLITE NMPUBEAEHHbBIN HUXE dKpaH, HaxkmMTe Management > Access Control > SNMP.

PucyHok 227 >SkpaH Management > Access Control > SNMP

[ @) SNMP ] Access Control Trap Group  User
General Setting
Version vac -
Get Community public
Set Community public
Trap Community public
Trap Destination
Version P Port Username
vl - 0000 162
vl - 0000 162
vl - 0000 162
vl - 0000 162
Apply

Mons aKpaHa onucaHbl B crieayioLen Tabnuue.

Ta6nuua 153 DkpaH Management > Access Control > SNMP

NOJIE OMUCAHUE

General Setting B naHHOM pasgene onpegenstoTcsa Bepcua SNMP n napametp community (naponb).

Version BbibepuTte Bepcmto SNMP ans kommyTatopa. Bepcuss SNMP, ycTaHOBNIeHHas Ha
KOMMYyTaTope, AOJ/KHA coBnagaTh C Bepcueln Ha MeHeaxepe SNMP. Boibepute BapuaHT
SNMP Bepcum 2c (v2c), SNMP Bepcun 3 (v3) nnm oba 3Ttux BapuaHTta (v3v2c).

SNMP Bepcumn 2c obpaTHO coBMmecTuM ¢ SNMP Bepcuu 1.

Get Community BeeauTte 3HauyeHne Get Community - 310 naponb ans Bxoaswmx sanpocos Get n
GetNext oT cTaHUMK ynpaBneHus.

Ctpoka Get Community ncnonb3ayetcss MeHegxepamm SNMP Tonbko npu Boibope SNMP
BEPCUN 2C N HUXeE.
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Ta6nuua 153 DkpaH Management > Access Control > SNMP (npoaosxeHue)

NONE

ONMUCAHUE

Set Community

BeeauTte 3HaueHne Set Community — 3To naposib Ana BXOASIWNX 3anpocoB Set oT
CTaHUMK yrpasBrieHuns.

Crtpoka Set Community ncnonb3ayetcs MeHeaxepamm SNMP Tonbko npu Beibope SNMP
BEPCUMWN 2C N HUXKeE.

Trap Community

BeeauTe 3HaueHne Trap Community - 510 naponb, oTnpasnsiembli SNMP-MeHeaxepy c
Kaxaon komaHaon Trap.

Ctpoka Trap Community ncnonb3yetcs MeHeaxepamn SNMP Tonbko npu Bbibope SNMP
BEPCUUN 2C N HUXKE.

Trap Destination

B AaHHOM pa3sgene HacTpamBaeTCs, KyAa AO/MKHbl OTNpaBnaTbCsA nosywka SNMP
KOMMYTaTOpOM.

Version

Ykaxute Bepcmto SNMP ans oTnpaBku coobuienunii Trap.

IP

BeeauTe IP-aapeca MeHeaxepoB (40 4-X), KOTOPbIM 6yAyT OTNpaBnaTbCs KOMaHAbl Trap.

Port

BBeauTe HOMep nNopTa, KOTOPbI NPOCNYLWMBAETCA MEHEAXXEPOM B 0XNAAHUWN COO6LLEHWN
Trap SNMP.

Username

BeeauTte umsa nonb3oBaTens, oTnpasnseMmoe Ha MeHeaxep SNMP B cnyyae koMaHabl Trap
yepe3 SNMP v3.

[aHHoe nMs nonb3oBaTens AO/HKHO COOTBETCTBOBATL CyLLECTBYIOLLEN YHYETHOM 3anncu Ha
KOMMyTaTope (HacTpauBaeTcs Ha skpaHe Management > Access Control > Logins).

Apply

Haxxmute Apply, 4TO6bI COXpPaHUTbL U3MEHEHWS B ONepaTUBHON NaMsTU KOMMyTaTopa. OTu
HacTporkun 6yayT yTepsHbl B Clly4ae BbIK/IIOYEHUS KOMMyTaTopa nan nepebos B nogave
NUTaHWS, NO3TOMY MO 3aBEPLUEHNN HAaCTPOMKM HEOH6XOANMMO HaXaTb Ha CCbisike Save B
BEpPXHeW HaBMIALMOHHOW NaHenun ANS COXpaHEeHUS U3MEHEHUI B SHEProHe3aBUCMMOW
namsTu.

Cancel

Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

38.3.1 Hactpouka rpynnbl «noBywek» SNMP

YT0o6bl 0TO6pa3nTb NMoOKa3aHHbIN HMXE 3KpaH, HaXXMnTe Ha akpaHe SNMP Ha ccbinky Trap Group.
Ha akpaHe Trap Group MOXHO Bbi6paTb TUNbl «oBywek» SNMP, kOoTopble AOMKHbI OTANPaBAATLCS
Ha Kaxxablhi n3 MmeHeaxepos SNMP.

PucyHok 228 SkpaH Management > Access Control > SNMP > Trap Group

L @ Irap Group J Port  SHMP Setting
Trap Destination P ™
Type Options
System * coldstart warmstart fanspeed
temperature vaoltage reset
timesync intrusionlock loopguard
errdisable poe
Interface * linkup linkdown lidp
transceiver-ddm
AAA * authentication authorization accounting
P * ping traceroute
Switch * stp mactable rmon
cfm

Apply | | Cancel
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 154 >SkpaH Management > Access Control > SNMP > Trap Group

NONE

OMUCAHUE

Trap Destination
1P

BbibepuTe 0aAnH M3 HacTpoeHHbIX IP-agpecoB HasHayeHus ansa nepegayun KomaHa Trap.
OHun npeacTtasnstoT cobon IP-agpeca meHepxepoB SNMP. IP-agpeca HasHauYeHUs LOKHbI
6bITb NpeaBapuTENbHO HAacTpPoeHbl Ha akpaHe SNMP Setting.

[anee Ha 3TOM 3KpaHe HacTpamBaloTCs KOMaHAbl Trap, Hanpas/isieMble KOMMYTaTOPOM Ha
AaHHbIN MeHeaxep SNMP.

Type

BbibepuTte kaTeropmn coobwenunii Trap SNMP, koTopble 6yayT OTnpaBnATbCS
KOMMYTaTOPOM Ha AaHHbI MeHeaxep SNMP.

Options

BbibepuTte oTtaenbHble kKoMaHabl Trap SNMP, koTopble 6yayT HanpaBnATbCS KOMMYTaTOpOM
Ha ctaHuuio SNMP. OnucaHunsg oTaenbHbIX KOMaHA Trap npuBoaaTcs B pasa. «KomaHabl
Trap npotokona SNMP» Ha cTp. 344.

KomaHabl Trap rpynnupytoTcs No kateropusiM. MNpu Boibope kaTeropmum aBToMaTM4eckun
BblbMpalTCs BCe KOMaHAabl Trap, OTHOCSILWMECS K AAaHHOW KaTeropuu. [pu cHATUKn
BblAENEHNS C NepeksitoyaTenen oTaAeNIbHbIX KOMaHA Trap 3TW KoMaHAbl He 6yayT
OTNpPaBNATbCA KOMMYTATOPOM Ha ctaHuuio SNMP. Eciun CHATb BblAeneHne ¢
rnepeksoyaTens KaTeropum, aBToMmaTM4eckn CHUMaeTCcs BblAeNIeHne Cco BCex
nepekntoyaTenen oTAeNbHbIX KOMaHA, OTHOCSLMXCS K AaHHOW KaTeropuu (KOMMyTaTop
oTnpasBnseT KoMaHabl Trap Nub ANS BbiGpaHHbIX KaTeropui).

Apply

Haxxmute Apply, 4TO6bI COXPaHUTb U3MEHEHMS B ONEepaTMBHON NaMsTU KOMMyTaTopa. OTu
HaCTPOMKKN ByAyT yTepsiHbl B Cly4ae BbIK/IIOYEeHWS KOMMyTaTopa unun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBEpPLUEHNN HAaCTPOMKM HEOH6XOANMMO HaXaTb Ha CCbisike Save B
BEepXHeW HaBUrauMOHHOW NaHesnu Ans CoOXpaHeHUs U3MEHEHUI B SHEProHe3aBUCUMOM
namaTw.

Cancel

Haxmunte Cancel, 4Tob6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

38.3.2 BknroyeHune/otknroveHue ornpaBku nosywek SNMP Ha
onpeageneHHOM NopTty

Ha skpaHe SNMP > Trap Group nepeinauTte no ccoiike Port, 4tobbl OTKPLITb 3KpaH,
n306paxeHHbIn Ha pucyHKe Hmxe. C MOMOLLbI 3TOr0 3KpaHa MOXHO yKa3aTb, CieayeT fin
OTNpaBnsATb NIOBYLIKY, MOJYYEHHYIO Yepe3 yKasaHHbIn NopT (MW NopThbl), YKa3aHHOMY MeHeaXxepy

SNMP.
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PucyHok 229 DkpaH Management > Access Control > SNMP > Trap Group > Port
L Trap Group

Option: | intrusionlock |+

Port Active

[ RN I T I SN X T

w

10
11
12
13
14

- L e
\/\/\/\/\/\/\/\/\/

EE R EE EEEERE R EE EE O

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Tabnuua 155 DkpaH Management > Access Control > SNMP > Trap Group > Port

MOnE OMNMUCAHUE

Option BbibepuTe TMN NOBYLIKMK, KOTOPbIN TpebyeTcs HaCcTpoOuUThb.

Port B 3TOM none oTobpaxaeTcs Homep nopTa.

* HacTpolikm B 3TOIM CTpOKe MPUMEHSIOTCS KO BCEM MOpTaM.
DTy CTpoKy HEOH6X0AMMO MCMOMb30BaTh Wb B TOM C/ly4ae, eCiiu HaCTPOMKM BCEX NOPTOB
AOJ/KHbI 6bITb 0AMHaKOBbIMM. C NOMOLLbIO 3TON CTPOKM MOXHO CHayvana HasHauuTb obne
ANSA BCEX MOPTOB HAaCTPOWMKMK, a 3aTeM BHECTU HeOBXO0AMMblE U3MEHEHUS HA YPOBHE
OTAeNbHOro nopra.
MN3MeHeHMsa B AaHHOWN CTPOKe Cpa3y Xe KOMUPYITCS Ha BCE MOPThI.

Active YcTaHoBWUTE 3TOT NepekntoyaTesb, YTo6bl BKIIOUYNTL AAHHBIN TUN JIOBYLIKK ANS JIOBYLUEK
SNMP Ha paHHOM nopTy.
CHUMUTE BblAeNeHne € 3Toro nepekaoyvaTens, Ytobbl OTKIOUYNTL OTNPaBKY JIOBYLUEK
SNMP Ha 3TOoM MNopTy.

Apply Haxxmute Apply, 4TO6bI COXPaHUTb U3MEHEHMS B ONEepaTMBHON NaMsTU KOMMyTaTopa. OTu
HaCTPOMKKN ByAyT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa unun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEOH6XOANMMO HaXaTb Ha CCbisike Save B
BepXHeW HaBUrauMoOHHOW NaHenu Ans CoOXxpaHeHUs U3MEHEHU B SHeproHe3aBUCUMOM
namaTw.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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38.3.3 Hacrtpowuka nonb3oBartenen SNMP

Ha skpaHe SNMP nepeiignTte no ccoiike User, YTobbl OTKPbITb 3KpaH, n306paXXeHHbIN Ha PUCYHKe
Hmxe. C noMoLlbto 3KpaHa User MOXHO co3a4aTth nosib3oBaTesien Ans ayTeHTudurKauum ¢
MeHeaxepaMu ¢ ncnonblosaHnem SNMP v3 u accoummnposaTtb ux ¢ rpynnamm SNMP. lNonb3oBaTenb
SNMP aBnsaetcs MeHegkepoM SNMP.

PucyHok 230 SkpaH Management > Access Control > SNMP > User

« SNMP Setting

Username
Security Level noauth -
Authentication MD5 - Password

Privacy DES - Password

Group admin -

Add || Cancel || Clear
Index Username SecurityLevel Authentication Privacy Group Delete

Delete Cancel

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 156 DkpaH Management > Access Control > SNMP > User

NOnE

ONMUCAHUE

User Information

Mpumevanue: [Ins co3gaHns y4eTHbIX 3anucen Ha meHegxkepe SNMP v3 ncnonbsynte
umeHa nornb3oBaTenen u Naponu, ykasaHHbIe Ha 3TOM 3KpaHe.

Username

YKaxxute ums nosb3osaTtens ans yHETHOVI 3anncn Ha KoOMMyTaTope.

Security Level

BbibepuTe, HEO6X0AMMO NN UCMOJIb30BaTh ayTeHTUDUKAUNID U/ Mnn wnudpoBaHue B
ceaHcax SNMP c gaHHbIM nonb3oBaTteneM. BapnaHTbi:

e noauth - nMsa nonb3oBaTens MCNONb3YETCA B KaYeCTBE Naposs Npu oTnpasBKe Ha
meHemkep SNMP. 3To skBMBaneHTHo napameTtpam Get, Set u Trap Community B SNMP
v2c. HanMeHee 3alUmLLEHHbIA PEXUM.

e auth - ana coobuennit SNMP, oTnpasBnsieMblX AaHHbIM MOJIb30BATENEM, UCMO/Nb3YETCs
MeXaHW3M ayTeHTUdUKaLUMK.

e priv — ans coobuweHnin SNMP, oTnpaBisieMblX AaHHbIM N0/1b30BAaTENEM, UCMONb3YOTCS
MexaHM3Mbl ayTeHTMdMKaunm n wndposaHms. Cambli 3aLUULLEHHDBIAR PEXUM.

Mpumevanue: Ha meHegxepe SNMP gomkeH ObiTb HACTPOEH aHaNOrM4YHbIN Ny Gonee
BbICOKMI ypoBeHb 6e30nacHoCTH, YeM Ha KOMMYTaTopE.

Authentication

BbibepuTte anroputm ayTeHTMdUKaunm. MNpun ayteHTndumkauymm gaHHbix SNMP
NPUMEHSAIOTCA anroputMbl xewmnposaHus MD5 (Message Digest 5) n SHA (Secure Hash
Algorithm). AyTeHTudukaumsa SHA cumntaetca 6onee cTorikon no cpasHeHutoo ¢ MD5, HO
6onee meaneHHoON.

Password

BeeauTte naponb ansa ayteHtudurkaumm nonb3osatens SNMP (He 6onee 32 ASCII-
CUMBOJOB).
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Ta6nuua 156 DkpaH Management > Access Control > SNMP > User (npogosmxkeHune)

NONE

ONMUCAHUE

Privacy

YKaxuTte anroputm wudposaHus ana obMeHa gaHHbiMM SNMP ¢ 3TMM nonb3oBaTenem.
MoXHO BblIbpaTb OANH U3 CNeayLWwmX BapnaHToOB:

e DES - cranpapt Data Encryption Standard npeacraBnseT coboli WMpoko
pacrnpocTpaHeHHbIW (OAHAKO He OYeHb CTOMKWIA) anropuTM WNGpPOBAHNA AaHHbIX. B
3TOM anropuTMe K Kaxgomy 64-6MTHoMy 610Ky AaHHbIX NpuMeHseTcs 56-6UTHbIN
KJTHOM.

e AES - ctaHaapT Advanced Encryption Standard npeacraBnsieT coboi ele oanH MeToa
WwndpoBaHUS € 3aKpbITbIM KIOYOM. B AES k kaxaomy 128-6utHoMy 610Ky AaHHbIX
npumeHseTca 128-6UTHbIM KN4,

Password

BBeauTte naponb ans wndposaHua naketoB SNMP (He 6onee 32 ASCII-cMMBONOB).

Group

SNMP v3 ncnonb3yeT KOHUENUUIO rPynmn B pamMKax MoAesnn yrnpasneHus AOCTYNOM Ha
ocHoBe BuaoB (View-based Access Control Model, VACM). MeHeaxepbl SNMP B npeaenax
OAHOW rpynnbl MMeT 0AMHaKoBble Npasa AocTyna K 6asam MIB. YkaxuTe, B Kakyto
rpynny SNMP cneayeT BKIOYUTL AaHHOMO NOJSib30BaTeNs.

admin - Y4yacTHWKM 3TOWM rpynmnbl MOTYT BbINOAHATL Nt06ble BUAbLI CUCTEMHbBIX HACTPOEK,
BKJ/IOMAs yrnpasBfieHWe y4YeTHbIMW 3anncsimMm agMMHNUCTPATOpPOB.

readwrite - YyacTHUKM 3TOW rpynnbl UMeOT Npasa Ha YTeHWe N 3anucb, TO ecTb
nonb30BaTeNM U3 3TOW rpynnbl MOTYT CO34aBaTh M M3MeHATb 6a3bl MIB Ha koMMyTaTope,
3a@ UCKJ/TIOYEHMEM YUETHbIX 3anucen nonb3oBaTtenen n KoHourypaummn AAA.

readonly - YyacTHWKM 3TOW rpynnbl UMEKT NpaBa TOJIbKO Ha YTeHue, TO ecTb
nosib3oBaTesNM U3 3TOM rpynnbl MOryT cobupaTtb MHMOpPMaLMIo C KOMMyTaTopa.

Add

HaxmuTte 3Ty KHOMKY, uTO0bbI CO34aTh HOBYI UJIN NU3MEHUTb CYLECTBYIOLLYH 3anncChb.

3T0 AelicTBME NO3BOJISIET COXPAaHUTb U3MEHEHMS HACTPOeK B ONepaTUBHON NaMsaTH
KOMMYyTaTopa. 3TU HacTPoOIKM ByaAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMYyTaTopa unm
nepebos B nogaye NuUTaHuUs, NO3TOMY MO 3aBEPLUEHUN HACTPONKM HEO6X0AMMO HaxaTb Ha
CCbl/ike Save B BEpXHEeN HaBUraLMOHHOW NaHenn ANnsi COXpaHeHUs U3MEHEHWI B
3HEpProHe3aBUCUMOM NaMaTy.

Cancel

Haxmunte Cancel, yTo6bl C6pOCUTbL NONS K MPEeAbIAYLLUNM 3HAYEHUAM.

Clear

Haxmute Clear, uTo6bl BEpHYTbCS K 3aBOACKMM HAcCTPOMKaM.

Index

MopaakoBbIi HOMep (TObKO AN YTEHWUS) YYETHOW 3anucK Ha KkommyTaTope. LenkHute Ha
nopsiAKOBOM HOMepe, YTobbl 0To6pa3nTb 6onee NoapobHyo MHPOPMaLUO U UBMEHUTb
napameTpbl CyLLEeCTBYHOLEN YYETHOM 3anucu.

Username

B 3ToM none oto6paxkaeTcs UMs NoJsib30BaTesNs 4SS YYETHOW 3anucu Ha KOMMyTaTope.

Security Level

OT0 nosie ykasbiBaeT Ha TO, HEO6X0AMMO N1 UCMOJIb30BaTh ayTEHTUDUKALMIO U/ nnn
wndposaHune B ceccuax SNMP ¢ gaHHbIM nofib30BaTeNeM.

Authentication

OT0 nosie NokasbIiBaeT anNropmutM ayTeHTUdUKaAUNK, NCnofib3yeMblit B ceccusix SNMP ¢
[AHHbBIM MoJib30BaTeNneM.

Privacy D70 nosie nokasbiBaeT MeToA WudpoBaHus, ncnonb3yembii B ceccnsax SNMP ¢ gaHHbIM
nonb3oBaTeneM.
Group 370 none otobpaxaet rpynny SNMP, B KOTOpPYO BXOAUT AAHHbIN Nofb30BaTeNb.
Delete Haxmunte Delete, 4Tobbl yaanuTb BbiIbpaHHYO 3anncb U3 UTOroson Tabnuupbl.
Cancel Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

38.4 HacTtpouka y4yeTHbIX 3anuceu nonb3oBaTeneu

JocTtyn K KoMMyTaTopy 4Yepe3 Web-KOHpuUrypatop o4HOBPEMEHHO MOMYT NOSYYUTb A0 MATH
nonb3oBartenen (0AMH aAMUHUCTPATOP U YeTbIpe 06bIYHbIX MOSIb30BaTENS).
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o AAMMHWUCTPATOP — 3TO MOJIb30BaTe b, KOTOPbIM MOXeT KaK NpoCMaTpuBaTb, TakK U BHOCUTb
M3MeHEeHMs B HAacTpOMKW KOMMyTaTopa. IMs nonb3oBaTtens A5 agMMHUCTpaTopa He MOXeT 6biTb
M3MEHEHO - 370 Bcerga admin. Maponb No ymonyaHuio — 1234,

MpumMmeyaHume: HacTosaTeNnbHO peKoOMeHAYETCS M3MEHUTb NMaposib agMUHUCTpaTopa no
yMmonyaHuio (1234).

e O6blYHbIN NoNb30BaTeNb (HE aAMUHUCTPATOP, C UMEHEM, OTNIMYHBIM OT admin) MOXeT TONbKO
npocMaTpuBaTh, HO HE U3MEHSATb HaCTPOMKM KOMMyTaTopa.

YTO6bI OTKPBLITE NMPUBEAEHHbBIA HUXE dKpaH, HaxkmuTe Management > Access Control > Logins.

PucyHok 231 DkpaH Management > Access Control > Logins
L @ JLogins Access Control

Administrator

Old Password
New Password

Retype to confirm

Please record your new password whenever you change it. The system will lock you out if you
have forgotten your password.

Edit Logins
Login User Name Password Retype to confirm Privilege
1 test 14
2
3
n

Apply | | Cancel

Mons akpaHa onucaHbl B crieaylowlen Tabnuue.

Tabnuua 157 SkpaH Management > Access Control > Logins

NONE OMNMUCAHUE

Administrator

YueTHas 3anmcb aaMMHUCTpPATOpa Mo YMONYaHWUIO, C MUMEHEM MNonb3oBaTens «admin». Mg nonb3osaTtens
aZAMMHUCTPaTopa MO YMONYAHUIO U3MEHUTb Henb3sl. TONbKO aiMMHUCTPATOP MMeeT NnpaBa YTeHus/3anncu.

Old Password | BeeauTe cyLecTBYyOLWMA CUCTEMHBIM Napob (Naposb MO YMOAYaHWUIO NPU NOCTaBKe —
1234).

New Password | Beeante HOBbI CUCTEMHbIV Naposb.

Retype to BBeauTe HOBbI CUCTEMHbLIV Naposb ewe pas aAns NoATBEPXKAEHUS.
confirm

Edit Logins

MNmeeTcs BO3MOXHOCTb HAaCTPOUTb A0 YeTbipex NO0/b30BaTeNbCKMX 3aMncen C Naponsamu. Y aTux
nonb3osatenen 6yayT npaBa TO/IbKO Ha YTEHMWeE.

User Name BeeauTte umsa nonb3osatens (Ao 32 cumsonoB ASCII).
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Ta6nuua 157 DkpaH Management > Access Control > Logins (npogosixeHune)

NONE

ONMUCAHUE

Password

BBeauTe HOBbI CUCTEMHBIN naposnb.

Retype to
confirm

BBeauTe HOBbI CUCTEMHBIN Naposb elle pas3 Ans NOATBEPXAEHUS.

Privilege

YKaxuTe ypoBeHb NpUBUIErniA A4Na AaHHOrO Nosb3oBaTens. Ha MOMeHT HanucaHwus 3Toro
AOKYMEeHTa nonb3oBaTenv MOrnn UMeTb YpoBeHb npusunerui 0, 3, 13 nnn 14. Kaxapoe n3
3TUX YMCeN COOTBETCTBYET onpeAesieHHOMY Habopy npas AOCTyna, ONMCaHMe KOTOPbIX
NPpUBEAEHO HUXeE.

e 0 - MNonyyeHne OCHOBHbIX CBEAEHUI O CUCTEME.

e 3 - [Nony4yeHne cBeaeHU 0 KOHGUrypaumm n craTyce.

e 13 - HacTpolika pasnnyHbiX GYHKUMA, 3@ NCKITIOYEHMEM YUYETHbIX 3anMcen Ans BXOAA
Ha YCTPOWMCTBO, y4eTHbIX 3anucerh SNMP, HacTpoek nocneaoBaTelbHOCTU METOA0B
ayTeHTUduUKaumm n aBTopmsaLnmm, HaCTPOMKM HECKOJIbKUX YHETHbIX 3anucen ans
BXO04a Ha YCTPOWCTBO, YUYETHbIX 3anncen aAMMHUCTPATOpa, akTMBaummn naposei u
oTobpaxeHns cBeAeHUN 0 KOHDUrypauum.

e 14 - lpaBa Ha co34aHMe YUYETHbIX 3anvMcen Ans BXOAa Ha YCTPOMCTBO, YYETHbIX
3anucert SNMP, HacTpoiKy nocneaoBaTeNbHOCTU METOAOB ayTEHTUdUKALNN 1
aBTOPMU3aLMN, HACTPOMKY HECKONbKMX YYETHbIX 3anvcen Ans BXoAa Ha YCTPOMCTBO,
HaCTPOWKY YyYeTHbIX 3anucern agMMHUCTpaTopa, akTUBaUMIO Naponen n otobpaxeHne
CBeAEHUN 0 KOHUrypaummu.

Monb3oBaTenu MOryT UCNOMb30BaTb MHTEPPENC KOMaHAHON CTPOKMK, €CIN YPOBEHb
npuBUAErnii AaHHOM ceccum 60MblUe NN paBeH YPOBHIO NMPUBUAErUIA AAHHOW KOMaHAbl.
YpoBeHb NpUBUAErNIA CECCUN U3HAYaNbHO ONpeaenseTcs No ypoBHIO MPUBUAErUA yYETHON
3anucu. Hanpumep, ecnun AaHHbIN NoNb30BaTelb UMEET YPOBEHb NpuBUErMi 5, To oH
MOXET 3anyckaTb KOMaHAbl, KOTOpble TpebyT ypOBHS NpUBUIErUiA He Bbile 5.

Apply

HaxxmmTte Apply, 4TO6bl COXpaHUTb U3MEHEHMS B ONepaTUBHON NaMsTM KOMMyTaTopa. 3Tu
HacTpoWiku 6yayT yTepsiHbl B Cllydae BbIK/IlOYEHMS KOMMyTaTopa unu nepebosi B nogave
NMUTaHUsi, NO3TOMY MO 3aBepLUEHNN HACTPOMKM HEOBX0AMMO HaxaTb Ha CCbiike Save B
BEpXHEeN HaBUTrauMOHHOM NaHeNn ANs COXpaHeHUsl U3MEHEHWI B SHEPrOHE3aBUCUMMON
namsiTu.

Cancel

Haxmute Cancel, uTo6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

38.5 KoHTponb goctyna K cnyxb6am

KoHTponb AocTyna K cnyx6aM no3sofiseT onpeaenunTb, KakuM CinyxbaM paspelleH AoCTyn K
KOMMyTaTopy. TakXe MMEeTCsl BO3MOXHOCTb U3MEHUTb HOMEp MopTa Mo YMOJIYaHWUIO A8 CNyXObl U
HaCTPOUTb «A0BEpPEHHbIE KOMMbIOTEPLI®» AN KaX Ao cnyx6bbl Ha skpaHe Remote Management
(6ynet paccMoTpeH Hmxe). [1ns Bo3BpaTa K OCHOBHOMY 3KpaHy Access Control HaxMuTe Access

Control.

PucyHok 232 DkpaH Management > Access Control > Service Access Control

¢ Access Control
Services Active Service Port Timeout
FTP v 21 & Minutes
HTTF i g0 3 Minutes
HTTPS J 443
ICMP 7
SNMP v
Apply Cancel

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

339




Mmasa 38 KoHTponb goctyna

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 158 >SkpaH Management > Access Control > Service Access Control

MOnE OMNMUCAHMUE

Services B aToM cTonbue nepeyncneHbl Cnyx6bl, C MOMOLLbI KOTOPbIX MOXHO MOJYYUTb AOCTYN K
KOMMYyTaTopy.

Active YcTaHoBWUTE 3TOT nepeksoyaTesib, YTo6bl pa3pellnTb COOTBETCTBYOWEN cnyx6e nonyyaTtb

[OCTYM K KOMMyTaTopy.

Service Port Homep nopTta no ymonyanuto ans cnyx6 FTP, HTTP nnn HTTPS MOXHO n3MeHUTb
nocpefCcTBOM BBOAa HOBOro HoMepa nopTa B none Service Port. B cnyyae nsamexenus
HOMepa nopTa Mo YMOA4YaHuio He 3abyabTe COObLWUTL HOBLIN HOMEpP MoJSib30BaTeNsM,
KOTOpPbIM MOXeT NoHafnobuTtbcsa s3Ta cnyxba.

Timeout YKaxuTte BpeMsi NpocTosi ceccum ynpasnenums (ot 1 go 255 MMHYT), No ncreyeHnmn
KOTOpOro ceccus 6yaeTt npekpalleHa no tanMm-ayTy. [ocne TariMm-ayta Heobxoammo 6yaer
3aHOBO BBECTM UMS nosnb3oBaTtens un naponb. Cnnwkom 6onblioe 3HayeHne Timeout
cospaet yrposy 6e3onacHocTy.

Apply Haxmute Apply, 4TO06bl COXpaHUTb N3MEHEHUS B OMEpPATUBHOM NaMATM KOMMyTatopa. 3Tu
HaCTPOMKKN ByAyT yTepsiHbl B C/ly4ae BbIK/IOYEHUS KOMMyTaTopa unun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM He0H6X0ANMMO HaXaTb Ha CCbifike Save B
BEpPXHEW HaBUrauMOHHOW NaHenu Ans COXpaHEHUS U3MEHEHUI B SHEProHe3aBMCNMON
namaTw.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

38.6 YpaneHHoOe ynpaBrneHue

C NoMoLLbio 3TOro 3KpaHa MOXHO ONpeaennTb rpynny U3 OAHOro UM HECKONIbKUX «A0BEPEHHbIX
KOMMbIOTEPOB», C KOTOPbIX afAMUHUCTPATOP MOXET yNpaB/siTb KOMMYTaTOPOM yepe3 onpeaesieHHble
Cnyx6bl.

YT06bl OTKPBITE NMPUBEAEHHBIA HUXE 3KpaH, HaxxkmMnTe Management > Access Control > Remote
Management.

MMeeTCa BO3MOXHOCTb onpeaennTb rpynny M3 ogHOro nan HeECKOJIbKUX «O40BEPEHHbIX
KOMMbIOTEPOB», C KOTOPbIX aAMUHUCTPATOP MOXET UCMOJb30BaTh CNYXObl ynpaBneHus
KOMMyTaTopoM. [1ns Bo3BpaTta K 3kpaHy Access Control HaxxmuTe Access Control.
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PucyHok 233 DkpaH Management > Access Control > Remote Management

L @) Remote Management Access Control
Secured Client Setup
Entry Active Start Address End Address FTP HTTP ICMP SHMP  HTTPS

1 0.0.0.0 0.0.0.0
2 B 0.0.0.0 0.0.0.0 O = ] [ [
3 0 0.0.0.0 0.0.0.0 O O ] ] ]
4 B 0.0.0.0 0.0.0.0 O = ] [ [
5 0 0.0.0.0 0.0.0.0 O O ] ] ]
G B 0.0.0.0 0.0.0.0 O = ] [ [
7T 0.0.0.0 0.0.0.0 O O ] ] ]
8 B 0.0.0.0 0.0.0.0 O = ] [ [
3 [0 0.0.0.0 0.0.0.0 O O ] ] ]
10 [ 0.0.0.0 0.0.0.0 B B B B B
M1 H 0.0.0.0 0.0.0.0 = = = = =
12 [ 0.0.0.0 0.0.0.0 B B B B B
13 H 0.0.0.0 0.0.0.0 = = = = =
14 [ 0.0.0.0 0.0.0.0 B B B B B
15 [0 0.0.0.0 0.0.0.0 = = = = =
6 [ 0.0.0.0 0.0.0.0 B B B B B

Mons sKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 159 >SkpaH Management > Access Control > Remote Management

MOnE ONMUCAHUE

Entry MopaaKkoBbI HOMEP KIMEHTCKOro Habopa. KnneHTckuii Habop — 3To rpynmna u3 o4HOro nan
HECKOJIbKMX KOMMbIOTEPOB, C KOTOPbIX aAMUHUCTPATOP MOXET MCMO0b30BaTb CyX6bI
ynpaBfieHUs KOMMYTaTOpOM.

Active YcTaHoBWUTE 3TOT NepekstoyaTtesib, YTobbl akTUBMPOBaTb AaHHbIN KIMEHTCKMI Habop.

CHVMMUTE BblaeNeHne C nepekoyaTens, eciv Heo6xoAMMO BpeMEHHO OTK/IOYUTL Habop, He
ynanss ero.

Start Address
End Address

BeeaunTe Amana3oH IP-agpecoB AoBepeHHbIX KOMMbIOTEPOB, C KOTOPbIX MOXHO YNpaBnsTb
KOMMYTaTOpPOM.

[aHHbIln KOMMyTaTOp NpoBepsieT cooTBeTcTBMe IP-agpeca KoMnbloTepa, 3anpallimBaroLero
cnyx6y nnm npoTokon, BBeAEHHOMY 34eCb Anana3oHy. Ecnu agpec He coBnapaeT,
KOMMYTaToOp HeMeA/leHHO pa3pbiBaeT CeCCUID.

/FTP/HTTP/ BbibepuTte cny»x6bbl, KOTOpble MOryT H6bITb MCNOMb30BaHbI A1 YNpaBAeHUS KOMMYTaTOPOM C

ICMP/SNMP/ yKa3aHHbIX 4OBEPEHHbIX KOMMbIOTEPOB.

HTTPS

Apply Haxxmute Apply, 4TO6bI COXpPaHUTb N3MEHEHNS B ONEPaTMBHOW NaMAaTU KOMMyTaTopa. 3Tu
HacTporkun 6yayT yTepsHbl B Clly4ae BblK/IOYEHUS KOMMyTaTopa nan nepebos B nogave
NUTaHWS, NO3TOMY MO 3aBEpPLUEHNN HAaCTPOMKM HEOH6XOANMMO HaXaTb Ha CCbifike Save B
BEpPXHeW HaBMIALMOHHOW NaHenun ANS COXpaHEeHUs U3MEHEHUI B SHEProHe3aBUCMMOW
namsTu.

Cancel Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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38.7 CnpaBo4Hasi TexHn4eckasi MHopmauums

OTO pasaen CoAEepPXUT AOMNONHUTENbHYIO TEXHUYECKY0 nHdOopMauno No Bonpocam, o6cyxaaemMbimM B
TeKyLen rnase.

38.7.1 3HakomcTBO Cc npotokoriom SNMP

MpocToi npoTokon ceteBoro ynpasneHnss (SNMP) — 3To NpoTOKON NpUKNAAHOIrO YPOBHS, KOTOPbIN
MUCMONb3YETCS ANs YNpaB/iEHNS M MOHUTOPUHIA YCTPOMUCTB Ha ocHoBe TCP/IP. MNMpoTtokon SNMP
ncnonb3lyeTcs ans obMeHa ynpasnsiowen nHdopmaumen Mexay CUCTEMOM CETEBOro yrnpasneHus
(NMS) n ceTteBbiM aniemeHTOM (NE). CTaHUMa ynpaBfieHNs MOXeT ynpaBasTbe KOMMYTaTOPOM U
OCYLWECTBNATbL MOHUTOPUHI ero paboTbl NO ceTn ¢ noMollbio npotokona SNMP Bepcuun 1 (SNMPv1),
SNMP Bepcumn 2¢ nnn SNMP Bepcuun 3. MNpuMep ynpasieHnsa ¢ noMowbtlo npoTtokosa SNMP nokasaH
Ha cneaytoweM pucyHke. NMpotokon SNMP 6yaeT paboTaTb TO/IBKO B TOM Cilyyae, €C/IM HacTpoeH
npoTtokon TCP/IP.

PucyHok 234 Mogenb ynpasneHunsa no npotokoay SNMP

MeHepxep
AreHT AreHt AreHt
Ynpasnsaemoe ycTpoincTeo Ynpasnaemoe ycTpoincTeo Ynpasnsemoe ycTpoiicTBo

CeTb nog ynpasneHueM npotokosia SNMP cocTouUT U3 ABYX OCHOBHbIX KOMMOHEHTOB: areHTOB U
MeHeaxepa.

AreHT — 3TO MPOrpaMMHbI MOAY/b YMPaB/EeHUs, HAaXOAALWMNNCSA Ha YyNpaBnsieMoM KOMMyTaTope
(koMMyTaTOp). AreHT NepeBOAUT JIOKaNbHYI MHMOPMaLMIO yrpaBieHns oT yrpaBiseMoro
KOMMyTaTopa B hOpMy, COBMECTMMYIO C NPOTOKO/I0M SNMP. MeHefkep — 3TO KOHCO/b, MOCPEACTBOM
KOTOPOI afiMMHUCTPATOPbI CETU OCYLLECTBASAT PYHKLMM CETEBOrO yrnpasieHns. Ha Hew
3anycKalTCcsa NPUMIOXEHMS, OCYLLECTBASAIOLINE KOHTPOSb U MOHUTOPUHT YNpaBisieMblX YCTPOUCTB.

YnpaBnsieMble YCTPONCTBa coAep)XaT 06beKTHbIE NepeEMeHHble/ynpaBnseMblie 06bEKTbI, KOTOpbIe
onpeaensatoT, Kaky MHMOPMaUMIo 0 KOMMyTaTope He06X0ANMMO NONYUnTb. MNpuMepamMmn Takmnx
nepeMeHHbIX SABASIOTCA KOJIMYECTBO MOJSTYYEHHbIX MaKeToB, COCTOsIHME nopTa u T.4. basa
ynpaBnstouwen nigopmauumn (MIB) npeacraBnsieT cob6oit COBOKYMHOCTb YNpaB/isieMblX 06beKTOB.
MpoTokon SNMP no3sonsieT MeEHeAXEPY M areHTaM obwaTbCcs Mexay coboli Ans noay4vyeHus AocTtyna
K 3TUM obbeKkTaM.
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Cam no cebe SNMP - 3To NpoCTOi NPOTOKOS TUMA «3arnpoc/OTBET» HA OCHOBE MOAENN «MeHemxep/
areHT». MeHexep OTNpaBASAET 3arnpoc, a areHT OTBEYAET Ha Hero NocpeACcTBOM C/eayoLmxX
onepaumin npoTokona:

Tabnuua 160 KomaHabl npoTokosia SNMP

MOnE OMUCAHUE
Get Mo3BonsieT MeHeAXepy NoslyyaTb 06bEKTHbIE MepeMeHHbIe OT areHTa.
GetNext Mo3BonseT MeHeaXepy NMONYyUNTb CReayoLLyo 06bEKTHYIO NepeMEHHY0 U3 Tabnuubl Uu

cnucka, XxpaHsauwerocs y areHta. B npotokone SNMPv1, korga MeHeaxXep Xo4eT nonydnTb
OT areHTa BCe 371eMeHTbl Tabnnupbl, OH MHUUMKUPYET onepaunto Get 1 cpasy 3a Hel cepuio
onepaumnn GetNext.

Set Mo3BonsieT MeHeAXepy yCTaHaB/MBaTb 3HAaYEHUSI 06bEKTHBIX MEPEMEHHbIX, XPAHSALWMNXCS Y
areHTa.
Trap Mcnonb3yeTcs areHToM 47151 OMOBELLEeHUsI MeHeKepa 0 KakuxX-iMbo cobbITUAX.

SNMP v3 1 6e3onacHocTb

B SNMP v3 ynyuweHbl cpeactsa 6e3onacHocTu ansa ynpasneHus yepe3 SNMP. MNMepea Havyanom
ceccui ynpasneHus oT meHeaxepoB SNMP MoxeT 6bITb 3aTpeboBaHa ayTeHTUdMKaLNa Ha areHTax.

JononHutensHo 6€30nacHOCTb MOXET 6bITb NOBLILLEHA C MCMOJ/Ib30BaHNEM WN(POBAHUS COOOLLEHMNA
SNMP, otnpaBnseMbix MeHeaxepamu. LLindpposaHme 3awmwaet cogepxmmoe coobueHne SNMP. B
cnyyae wudpoBaHmnsa coobueHnin SNMP oHM MOryT 6bITb MPOYUTaHbI TOSIBKO LIeNEBLIMU
nonyyartensmm.

NMoppepxmnBaembie 6a3bi MIB

Basbl ynpasnstollein nHdopMaLumn no3BonsaoT aAMMHUCTpaTopaM cobupaTtb CTaTUCTUKY U
OCYLLECTB/IATb MOHUTOPUHI 3@ COCTOSIHWUEM U MPOU3BOAUTENBHOCTbIO.

[JaHHbI KOMMYyTaTop nogaepxuBaeT cneayouwme 6a3bl ynpasnstowen nHpopMaumn:

e SNMP MIB II (RFC 1213)

e RFC 1157 SNMP v1

e RFC 1493 Bridge MIB

e RFC 1643 Ethernet MIB

e RFC 1155 SMI

e RFC 2674 SNMPv2, SNMPv2c
e RFC 1757 RMON

e SNMPv2, SNMPv2c nnu 6onee nosagHen Bepcum, COBMECTUMbIN co cTaHaapTtoM RFC 2011 SNMPv2
MIB ana IP, RFC 2012 SNMPv2 MIB gns TCP, RFC 2013 SNMPv2 MIB gns UDP
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KomaHnabl Trap npotokona SNMP

JaHHbIn koMMyTaTop oTnpasnseT SNMP-MeHeaepy «noByLwWKy>» (KkoMmaHay Trap), korga nponcxoant
Kakoe-Hnbyab cobbiTne. KomaHabl Trap npotokona SNMP ans pa3nuyHbiX KaTEropmin onncaHbl B
cnepymowmx Tabnmuax.

Ta6bnuua 161

CucTteMHble KoMaHabl Trap npotokona SNMP (System)

WOEHTUPUKATOP
BAPUAHT METKA OBBEKTA OBBEKTA OMNMUCAHME
coldstart coldStart 1.3.6.1.6.3.1.1.5.1 STa NnoByLLKa OTnpasnseTcs npwm
BKJIIOYEHUN KOMMyTaTopa.
warmstart warmStart 1.3.6.1.6.3.1.1.5.2 STa nosylKa OTrnpasnseTca npu
nepesarpy3ke KOMMyTaTopa.
linkup linkUp 1.3.6.1.6.3.1.1.5.4 OTa nosyliKa oTnpaBAsieTcs npu
ycTaHoBsieHuun Ethernet-
coeauHeHus.
linkdown linkDown 1.3.6.1.6.3.1.1.5.3 OTa nosyllKa OTrnpasnseTcs npu
pa3pbiBe Ethernet-coeguHeHus.
lidp lldpRemTablesChange 1.0.8802.1.1.2.0.0.1 OTa noByllKa OTNpaBAsieTcs npu

NtobbIX U3MEHEHUSAX 3annucen B
yAaneHHoW 6a3e AaHHbIX.

MpoTokon o6Hapy»XeHWsi KaHaNbHOro
ypoBHs (Link Layer Discovery
Protocol, LLDP), onncaHHbIN B
ctaHpgapTe IEEE 802.1ab, no3sonsiet
YCTPOICTBaM JIOKaNbHOWM CETH,
noaaepxwusatowmm LLDP,
obMeHuBaTbCa MHboOpMaLmen o
HacTporkax. OTo noMoraeT
n36aBUTLCSA OT NpobsieM, BbI3BaHHbIX
HEeCOOTBETCTBMEM HaCTpPOEK.

authenticatio
n

authenticationFailure

1.3.6.1.6.3.1.1.5.5

DTa noByLIKa OTNpaBsieTcs npu
HEBO3MOXHOCTU ayTeHTUdUKaLmm
n3-3a HenpaBUbHOMO UMEHHU
nonb3oBaTens u/unu napons.

ping

pingProbeFailed

1.3.6.1.2.1.80.0.1

STa noByLLKa OTrnpasnseTcs npwm
HeyAaye BbINOSIHEHWUS OAMHOYHOWN
KOMaHAbl ping.

pingTestFailed

1.3.6.1.2.1.80.0.2

DTa /IoByLUKa OTNpaBfsSeTcs npwu
HeyZauye BbINOJSIHEHWS TecTa
coeavHeHus (BKoYawLwero B cebs
HEeCKONbKO KOMaHA, ping).

pingTestCompleted

1.3.6.1.2.1.80.0.3

OTa noBylKa OTnpaBAseTcs npu
3aBepLlUeHUN OANHOYHOM KOMaHAbI
ping.

traceroute

traceRouteTestFailed

1.3.6.1.2.1.81.0.2

OTa NnoBylIKa OTrNpaBnseTcs npu
Heyzaye BbINOJIHEHUS TecTa
traceroute.

traceRouteTestComplete
d

1.3.6.1.2.1.81.0.3

OTa NnoBylIKa OTrNpaBnseTcs npu
3aBeplieHnn TecTa traceroute.
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Tabnuua 161

CucteMHble koMaHabl Trap npotokona SNMP (System) (npoaonxeHue)

BAPUAHT

METKA OBbEKTA

MWOEHTUOUKATOP
OBbEKTA

OMNMUCAHUE

stp

STPNewRoot

1.3.6.1.2.1.17.0.1

DTa noByLIKa OTMpaBsieTcs npu
N3MEeHEeHMN KOPHEBOro KOMMyTaTopa
STP.

zyMrstpNewRoot

1.3.6.1.4.1.890.1.15.3.52.3.1

STa noByLKa OTMpaBsieTcs npu
N3MEeHEeHMN KOPHEBOro KOMMyTaTopa
MRSTP.

zyMstpNewRoot

1.3.6.1.4.1.890.1.15.3.53.3.1

DTa noByLlKa oTnpasasieTcs npu
M3MeHeHun Tononornm MSTP.

STPTopologyChange

1.3.6.1.2.1.17.0.2

STa noByLLKa OTnpaBnseTcs npum
M3MeHeHunn Tononornm STP.

zyMrstpTopologyChange

1.3.6.1.4.1.890.1.15.3.52.3.2

OTa NnoBylIKa OTNpaBnseTcs npu
M3MeHeHunn Tononornm MRSTP.

zyMstpTopologyChange

1.3.6.1.4.1.890.1.15.3.53.3.2

OTa NnoByllKa OTrNpaBnseTcs npu
M3MeHeHunn Tononornm MSTP.

mactable

zyMacForwardingTableF
ull

1.3.6.1.4.1.890.1.15.3.48.2.1

OTa noBylKa OTnpaBaseTcs npu
ncnonb3oBaHuu 6onee 99% Tabnuubl
MAC-aapecos.

zyMacForwardingTableF
ullRecovered

1.3.6.1.4.1.890.1.15.3.48.2.2

D70 NoByLLKa OTMNpaBASeTCs Npwu
Bo3BpaTe Tabnmubl MAC-agpecos 13
nepenosiHeHHOro COCTOSIHWUS B
06bI4HOE.

rmon

RmonRisingAlarm

1.3.6.1.2.1.16.0.1

STa NoBYLIKA OTMNPaBAsSETCs npu
BbIXOZE MepPeMeHHON 3a npeaerbl
BEPXHEro NMoporoBoro 3HavyeHus
RMON.

RmonFallingAlarm

1.3.6.1.2.1.16.0.2

DTa noByLIKa OTMpaBsieTcs npu
BbIX0O4E MepeMeHHOW 3a npeaerbl
HWXXHEro NMOpPOroBOro 3Ha4yeHus
RMON.

cfm

dotlagCfmFaultAlarm

1.3.111.2.802.1.1.8.0.1

DTa noByLIKa OTMNpaBAsieTcs npu
06Hapy>XEHUN KOMMYTATOPOM c60s
coeavHeHMs.

38.7.2 3HakomcTBO C npotokonom HTTPS

MpoTtokon HTTPS (NpoToKON nepefayn rmneprekcra Yyepes NpoTOKO 3alMLEHHbIX COKETOB, UK
HTTP yepe3 SSL) - ato Web-npoTtokon, obecneumBatrowmii wumdpoBaHmne n gewmndposaHmne Web-
cTpaHul. MpoTokon 3awmneHHbIX cokeToB Secure Socket Layer (SSL) npeacrasnset cobon
NPOTOKOJ1 YPOBHS MPUNIOXEHWNI, peanm3ytowmii 6e3onacHyo nepeaady AaHHbIX NOCPEACTBOM
obecneyeHuns KoHbUaeHUNaNbHOCTU (MOCTOPOHHME HE CMOTYT NPOYECTb NepeAaBaeMble AaHHbIE),
ayTeHTUdMKaumm (oAHa CTOPOHa MOXET MAEHTUdMUMPOBaTbL APYrYH0) U LENOCTHOCTM AaHHbIX
(u3MeHeHue gaHHbIX 6yaeT 3aMeTHO).

OTOT NpOTOKON paboTaeT Ha OCHOBE CepTUMUKATOB, OTKPbITbIX M CEKPETHbIX KIHOYEN.

Mpotokon HTTPS Ha KoMMyTaTope UCMOosb3yeTcs AN NOoAyYeHUs 3alueHHOro 4ocTyna K
KoMMyTaTopy yepe3 Web-koHdurypatop. lNpoTtokon SSL npeaycmaTtpuBaeT, 4to SSL-cepsep
(koMMyTaTOp) AOIXEH BCerga nNpefocTtaBisATh CBOK ayTeHTUMMKaAUNOHHYI0 nHdopmMaunio SSL-
KNMeHTYy (KOMNbIoTepPY, KOTOpbIA 3anpawunsaeT HTTPS-coegMHeHMe C KOMMYTaTopoM), Toraa Kak
SSL-K/IMEeHT AO0MXEH NPOXOANTb ayTeHTUdMKaUMIO TONbKO No TpeboBaHuo SSL-cepsepa.
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AyTeHTUdUKALMA KIUEHTCKMX cepTUDUKATOB Heobsa3aTesbHa, U ec/iv OHa BblibpaHa, To SSL-KAneHT
[IO/XXEeH OTMNpaBuUTb KOMMyTaTopy cepTudukaT. 3a cepTudukaTom ans 6paysepa crnegyer
obpalllaThCs K MOCTaBLINKY CEpTUDUKATOB, ABMAIOLIEMYCS AOBEPEHHBIM MOCTaBLLMKOM
cepTudurKaToB AnA KOMMyTaTopa.

CM. cneayoLwmnin pucyHok.

1 3anpockl Ha HTTPS-coeamnHeHne oT Web-6pay3epa c nogaep>xkoi SSL noctynatoT (N0 yMOMYaHMUIO)
Ha nopt 443 Web-cepsepa (WS) komMmyTaTopa.

2 3anpocbl Ha HTTP-coeanHeHnne ot Web-6pay3sepa noctynatoT (no ymon4yaHuio) Ha nopt 80 Web-
cepsepa (WS) kommyTaTopa.

PucyHok 235 Peanusauus npotokona HTTPS

WS

HTTPS HTTP

MpumedaHme: Mpu oTknouyeHmn HTTP Ha akpaHe Service Access Control kommyTaTop
6noknpyeT BCe NONbITKN coegnHeHns no HTTP.

38.7.2.1 Mpumep noagknroyeHus no nporokony HTTPS

Ecnn nopt HTTPS no ymonyaHuio AN KOMMyTaTopa He MeHSJICs, BBeAnTe B aApeCcHOn CTpoke
6pay3epa «https://IP-agpec kommyTaTopa», rae «IP-agpec kommyTaTopa» — 3710 IP-agpec nnm
OOMEHHOe MMS KOMMYTaTopa, K KOTOPOMY Heo6XxoAnMMO Nosy4nTb AOCTY.

MpepynpexaeHus ot Internet Explorer
Internet Explorer 6

Mpwn NnonbITKE NOAYYUTb AOCTYN K YCTPOMUCTBY KOMMyTaTop yepe3 HTTPS-cepeep nossuTtcs
Avanorosoe okHo Windows ¢ BONpoCOM O A0Bepun K cepTudurkaTy cepsepa.

B Internet Explorer nosiBnsetcsa cneaytoulee coobuieHmne Security Alert. Haxmnte Yes, utobbl
npocnefoBaTb Ha 3KpaH BBoAa MMEHM nonb3oBaTtens u napons Web-koHdurypatopa; Ecnu HaxaTb
No, To goctyn k Web-koHpurypatopy 6yaet 3absiokmpoBaH.
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PucyHok 236 [uanoroBoe okHO Security Alert (Internet Explorer 6)
Security Alert B

ri‘l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site's
* zecurty certificate.

& The zecurity certificate was issued by a company you have
hot chosen ta tust. Yiew the certificate to determing whether
you want ba trust the certifying authority,

o The security certificate date iz valid.

& The name on the security certificate is invalid or does not
match the name of the site

Do you want to procesd?

Yes Mo | Wiew Certificate

Internet Explorer 7 un 8

Mpu nonbiTke 06paTnTbcs K HTTPS-cepBepy KOMMyTaTopa MOXET NOSABUTBHCS IKPaH C COObLeHneM
«There is a problem with this website's security certificate.» («/iMeeTcsa npobnema c cepTudmkaTom
6e30nacHoOCTM gaHHoro Beb6-carTa»). MNpn NosiBIEHMN TaKoro cooblieHns nepenanTe no ccolike
Continue to this website (not recommended) [Bce paBHO OTKpbITb 3TOT Beb-canT (He
pekomeHayeTcs)], 4Tobbl OTKPbITb CTpaHuUy Bxoaa B Web-koHdburypatop.

PucyHok 237 [peaynpexaeHue o ceptudumkarte 6esonacHoctn (Internet Explorer 7 nnu 8)

6] There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

(";;",' Continue to this website (not recc*’“mevwdedo

® More information

Mocne Bxoaa B web-kKoHpUrypaTop NosiBUTCA KpacHas cTpoka agpeca ¢ coobuieHneM Certificate
Error (Ownbka ceptudukara). WenkHute no coobuweHuto Certificate Error psgom co ctpokoin
aapeca n Haxmute kHonky View certificates.
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PucyHok 238 Owwunbka ceptudukaTta (Internet Explorer 7 nnm 8)

f; ‘Web Configurator - Microsoft Internet Explorer provided by ZyXEL

— —
@ Jof e httpsii192.168.1.1) ~ [ cetificate Eror ) | |42/ X | |20 |~ ]-
X

File Edit View Faworites Toaols Help
~ 1.1
x Google | _viﬂSaarch'--gjv

7.7 Favorites 'fé u Suggested Sites » @ | Free Hotmail € | Web

'@-‘ Certificate Invalid :
- % _ Soin -
The security certificate presented by this
website has errors,

»

| & iweb Configurater H-8

Y e v Page - Safety~ Tools~ @~

This prablem might indicate an attemptta
fool you or intercept any data you send to
the server,

W'e recommend thatyou close this webpage,

About certificate arrors E Save [ Status Fl Logout H Help

Wiews certificates

TkPkts Errors Tx KBis RxKB/s

Link CACE T

3

Up Time:

DX UOISyY Uty

A . Down STOP  Disabled 0 e .0 o 00 00000
e PRl 2 Down STOP  Disabled 0 0 0 0.0 00 0:00:00
K e ok DO ST Dloatled 0 Qv 800000000,
1 Down STOP  Disabled 0 0 0 00 00 00000
5 Down STOP Disabled 0 0 0 0.0 00 0:00:00

Haxmute kHonky Install Certificate... u yctaHoBuTe aTtoT cepTudmkar B 6paysepe, crneanys
WMHCTPYKLMSIM Ha 3KpaHe.

PucyHok 239 Ceptudwukat (Internet Explorer 7 nnu 8)

certificate ? X

General | Details | Certification Path

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: G33700 bOb2dcacfdes

Issued by: G53700 bOb2dcacfdes

¥alid from 1970/01/01 to 20300327

‘ Install Certificate. .. '

MpeaynpeautenbHble coobweHus B Mozilla Firefox

Mpu nonbiTke 06paTnTbcs K HTTPS-cepBepy KOMMyTaTopa MOXET NOSABUTBHCS IKPaH C CO0bLeHneM
This Connection is Unstructed. Ecnu 310 npousowno, Haxxmute kHonky I Understand the
Risks, a 3atem kHonky Add Exception....
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PucyHok 240 OnoseleHune 6e3onacHocTn (Mozilla Firefox)

£2) Untrusted Connection - Hozilla Firefox

Fle Edt Wew History Bookmarks Tools Help
@ - 0, hitps://192.168.1.1 3 - | M- Googe J
‘ﬁ, Mozt Visited |_] Getting Started 5 Latest Headlines
. Untrusted Connection + -
-~
s This Connection is Untrusted
v AI “rou have asked Firefox to connect securely to 192.168.1_1. but we can't confirm that your connection
| is secure.
Marmally, when vou try to connect securely, sites will present trusted identification to prove that pou are
going to the right place. Howewer, this zite's identity can't be verified.
What Should | Do?
If wou uzually connect to this site without problems. this error could mean that someone is trving to
impersonate the site, and you shouldn't continue,
Technical Details
( | Understand the Risks )
If pou understand what's going on, you can tell Firsfox to start tusting this site's identification. Even if
you tust the site, this error could mean that someone is tampering with your
connection.
Dan't add an exception unless pou know there's a good reason why this site dossn't use tusted
identification.
' Aidd Exception... .
-
Dane

MpoBepbTe NpaBubHOCTb agpeca HTTPS-cepeepa. Haxmnte kHonky Confirm Security Exception,
yTO6bI NEepenTn Ha cTpaHuuy Bxoada B Web-koHdurypatop.

PucyHok 241 OnoseleHune 6e3onacHocTn (Mozilla Firefox)
Add Security Exception g |

“r'ou are about to override how Firsfox identifies this site.
Legitimate banks. stores. and other public sitez will not ask you to do this.

Server

(Location: | htps:/1152.188.1.1/ )

Certificate Status
Thiz zite attempts to identify itzell with invalid information.

Wrong Site

Certificate belongs ta a different site, which could indicate an identity theft.
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority.

(22e2e? )

Permanently store this exception

(I Confirm Security Exception) I Cancel

38.7.2.2 OCHOBHOM 3KpaH

Mocne Toro, kak 6bin NMPUHAT CepTVId)VIKaT 1M BBEAEHDbI UMA NONb30BaTENA U NApPOJib, NOABUTCA
OCHOBHOM 3KpaH KoMMyTaTopa. 3Ha4yoK 3aMKa, KOTOprVI noABNAETCA CnpaBa CHU3Y B CTPOKeE
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cocTosiHus 6paysepa (B Internet Explorer 6 unu Mozilla Firefox) nnv pagom c agpecHoi cTpokoit (B
Internet Explorer 7 nnu 8) ykasbiBaeT Ha 3alLMLEHHOE COEANHEHME.

PucyHok 242 T[IpuMep: 3Ha4YOK 3aMKa A/19 3allULLEHHOr0 COeAUHEHUS

£2) web Configurator - Mozilla Firefox

Bookmarks

File
@ - C X o ] hitper /4192 16501/ <7 - *4- Gonge 2

|_£| Most Visited |:] Getting Started 5. | Latest Headlines

Edit  Wiew  History Tools  Help

|_1] ‘Web Configurator - e

@ Save M Status FLogout B Help

L @) Fort Status
Port Hame Link State LACP T=Pkts RxPkts Emrors Tz KB/s RxHKBis Up Time
i Do, B AL L —— S .
T, 1L - ) L L UL RC LN 1251 L
2. Down  GTOP  Disaed 0 0 0 00 00 poood
4 Down STOF Disahled 1] 0 a 0.0 0.0
2. Down  8TOP  Diesbled @ 0 0 00 00 O
B Down STOF Disahled 1] 0 a 0o 0.0
w Down  8TOP  Disales 0 o000 00
E.. Down  STOF  Disadled 0 o .0 .80 DO
-} Down L BTOP  Disadet 0 L 080 00
10 Down STOP  Disamles 0 0 0 00 00
11 Down STOF Disahled 1] 0 a 0o 0.0
2. ADOWE  FORWARDING Dissbled 84724 20783 D DD 0442 BO346
13 Down STOF Disahled 1] 0 1} 0.0 0.0 0:00:00
4, DO, o e e e Dnmanue D Dovmeilinnerdfane IR
S DOMAL s e et D o U 0 R
L (SISO LI UM 1[N 1 N 0. 0.0 B0,
1] Do B LM L S L — e T
18 Down STOF Disahled 1] 0 a 0.0 0.0 |3
© Any
—
O Port|
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dunarHocTuka

39.1 O630p

B naHHOM rnaeBe onucaH 3kpaH anarHoctnku Diagnostic.

C nomouwbio s3kpaHa Diagnostic (pa3a. 39.2 Ha cTp. 351) MOXHO NPOCMOTPETb CUCTEMHbIE
XypHanbl, nposepuTb IP-aapeca npu NoMoLLM 3X0-NaKeToB U MpoTeCTUpoBaTb NOPThI.

39.2 3kpaH Diagnostic

YT106bI 0OTO6pPa3nTb NOKA3aHHbIM HUXE dKPaH, BbibepuTe B HAaBUraunMoHHOM naHenu Management >
Diagnostic. Ha 5ToM akpaHe MOXHO NpoBepsATb CUCTEMHbIE XYPHasbl, HANPaBAATb 3X0-3anpochl Ha
IP-appeca v TectMpoBaTb MOpThHI.

PucyHok 243 >kpaH Management > Diagnostic

@ Diagnostic ]
Fortc Channel Pair status Cable length (m) Distance to fault (m)
1 paird Cpen H/h 0.31
paird Cpen H/h 0.85
pairC Cpen H/h 0.80
pairD Cpen H/h 0.82
System Log | Display | | Clear|
@ |Pvd - A
Ping Test IPviE
IP Address Ping
Ethernet Port Port m
Test
Cable T —
. ) Port Diagnose
Diagnostics 9
Locator LED 30 Minutes Blink || Stop
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 162 SkpaH Management > Diagnostic

NONE

OMNCAHME

System Log

Haxxmute Display, 4Tobbl 0TO6pasnTb XypHan cobbiTUA B MHOFOCTPOYHOM TEKCTOBOM
OKHe.

HaxmuTte Clear, 4To6bl OUNCTUTBE TEKCTOBOE OKHO M CHPOCUTBL 3anncb CUCTEMHOIO
XypHana.

Ping Test

IPv4

BbibepuTe 3Ty onumto, 4Tobbl OTNPaBUTb 3X0-3anpoc Ha agapec IPv4 n ykaxute, Kakon
noToK Tpaduka (BHYTpMNOOCHbIM in-band nnu BHenonocHobin out-of-band) gonxeH
MCMoNb30BaTb KOMMYTaToOp ANst OTNPaBKK KagpoB ping.

Mpu Bbibope onuuu in-band koMmyTaTOop 6yAEeT NocbinaTh yKasaHHble Kaapbl HA BCe
nopTbl, 338 UCK/IOYEHMEM NOpTa ynpasfieHna (OTMeYeHHbI Haanucsilo MGMT).

Mpwn Bbi6Ope onumn out-of-band komMmyTaTop 6yAeT NocbnaTb yKasaHHbIE Kaapbl Ha
nopT ynpaeneHus (OTMeYeHHbIh Haagnuceto MGMT).

IPv6

BbibepuTe 3Ty onuuto, ecnm HeobxoaAnMMO OTNpPaBUTb 3X0-3anpoc Ha aapec IPv6. Kpome
Toro, notpebyetcs BbibpaTh TMN MHTepdeinca IPv6 1 ykasaTb naeHTudunkaTop
nHTepdelica, Yepes KOTopbI KOMMyTaTop 6yAeT oTnpasnaTb Kaapbl ping.

IP Address

BeeauTe IP-agpec ycTpoiicTBa, Ha KOTOpoe HeO06X0AMMO HaMpaBsaTb 3X0-3anpochk! A/
NpPOBEPKN COeANHEHMS.

Haxmute Ping, uTo6bl KOMMYTaTOp Hanpasu/ 3X0-3anpoc Ha IP-agpec (BBeAeHHbIV B
none cneesa).

Ethernet Port Test

BBeaunTte Homep nopta u HaxmuTe Port Test Ans BbinoONHEHMs TecTa BHYTPEHHEN
obpaTHOl neTnu.

Cable Diagnostics

BBeauTe HoMep nopTa u HaxmuTe KHoMNKy Diagnose, 4To6bl BbINONHUTL (PU3NYECKYIO
npoBepKy NpoBOAHOM Napbl coeanHeHnn Ethernet Ha ykasaHHoM nopTy (wnm noptax). B
npouecce ANAarHOCTUKM NopTa Ha 3KpaHe NosBATCA cneaytolme nons.

Port

TO nosie nNokasbiBaeT HoMep dusndeckoro nopta Ethernet Ha koMMyTaTope.

Channel

Kabenb Ethernet 06bI4HO cOCTOUT M3 YeTbipex NpoBoAHbIX Nap. MopTel 10BASE-T unun
100BASE-TX ncnonb3yloT U NO3BONASAIOT NPOTECTUPOBATb TOJIbKO ABE MNapbl, Toraa Kak
nopty 1000BASE-T ans paboTbl Heo6xoAnMbl BCe YeTblipe napbl.

370 none otobpa)kaeT MMA-ONMCcCaHMe AaHHOW NPOBOAHON Napbl B kabene.

Pair status

Ok: du3nyeckoe coeanHeHne Mexay NpoBOAHONM Napol B HOPMaSbHOM COCTOSIHUM.

Open: OTcyTCcTBYET (hn3mMyeckoe coeanHeHne (0bHapy>XeH paspbiB Lenu) Mexay
NpoBOAHOM Napoi.

Short: O6Hapy>XeHO KOpOTKOe 3aMblKaHue Mexay NpoBOAHOM Napoii.

Unknown: [JaHHOMY KOMMYTaTopy He y[asfiocb BbIMOMHWUTL ANArHOCTUKY Kabens,
NOAKIOYEHHOMO K AA@HHOMY MOpPTY.

Unsupported: 310 nopTt aBNSE€TCA ONTUYECKMM UM HE aKTUBEH.

Cable length

370 nose nokasbiBaeT AnnHY kabensa Ethernet, noaknoueHHOro K AaHHOMY MOPTY, ecnun
3HayveHue nonsa Pair status pasHo Ok v ymMnceT KOMMyTaTopa NoAAepXNBaeT AAHHYIO
dyHKUMIO.

3710 none otobpaxaetT 3HavyeHne N/A, ecnu 3HauyeHue nons Pair status pasHo Open
nnn Short. MNMpoeepbTe 3HaveHne B none Distance to fault.

370 none otobpaxaeT 3HayeHne Unsupported, ecnv umncet komMmyTaTopa He
noaaepxueaeTt oTobpaxkeHne AnuHbl kabens.
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maea 39 [luarHocTtuka

Ta6nuua 162 DkpaH Management > Diagnostic (npoaomxkeHue)

NMOnE OMNMUCAHUE
1l__)isltance to OTO nose nokasbiBaeT pacCcTosiHME OT NopTa A0 TOYKK, rae obHapyXeH pa3pbliB Kabens
ault

W KOPOTKOE 3aMblKaHue.
3710 none otobpaxaeT 3HayeHne N/A, ecnu 3HauyeHune nons Pair status pasHo Ok.

3710 none otobpaxaeT 3HayeHne Unsupported, ecnv unncer KommyTaTopa He
noaaepxuBaeTt oTobpa)xkeHue AnuvHbl kKabens.

Locator LED

YKaxuTe nHTepBasn BpeMeHu (B MUHyTax) U HaxmuTe kHonky Blink, 4To6bl nokasaTb
peanbHOEe MeCTOMO/IOXEHME KOMMYTaTopa Mexay HEeCKOSIbKMMW YCTPOMCTBaMMN B CTOMKe.

NHTepBan BpeMeHW No ymon4yaHuto paseH 30 MUHYyTaM.

HaxkMuTe KHOMKy Stop, YTO6bI MpeKpaTUTb MUraHWe MHAMKATOpa MECTOMOJIOXEHUS
KOMMyTaTopa.
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CucrtemMHbIn XypHan Syslog

40.1 O630p Syslog

B naHHOM rnaBe onucaHbl 3KpaHbl CUCTEMHOIO XypHana Syslog.

C nomolbio NpoToKosa syslog ycTpoicTBa MOryT nepechiniate no IP-cetn nsseweHmns o cobbITusx
cepBepam syslog, cobmpatrowmM MHdopMaumno 0 cobbiTUsAX. YCTPOUCTBaA C NoAAEPXKKOM syslog
MO3BOJISIIOT reHepupoBaThb coobleHns syslog n oTnpaBnaTb X Ha cepeep syslog.

MpoTtokon Syslog onpeneneH B ctaHaapTe RFC 3164. RFC onpenensiet dopmaT nakeTa, cogepxaHue
M OTHOCSILLYIOCS K CUCTEMHOMY XYpHany nHdopmaunto B coobuieHmnsax syslog. Kaxaoe coobuieHne
syslog conepxuT onpegenerHune kateropum (facility) n yposHs cepbesHoctu (level). Kateropus
syslog naeHtTndnumpyet dann Ha cepsepe syslog. bonee nogpobHyto MHMDOPMaLIMIO MOXHO HAWTK B
AOKYMeHTaumun Ha cepBep syslog. YpoBHM cepbe3HOCTM NMpOoTOoKoAa syslog onuncaHel B cnepytoulen
Tabnuue.

Ta6bnuua 163 YpoBHM cepbe3HOCTU Syslog
Ko YPOBEHb CEPLE3HOCTU

ABapus: cuctema HepaboTocnocobHa.

TpeBora: TpebyoTCca HeEMeAleHHbIE AEeNCTBUS.

KpuTnyeckoe cocTosiHUe: CUCTEMA HAXOAUTCSH B KPUTUYECKOM COCTOSIHUU.

Owwubka: obHapyxeHa ownbka B cucrteme.

Warning: CMCTEMOI CreHepupoBaHO NpeaynpexaeHue.

YBeAoMIeHMe: HOpMasibHOE, HO BaXXHOE COCTOSIHME B CUCTEME.

NHbopMaumsa: nHpopmaumoHHoe coobuieHne B XypHane syslog.

N{o|jun| | W[N|HH]| O

OTnagka: coobuweHne npegHasHayYeHo A/ OTNAAKM.

40.1.1 O yem paccka3sbiBaeTCcA B 3TOM rnaBse

e C nomouwbio skpaHa Syslog Setup (pa3a. 40.2 Ha cTp. 354) MOXHO HacTpOUTb NapameTpbl
CUCTEMHOIO XYypHasa yYCTpOMUCTBa.

e C nomouwbto 3kpaHa Syslog Server Setup (pas3a. 40.3 Ha cTp. 355) MOXHO COCTaBUTb CMUCOK
BHELWHMX cepBepoB syslog.

40.2 Hactpowuka Syslog

Ha 3ToM akpaHe MOXHO HAaCTPOUTb NMapaMeTpbl BEAEHUs CUCTEMHOIO XYypHasa yYCTPOWCTBa.

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

354



naBa 40 CucteMmHbIn xypHan Syslog

YT06bl 0TO6Pa3NTbL NOKa3aHHbIN HUXe 3KpaH, BbibepuTe B HaBMraunoHHon naHenn Management >
Syslog. ®yHkuua syslog no3sonseT nepeaaBaTb 3aNMCU CUCTEMHbBIX XXYPHANOB Ha BHELIHWI cepBep
syslog.

PucyHok 244 DkpaH Management > Syslog

[ @) Syslog Setup Syslog Server Setup
Syslog Active
Logging type Active Facility
System localusel -
Interface localuse -
Switch localuse 0 -
AAA localuse 0 -
P localuse 0 -
Apply || Cancel

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 164 DkpaH Management > Syslog

NOnE OMNMUCAHUE

Syslog BbibepuTte Active, uTobbl BKIOUMTL Syslog (BeaeHME CUCTEMHOrO XypHana) n HaCTPOUTb
napameTpsbl syslog.

Logging Type B paHHOM cTonbue oTobparkaloTCsi UMEHa KaTeropuii XXypHasnoB, KOTOpble MOryT
reHepMpoBaTbCs YCTPONCTBOM.

Active YcTaHoBUTE AaHHbIN nepektoyaTesb, YTobbl aKkTUBMPOBATL HA YCTPOCTBE
reHepMpoBaHMe XypHasia COOTBETCTBYIOLLEN KaTeropuu.

Facility B 3TOM nosie MoXHO Bbi6paTb KaTeroputo XypHana, 4Tobbl 3anvcbiBaTb XypHasbl B
pa3nunyHbie dalinbl Ha cepeepe syslog. bonee noapobHy MHpOpPMaLMIO MOXHO HalTU B
[OKYMeHTauum Ha cepsep syslog.

Apply Haxmute Apply, UTo6bl COXpaHWUTb U3MEHEHMS B OMEpPaTUBHOM NaMsATU KOMMyTaTopa.
3TW HacTpoiky 6yayT yTepsiHbl B C/lydae BbIK/IOYEHUSI KOMMyTaTopa uiun nepebos B
rnofaye nMTaHus, NMOSTOMY MO 3aBEPLUEHUM HACTPOMNKM HEOBXOAMMO HaXaTb Ha CCbUIKe
Save B BepxHel HaBMIraLUMOHHON NaHenn AN COXpaHEeHUss U3MEHEHUI B
3HEProHe3aBMCMMON NaMaTu.

Cancel Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

40.3 Hactpowuka cepBepa Syslog

YT106bI 0OTO6pPa3nTb NOKA3aHHbIM HUXe dKPaH, BbibepuTe B HAaBUraunmoHHoOM naHenu Management >
Syslog > Syslog Server Setup. Ha OTKpbIBLIEMCHA 3KpaHE MOXHO HACTPOUTb CMMUCOK BHELUHMX
cepBepos syslog.
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PucyHok 245 DkpaH Management > Syslog > Syslog Server Setup

Index

L ( Syslog Setup
Active
Server Address 0.000
Log Level Levell =

|M| | Cancel | | Clear |

Active IP Address Log Level Delete

Delete Cancel

Mons 3KpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 165 DkpaH Management > Syslog > Syslog Server Setup

MNOJE

OMNCAHME

Active

YCTaHOBUTE 3TOT NnepeksioyaTesib, YTobbl BKIUNTL Ha YCTPOMCTBE OTMNPaBKy XypHasos
Ha cepBep syslog. CHMMMWTE BblAeIeHNE C NepeksoyaTens, eciv He06X0AMMO BHECTH
3anucb 0 cepBepe Syslog, HO He OTNPaBATb Ha HEro XYPHasibl C YCTPOUCTBa (3anunch
MOXHO M3MEHUTb MO34Hee).

Server Address

Beseaute IP-agpec cepsepa syslog.

Log Level BbibepuTe ypoBeHb Cepbe3HOCTM AN CO0bLeHnI, KoTopble ByAyT OTNpaBAsTbLCA
YCTPOWCTBOM Ha AaHHbIN cepBep syslog. MeHblue HoMepa COOTBETCTBYIOT 6osiee BaXKHbIM
COObLLEHNAM CUCTEMHOrO XYypHana.

Add Haxmnte Add, 4TO6bl COXPaHUTL M3MEHEHMS B ONEPATUBHON NaMATM KOMMyTatopa. 3Tu
HacTporiku 6yayT yTepsHbl B Cly4ae BblIK/KOYEHUS KOMMyTaTopa unu nepebos B nogadye
NUTaHUS, MO3TOMY MO 3aBEPLUEHNUN HACTPOMKM HEOBXOAMMO HaxaTb Ha CCblIke Save B
BEepXHeW HaBMrauMOHHOW NaHenn Ans COXpaHeHWs U3MEHEHUW B SHeproHe3aBMCUMOW
namsiTu.

Cancel Haxxmute Cancel, 4To6bl Ha4yaTb HAaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.

Clear Haxmwute Clear, 4Tobbl BEpHYTLCS K 3aBOACKMM HaCTpPOMKaM.

Index MopsiaKoBbIN HOMep 3anuncK cepsepa syslog. HaxxaTne Ha AaHHbI HOMEp No3BoasSeT
BHECTU U3MEHEHUS B 3aruck.

Active B naHHOM none otobpaxaeTcs Yes, ecnin yCTPOMCTBO OTMNPAB/ISIET XXYpPHasbl Ha cepBep
syslog. 3HaueHne No o3HauaeT, YTO XypHasnbl Ha cepBep syslog yCTpONCTBOM He
OTNpPaBNSAOTCS.

IP Address B sToM none otobpaxaetcsa IP-agpec cepBepa syslog.

Log Level B 3ToM none otobpaxaeTca ypoBeHb CEPbE3HOCTM AN COO6LEeHNN, KOTOpbIE
OTNpaBnATCA YCTPOMCTBOM Ha AaHHbI cepBep syslog.

Delete Onsa ypaneHus 3anucu yctaHoBuTe nepekntoyvatens B ctonbue Delete ston 3anuncu m
HaxxMuTe Ha Delete.

Cancel Haxxmute Cancel, 4To6bl Ha4yaTb HAaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.
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YnpaBneHue Knacrepamu

41.1 O6G30p ynpaBrieHUA Knacrepamm

B naHHOI rnaBe onMcaHo ynpaBieHue Knactepamu.

OyHKkumnsa ynpasnenus knacrepom (Cluster Management) no3sonseT ynpasnsaTb HECKONbKUMU
KOMMYTaTtopamu C NOMOLLbI0O OAHOr0 KOMMyTaTopa, KOTOPbIN Ha3blBAETCH MEHeAXXepPOoM KnacTepa.
YT106bI KOMMYTaATOPbI MOrIN B3aWMOAENCTBOBATL APYr C APYIFOM, OHU AO/KHbI 6bITb MOAKIIOYEHDI
HanpsMyl 1 NpuHagnexaTb K ogHon rpynne VLAN.

Ta6nuua 166 Cneundukaumm ynpasneHms knacrepamm ZyXEL

MakcuManbHoe KOJIMYeCTBO Y1IeHOB 24

Knacrtepa

Moaenun uneHoB knacrtepa [JomkHbl 6bITb COBMECTUMbI C peanusaumen ynpasneHus
Knactepamu ZyXEL.

MeHemxep knacrtepa KoMMyTaTop, C NOMOLLbIO KOTOPOro OCYLEeCTBASETCS
ynpasneHve ApyrmmMn KOMMyTaTopamu.

YneHbl kKnacTepa KoMMyTaTophbl, ynpasrieHne KOTOPbIMU OCYLLECTBASIETCSA Yyepe3
KOMMYyTaTop-MeHeaXep Kfactepa.

B naHHOM npuMepe KOMMyTaTop A, CTOSILLMI B NoABase, ABNSETCA MEHEIXKEPOM KfacTepa, a
OCTalibHble KOMMYTaTOpbl Ha BEPXHUX 3Taxax 3aHus — UfieHaMun Knacrepa.

PucyHok 246 [lpumep peanu3saunm knacrepa

X

{

2.

{44

(’tx:A
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[maBa 41 YnpaBneHune knactepamu

41.1.1 O yem paccka3sbiBaeTCcA B 3TOM rnaBse

e C nomowbto akpaHa Cluster Management (pas3a. 41.2 Ha cTp. 358) MOXHO yBMAETb poJb
KOMMYyTaTopa B KjflacTepe 1 Nnosy4nTb AOCTYN K web-KoHbUrypatopy KOMMyTaTOpPOB, SBAAKOLWMXCS
yneHamu Knacrepa.

e C nomowebto skpaHa Clustering Management Configuration (pa3a. 41.1 Ha cTp. 357) MOXHO
HaCTpPOUTb NapameTpbl yNpaBieHNa KlacTepoM.

41.2 CocTosiHMe ynpaBJrieHUs1 KnacTepom

C NoMolLLbio 3TOr0 3KpaHa MOXHO YBWAETb POSib KOMMyTaTopa B KflacTepe M MoyunTb AOCTYN K
web-KoHMbMrypaTopy KOMMYTaTOpPOB, ABMSAIOLWMXCA YfeHaMu Knacrepa.

YT06bl 0TO6Pa3NTbL NOKa3aHHbIN HUXe 3KpaH, BbibepuTe B HaBMraunoHHon naHenn Management >
Cluster Management.

MNpuMeyaHue: Y knacrtepa MoXeT 6biTb TONIbKO OAMH MEHEAXEP.

PucyHok 247 DkpaH Management > Cluster Management: Status

[ &) ustering Management Status Configuration
Status Manager
Manager 00:13:49:00:00:02

Inde:x
i

The Number Of Member = 1

00:alca:01:23:44

MacAddr Model

G5-2024

Status
Cnline

Hame

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Tabnuua 167 DkpaH Management > Cluster Management: Status

MNOJIE OMNMUCAHUE
Status B 3TOM none oTpaxaeTcs posb AAHHOIO KOMMyTaTopa BHYTPW KiacTepa.
Manager - MeHeaxep
Member - uneH (oTobpaxaeTcs, ecnu AOCTYN Ha 3TOT 3KPaH OCyLeCTBAsAETCS
HernoCcpeACTBEHHO Yepes YfleHa KnacTepa, a He ero MeHeaxepa)
None - KOMMyTaTOp He SABMSETCA HU MEHe)KepPOM, HMU YJIEHOM KiacTepa
Manager B aToM none otobpaxaeTtcsa annapaTHbii MAC-aapec KOMMyTaTopa-MeHeaXepa Knacrepa.
The Number of | B 3ToM none oTobpa)kaeTca KONMYeCTBO KOMMYTaTOpPOB B AAHHOM Knactepe. B cneayrowmnx
Member MosisiX ONMCaHbl KOMMYTaTOPbI-Y/leHbl KacTepa.
Index KoMMyTaTopamMu-yneHamm knacrepa MOXHO yrnpaBnsTb Yepe3 KOMMyTaTop-MeHeaxep.
Kaxnabin Homep B ctonbue Index npeacraeBnset cobon rmnepccobiiky Ha web-koHduUrypaTtop
KOMMYyTaTopa, SBASLErocs YieHoM knactepa (cM. puc. 249 Ha cTp. 361).
MacAddr B 3ToM none otobpaxaetca annapatHbin MAC-agpec KOMMyTaTOpa-uieHa Knacrepa.
Name CucteMHoe umMs (System Name) uneHa knacrepa.
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[maBa 41 YnpasneHue knactepamu

Ta6nuua 167 DkpaH Management > Cluster Management: Status (npozomxkeHue)

MOnE OMNMUCAHUE
Model B sTOM none otobpaxaeTcsa HazBaHMe MOAENN.
Status B sTOM none otobpaxaeTcs 04HO U3 CeAyoLWMX COCTOSHUI:

Online (4neH knacrepa AOCTyMNeH)

Error (owunbKa; HanpuMep, Naposb AOCTYNa K KOMMYTaTopy-uieHy Kracrepa U3MEHWUSICS Uan
KOMMYTAaTop CTasl MEHEAXXEPOM U MOKUHYJ CMIMCOK Y/IEHOB U T.4.).

Offline (komMmyTaTop oTKAO4eH — cocTosiHne Offline Bo3HMKaeT NnpuMepHO Yepes NonaTop.bI
MWHYTbI NOC/Ne TOro, Kak KaHan MexAay YJeHOM KnacTepa U MeHeAXXepoM pa3pbiBaeTcs)

41.3 HacTtpowuka ynpaBrieHusi Knacrtepamm

[aHHbI 3KpaH UCNoNb3yeTcsl ANs HACTPOMKKU ynpaBfieHUs KnactepaMn. Ytobbl OTKPbITb
npuBeaeHHbIN HUXe 3KpaH, HaxkmuTe Management > Cluster Management > Configuration.

PucyHok 248 DkpaH Management > Cluster Management > Configuration

[ @) Clustering Management Configuration Status
Clustering Manager:
Bt B
Name |Master
VID |1
Applyl Cancel |
Clustering Candidate:
00:a0:ch:01:23:46/GS-2024/
et (22e2e? )
Password
Addl Cancell Refrash
Index MacAddr Name Model Remove
Remowve | Cancel |
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[maBa 41 YnpaBneHune knactepamu

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 168 >SkpaH Management > Cluster Management > Configuration

NONE

OMUCAHME

Clustering Manager

Active

YcTaHoBuTe nepekntoyatesnb Active, 4Tobbl 3TOT KOMMYTaTOpP CTan MEHEAXKEPOM
Kknacrtepa. Y knacrtepa MoOXeT 6biTb TOJIbKO OAMH MeHeaxep. OcTasbHble
(noakntoYeHHble HanpsIMyt0) KOMMYTaTOpbl, HA3HAYeHHble MeHeAXepaMun Kractepa, He
6yanyT otobpaxatbcs B cnucke Clustering Candidates. Ecnu kommyTaTop paHee 6bin
YNEeHOM KnacTepa, a 3aTeM 6bl1 Ha3HaYeH MeHeAXXepPOoM KacTepa, TO ero COCTosiHue
Status Ha skpaHe Cluster Management Status mMoxeTt oTobpaxaTtbcs kak Error
(«Owmnbka»), a B COOTBETCTBYIOLLEN CTPOKE B UTOFOBOM CMUCKE YJIEHOB KJlactepa
NOSIBUTCS 3HAYOK npeaynpexaeHnsa (A ).

Name

BBeauTe nMs, No KOTOPOMY MOXHO 6yaeT naeHTMdMUMpoBaTh MeHeaXXep Knactepa
(Clustering Manager).MoXxHO ncnonb3oBaTb A0 32 oTobpaxkaeMbiXx CMMBOJIOB
(npobenbl gonyckatoTcs).

VID

NaoeHTudukaTtop VLAN, n OH AOCTYMeH TO/IbKO B TOM C/ly4ae, €C/in KOMMYyTaTOpoM
MCNONb3YHOTCHA BUPTyalbHble noKanbHble ceTn Tuna 802.1Q. KommyTaTopshl,
npuHaanexalme K o4HOMy KnacTepy, AO0/KHbI 6biTb MOAKAOYEHBI HANPSAMYIO U
npuHaanexaTb K ogHol rpynne VLAN. KoMMyTaTopbl, KOTOpbIE HE NMpuHaanexart K
oaHown rpynne VLAN, He 6yayT otobpaxaTtbcs B cnucke Clustering Candidates. Ecnin
Ha KoMMyTaTope-MeHeaxepe knactepa (Clustering Manager) ncnonb3sytorcs
BUPTYyasibHble IoKaNbHble ceTu Ha ocHoBe nopTtoB (Port-based), naHHoe none 6yzer He
aKTUBHO.

Apply

Haxmunte Apply, 4To6bl COXpaHUTb U3MEHEHUS B ONepaTMBHOW NaMaTn KOMMyTaTopa.
OTW HacTponku ByayT yTepsiHbl B C/ly4ae BbIK/IKOYEHMA KOMMyTaTopa nan nepebos B
nogaye NUTaHWs, NO3TOMY MO 3aBepLUEHNUN HACTPONKM HEOBXOAMMO HaXaTb Ha CCblIKE
Save B BepxHeW HaBMrauMOHHOW NaHenun Ans COXpaHeHUs U3MEHEHU B
3HEeproHe3aBUCMMON NaMATU.

Cancel

HaxMute Cancel, 4To6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Clustering
Candidate

CJ'Ie.D.YIOLLI,VIe nonda OTHOCATCA K KOMMYTaTtopaMm, ABNARWNMMCA NOTEHUMANIbHbIMU YleHaMMU
Knactepa.

List

3pecb oTobpaxaeTcs CMMCOK NOAXOAAWMX KaHANAATOB B Y/ieHbl KnacTtepa,
obHapyXeHHbIX aBToMaTM4yeckn. KoMMyTaTopbl A0NXKHbI 6bITb COEANHEHbI HAaNpPsIMYHo.
Hanpsimyio noakioveHHble KOMMYTaTOpbl, HAa3Ha4YeHHble MeHeaXXepaMu KnacTtepa, B
cnucke Clustering Candidate oto6paxaTtbcst He 6yayT. KoMMyTaTopbl, KOTOpbIE He
npuHaanexaT K oaHon rpynne ynpasnenus VLAN, B cnucke Clustering Candidates
TakXxe oTobpa)kaTbCsl He byayT.

Password

Maponb Kaxaoro 4seHa Knacrepa — 3To naposib ero web-koHgurypatopa. Beibepurte
uneH knactepa B cnucke Clustering Candidate v Beegute naponb ero Web-
KoHdUrypaTopa. Ecnm nocne 3Toro aAMMHUCTPATOp TOro KOMMyTaTopa U3MEHUT Naposb
Web-KkoHdurypatopa, To ynpasnsaTb KOMMYTaTOPOM C MeHeAXXepa Kfacrepa cTaHeT
HEeBO3MOXHO. B 3ToM cnyyae ero coctosiHne Status Ha skpaHe Cluster Management
Status 6yaeT otobpaxaTtbcs kak Error («Owmnbka»), a B COOTBETCTBYIOLLEN CTPOKE B
MTOrOBOM CMMCKE YIEHOB KiacTepa MosBUTCA 3HAYOK npeaynpexaeHns (/4 ).

Ecnun y HECKONbKUX YCTPOCTB OAMHAKOBbLIN Naposib, TO UX MOXHO Bbi6paTb, yaep>KMBasi
Ha)xaTol knasuwy [SHIFT]. 3aTem BBeanTe Mx 06wmin naponb Web-koHdurypatopa.

Add

Haxmunte Add, 4TO6bl COXPaHUTb M3MEHEHUS B ONepaTMBHOM NaMsATM KOMMyTaTopa. 3Tu
HaCTpOMKKN 6yayT yTepsiHbl B C/ly4Yae BbIK/IIOYEHUS KOMMyTaTopa unu nepebos B nogadve
NUTaHWs, NO3TOMY MO 3aBepLUEHMM HAaCTPOMKM HeobXoANMMO HaxaTb Ha CCbisike Save B
BEpPXHEW HaBUraLuMOHHOW NaHenn Ans COXpaHEHUS U3MEHEHUI B SHEeproHe3aBnUCMMONn
namsaTw.

Cancel

Haxmute Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

Refresh

HaxmuTe kHonky Refresh, uto6bl NpoBecTV NOUCK MOTEHUMANbHbIX KaHANAATOB B
UneHbl KnacTepa ele pas.

B cnepytowen ntoroson Tabnuue otobpaxaetcs MHbOpMaUns 0 HAaCTPOEHHbIX YeHax Knacrepa.
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[maBa 41 YnpasneHue knactepamu

Ta6bnuua 168

OkpaH Management > Cluster Management > Configuration (npogosxeHue)

MOnE ONMUCAHUE

Index MopaaKoBbI HOMEP KOMMYyTaTopa-yieHa Knacrepa.

MacAddr B sToM none otobpaxaetcsa annapaTHbii MAC-aapec KOMMyTaTopa-y/ieHa knacrepa.

Name CuctemHoe nmsa (System Name) uneHa knactepa.

Model HasBaHue mogenu KomMmyTaTopa-4yieHa knacrepa.

Remove YcTaHOBWUTE 3TOT nepekntoyaTenb U HaXxXMuTe KHoNKky Remove, 4yTobbl yaanutb
KOMMyTaTOp-4/ieH U3 knacrepa.

Cancel Haxxmute Cancel, 4To6bl Ha4yaTb HACTPONKY Ha 3TOM 3KpaHe 3aHOBO.

41.4 CnpaBo4Hasa TexHu4YeckKasa uHgopmauus

3TOo pasaen cCoaepXXUT AOMNONHUTENbHYI0 TEXHUYECKY0 MHDOpPMaLIMIO NO BoNpocaM, 06CyxaaemMbiM B
TeKYLEN rnaBse.

41.4.1 YnpaBrneHue KOMMyTaTopaMu-4rieHaMu Knacrepa

OtkpoiniTe akpaH Clustering Management Status Ha KoMMyTaTOpe-MeHeaxepe kiacrepa, 3aTtem
HaXXMuUTe Ha runepccoiiky Index B cnucke YneHoB, YTO6blI OTKPbLITb AOMALLHIOW cTpaHuuy Web-
KOHMUrypaTopa 3Toro 4seHa knacrepa. [jlomawHsas ctpanmua Web-koHdurypaTtopa uieHa knacrepa
OT/INYaeTCsa OT AOMallHEeN CTPaHMLbl KOMMyTaTopa, AOCTYN K KOTOPOMY OCYLLECTBNSIETCS HanpsiMyto.

PucyHok 249 YnpasneHue knacrtepoM: akpaH Web-koHdurypaTtopa uneHa knacrepa

g
FE
-
5 Basic Setting Advanced Applications Routing Protocol Management
Management System Info VAN Static Route Setup Diagnostic
il ‘ General Setup Static MAC Forward MAC Table
E Switch Setup Spanning Tree Protocol ARP Tabhle
| Maintenance IP Setup Bandwidth Control Port Status
Diagrostic Port Setup Broadcast Storm Control
Cluster Management Wre sttt
Link Aggregation
MAC Table Port Authentication
ARP Table Port Security HpI/IMep
Access Control
DiffServ
IIPpUMCEP Queuing Method

B Status B Logout H Help

41.4.1.1 3arpy3Kka BCTPOEHHOro nporpaMMHOro o6ecne4eHmss Ha KOMMyTaToOp-4rieH

KnacTtepa

3arpysuTb BCTPOEHHOE MporpaMMHoe obecreyeHne Ha KOMMYTaTop-Y/ieH KiacTepa uepes MeHeapkKep
KfacTepa MOXHO rnocpefcTsoM FTP, kak nokasaHo Ha crieaylolleM npuMepe.
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[maBa 41 YnpaBneHune knactepamu

PucyHok 250 [lpuMep: 3arpy3ka BCTPOEHHOro nporpaMMHoOro ob6ecneyvyeHnss Ha KOMMyTaTop-UseH
Knacrepa

C:\>ftp 192.168.1.1

Connected to 192.168.1.1.

220 xommyTaTop FTP version 1.0 ready at Thu Jan 1 00:58:46 1970
User (192.168.0.1: (none)): admin

331 Enter PASS command

Password:

230 Logged in

ftp> 1s

200 Port command okay

150 Opening data connection for LIST

--W--W--W- 1 owner group 3042210 Jul 01 12:00 ras

-TW-TW-YW- 1 owner group 393216 Jul 01 12:00 config

—-W--W--W- 1 owner group 0 Jul 01 12:00 fw-00-a0-c5-01-23-46
~ITW-TW-Yw- 1 owner group 0 Jul 01 12:00 config-00-a0-c5-01-23-46

226 File sent OK

ftp: 297 bytes received in 0.00Seconds 297000.00Kbytes/sec.
ftp> bin

200 Type I OK

ftp> put 410AAHWO.bin fw-00-a0-c5-01-23-46

200 Port command okay

150 Opening data connection for STOR fw-00-a0-c5-01-23-46
226 File received OK

ftp: 262144 bytes sent in 0.63Seconds 415.44Kbytes/sec.
ftp>

HekoTopble napameTtpbl FTP onucaHbl B cnegytowen tabnuue.

Tabnuua 169 [NpuMmep 3arpy3knM BCTPOEHHOro NporpaMMHOro obecneyeHust Ha 4YaeH Kniacrepa
nocpeacrtsom FTP

NMAPAMETP FTP ONMUCAHUE

User Beeante «admin».

Password Maponb Web-koHdurypatopa no ymonuyaHmio — «1234».

1s BBeauTe 3Ty KOMaHAy, YTo6bl BbIBECTU Ha 3KpaH UMeHa daiinos

BCTPOEHHOr0 NPOrpaMMHOro obecrneyeHns n KoHbUrypaumum KomMyTaTopa-
ufieHa Knacrepa.

410AAHWO.bin Nma darina BCTpPOEHHOro NporpaMMHOro obecneyeHuns, KOTopbin
3arpy>aeTcsi Ha KOMMyTaTop-YieH KnacTepa.

fw-00-a0-c5-01-23-46 MMs chaitna BCTPOEHHOro NporpaMMHOro obecrneyeHuns uneHa knacrepa B
TOM BMAE, B KOTOPOM ero BOCMpPUHMMAET MeHeaXep Kiacrepa.

config-00-a0-c5-01-23-46 | IMa dainna KoHbUrypauum YieHa Knacrtepa B TOM BU/Je, B KOTOPOM ero
BOCMPUHMMAET MeHeaxXep KnacTepa.
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Tabnuua MAC-agpecoB

42.1 O630p Tabnuubl MAC-agpecoB

B paHHOM rnaee onucaH skpaH HacTponku Tabnuubsl MAC-agpecos MAC Table.

Ha skpaHe HacTpoiiku Tabnmubl MAC-agpecos MAC Table (koTopyto ele Ha3biBaoT 6a301M AaHHbIX
GunbTpaumMmn) MOXHO YBUAETb, KakmM ob6pa3om Kaapbl NEpechbIIalnTCa Uan GUNbTPYIOTCS Ha NopTax
KOMMyTaTopa. Ha 3ToM akpaHe oTobpa)kaeTcsl, Ha Kakoi nopT (nopTbl) nepenaetca MAC-agpec
KaKoro yCTponcTsa, npuHaanexawiero K kakom us rpynn VLAN (ecnu oHW onpeneneHbl), U aBAsSEeTCH
nn MAC-agpec auHaMmyeckmM (NoayyYeHHbIM KOMMYTaTOPOM) UKW CTaTUYECKUM (BBEAEHHbIM
BPY4YHYIO Ha 3KpaHe HacTpoek Static MAC Forwarding).

42.1.1 O yem paccKka3sbiBaeTCcA B 3TOM rnaBse

C nomouwbto akpaHa MAC Table (pa3a. 42.2 Ha cTp. 364) MOXHO NPOBEPUTL, SABSETCS U
onpeaeneHHbii MAC-agpec AMHAMUYECKUM UITN CTaTUUYECKUM,

42.1.2 Y10 He0OOXO0AUMO 3HATb

YT0o6bI ONpenennTb, Kyaa HanpasnATb Kagpbl, KOMMyTaTop Nosb3yeTca Tabnunuernt MAC-agpecos. CMm.
cneayrowmn pucyHok.

[aHHbI KOMMYTaATOPp U3y4aeT NOYYEHHbIA Kaap U 3aNoMMHAET NopT, Ha KOTOpPbIM npuwien 3ToT
MAC-agpec UCTOYHMKA.

3aTteM KOMMyTaTop NpoBepsieT, COOTBETCTBYET M MAC-aapec Ha3HauyeHus 3Toro kagpa MAC-aapecy
WCTOUYHMKA, YXe nmetollemycs B Tabnuue MAC-aapecos.

e Ecnun KOMMyTaToOpy Yy>e M3BecTeH nopT Ans 3toro MAC-agpeca, TO OH HanpaBfseT Kaap Ha 3ToT
nopr.

e Ecnun KOMMyTaTOpYy elle He u3BecTeH nopT Ang atoro MAC-agpeca, To Kaap HanpasnseTcs Ha Bce
nopTbl cpa3y. Ecnn Takum o06pa3oM HanpaBAseTCs CAMWIKOM MHOIO KaapoB, TO MPOUCXOAMUT
neperpyska ceTu.

e Ecnin KkoMMyTaTopy yxe nssecteH rnopt ana MAC-agpeca, v nopT Ha3HayeHns CoBrnagaeT C NopToM
MCTOYHMKA, TO 3TOT Kaap oTbpacbiBaeTcs.
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naea 42 Tabnuua MAC-agpecos

PucyHok 251 Cxema pabotbl Tabnmubl MAC-agpecos

Y

Het afipec Ha3HaueHus
ecTb B Tabnuue MAC-

agpecos?

MNepecnatb Ha
BCE MopThl HeT

Mcxopawmn
NopT OT/NINYaeTCs
OT BXOASALLEro
nopra?

OT1bpoCcnTL Mepecnatb Ha
Kagp Ncx. nopt

42.2 Mpocmotp Tabnuubl MAC-agpecoB

C rnoMoLbio 3TOro 3KpaHa MOXHO NMPOBEPUTL, ABMSETCH NN OaHHbIN MAC-agpec AMHaMUYeCKUM Unun
CTaTU4YECKUM.

YT106blI 0TO6pPa3nTb NOKa3aHHbIN HWXe 3KpaH, BbibepuTe B HaBUrauMoHHon naHenu Management >
MAC Table.

PucyHok 252 SkpaH Management > MAC Table
L @) MAL table ]

Condition
Sort by
Transfer Type = Dynamic to MAC forwarding
 Dynamic to MAC filtering
Search Transfer | Cancel |
Index MAC Address YiD Port Type

dynamic

00:00:aa10:01:73

00:02:e3:56:16:9d dynamic

dynamic
dynamic

dynamic
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naBa 42 Tabnuua MAC-agpecos

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 170 SkpaH Management > MAC Table

NONE

OMUCAHME

Condition

YCTaHOBUTE OAMH U3 paaMonepex/oyaTenein u HaxMmMTe KHonky Search, uto6bl 0TO6pasnTbL
TOMbKO T€ AaHHbIE, KOTOPbIE COOTBETCTBYIOT YKa3aHHbIM KPUTEPUSAM.

BbibepuTte onuuto All, uTo6bI NokasaTb b6y 3anmnck B Tabnuue MAC-agpecos
KOMMyTaTopa.

BbibepuTte onuuto Static, ytobbl nokasaTb 3anncn MAC-aapecoB, co34aHHbIE BPYUHYHO Ha
KOMMyTaTope.

BbibepuTte onuuto MAC 1 BBeauTe B cooTBeTCcTBYHOWEM none MAC-aapec, 4tobbl oTo6pasnTb
3anucb Ang ykasaHHoro MAC-agpeca.

BbibepuTte onuuto VID 1 BBEAMTE B COOTBETCTBYHOLWEM None naeHtndunkatop cetn VLAN,
yT06bl 0TO6pPasnTb 3anucn ans MAC-agpecos, NpuHaanexalwmx ykasaHHom cetn VLAN.

BbibepuTte onuuio Port n BBeanMTe B COOTBETCTBYIOLLEM MO/ HOMEp MnopTa, YTo6bI
oTobpasntb MAC-agpeca, nepecbllaeMble Ha yKa3aHHbI NopT.

Sort by

BbibepuTte, kaknm 06pa3omM KOMMyTaTOp A0MXKEH 0TO6Pas3uTb M yNopsAoUMTb AaHHbIE B
CcBOAHOM Tabnuue, NnpuBeAEHHON HMXeE.

BbibepuTte onuunto MAC, 4Tobbl 0TO6pPa3nTb M ynopsaounTb AaHHble no MAC-aapecy.

Bbibepute onumio VID, 4Tobbl 0TO6pasmTb M ynopsaounTb AaHHbIE NO NPUHAANENKHOCTUN K
rpynne VLAN.

Bbibepute onuunto PORT, uTo6bl 0TO6pasnTb 1 ynopsaoymTb AaHHbIE MO HOMEpyY nopTa.

Transfer Type

BbibepuTte onuuto Dynamic to MAC forwarding v HaxMmnTe kHonky Transfer, 4yTobbl
caenaTtb BCe AMHAMUYECKM NoJSlyyYeHHble 3anvcn MAC-aapecoB, NpUCYTCTBYHOLUME B CBOAHOM
Tabnuue HMxe, cTaTMYeCKMMU. DTN 3anncK NoaBATCS Ha skpaHe Static MAC Forwarding.

Bbi6epuTte onuunto Dynamic to MAC filtering 1 HaxMuTe kHonky Transfer, 4To6bI
nepeHecTn Bce ANHAMUYECKN NosyyeHHble 3anucn MAC-aapecos, NpUCyTCTBYOWNE B
cBoAHOM Tabnuue Huxe, B 3anucy punbtpaumm no MAC-agpecam. 3Tu 3anucu 6yayT
oTobpaxaTbcsa ToNbKo Ha akpaHe Filtering, n gelictBneM dunbTpaunmn No yMoa4aHuio aAns
Hux 6yaet Discard source.

Cancel

Haxmnte Cancel, 4To6bl BEPHYTHCA K COXPAHEHHbIM 3HAaYEeHMAM MNONeN.

Index

MopsAKoBbIM HOMEP BXOAALLEro Kaapa.

MAC Address

MAC-agpec ycTpoicTBa, C KOTOporo npmbbin BXOAALWNI Kaap.

VID

pynna VLAN, KOTOpOW NpuUHaAnexuT AaHHbIA Kaap.

Port

370 none otobpaxaeT NoOpT, Ha KOTOPbIN NepecbiaeTca yKas3aHHbIN Bbile MAC-agpec.

Type

B 3ToM none otobpaxaetca Tun MAC-agpeca - dynamic (AMHaMUYeCKuii, To ecTb
NMoNy4YeHHbI KOMMyTaToOpoM) unu static (ctatuyeckuii, To eCTb BHECEHHbIN BPYYHYIO Ha
skpaHe Static MAC Forwarding).
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43

Taonuuya ARP

43.1 O630p

B paHHoM rnaee onucaHa Tabnvua npoTtokona paspeweHus agpecos (ARP).

MpoTokon paspeweHus agpecos (ARP) — 3T0 NpoToKoN, NpegHasHaYeHHbIN ANa onpeaeneHus
cooTBeTCcTBUA Mexay IP-agpecoM un pusnMyecknm agpecoM MallMHbl, TaKXe U3BECTHbIM KaK aapec
ynpasneHusa A40CTynoM K cpege, unn MAC-agpec, B /l0OKasbHOW CeTu.

OnuvHa IP-agpeca (Bepcuu 4) coctaBnseT 32 6uta. B nokanbHon cetn Ethernet annHa MAC-aapeca
coctaBnsieT 48 6ut. Tabnuua npotokona ARP onpeaensieT coOOTBETCTBUE MeXAy KaxabiM MAC-
alpecoMm M COOTBETCTBYOWMM eMy IP-aapecom.

43.1.1 O yem paccka3sbiBaeTCs B 3TOM rnase

C nomouwbto s3kpaHa ARP Table (pa3a. 43.2 Ha cTp. 366) MOXHO 03HAaKOMUTLCH C Tabnuuen
cooTBeTcTBUA Mexay IP-agpecamn n MAC-agpecamu.

43.1.2 Y10 HeOOXOOAUMO 3HaATb

Korpa Bxoaswmi nakeT, npegHa3HayeHHbI AN XOCT-YCTPONCTBA B JIOKaNIbHOM CeTU, NpmbbiBaeT Ha
KOMMyTaToOp, Nnporpamma npotokona ARP Ha koMMyTaTope mnwet ero B Tabnunue ARP 1, ecnn agpec
obHapyxeH, oTnpaBnseT nakeT Ha YCTPOUCTBO.

Ecnu ansa IP-agpeca He HanaeHo 3anucu, Nnpotokost ARP HanpaBAseT WWMPOKOBELWATENbHbIA 3anpoc
BCEM YyCTPOMCTBaAM B JIOKaNbHON ceTu. [laHHbIi KOMMYTaTOP 3anosiHAeT noss ero cobcrBeHHbix MAC-
agpeca n IP-agpeca B agpece oTnpaBuTens, a 3aTeM BHOCUT U3BECTHbIN IP-agpec nonyvaTtens B
COOTBETCTBYOLWEM none. KpomMe Toro, KoMMyTaTop 3anofHgaeT egmHmuammn none MAC-agpeca nyHKTa
Ha3HaudeHus (FF.FF.FF.FF.FF.FF — agpec ans wupoKoBelaTenbHbiX coobuieHnn B cetn Ethernet).
OTBeuvatoLlee ycTpoicTeo (YCTPOMCTBO C MCKOMbIM IP-agpecom nnm mappyTtusatop, KOTOPoOMy
M3BECTEeH NyTb K HEMY) 3aMeHseT LWMpoKoBeLLlaTebHbIN agpec Ha ceBo MAC-agpec, MeHsieT
MecTaMu napbl OTNpaBuTeNb-NoJlydaTesb U OTNpaBaseT 0AHOAAPECHbI OTBET HENOCPEACTBEHHO
MalunHe, npucnaswen 3anpoc. MNpotokon ARP obHoBnsieT Tabnuuy ARP ans aanbHenwmx
obpalleHunii 1 3aTeM OTNpaB/sieT NakeT Ha oTBeTMBLWMIN MAC-agpec.

43.2 MpocmoTtp Tabnuubl ARP

C nomoubto Tabnuubl ARP MOXXHO 03HAKOMUTLCS C COOTBETCTBMAMU Mexay IP-agpecammn n MAC-
agpecamMmu M yaanunTb KOHKpPeTHble agnHamumyeckme 3anmcn ARP.
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[maBa 43 Tabnuua ARP

Bbibepute B HaBuraunoHHol naHenn Management > ARP Table, uto6bl OTKpbITE 3KpaH,
M306paXxeHHbI Ha pUCYHKE HUXe.

PucyHok 253 DkpaH Management > ARP Table

L @) ARP lable ]
@ All
Condition IP Address 0.0.0.0
Port
Flush || Cancel
Index IP Address MAC Address VID Port Ags(s) Type
1 192.168.1.11 00:1e:0b:24:f3:93 1 47 280 dynamic

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 171 SkpaH Management > ARP Table

MOnE OMNMUCAHUE
Condition BbibepuTe cnocob, C NOMOLLbO KOTOPOro KOMMYTaTop AO/XEH yaansaTb 3anucn ARP npu
HaxaTtuun kHornku Flush.
Bbibepute onuuto All, 4yTobbl yaanuTe BCe AnHaMmyeckue 3anmcu ns tabnuubl ARP.
Bbibepute onuuio IP Address v Beeaute IP-agpec, 4tobbl yaanute BCe AMHaAMUYeckne
nosly4YeHHble 3anmcu, coaepxalume ykasaHHbln IP-aapec.
Bbibepute onumio Port n BBeanTe Homep nopTa, 4Tobbl yAaAUTb AMHAMUYECKUE 3anncwm,
nosly4YeHHble Yyepes3 yKa3aHHbIN nopT.
Flush Haxmunte kHonky Flush, 4yTobbl yaanuTb 3anucm ARP B COOTBETCTBMU C yKa3aHHbIMU
YyCNOBUSIMU.
Cancel Haxmunte kHonky Cancel, 4To6bl BEpHYTb 3HAa4YeHMS B MOJISIX K 3aBOACKMM HACTpoiKkam no
yMon4aHuio.
Index MopsaakoBbIi HOMep 3anucu B Tabnvue ARP.
IP Address 3710 none coaepxut IP-aapec ycTponcTBa, NOAKIOYEHHOIO K MOPTY KOMMYyTaTopa C

cooTBeTCcTBYIOWMM MAC-aapecoM, yKa3aHHbIM HUXE.

MAC Address

MAC-aapec ycTpoiicTBa C COOTBETCTBYHOWMUM eMy IP-aapecom.

VID

370 none nokasbiBaeT naeHTndukatop cetm VLAN, KOTOpPOM NpUHAANEXUT AaHHOe
YCTPOWCTBO.

Port 3TO nose nokasbiBaeT MopT, K KOTOPOMY MOAKJIIOYAETCS YCTPOMUCTBO. 3HadyeHne CPU
o3Hauaert, uto aToT IP-agpec asnaetca IP-agpecom ynpaBneHus KOMMyTaTopa.

Age(s) OT0 nosie NokasblBaeT, CKOJIbKO BPEMEHU (B CEKYHAAX) 3anucb MOXeT ocTaBaTbCs B Tabnuvue
ARP, noka oHa He ycTapeeT u He noTpebyeT o6HoBNeHNs. 3HadyeHne O B 3TOM none
COOTBETCTBYET CTaTUYECKOM 3anucu.

Type 370 none ykasbiBaeT Ha TN IP-agpeca - AMHaMnyecknin (NonyyYeH KOMMyTaTOPOM) Man

cTaTuyeckmin (cos3aaH Bpy4YHyHo Ha 3kpaHe Basic Setting > IP Setup vnu Ha skpaHe IP
Application > ARP Setup > Static ARP).

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

367




Tabnuua MTU nyten

B aTol rnaee onucaHa Tabnuua MTU nyTtei IPv6.

441 O630p Tabnuusl MTU nyten

MakcmManbHbIf pa3mep nakeTa (B 6aiTax), KOTOPbIN MOXeT 6biTb NepeAaH No KaHany AaHHbIX,
Ha3biBaeTcsa Maximum Transmission Unit (MTU). JaHHbIN KOMMYTaTOp MCNob3yeT NpoTokon Path
MTU Discovery ans obHapyxeHus MTU nyTel, To eCTb MUHMManbHOro MTU 13 Bcex KaHasoB Ha NyTu
K Y31y HasHadeHus. Ecnu nocne oTnpaBku nakeTa KOMMyTaTop nony4daet coobuieHne o6 owmnbke
ICMPv6 Packet Too Big, To oH hparMeHTMpYET creayowmnii NakeT B COOTBETCTBMN CO 3HAYEHUEM
MTU, ykasaHHbIM B coobLieHnn 06 owmnbke.

44.2 TMpocmotp Tabnuubl MTU nyten

C NOMOLLbI 3TOr0 3KpaHa MOXHO MPOCMOTpeTb UHdopMaunio 06 MTU nyTter IPv6 Ha koMMyTaTope.
BbibepuTe B HaBuraumoHHor naHenn Management > Path MTU Table, 4to6bl OTKpbITb 3KpaH,
n306paxKeHHbI Ha 3KpaHe HUXe.

PucyHok 254 SkpaH Management > Path MTU Table

@ Path MTU Table

Path MTU aging time : 10 minutes
Index

Destination Address MTU Expire

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 172 >SkpaH Management > Path MTU Table

NONE

OMUCAHME

Path MTU
aging time

3TO noJsie NoKasbIBaeT, CKOJIbKO BPEMEHW B CEKYHAAX 3anuncb MOXET OCTaBaTbCs B Tabnuue
MTU nyTei, noka oHa He ycTapeeT v He noTpebyeT 06HOBeHUS.

Index

OTo none otobpaxkaeT NOpsSAKOBbLINM HOMEp 3anucu B Tabnuue.

Destination
Address

OT0 none nokasblBaeT aapec HasHadeHusa IPv6 Ansa Kaxaoro NyTu/KaXxaon 3anucu.

MTU

OTO nose nokasblBaeT 3HayeHne MTU Ansa KaHanoB Ha NyTu.

Expire

OTO nosie nokasbiBaeT, CKOJIbKO BpeMeHM (B MUHYTax) 3anncb MOXeT oCcTaBaTbCs B Tabnuue
MTU nyTel, NoKa OHa He ycTapeeT U He noTpebyeT 06HOBNEHMS.
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HacTponka knoHupoBaHusa

45.1 OO630p

B oaHHOI rnaBe onMCbIBAETCS BO3MOXHOCTb KOMMPOBAHUSA HAaCTPOEK OAHOro MopTa Ha Apyrue
nopThl.

45.2 Hactpounka KnoHMpoBaHuS

C nomouwlbto KJTOHMPOBaHMA MOXXHO CKOMMPOBaTb OCHOBHbIE U paClUNPEHHbIE HaCTpOIﬁKM nopTta-
NUCTOYHUKa Ha OANH UJIN HECKOJIbKO MOPTOB Ha3Ha4eHwu4d. YT106bI 0T06pa3VITb MoKa3aHHbIN HUXe
3KpaH, HaxMmuTe Management > Configure Clone.
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[maBa 45 HacTtpolika KnoHnpoBaHus

PucyHok 255 SkpaH Management > Configure Clone

Source

[ ¢ onfigure Clone

Destination

Port

Port Features

Basic Setting

Advanced Application

Active

MName

Speed/Duplex

Flow Control

Intrusion Lock

VLAN1g

VLAN1g Member
Bandwidth Control

Port Security
Broadcast Storm Control
Mirroring

Port Authentication
Queuing Method

IGMP Filtering
Spanning Tree Protocol

Multiple Rapid Spanning Tree Protocol

Protocol-based VLAN
Port-based VLAN

Ethernet OAM

Loop Guard

ARP Inspection

DHCP Snooping

Layer 2 Protocol Tunneling
LLDP

PPPoE IA

ARP Learning
CPUProtection

Multiple Spanning Tree Protocol
FPower over Ethernet
SMNMP Trap

Green Ethernet

| Apply || Cancel |

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 173 2SkpaH Management > Configure Clone

NMOnE OMNMUCAHUE

Source/ BeeavTe HOMep nopTa-UCTOYHUKA B Mosie Source. MNapameTpbl 3TOro nopta 6yayr
Destination KonupoBaTbCH.

Port BBeauTe nopTbl nnun nNopTbl Ha3HayeHusa B none Destination. Ha 3tn noptel 6yayT

CKOMMpPOBaHbl MapaMeTpbl MOPTa-UCTOYHMKA. MOXHO BBECTU HECKOJIbKO HOMEPOB MOpPTOB
yepes 3anaTyto, MM60 AManasoH NopToB Yepes aeduc.

Mpumep:

2, 4, 6 - B KayecTBe MNOPTOB Ha3Ha4YeHWUs UCMNOb3YyOTCA NopThl 2, 4 n 6.

2-6 - B KayecTBe NOPTOB HAa3HA4YeHMs UCMNOMb3YHTCA NOPThI €O 2 o 6.

Basic Setting

BbibepunTe HacTpovkm nopTta (yCTaHOB/IEHHbIE HA 3KpaHax OCHOBHbIX HacTpoek Basic
Setting), koTopble 4OMKHBI 6bITb CKOMMPOBAHbI HA MOPTbl HA3HAYEHMUS.

Advanced
Application

BbibepuTe HacTponkn nopta (YCTaHOBMEHHbIE HA dKpaHax paclMpPEHHbIX NMPUIOXEHUN
Advanced Application), koTopble A0/MKHbI ObITb CKOMMPOBaHbI HA NOPTblI HA3HAYEHUS.
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maBa 45 HacTpoika KnoHMpoBaHus

Ta6nuua 173 DkpaH Management > Configure Clone (npoaomkeHue)

MOnE OMNMUCAHMUE

Apply Haxmunte Apply, 4TO6bl COXpaHUTb U3MEHEHUS B ONepaTMBHOW NaMsaTn KOMMyTaTopa. OTu
HacTpoliku 6yayT yTepsHbl B Clly4ae BblK/HOYEHUS KOMMyTaTopa unn nepebos B nogadye
NUTaHWS, NO3TOMY MO 3aBepLUEHNUN HACTPOMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEepPXHeW HaBMrauMOHHOW NaHesnn Ans COXpaHeHUs U3MEHEHU B SHeproHe3aBUCMMONM NamMsaTy.

Cancel Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.
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Tabnuua cocegHNX yCTPOUCTB

B aToM rnaBe pacckasbiBaeTcs o0 Tabnuvue cocefHnx yCcTponcTs IPv6.

46.1 O630p Tabnuubl cocegHux yctponcts IPv6

Kaxabi xocT IPV6 fomkeH nmetb Tabnuuy coceaHmx yCTPONCTB. Mpu Hanuumm agpeca, KOTopbi
Ha[o0 paspewnTb UM BepuduunupoBaTb, KOMMYyTaTOp OTNpaBnseT cooblieHne Tuna «3anpoc
OOCTYMHbIX coceaeri». Npu nonyveHnn coobuieHmns Tuna «OTBET cocefa» KOMMYTaToOp COXpaHseT
aApec KaHanbHOro ypoBHS coceHero ycTponcTea B Tabnuue cocegHux yctponcTts. Kpome Toro, B
Tabnuue cocegHMX yCTPOMCTB MOXHO CO34aTb CTAaTUYECKYIO 3anncb O COCeAHEM ycTpoiicTBe IPv6
BPYYHYIO C NOMOLLblo 3KpaHa Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor
Setup.

Ecnn komMmyTaTOpy HE0bXx0AMMO OTNPaBUTb NakeT, TO OH B NepByto odepenb obpallaeTcs K Apyrom
Tabnuue, uTo6bLI ONpesennTb cneayowmn nepexod. lNMocne onpeaenenns agpeca IPv6 cneayowero
nepexoaa KoMMyTaTop mueT B Tabnuue cocegHnxX yCTPONCTB COOTBETCTBYIOLWNIA aapec KaHanbHOro
YPOBHS 1 OTNpaBAseT nakeT, Koraa cocegHee yCTpOMCTBO CTAaHOBUTCS AgocsraeMblM. Ecnn
KOMMYTaTOp He MOXET HaWTM HY>XHOW 3anucK B Tabaunue coceaHUX YCTPONCTB, nnu Tpebyemoe
cocegHee yCTpOMCTBO HeAOCTYMHO, TO KOMMYTaTop Ha4YMHaeT Npouecc paspelleHus agpeca. 370
NOMOraeT yMeHbLWuTb Ymcno IPv6-coobueHnin Tuna «3anpoc...» n «OTBeT...».

46.2 lNMpocmoTp Tabnuubl coceaHux yctpoucTts IPv6

C NoMoLbio 3TOr0 3KpaHa MOXHO NPOCMOTPeTb MHMPOPMaLUIO O COCeAHUX ycTporcTeax IPv6
KOMMyTaTopa. Bbibepute B HaBuraumoHHon naHenm Management > Neighbor Table, 4To6bl
OTKPbITb 3KPaH, N306paxeHHbIN Ha PUCYHKE HUXeE.

PucyHok 256 SkpaH Management > Neighbor Table
&

Index Interface Neighbor Address MAC Status Type
1 WLANA fe80::219:cbiffe00:1 00:19:cb:00:00:01 R L

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Tabnuua 174 SkpaH Management > Neighbor Table

NMOnEe OMNMUCAHUE

Index 3710 none otobpaxaeT NOpsSAKOBbIN HOMEp 3anucK B Tabnuue.

Interface 370 none nokasbiBaeT naeHTudukaTop nHtepderica IPv6, Ha KOTOPOM CO34aH AaHHbIN aapec
IPv6 nnun yepes KOTOpPbIN AOCTYMHO cocefiHee YCTPOMCTBO.
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naBa 46 Tabnuua coceaHWX YCTPOUCTB

Tabnuua 174

OkpaH Management > Neighbor Table (npogonxeHune)

NONE

OMNMUCAHME

Neighbor
Address

3To none nokasbiBaeT agpec IPv6 koMMyTaTOpa MM CocefHero yCTpoMCTBa.

MAC

3710 none nokasbiBaeT MAC-agpec nHtepdelica IPv6, Ha KOTOpPOM co3aaH AaHHbIM agpec IPv6,
nnn MAC-agpec coceiHero yCcTpomcTBa.

Status

3To none nokasbliBaeT, ABASETCS NN nHTepdeinc IPv6 coceaHero yctponcTea gocsiraembiM. Ans
npotokona IPv6 noHsTMe «aocsraembli» 03HayaeT, YTo nakeT IPv6 MOXHO KOppPEeKTHO
rnepecnaTtb Ha cocefHuI y3en (XOCT WM MapLipyTu3aTop), a CoCeiHee YCTPOMNCTBO MOXET
YCMNELWHO Nony4YnTb U 06paboTaTbh nakeT. DTO NOME MOXET CoAepXaTb creaylolme 3Ha4YeHus:

reachable (R): NHTepdeic cocegHero ycTpoiicTBa sBASIETCS AOCsAraeMbiM (KOMMyTaTop
Mosly4msn OTBET Ha HavasbHbIi 3anpoc).

stale (S): MocneaHW nHTepBan AOCAraeMoOCTM UCTEK, N KOMMYTaTOp OXWAAET OTBETA Ha
HOBbIN HayanbHbIN 3anpoc. MNone otobpaxaeT 3TO 3HaYeHMe U B TOM Clyvae, ecnm
KOMMYyTaTop nosy4yaeT OTBET OT MHTepdeinca coceaHero yCTpoucTea npu oTCyTCTBUMU
Ha4yanbHOro 3anpoca.

delay (D): C coceaHMM YCTPOMCTBOM HeAaBHO Npoucxoauns obMeH TpadukoMm, HO B
HacCTOALWNIN MOMEHT MHTEpPMENC COCeAHEro yCTPOMCTBa ABNSIETCA HEAOCSraeMbiM;
KOMMYyTaTop OTK/1aAblBaeT OTNpaBKy NakeToB C 3anpocoM Ha Hebosblioe BpeMsl, YTO6bI
AaTb BO3MOXHOCTb NMPOTOKOJSIaM BEPXHEr0 YPOBHS ONpeAennTb A0CAraeMoCTb.

probe (P): KOMMyTaTop NOCHIIAET MaKeTbl C 3aNpOCOM U OXUAAET OTBETA OT COCEAHEr0
yCTpOWCTBa.

invalid (IV): Aapec cocegHero yCcTpoMcTBa He siBNsieTCs 4oNyCTMMbIM agpecom IPv6.

unknown (?): CrtaTyc nHTepdgeinca cocegHero yCTponcTBa He yaaeTcs onpeaennTb no
KakMM-nnbo npuymnHam.

incomplete (I): BbiNnosHAETCA NpoLECC paspelleHns aapeca, Ho apec KaHaibHOro ypoBHs
coceiHero yCTpoiicTBa elle He onpeaesneH. MosiHbIA OTBET OT UHTepdelica coceaHero
YCTPOICTBA HE MOJyYeH.

Type

OT0 none yKasblBaeT Ha TMM COOTBETCTBMS aApecoB AN MHTepdenca coceaHero yCcTponcTaa.
DTO Nosie MOXET coAepXaTb cneaylme 3HaYeHns :

other (O): HM oAVH 13 cneaylOWMX TUMNOB.
local (L): UHTepdenc koMMyTaTopa UCMonb3yeT AAaHHbIN agpec.

dynamic (D): CooTtBeTcTBMe Mexay IP-agpecom n MAC-agpecom MOXHO yCheLwHo
paspewunTb € noMowbio npoTtokona IPv6 Neighbor Discovery. DTOT NpOTOKO/ aHanormyeH
npotokony ARP (Address Resolution protocol) ans IPv4.

static (S): Ans paHHOro nHTepdenca ykasaH ctaTu4yeckuii agpec.
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47

YcTpaHeHue Henonapok

B naHHOl rnaBe onmMcaHbl HEKOTOPbIE COCObbI paspeLleHnst NMpobieM, C KOTOPbIMU MOXHO
CTOJIKHYTbCSI NPV 3KCMyaTalmm yCTpoliicTBa. Bo3MoxHble NpobneMbl pasaeneHsl Mo cneayowmnm
KaTeropusaMm:

e [lpobnembl C NUTaHMEM, NOAK/TIOUYEHMS K YCTPOMUCTBY U MHAMKATOPbI
e [lpobnembl C 4LOCTYNOM K KOMMYTaToOpy M BXOAOM B CUCTEMY
e HacTpolikun KoMMyTaTopa

47.1 MpobGnembl ¢ NUTaHNEM, NOAKNIOYEHUSA K YCTPOUCTBY
U UHOUKaATOPbI

He Bk/oyaeTcsa KoMMmyTaTtop. HM 0AWH U3 MHOMKATOPOB HE ropwuT.

1 Y6eautechb, uTo C KOMMYTATOpPOM UCMOJIb3YTCA aaanTep NMTaHUAa UK WHYP NUTaHNUA N3 KOMMNNEKTa
NOCTaBKW.

2 Yb6eguTecb, 4TO ajantep NUTaHnsa Unn WHyp NoAKMAKYEHbI K KOMMYTATOPY U K COOTBETCTBYHOLWEMY
NCTOYHUKY NMUTAHUA. Y6eauTtecb, YTO UCTOUYHUK MUTAHUS BKIIKOYEH U pa60TaeT.

3  OTCOeAMHUTE M BHOBb MPUCOEANHUTE afanTep NMUTAHUS WM WHYP K KOMMYTaTopy.

4 Ecnn npobnema coxpaHsieTcs, o06paTuTeCh K NOCTaBLUNKY.

Moput nuamkatop ALM.

1 OTcoeanHUTE U BHOBb NPUCOEANHUTE afanTep NUTaHUSa UK LWWHYP K KOMMYyTaTopy.

2 Ecnu npobnema coxpaHsieTcsi, 06paTUTeCh K NOCTaBLIUKY.

MokaszaHWs O4HOro U3 MHAMKATOPOB OT/IMYAKOTCS OT 06bIYHOrO.
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[maBa 47 YcTpaHeHue Henonagok

1 T[lpoBepbTe, KAKMMU UMEHHO AO/KHbI 6bITb NOKAa3aHUA MHAMKATOPA B HOPMasibHOM pexume. CM.
pa3a. 3.3 Ha cTp. 30.

2 [lpoBepbTe NOAKIKYEHUS K YCTPOMUCTBY. CM. pa3a. 47.1 Ha cTp. 374.

3 OcmoTpute kabenn Ha NpeaMeT noBpexaeHuii. ObpaTnUTechb K NOCTaBLUNKY AN 3aMeHbl BCEX
noBpeXaeHHbIX Kabenen.

4 OTCOEAVHUTE M BHOBb NMPUCOEANHUTE afanTep NMUTAHUS WM LWHYP K KOMMYTaTopy.

5 Ecnu npobnema coxpaHsieTcs, obpaTtntech K NOCTaBLUMKY.

47.2 MpobGnembl ¢ 4OCTYNOM K KOMMyTaTopy U BXOA4OM B
cucrtemy

3abbIT IP-agpec kommyTaTOpa.

1 o ymon4yaHuio ucnonb3syetcsa IP-agpec 192.168.1.1.

2 Ecnm 37O He NMOMOraeT, MOXHO COpOCUTb YCTPOMCTBO K 3aBOACKUM HAacTpoMKaMm no ymosdaHuto. CMm.
pasa. 3.4 Ha cTp. 31.

3abbITo UMA nonb3oBaTens u/unuv Naposnb.

1 Wmsa nonb3oBaTtensa no ymondaHuto — admin, a COOTBETCTBYHOLMNIA €MY Maposib MO YMOJYAHUIO —
1234.

2 Ecnv 3TO HE MOMOraeT, MOXHO C6pOoCUTb YCTPOMCTBO K 3aBOACKMM HACTPOMKaM MO yMon4daHuto. CmM.
pa3a. 3.4 Ha cTp. 31.

HeBO3MOXHO NosyunTb AOCTYN K 3KpaHy Login Web-koHdurypatopa.

1 Y6eautecb, YTO UCNOb3YETCA NpaBuUbHbIN IP-agpec.
e [1o ymonuaHuio ncnonb3lyetcsa IP-agpec 192.168.1.1.
e Ecnu IP-agpec 6b11 naMeHeH, ncnonb3ynte HOBbIN IP-agpec.
e Ecnu IP-agpec 6bi1 n3MeHeH, HO HEBO3MOXHO Yy3HaTb, HA KakoW MMeHHO, obpaTuTech K
pekoMmeHaaumsMm pasgena 3abbiT IP-agpec komMmyTaTopa.

2 [IpoBepbTe NOAKNOYEHUS K YCTPONCTBY U yb6eanTech, YTO NOKasaHWs WHAWKATOPOB COOTBETCTBYHOT
HopMasnbHbIM. CM. pa3g. 3.3 Ha cTp. 30.

PykoBoacTtBo nonb3oBatens ansi cepumn GS1920

375



[maBa 47 YcTpaHeHue Henonagok

Y6eantech, 4To B 6pay3epe He BK/oUeHa 6/10KMpOBKa BCMJ/bIBAOLWMX OKOH U BK/IOUEHbI JavaScripts
n Java.

Y6eanTech, YTO KOMMbIOTEP HAXOAUTCA B TOM Xe NoACeTH, YTo n koMmMmyTaTop. (Ecnum TouHo
M3BECTHO, YTO MOAK/IIOYEHMNE KOMMbIOTEPA K KOMMYTaTOPYy OCYLLECTBASETCS Yepes MapLupyTmMsaTop,
MponycTuTe AaHHbIM war).

BbinonHuTe cb6poc ycTpoMcTBa K 3aBOACKUM HACTPOMKaM MO YMOSTHYaHUIO U NMONbITanTecb NONyYnTb
OOCTYyN K KOMMyTaTopy C ucnosb3osaHmneM IP-agpeca no ymonyanutwo. CM. pasa. 3.4 Ha cTp. 31.
Ecnn npobnema coxpaHseTcsl, obpaTuTech K MOCTaBLUMKY WM NOMbITalkTeCb BOCMOAb30BaTbCA O4HOM
M3 AOMNOJIHUTENbHBIX peKOMeHAauMi.

AononHuTenbHble peKoMeHaauum
e [lonpobyiiTe NOAYy4YNTb AOCTYN K KOMMYTaToOpy C UCMOJSIb30BaHWEM ApYron cnyx6bl, HanpuMep,

FTP. B cny4yae ycnewHoro A4oCTyrna K KOMMyTaTopy NpoBepbTe HAaCTPONKM yAANEHHOro
ynpaBneHusl, 4Tobbl BbISICHUTb, MOYEMY KOMMYTaToOp He OTBeYaeT Ha NoAKItoueHns yepes HTTP.

DKpaH

Login nosiBNSieTCsl, HO BbINOJIHUTL BXOA HA KOMMYTaTop He yJaeTcs.

Y6eauTtecb, YTO MMS NOSIb30BaTEsNS M Napofib BBOAATCS NpaBuiibHO. MIMSA nonb3oBaTtens no
yMonyaHuio — admin, a COOTBETCTBYHOLWIA €My Napo/b No yMonyaHuio — 1234, [laHHble 3Ha4YeHus
YyBCTBUTE/IbHbI K perncrpy, nostomy ybeautecb, uto [Caps Lock] He Bkato4eH.

Bo3MOXHO, npeBbILLEHO A0ONYCTUMOE KOTMYECTBO OAHOBPEMEHHbBIX ceccun.

Y6eantecb, 4To Aoctyn Yepe3 HTTP paspeweH. Ecnun 6bin ckoHdUrypuposaH IP-agpec
3alMLEeHHOro KnmeHTa, To IP-agpec koMnbloTepa AOIXEH COBMagaTb € HUM. bonee noapobHyo
MHMOPMaLMIO MOXHO HaWTKU B rfase 0 KOHTpOJsie AoCTyna.

OTcoeanHUTE M BHOBb NPUCOEANHUTE LUHYP NMUTAHUSI K KOMMYTaTopy.

Ecnn 310 He noMoraeT, MOXHO CHpOCUTb YCTPOMCTBO K 3aBOACKUM HACTpoMKaM no ymosidaHuto. CMm.
pa3a. 3.4 Ha cTp. 31.

BcnnbiBatowme okHa, JavaScript n paspeweHusa Java

Ana ncnonb3oBaHus Web-KoHMUrypaTopa HyXXHO pa3peLinThb:

e BcnnbiBatowme okHa bpay3epa Ha yCTpoKCTBe.
e JavaScript (N0 yMOM4YaHUIO BKIOYEH).

e PaspelleHuns Java (no yMon4YaHUo BKIKOYEHbI).
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[maBa 47 YcTpaHeHue Henonagok

1 He BMXY HeKOoTopbie n3 MeH HumxkHero yposHss Advanced Application B HMXxHel yactm
HaBUrauMOHHOM NaHesnu.

PekoMeHaoBaHHOe pa3spelueHune akpaHa — 1024 Ha 768 nukcenen. OTperynmpynte paspelleHue
3KpaHa Ha KOMNbIOTEpPE, YTO MO3BOJIUT YBUAETb OCTasibHble MeH0 HUXHero yposHsa Advanced
Application B HMXHeN YacTn HaBUraLMOHHOW NaHenu.

O6Hapy)eHa nonbiTKa HECAHKLMOHMPOBAHHOMO AOCTYNa K KOMMyTaTopy.

HaxmuTte kHonky Display B none System Log Ha akpaHe Management > Diagnostic, uTo6bl
BbISIBUTb MOMbITKW HECaHKLMOHMPOBAHHOIO AOCTYNa K KOMMyTaTopy. YT06bl MCKNOUNTD
BO3MOXHOCTb HECAHKLIMOHMPOBAHHOIO AOCTYyMNa, HacTpoKiTe napameTpbl 6€30MacHOro KJANEeHTCKOro
AocTyna Ha akpaHe Management > Access Control > Remote Management. KomnbtoTepbl, He
npuHagnexatiime K uncny 6es3onacHbiX KIMEHTOB, HE CMOTYT MOAYYUTb AOCTYN K KOMMYTaTopy.

47.3 HacTtpounkm KommyTaTopa

MNMocne nepesarpyskyM KOMMyTaTopa nNponasan HaCcTPONKM KOHDUrypaumu.

Obs3aTenbHO CoXpaHsanTe KOHMUrypaumo B NOCTOSHHOW
namsiTM KOMMyTaTopa Kaxabli pas, koraa BHoCUTe Kakune-nm6o il Status El Logout H Help
M3MeHeHus. Haxmmte Save B npaBoM BepxHeM yrny Web-
KOHdUrypatopa, 4tobbl COXpaHUTb KOHMUIypaumio Ha NOCTOSHHOM ocHoBe. bonee noapobHyto
MHMOPMaLNIO O TOM, KaK COXPaHUTb KOHMPUrypaumo, MOXHO HauTn B pa3a. 37.5 Ha cTp. 326.
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YacTto ucnonb3lyemble CryXObl

B npuBeaeHHOM HMxe Tabnuue nepeyuncneH pag Hanbonee 4acTo MCNONb3yeMbIX CNyX6, €
yKa3aHWeM COOTBETCTBYIOLMX NPOTOKOI0B U1 HOMEPOB NOPTOB. [M0MHbIA NepevyeHb HOMEPOB MOPTOB,
kogos/TnunoB ICMP u cnyx6 MOXxHO HalTu Ha canTte IANA (ynONHOMOYEHHOW OpraHM3aummn no
pacnpegeneHuto Hymepauuu B cet NHTepHeT).

e HanmeHoBaHMe: KpaTkoe onucaTenbHoe UMA CNy6bl. MOXHO UCMOJIb30BaTb 3TO UMSA UK
co3AaTh ApYroe, Npu XenaHuu.

e Mpotokon: Tun IP-npoTokona, ncnonb3dyemoro cnyx6om. Ecnn B 3Ttom ctonbue ykasaHo TCP/
UDP, gaHHOM cnyx601 ncnonb3yrTCcs 0aMHaKOBble HOMepa nopToB Kak ana TCP, Tak u gna UDP.
Ecnu B aTOM cTonbue ykaszaHo ONPEAENSAETCA NMOJIb3OBATEJIEM, B cton6ue MopT(bi)
yKa3blBaeTcs HoMep npotokona IP, a He Homep nopTa.

e MopTbi(bl): 3HaueHWe B JaHHOM cTosbLe 3aBMCUT OT 3HauyeHus B ctonbue Mportokon. Bonee
noapobHyo MHdpOpMaumMo 0 HoMepax NOpPTOB MOXHO HanTn B RFC 1700.

e Ecnu B cton6bue NMporokon ykaszaHo TCP, UDP unn TCP/UDP, B naHHoM cTonbue
yKa3blBaeTca HoMmep nopTa IP.

e Ecnun B ctonbue Mpotokon ctont ONPEQENAETCA NOJIb3OBATEJIEM, B naHHOM cTonbue
yKasblBaeTca HoMep npoTtokosna IP.

¢ OnucaHume: Kpatkoe onvcaHme nNpunoxXeHuin, KOTopble UCNOMb3YIOT CNyx0by, nan cutyaumin, B
KOTOpPbIX UCNONb3yeTcs cnyxba.

Tabnuua 175 YacTo ncnonb3lyemble Cnyx6bl

HAMMEHOBAHUE |MPOTOKON NOPT(bl) |OMUCAHUE
AH (IPSEC_TUNNEL) | OnpeanensieTcs 51 [aHHas cnyxba ncnonb3yeTcss NpOTOKOSIOM
rnonb3oBaTesieM TyHHenunpoBaHusa IPSEC AH (3aronosok
ayTeHTudmkaumm).
AIM/New-ICQ TCP 5190 Cnyx6a UHTepHeT-coobweHunit AOL. Takxe
MCMoJb3yeTcsa Kak nopT npocnywusanms ICQ.
AUTH TCP 113 MpoTokon ayTeHTUdMKaLMN, UCNOSb3YyEMbI
HEKOTOPbIMU CEpBEPaMMU.
BGP TCP 179 MpoToKoa NorpaHMYHOM MapLpyTu3auum.
BOOTP_CLIENT UbP 68 KnuneHt DHCP.
BOOTP_SERVER UbDP 67 Cepsep DHCP.
CU-SEEME TCP 7648 MonynapHoe pelweHne Ans BuaeokoHdepeHuunii ot
White Pines Software.
UbDP 24032
DNS TCP/UDP 53 CepBep AOMEHHbIX UMEH, cnyxba, onpeaenstoLwias
COOTBETCTBMUE MeXAy MMeHaMu B IHTepHeTe (Taknmm
Kak www.zyxel.com) un IP-agpecamu.
ESP OnpepenseTcs 50 OaHHasa cnyx6a ncnonb3yeTcs NpoTOKO/IOM
(IPSEC_TUNNEL) rnosib3oBaresniemM TyHHenuposaHusa IPSEC ESP (Encapsulation Security

Protocol).
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MpunoxeHne A YacTo ncnonb3yemble cryxobl

Tabnuua 175 YacTo ncnonb3yemble cnyx6bl (NpoaonKeHUE)

HAMMEHOBAHUE |MPOTOKON MOPT(bl) |OMUCAHUE

FINGER TCP 79 Finger — komaHga B UNIX unn B UHTepHeTe,
ncnonb3yemas AN nomcka 3apermcTpupoBaHHbIX B
cucTeMe nosb3oBaTenen.

FTP TCP 20 MporpamMma nepenauu dannos, nporpamMma,
obecneuuBatowas 6biICTpyto Nepenavy ¢dannos, B

Tcp 21 TOoM umcne cdaiinoB 60abLIOro pasmMmepa, KOTopble He
BCeraa BO3MOXHO nepeaaTtb MO 3/IeKTPOHHOM noyTe.

H.323 TCP 1720 [aHHbI NPOTOKO/ UCMONb3yeTCcs NporpamMMon
NetMeeting.

HTTP TCP 80 lMpoTokoN nepegayu runeprekcra — NpPoOTOKON
KnueHT/cepep ans cetn World Wide Web.

HTTPS TCP 443 HTTPS - 3awmunweHHble ceccum http, yacTto
MCMOJIb3yEeMble B 3/IEKTPOHHOM KOMMepUMK.

ICMP OnpepenseTcs 1 MexceTeBo NPOTOKO/ KOHTPOJIbHbIX COOBLWEeHn

nonb3oBaTenem 4YaCTO UCNOMb3YEeTCa AN ANArHOCTUKU Unn
MapwpyTusaummn.
ICQ UDP 4000 MonynspHas nporpamMma ansa UHTepHeT-4aTa.
IGMP (MULTICAST) |OnpegensieTcs 2 MexceTeBoi NPOTOKON yNpaBAeHUs rpynnamm
nonb3oBaTtenem MHOroaZpeCcHOM paccCbl/iKu UCMOMb3yeTcs npu
OTrnpaBKe MakeToB onpeAesieHHON rpynmne XoCToB.

IKE UDP 500 Anroputm obMeHa knto4Yamm B MHTepHeTe
MCNonb3yeTcs AN PacnpoOCTPaHEHUS KOYen 1
ynpaBneHuns Kayamu.

IRC TCP/UDP 6667 Ewe oaHa nonynsapHas nporpamMmma NHTepHeT-4aTa.

MSN Messenger TCP 1863 [aHHbI NPOTOKON UCnonb3yeTcst cnyxb6oi
coobuweHunii Microsoft Networks.

NEW-ICQ TCP 5190 MporpamMmma NHTepHeT-4vaTa.

NEWS TCP 144 MpOTOKON HOBOCTHbIX Fpynmn.

NFS UDP 2049 CeteBas ¢arinosas cuctema NFS - pacnpeaeneHHas
dannoBas cnyxba knmeHT/cepsep,
obecneuunBatowasn npo3payHbii A4OCTYN K
COBMECTHOMY MCMO/1Ib30BaHUIO (aiioB B CETH.

NNTP TCP 119 CeTeBol NpOTOKON Nepeaayn HOBOCTEM
npeacTaBnsieT coboM MexaHn3M AOCTaBKU AN
cnyx6bl HoBocTelrt USENET.

PING OnpepenseTtcs 1 Packet INternet Groper — NnpoTOKO/, paccbinatwLunm

nonb3oBaTenem axo-3anpockl ICMP ans npoBepku AOCTYMHOCTH
yAaneHHoro xocra.

POP3 TCP 110 MouTtoBbI npoTokon Post Office Protocol Bepcun 3
Mo3BONSET KIMEHTCKMM KOMMbIOTEPAM Nosy4vaTb
3/1eKTPOHHY0 NoYTy € cepBepa POP3 ¢
MCMNoSIb30BaHMEM BpeMeHHOro nogknoyenus (TCP/IP
WAN Apyroro).

PPTP TCP 1723 MpoTOKON TYHHENUPOBAHUSA «TOYKA-TOYKa»
obecrneunBaeT 3alULLEHHYI0 Nepefayy AaHHbIX
yepes 06Lea0CTyMNHble ceTU. DTOT NOpPT
MCnonb3yeTcs ANS YNpaBAsSowWwero KaHan.

PPTP_TUNNEL (GRE) | Onpegensetcs 47 MpoToKON TYHHENMPOBAHUS «TOYKa-Touyka» PPTP

rnonb3oBarenem obecneunBaeT 3alMLLEHHYI0 Nepefayy AaHHbIX

yepes 06Le[0CTyMHbIe CETU. DTOT NOPT
MCMOMb3yeTCs AN KaHana nepeaauv AaHHbIX.
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Tabnuua 175 YacTo ncnonb3yemble cnyx6bl (NpoaonKeHUE)

HAUMEHOBAHUE

NPOTOKON

NOPT(bl)

OMNCAHME

RCMD

TCP

512

Cnyx6a yaaneHHbIX KOMaHa.

REAL_AUDIO

TCP

7070

Cnyx6a noTokoBow nepenaym ayamo obecneumsBaeTt
TpaHCcnAuMIo 3ByKa yepes3 VIHTepHeT B peasibHOM
BpPEMEHMN.

REXEC

TCP

514

Mpouecc (daemon) yaaneHHOro NCNOSIHEHUS.

RLOGIN

TCP

513

YpaneHHblli BXo4 B CUCTEMY.

RTELNET

TCP

107

YnaneHHbiii Telnet.

RTSP

TCP/UDP

554

MpoTOKON NOTOKOBOW NepeAayvn peasibHOro BpeEMeHU
(ynpasnenus cpepon nepenayun) RTSP
obecneunBaeT yaaneHHoOe ynpasieHne noTokamm
MynbTuMeamna B MHTepHeTe.

SFTP

TCP

115

MpocTol npoTokoN nepeaayn dannos.

SMTP

TCP

25

MpoCTOol NPOTOKON NEPEChbIIKN NOYThl NpeacTaBaseT
cobori ctaHaapT obMeHa coobweHnsaMu yepes
NHTepHeT. SMTP no3BonsieT nepeaaBaTtbh COOOLLEHUS
C OQHOro cepBepa 3/1eKTPOHHOW NOYTbl HAa APYroMn.

SNMP

TCP/UDP

161

MpOCTOM NPOTOKOS CETEBOMO YNpaB/eHUs.

SNMP-TRAPS

TCP/UDP

162

«JloByLwWKN», ncnonbsyemole B npotokosne SNMP
(RFC:1215).

SQL-NET

TCP

1521

A3bIK CTPYKTYPUPOBaAHHbIX 3anpocos SQL -
nHTepdernc A0CTyna K AaHHbIM B Pa3/inyHbIX
cuctemax 6as gaHHbIX, B TOM YMCle Ha
MeliHdpenMax, cuctemax cpegHero yposHsi, UNIX-
cucTeMax u CeTeBbIX cepBepax.

SSH

TCP/UDP

22

MporpaMma yAaneHHOro BxoAa B CUCTEMY 4yepes
3aWmLeHHyo 060104Ky.

STRM WORKS

UbP

1558

Mpotokon Stream Works.

SYSLOG

UDP

514

Syslog obecneunBaeT nepenayvyy CUCTEMHbIX
KOHTPOJIbHbIX XYypHanoB Ha cepsep UNIX.

TACACS

ubP

49

MpoTokon BXoAa B CUCTEMY, UCMOJIb3YEMbIV AN
cuctem TACACS (Terminal Access Controller Access
Control System).

TELNET

TCP

23

Telnet — NnpoToOKOM BXOAA B CUCTEMY M IMYISILMK
TepMUHasna, 4acto UCnosib3dyembiii B IHTepHeTe 1
UNIX-cucrtemax. PaboTtaet B cetsix TCP/IP. OcHOBHOe
HasHa4yeHune AaHHOro NpoToKoa — yAaneHHbIN BXoA4
nonb3oBaTesien Ha XOCT-CUCTEMBI.

TFTP

ubP

69

TpuBKManbHbIM NPOTOKON Nepeayn dannos -
cxofHbI ¢ FTP npoTokon nepeaayn ¢annos B
NHTepHeTe, oT/inyaeTca oT FTP ncnonb3oBaHuem
npotokona UDP (User Datagram Protocol) BmecTo
TCP (Transmission Control Protocol).

VDOLIVE

TCP

7000

Ewe oaHo pelieHne Ans BUAEOKOHdbEpeHLMNA.
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IPv6

0O630p

IPv6 (Bepcusa 6 npotokona IP, Internet Protocol) 6bina paspaboTaHa c Uenblo yBenm4yeHus pasMmepa
n dyHKuMoHanbHocTn IP-agpecos. YeenmueHune pasmepa agpeca IPv6 no 128 6utos (Mo cpaBHEHUIO
C 32-6buTtHbIMK agpecamn IPv4) no3sonseT yBenmunTb KOIMYeCcTBO A0CTYNHbIX IP-agpecos Ao 3,4 X
1038,

Appecauus IPv6

128-pa3psgHbiit agpec IPv6 3anucbiBaeTcs B BUAE BOCbMU 16-6UTHbIX WECTHaALaTEPUYHbIX 6/10KOB,
pasaeneHHbiX apoetoumnem (:). BoT npumep agpeca IPv6:
2001:0db8:1a2b:0015:0000:0000:1a2f:0000.

Appeca IPv6 MOXHO cokpallaTb ABYMs cnocobamu:

e Beaywwme Hynu B 6510Kkax MOXHO onyckaTb. Hanpumep, agpec
2001:0db8:1a2b:0015:0000:0000:1a2£:0000 MOXHO 3anucaTb B BUAE
2001:db8:1a2b:15:0:0:1a2f:0.

e Jliob6oe umcno nocnenoBaTeNbHbIX 610KOB, COCTOALLNX U3 HYNEN, MOXHO 3aMEeHUTb ABOMHbIM
ABOeTouMeM. [1BoHOE ABOETOUME MOXHO MCMOMb30BaTbh NPU HanNncaHum agpeca IPv6 Tonbko
0AMH pa3. CoOTBETCTBEHHO, aapec 2001 :0db8:0000:0000:1a2£:0000:0000:0015 MOXHO
3anmncaTb Kak 2001:0db8::1a2£:0000:0000:0015, 2001:0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:15 WM 2001:db8:0:0:1a2f::15.

MNMpedukc n ero gnuHa

Mo aHanormu c mackon noacetn ansa IPv4 npotokon IPv6 ncnonb3yeTt aapecHbii npedukc ans
yKasaHusa Ha agpec cetu. nvHa npedukc IPv6 roBopuT 0 TOM, CKOMIbKO Hanbosee 3Ha4MMbix 6GUTOB
aZpeca, ecivm OTCUYMTbIBaTb C/ieBa, COCTaBASAT agpec cetu. [nmHa npedukca 3anmcobiBaeTcs B
dopmaTte «/x>», rae x — 3To uncio. Hanpumep,

sammch 2001:db8:1la2b:15::1a2f:0/32

0O3HauyaeT, 4To nepsble 32 6uTa (2001 :db8) ABNAKOTCA aApPECOM NOACETH.

Appec Link-local

Appec link-local yHMKkanbHbIM 06pa3oM naeHTMdMUMPYET YCTPOMCTBO B JIOKanbHOM ceTu. OH
aHanormyeH «yactHomy IP-agpecy» npotokona IPv4. OauH u TOT Xe agpec link-local moxeT 6bITb
Ha3HayeH ABYM u 6onee nHTepdericam ogHoro ycrporcrea. OgHoHanpaBnieHHbI agpec link-local
MMeeT npeaonpeaeneHHoii npedukc fe80::/10. ®opMmaT ogHOHanpasneHHoro agpeca link-local
BbIFrNA4AWT crieayowmnm obpasom.
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Ta6bnuua 176 ®dopmMaTt ogHOHanpaBsieHHoro agpeca link-local

1111 1110 10 0 MaeHTudukaTop uHTepdelica
10 6uToB 54 6uTta 64 6uta

MoGanbHbIN agpec

FnobanbHbIM agpec yHMKanbHbIM 06pa3oM naeHTndunumpyeT yCTpoMCcTBO B ceTn MHTepHeT. OH
aHanorunyeH «BHewHemy IP-agpecy» npotokona IPv4. MnobanbHbIi OAHOHANpPaB/IeHHbIN agpec
HayuHaeTcs ¢ 2 nnm 3.

Heyka3aHHbIV agpec

Heyka3saHHbi agpec (0:0:0:0:0:0:0:0 nnu ::) ncnonb3yeTcs B KayecTBe agpeca UCTOYHUKA B TOM
cny4dae, ecnm yCTPOMCTBO He uMmeeT cobcTBeHHOro agpeca. OH aHanormyeH agpecy «0.0.0.0»
npoTtokona IPv4.

Appec o6paTHOM neTnun

Appec obpaTtHoii netnm (0:0:0:0:0:0:0:1 nnm ::1) gaeT XOCTy BO3MOXHOCTb OTNPaBAATb NMaKeThbl
camoMy cebe. DTOT TMN agpeca aHanormdeH agpecy «127.0.0.1» npoTtokona IPv4.

Appec ona MHOroagpecHom paccbifiku

Agpeca ans MHOroaapecHom pacchbl/ikn NpoTokona IPv6 BbINOMHAT Ty Xe (PYHKUMIO, YTO U
LUMpoKoBeLaTenbHble agpeca npotokona IPv4. MNMpotokon IPv6 He nogaepxuBaeT
LUINpOKOBeELlaTebHble paccblkn. Agpec AN MHOroaAapecHOM pacchl/IKM NO3BOJISET XOCTY pacchliath
NakeTbl BCEM XOCTaM, BXOASLWMM B rpynny MHOroagpecHoOM pacCbiiku.

MacwTtab MHOroaapecHoOM pacchisikM NO3BONSET onpeaensaTb pa3Mep rpynnbl MHOroaapecHowm
paccbinku. Agpec Ans MHOroaZpeCcHoOW pacChbl/iku uMeeT npeaonpeaeneHHblii npedukc ff00::/8. B
Tabnunue HMXe NpMBEeAEHO ONMCaHME HEKOTOPbIX NpeaonpeaesieHHbIX aapecoB A1 MHOroaapecHom
paccbIKu.

Tabnuua 177 T[peponpeneneHHble agpeca A/ MHOroaApecHOM pacCblku

;\ﬂggglﬁﬂa MHOIrOAPECHOMU OMUCAHME

FF01:0:0:0:0:0:0:1 Bce xoCTbl Ha OKanbLHOM y3ne.

FF01:0:0:0:0:0:0:2 Bce mapLupyTM3aTopbl Ha SIOKalbHOM y3/e.
FF02:0:0:0:0:0:0:1 Bce X0CTbl Ha NOKaNbHO MOAK/IOYEHHOM COEANHEHUN.
FF02:0:0:0:0:0:0:2 Bce MapLpyT13aTopbl Ha SIOKaNbHO NOAK/IIOYEHHOM COEANHEHUN.
FF05:0:0:0:0:0:0:2 Bce MapLlipyTu3aTopbl Ha SI0KasibHOM NaoLwaaKke.
FF05:0:0:0:0:0:1:3 Bce DHCP-cepBepbl Ha IOKanbHOWM NoLwaake.
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B Tabnnue Huxe npueBeaeH CNUCOK 3ape3epBNpoBaHHbIX aapecoB Ans MHoroap,peCHoﬁ paccCbl/ikKu,
KOTOpbl€ HENMBb3A HA3Ha4YUTb rpynne MHoroaapeCHoﬁ paccCbliKn.

Tabnuua 178 3ape3epBMpOBaHHble agpeca A1 MHOroaapecHoW paccbliku

AOPEC ANl MHOITOAPECHOM
PACCBIJIKA

FF00:0:0:0:0:0:0:0

FF01:0:0:0:0:0:0:0

FF02:0:0:0:0:0:0:0

FF03:0:0:0:0:0:0:0

FF04:0:0:0:0:0:0:0

FF05:0:0:0:0:0:0:0

FF06:0:0:0:0:0:0:0

FF07:0:0:0:0:0:0:0

FF08:0:0:0:0:0:0:0

FF09:0:0:0:0:0:0:0

FFOA:0:0:0:0:0:0:0

FFOB:0:0:0:0:0:0:0

FF0C:0:0:0:0:0:0:0

FFOD:0:0:0:0:0:0:0

FFO0E:0:0:0:0:0:0:0

FFOF:0:0:0:0:0:0:0

Macku noacetu

N appec IPv6, n Mmacka noacetu IPv6 cocTtosiT n3 128-6MTHbIX UNdp, KOTopble pa3buTbl Ha BOCEMb
16-61THbIX 610KOB M 3anucaHbl B LWIeCTHaALaTEPUYHOM HOTaumu. LecTHaguaTepnyHasa HoTaums
ncnonb3yeT yYeTblpe 6uTa noa kaxabii cumeon (1 ~ 10, A ~ F). 16 6uToB kaxaoro 650ka 3aTtem
NpeacTaBnsOTCA B BUAE YeTbipex WecTHagLuaTeEPMUHbIX CUMBO/IOB. Hanpumep,
FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

UpeHTncpukaTop nHrepdenca

EUI-64

B npotokone IPv6 nageHtudmkaTop nHtepdenca — ato 64-6utHoe uncno. OH naeHtTndmnumnpyeTt
dusnyeckmn nHtepdeic (Hanpumep, nopt Ethernet) nnu BupTyanbHbiii HTEpdenc (Hanpumep, IP-
aapec ynpasnenus ans cetn VLAN). Kaxxabiii MHTepdenc AOMKEH UMETb YHUKAJIbHbIN
naeHTndukaTop.

PaclwimMpeHHbIn yHUKanbHbIN naeHTudukatop EUI-64 (Extended Unique Identifier), paspaboTaHHbin
mHcTuTyTOoM IEEE (Institute of Electrical and Electronics Engineers), — aTo dhopmaT naeHtudmkatopa
MHTepdelica, aganTMpoBaHHbIM Ana npotokona IPv6. Kak nokasaHo HUXe, OH sBnseTcs
npoun3BogHbIM OT 48-6MTHOro (6-6anToBoro) MAC-aapeca Ethernet. EUI-64 BcTtaBnsiet
wecTHaauaTepuyHble umdpel fffe mexay TpeTbmM n yeTBepThbiM 6aitamm MAC-agpeca u AONOMHSET
ceabMown 6uT nepsoro 6anta MAC-agpeca. lNpuMep NpuMBOAUTCS HUXKeE.

Ta6bnuua 179

MAC |00‘:|13|:|49 :12|:‘34 |:|56‘
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Ta6bnuua 180
EUI-64 ‘02‘ 413 ’:’49 4FF |:‘FE ‘: 12 |:|34 |:‘56 ‘

ABTOMaTny4ecKkasa HacTpouka 6e3 coxpaHeHUsi COCTOAHUA

DHCPv6

@OyHKLUMS aBTOMaTUYECKOM HacTporikn 6e3 coxpaHeHus coctoaHus ansa IPv6 nossonsaer
aBTOMaTM4YEeCKN FreHepMpoBaThb YHUKasbHble agpeca. B otnnune ot DHCPv6 (Dynamic Host
Configuration Protocol Bepcun wecTb), KOTOPbIA UCNOMb3YETCS A/ aBTOMAaTUYECKOM HaCTPOKM
IPv6 c coxpaHeHneM COCTOsIHMSA, B AaHHOM cnyyae DHCP-cepBep He fO/KeH XpaHUTb CBeAeHUs O
BNajesblie U COCTOSAHMM aapecoB. Kaxaoe ycTponicTeo IPv6 MoxeT creHepupoBaTb COH6CTBEHHbIN,
YHUKanbHbIM IP-agpec aBToMaTM4eCKn, €Cn Ha AaHHOM MHTepdelice BkoYeHa nogaepxka IPv6.
MonHbin agpec IPv6 hopMmnpyeTtca u3 npedukca n naeHtudunkatopa nHtepdeica
(creHepupoBaHHOro Ha ocHoBe cobctBeHHoro MAC-agpeca Ethernet, cm. aeHTudunkaTop
nHTepderica u EUI-64).

Ecnu Ha ycTpolicTBe BktoveHa noaaepxka IPv6, To ero nuHtepderic aBToMaTMYeCckn reHepupyeT
aapec link-local (HaunHatowmiica c npedukca fe80).

Ecnv aToT nHTepdenc NogKAYEeH K CETM C MapLpyTM3aTOPOM, @ HAaCTPOMKN KOMMYTaTop
npeaycMaTpuBaloT aBToMaTUUYeCKOe nosyvyeHue ceteBoro npedwukca IPv6 ana aaHHoro nHtepdeica
C MapuwpyTm3aTopa, TO OH reHepupyeT ewe oAnH aapec, coveTarowmin B cebe naeHtudmkaTop
nHTepdenca, nHhopmaunto o rnobanbHoOM ceTn n nHpopMaUno 0 NOACETU, MOTYYEHHYIO OT
MapLipyTu3aTopas. 3To 6yaeT MapLpyTU3UpyeMblii, robanbHblit IP-aapec.

Mpotokon DHCPv6 (Dynamic Host Configuration Protocol for IPv6, npoTOKON AMHaMU4YeCKOWn
KoHuUrypaummn xoctos ans IPv6, RFC 3315) - 3To K/IMEHT-CEpPBEPHbIN NPOTOKOJ1, KOTOPLIN
no3ssonseT DHCP-cepBepy HasHadaTb M NnepeaasaTb CeTeBble agpeca, npeduKcol n gpyrme
cBeaeHus o kKoHdurypaumm IPv6 DHCP-knneHTaM. CepBepbl U kiveHTbl DHCPV6 o6MeHmBaloTcs
coobueHnamm DHCP ¢ ncnonb3oBaHmnemM npoTtokona UDP.

Kaxxabln DHCP-knneHT n DHCP-cepBep nMeeT yHMKanbHbIn naeHtngukatop DHCP (DHCP Unique
IDentifier, DUID), KOTOpbI/ UCMOMb3yeTCcsa AN naeHTudukaumm npm obmeHe coobuieHmamm DHCPV6.
DUID reHepupyeTtcs Ha ocHoBe MAC-agpeca, BpeMeH, uaeHTudunkaTopa, Ha3Ha4YeHHOro
NOCTaBLUMKOM, WU/WUIN YaCTHOro KOpNopaTUBHOINO HOMepa MoCTasBLMKa, 3aperMcTpMpoBaHHOIO B
IANA. DUID He fomkeH MeHSATbLCS CO BpeMeHeM, Aa)ke nocne nepesarpys3kun yCTpomncTea.

Accoumauunsa nageHTudmukaTopoB

Accoumaumsa naentndgunkatopos (Identity Association, IA) — 3To KONNeKUNA aapecoB, Ha3HAYEHHbIX
DHCP-knneHTy, NnocpeacTBOM KOTOPOW CEPBEP U K/IMEHT MOIYT YNpPaB/saATb rPynrnon CBsi3aHHbIX IP-
agpecos. Kaxpasa accounaunsa IA gomkHa 6biTb accounmpoBaHa TOIbKO C OA4HUM UHTephEeNnCcomM.
DHCP-knmneHT ncnonb3yeTt accoumaunto IA, Ha3HaYeHHYI AaHHOMY MHTepdency, Ansa Nosy4vyeHus
HacTpoek ans gaHHoro nHtepdeinca c DHCP-cepsepa. Kaxaas accounaumsa IA BknodaeT B cebs
YHUKanbHbIn naeHtudunkatop IAID n cBa3aHHy € HUM MHGOpMauuto npotokona IP.

Twn IA - o710 TMN aapeca B IA. Kaxaasa accoumaumnsa IA xpaHuT agpeca ogHoro tuna. IA_NA
O3HayaeT accoumaumio naeHTUPUKaTopoB AN NOCTOSAHHbIX aapecos, a IA_TA - accouunauuto
MOEHTUPUKATOPOB A5t BpeMeHHbIX aapecoB. Onumsa IA_NA cogepxunt nonsa T1 1 T2, a onunsa IA_TA
- HeT. CepBep DHCPv6 ncnonbsyet nona T1 n T2 ans ynpaBneHust BpeMeHeM obpalleHns KIneHTa K

3. Tpotokon IPv6 gonyckaeT npuBasKy AByx 1 6onee agpecos K Ntobomy ceTeBoMy UHTEpdENCYy.
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cepBepy C Lenbto 3abnaroBpeMeHHOro NpoasieHnss CPOKOB XU3HU NtobbiX aapecos, BXOASWNX B
accoumaumio IA_NA. MNMpu HacTynneHnn MoMeHTa BpeMeHn T1 KNMeHT oTnpaBasieT cepeepy (S1), oT
KOTOporo 6b1n NosyYeHbl aapeca, coaepxalumecs B accoumaumm IA_NA, coobueHne Renew. Ecnu
YK€ HaCTynus MOMeEHT BpeMeHu T2, a cepBep He OTBeYaeT, TO K/IMeHT oTnpasBnseT coobieHne
Rebind ntobomy agoctynHomy cepsepy (S2). B cnyuae accounaumm IA_TA KNMEHT MOXET NockinaTb
coobueHns Renew unm Rebind no cobcTBEHHOMY YCMOTPEHMUIO.

T2

T1

AreHT petpaHcnsauum DHCP

AreHT peTtpaHcnsaunm DHCP HaxoauTca B ogHon ceTn ¢ DHCP-knneHTamMn 1 noMoraeT nepecbinaTb
coobueHuns mexay DHCP-cepsepoM n DHCP-knneHTamu. Ecnv KnneHT He MOXET MCNOoNb30BaTb
cobcTBeHHbIN aapec link-local n xopolwo U3BECTHbIN aapec AN MHOroaApecHOW pacCbi/iKn AN
noncka DHCP-cepBepa B CBOEN CETU, TO EMY HYXXEH areHT peTpaHcnsumum DHCP gns otnpaBku
coobueHns DHCP-cepBepy, HaxoasiWEMYCS B ApPYroi ceTu.

AreHT peTtpaHcnsaunm DHCP moxeT gobaBnsatb onumio yaaneHHoh naeHtudukaumm (remote-ID) um
onuuto naeHTUduKaumn nHTepdeliica (interface-ID) B coobueHunsa Relay-Forward npoTtokona
DHCPv6. Onuuna remote-ID conep>XuT CTPOKY, 3a4aHHY0 Nosib30BaTeNeM, HanpuMep, UM CUCTEMbI.
Onuus interface-ID nepenaet cepeepy DHCPv6 cBeaeHmns o HoMepe cnoTa, MHdopMaums o noptax 1
mnaeHTngukatop VLAN. Onunsa remote-ID (ecnun oHa ecTb) yaansietcs us coobueHuin Relay-Reply ao
MOMEHTa OTNpaBKM MaKeToB areHToM peTpaHcisauum knmeHtam. DHCP-cepsep konupyeT onuuto
interface-ID 13 coobuweHnuns Relay-Forward B coobuieHne Relay-Reply n otnpaBnseT ero areHty
peTpaHcnaunmn. 3HadeHue interface-ID He [O/MKHO MEHATBLCS Aaxke Nocie rnepesanycka areHTa
peTpaHCcnaunm.

HdenernpoBaHue npecukca

ICMPv6

OyHKUMS aenernposaHuns npedurkca Nno3sonseT MapwpyTtusaTtopy IPv6 ncnonb3osatb npedukc IPv6
(ceTeBon agpec), NOAYYEHHbIM OT NpoBalaepa ycnyr MHTepHeT (Mnu arpermpyroLwero
MapLpyTusatopa), AN N0KasbHOW CeTU. YCTPOMCTBO KOMMYTaTOp MCMNOJIb3YEeT NOMYUYEHHbIN
npedwukc IPv6 (Hanpumep, 2001:db2::/48) ansa reHepaumn cobcTBeHHoro IP-agpeca B loKanbHOM
ceTn. YCTPOMCTBO KOMMYyTaTop nepegaet nHdopMaumio o npedukce IPv6 xocTtam B NOKanNbLHON CETU
nocpeacTBOM peryasipHOM MHOroaapeCcHOM pacCblyIKn aHOHCOB MapuwpyTtm3aTtopa (Router
Advertisements, RA). lMocne nonyyeHns cBeaeHuin o npeduKce XOCTbl MOryT UCMO/b30BaTh €ro Ans
reHepaunmn cobcTBeHHbIX agpecos IPv6.

Mpotokon ICMPv6 (Internet Control Message Protocol for IPv6 nnn ICMP for IPv6) onucaH B
aokyMmeHTe RFC 4443. Ona ICMPv6 3HaudeHue nonsa Next Header paBHo 58 - 3To oTninyaercs oT
3Ha4yeHunsl, ucrnonblyemoro aAns naeHtudpmkauum ICMP for IPv4. ICMPV6 aBnsieTcs HEOTbEM/IEMON
yacTbto IPv6. Y3nbl IPv6 ucnonb3ytoT ICMPV6 ana nHdopMupoBaHusa 06 owmnbkax, KoTopble
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BCTPETUNNCb Npn 06paboTke NakeToB, U BbINOSHEHMS APYTUX ANArHOCTUYECKNX PYHKLUNIA, TaKuX,
KaK «ping».

Neighbor Discovery Protocol (NDP)

Kaw IPv6

MpoTtokon NDP (Neighbor Discovery Protocol, npoTokon obHapy>XeHuUs coceaen) — 3To NPOTOKON,
MCNOMb3yeMbIl s obHapyXXeHus Apyrux yctpoicTts IPv6 n oTcnexmnsaHmsa nx 4oCAraemoctv B
ceTun. Ycrpoiricteo IPv6 ncnonbsyet cneaywwme tunbl coobuwenunn ICMPv6:

e 3anpoc pgoctynHbix coceaen (Neighbor solicitation): 3anpoc oT xocTa ¢ uenbto y3HaTb aapec
KaHanbHoro yposHsa (MAC-agpec) cocegHero yCTpoOMCTBa M OnpeaennTb, OCTAaeTCs Jin OHO
pocsraembiM. CoceiHee yCTPOMCTBO CYUMTAETCS «A0CAraeMbiM», eC/IM OHO OTBeYaeT Ha coobuieHmne
Tuna «3anpoc AOCTYMHbIX coceAen», NOCTynMBLLEe OT XOcTa, coobuieHneMm Tuna «OTBeT cocena».

e OteeT coceaa (Neighbor advertisement): OTBET OT y3/51a C Liefiblo aHOHCA ero agpeca KaHasbHoro
YPOBHS.

e 3anpoc Ha AOCTYNHOCTb MapwpyTtmsatopos (Router solicitation): 3anpoc oT xocTa ¢ uensko
noucKa MaplpyTusaTopa, KOTOpbIii MOXET BbICTyNaTb B Ka4yeCcTBE MaplipyTusaTopa no
YMONYaHUIO U NepecbkliaTb NakeTbl.

e OtBeT MapwpyTtusaTtopa (Router advertisement): OTBeT Ha cooblleHne TMna «3anpoc Ha
OOCTYMNHOCTb MapLIpyTM3aTOPOB» UM NEePUOAMNYECKUI LWNPOKOBELLATe bHbIA @aHOHC OT
MapLpyTusaTtopa, MH(MOPMUPYIOLLMA O ero NpUCyTCTBUM U COAEPXKALLUNI CBEAEHNSA O psae ero
napameTpoB.

XocT IPv6 06513aTe/IbHO AO/HKEH UMETh K3 COCEACKMX Y3/10B, K3LW Y3/10B Ha3Ha4YeHUs!, CMUCOK
npeduKCcoB 1 CINCOK MapLIPyTU3aTOPOB MO YMOMYaHUIO. YCTPOMCTBO KOMMYTATOp NMOCTOSIHHO
obcnyxusaeTt n obHoBAsieT Kawn IPv6 Ha ocHoBe nHdopMaumm, nosyyaeMomn B cCoobLieHnsx-
oTBeTax. B cooTBeTCTBMM C NPOTOKONOM IPV6 YyCTPOMCTBO KOMMYTaTOp aBTOMaTUYECKWN BbIMOSIHSET
HacTponky agpeca link-local, a 3aTem oTnpaBnseT coobueHne Tuna «3anpoc AOCTYMHbIX coceaen»
AN MTPOBEPKN YHUKANbHOCTM agpeca. [pn Hannummn agpeca, KOTOpbI HaA0 pa3pelmnTb Unu
BepuduMUMpoBaTh, YCTPOMCTBO KOMMYTATOP TakxXe oTnpasfsieT cooblieHne Tuna «3anpoc
OOCTYMHbIX coceaeri». MNpu nonydyeHnn coobuieHmns Tuna «OTBET cocefa» yCTPONCTBO KOMMyTaTop
COXpaHSAET aapec KaHalbHOro YpoOBHSA COCeHEro yCTpoMcTBa B Kalle coceaHunx y3nos. MNpu
NonyyYeHUM B OTBET Ha COOBLLEHME TUNa «3anpoc Ha AOCTYMNHOCTb MapLUpyTM3aTOpPOB» COObLLEHMS
Tnna «OTBET MapLpyTM3aTopa» YCTPOMCTBO KOMMyTaTop A0b6aBiseT CBeAeHUS O MapLipyTM3aTope B
K3LW COCeAHUX Y3M0B, CMMUCOK NPedMKCOB M1 K3LW y3/10B Ha3HadeHus. Ecnv gaHHbIA MapLlipyTusaTop
MOXHO MCMOJIb30BaTb B Ka4YeCTBE MaplpyTusaTopa Mo yMOs4aHuio, TO YCTPOMCTBO KOMMYTaTop
CO34aeT 3anucb B CMUCKE MapLUPyTM3aTOPOB MO YMOYaHUIO.

Ecnn ycTtponcTBy KoMMyTaTop Heo6XoAMMO OTNpaBUTb NakeT, TO OHO BHayane obpalwaeTcs K Kawy
y3/10B Ha3HayeHuns, 4Tobbl onpeaenuTb cneayowmin nepexos. Ecnv cooTBeTCcTBYOWEN 3anmcK B
K3Lle y3/10B Ha3HAYeHMs HET, YCTPOMCTBO KOMMYTaTop C NOMOLWbIO CnucKka npeduKcoB onpegenserT,
OOCTYMEH NN AaHHbIA aapec Ha3Ha4YeHUs, 1 MOXHO SN CBA3aTbCsA C HUM HanpsMmyto, B 06xoa
MaplpyTusaTopa. B cnyyae AOCTYNHOCTM 3TOT afpec BbiIbMpaeTcsl B KadecTBe cneaytoLero
nepexoaa. B npoTMBHOM cnyyae yCTPONCTBO KOMMYyTaTOp BblbupaeT cieayowmin nepexos U3 cnmcka
MapLpyTM3aToOpoB MO YMOSYaHUio nam ns tabnuubl MmapwpyTtmsaumn. Ecnu IP-agpec cneaytowero
nepexoaa M3BeCTeH, yCTPOMCTBO KOMMYTATOP ULET B K3Lle COCeAHUX Y3/10B COOTBETCTBYOLWNI
aZlpec KaHanbHOro ypoBHS M OTNpaBnseT NakeT, Koraa coceHMn y3en CTaHOBUTCHA AOCAraeMbiM.
Ecnn yCcTponcTBO KOMMYTATOP HE MOXET HAaWTU HY>XHOM 3anncu B Kalle COCefHUX Y3108, Un
COCeHUI y3en HeAoCTYNeH, TO OHO HAaYMHAET NpoLecc paspelleHns agpeca. OTO noMoraeT
yMeHbWUTb Yncno IPv6-coobweHunin Tuna «3anpoc...» n «OTBeT...».
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Mpumep — BknoyeHne nogaepxku nporokona IPv6 B onepaumoHHbix cuctemax Windows
XP/2003/Vista

Mo ymonuaHuio onepaunoHHble cnctembl Windows XP 1 Windows 2003 noaaep>uvBaroT NpOTOKON
IPv6. DTOT NnpuMep nnncTpmpyeT Npouecc BKAKYEHUSA nogaepXXku npotokona IPve B
onepaumoHHbix cuctemax Windows XP/2003 ¢ noMoLwbio KOMaHAabl ipvée install. Kpome TOro,
34eCb paccMaTpmBaeTcs NpMMEHeHMe KOMaHAbl ipconfig AN MPOCMOTPa aBTOMaTUYECKMU
creHepupoBaHHbIX IP-agpecos.

C:\>ipv6 install
Installing...
Succeeded.

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :
IP Address. . . . . . . . . . . . : 10.1.1.46

Subnet Mask . . . . . . . . . . . :255.255.255.0
IP Address. . . . . « <« « . . . . : feB0::2d0:59ff:feb8:103c%4
Default Gateway . . . . . . . . . :10.1.1.254

MpoTtokon IPv6 ycTaHOBEH M BKJIKOYEH MO YMOSTYaHMIO B onepaunoHHon cucteme Windows Vista.

Bocnonb3yntecb KOMaHAOW ipconfig AN MPOCMOTPa aBTOMaTUYeCKM HasHa4YeHHoro agpeca IPv6.
Ons paHHoOro nHTepdenca Ha KoMnbloTepe AoXeH oTobpa)XaTbCa Kak MUHUMYM OAWH AOCTYMHbIN
aapec IPvé.

Mpumep — BknroyeHne nogaepxkn DHCPv6 B onepaunoHHon cucteme Windows XP
Windows XP He nopgaepxuBaet DHCPv6. Ecnu B cetn ana Ha3sHayveHusa IP-agpecoB ncnonb3yercs
npotokon DHCPv6, Heo6x0aAnMO yCTaHOBUTb KIMEHTCKOe nporpammHoe obecnevyeHne DHCPv6 B
onepaumoHHon cucteme Windows XP. (Mpumevanue: Ecnn ana HasHayeHunsa agpecos IPv6 B ceTn
MCMONb3YyHTCH cTaTudeckme IP-agpeca nnm aHoHcbl MapwpyTtmnsatopoB (Router Advertisement), aToT
pa3aen MOXHO NMponycTuThb).

B aToM npumepe B kauecTtse kaneHta DHCPv6 ncnonb3ayetcs Dibbler. YTobbl BKNOYNTL KNMEHT
DHCPv6 Ha koMmnbloTepe:

1 YcraHoBuTe Ha komnbtoTep Dibbler n Bbibepute onuuto «knneHT DHCPv6>.

2 [locne 3aBeplueHust yctaHoBkun BbibepuTte B MeHto Start > All Programs > Dibbler-DHCPv6 >
Client Install as service.

3 Bbibepute Start > Control Panel > Administrative Tools > Services.

4 [1Baxpbl WenkHuTe Mbiwbto no ctpoke Dibbler — a DHCPv6 client.
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Services

File  Action Wiew Help

EEER @E

% Services (Local) T (LDI:al)

Dibbler - a DHCPv6 client Mame Description Skatus Startup Type Log On As Ll

DCOM Server Process Launcher Provides la...  Started Automatic Lacal System

i ji=nt Manages o Started Aukomatic Local 5
Start the service (* #s Dibbler - 2 DHCOPYE client Dibbler - a ... Automatic Local System )

Distributed Link Tracking Client Maintains li..,  Starked Aukomatic Local System

%Distributed Transaction Coordinator  Coordinate... TManual Metwork 5.,

Description: %DNS Client Resolves a,..  Started Aukomatic Metwork 5.,

Dibbler - a por‘table DHCPVE. %Errnr Reporting Service Allows erra...  Started Autnmat!c Lacal System

N % 3 Event Log Enables ev... Started Automatic Local Syskem

This is DHCPvG C|IEI’1t, ¥ES0n %Extansihle Authentication Prokocal... Provides wi... Manual Local System

0.7.2. %Fast User Switching Cormpatibilicy Provides m... Manual Lacal Systemn
%FLEXnet Licensing Service This servic... Manual Lacal System o

| \ Extended A Standard

5 Haxmute kHonky Start, 3atem kHonky OK.

Dibbler - a DHCPvé client Properties (Local Computer) 7 E
General | LogOn | Fecovery | Dependencies
Service name: DHCPvEClient
Display name: Dibbler - a DHCPvE client

Descriptior: Dibbler - & portable DHCPYE. This is DHEPYE client,
wversion 0.7.2.

Path to executable:
C:\Program Files\DHCPvEClient_dibblertdibbler-client exe service -d "C:APr

Startup type: Automatic v

Service statuz:  Stopped

“Y'ou can specify the start parameters that apply when pou start the service
fram here.

Start parameters:

(l Ok J)l Cancel I

6 Tenepb KOMMbIOTEP CMOXET NosyyaTb agpec IPv6 ot cepsepa DHCPV6.

Mpumep — BkniroueHne nogaepxku IPvé B onepaumnoHHon cucrteme Windows 7
Mo ymonuaHuto onepaumoHHas cuctema Windows 7 noaaepxusaet IPv6. BkaroueHne noanepxkm
IPv6 Ha koMnbloTepe, paboTatowem noa ynpasneHnem Windows 7, aBToMaTUUYeCKUM BKIIOUYaAET

nogaepxky DHCPv6.

YT10o6bl BKNIOUNTL Noaaepxky IPv6 B onepaunoHHon cucteme Windows 7:

1 Bbibepute B MeHio Control Panel > Network and Sharing Center > Local Area Connection.

2 YctaHoBuTe nepekntoyaTens Internet Protocol Version 6 (TCP/IPv6), 4uTo6bl BKIIOUYNTD
noadepxky npotokona IPv6.
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3 Haxmute kHonky OK, 4yTo6bl COXpaHUTb N3MEHEHMUS.

4 Local Area Connection Properties @

Metwaorling

Connect using:

LF  Broadcom MetXtrems Gigabit Ethemet

This connection uses the following tems:
o8 Clignt for Microsoft Networks

Bl 005 Packst Scheduler
File: and Printer Sharing for Microsoft Networks

B Intemet Protocol Version 6 (TCP/1Pv6)

N —
M i [ntemet Protocol Viersion £ [TCF/TPw4)

Description

TCP/IP wersion &. The latest version of the intemet protocal
that provides communication across diverse interconnected
networks.

(’ 0K D[ Cancel ]

4 Haxmute kHonky Close, utob6bl 3akpbiTb 3kpaH Local Area Connection Status.
5 Bbibepute B MeHio Start > All Programs > Accessories > Command Prompt.

6 Bocnonb3yinTtecb KOMaHAOW ipconfig ANS NPOCMOTpa AMHaAMM4YecKkoro agpeca IPv6. B aToM npumepe
nokasaH rnobanbHbeii agpec (2001:b021:2d::1000), nony4yeHHbIn oT DHCP-cepBepa.

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IPv6 Address. . . . . . . . . . . : 2001:b021:2d::1000
Link-local IPvé Address . . . . . : fe80::25d8:dcab:c80a:5189%11
IPv4 Address. . . . . . . . . . . :172.16.100.61

Subnet Mask . . . . . . . . . . . :255.255.255.0

Default Gateway . . . . . . . . . : fe80::213:49ff:feaa:7125%11

172.16.100.254
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